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Abstract
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Frequency hopping is one of the most successfutieak to the issues of
interference and coexistence facing wireless dewitat utilize the unlicensed
2.4GHz ISM band. However, the current scheme isdas Bluetooth
frequency hopping mechanism and was designed itmflemented on capable
devices that are “not” characterized by limited pomational power and
resources. In this work we propose a new frequéogyping technique
primarily for use with low cost, IEEE 802.15.4 cdrapt devices that can be
employed in wireless sensor networks. Unlike tiegdiency hopping scheme
developed for Bluetooth, WirelessHART and ISA-10@ 1the proposed
solution is event driven, thus allowing the netwtwlchange its operating
frequency in the face of interference once problamssensed in the channel
without the need for extra computational and extenscheduling activities.
The design of the proposed algorithm was carri¢disung specification and
description language (SDL)and the simulation of$id. model revealed
promising results. The proposed algorithm is theplemented on an IEEE
802.15.4 stack that was developed in NesC and Teng@d is implemented on
Micaz motes.
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Increasing activities in the unlicensed 2.4GHz IB&hd is causing an
increasing interference and coexistence probleatsaite affecting the quality
and reliability of wireless devices operating insg proximity using that
frequency band. Filtering methods and modulatichrieques are among the
first line design level solutions however, expenmat results revealed that
such solutions must be coupled with extra meadoressure coexistence and
Immunity to noise. Among the solutions proposeth®winterference and
coexistence problem is frequency hopping. It's@pn technique that is
mainly described in the Bluetooth standard. Mogheffrequency hopping
schemes in use today are time based in which ch@rfiggquency is governed
by strict time scheduling constraints. Such a s&hemmot always adequate for
low cost wireless devices used in wireless senstwarks that are generally
characterized by limited computational and powsoueces.

In order to utilise the benefits of frequency dgjlan event based frequency
hopping scheme is developed and presented in thrs. Whe development
process was conducted on the existing IEEE 802NIAQG layer
specifications and is carried out using the speatiibn and description
language SDL. The simulation results show a sigaift improvement in the
overall performance upon the utilization of thegwsed algorithm. A final
proof of concept implementation of the proposeaalgm was carried out
using an existing IEEE 802.15.4 stack implementatin nesC and TinyOS.

Key Words
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Introduction
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The unlicensed 2.4 GHz band became one of the astise communications
bands in the RF spectrum as market demand for@ummunication devices
extended from corporate to home environment. Toddfgrent 2.4 GHz
wireless equipment are being produced and purchaggeéater volumes than
ever before. The operation of such devices inecfpeximity to each other is
leading to interference issues that are affectuegoverall reliability of the 2.4
GHz wireless networks. At present, such issuesameusly affecting the
application of wireless technology in the indudteavironment.

In this work we present a new frequency agile tephs Unlike the existing
time triggered frequency hopping mechanism thatamly based on the
Bluetooth frequency hopping technique, the propasedhanism is event
driven and allows the devices operating within aveek to only change
frequency whenever necessary. By maintaining theesaorking frequency
link over longer periods of time the proposed mdthgpasses much of the
synchronization issues without significant incressmessaging,
computational or even memory requirements.
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Research in the field of network coexistence estlabtl frequency agility as
one of the leading mechanisms for managing interieg scenarios. Bluetooth
is perhaps one of the principal examples demomsgraobw reliable
communication can be when utilizing multiple chdsne

Bluetooth utilizes frequency hopping spreads spettiUnlike the direct
sequence spread spectrum employed by the IEEE®B@Xtandard [1] that
uses only one communication frequency, frequen@pimy spread spectrum
modulation utilizes multiple channels while comnuating with other devices.
This is great for avoiding Narrow band interfereasehe blocking single will
only affect the system when it is using a subs¢heffrequencies on its
hopping sequence. However, this scheme is tirggdred, which means that it
will force the device to change frequency at regultervals with or without

the presence of interference, thus, imposing agyesitilization of bandwidth
and increased computational, messaging and synehtmm requirements [2].

Attempts to improve the performance of IEEE 802118ad to the application
of frequency agile communication concepts betweeh slevices. A number
of researches such as [3], [4] and [5] were deddcad the study and
application of frequency agile algorithm similartt@ one utilized by
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Bluetooth in direct sequence spread spectrum devicall cases, the
experimental results revealed a clear performampeavement over the
traditional single channel systems, however, tleesimsed computational and
synchronization requirement can raise questions tinieeapplicability of such
frequency agile solution in wireless sensor netwahlat are, in most cases,
self-organized, not restricted by a star basedlogyoand are mainly
distinguished by power, memory and computatiomaitétions [2].
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In this work we focus on the interference issuasiatroduce a new frequency
agile modification to the MAC layer specificatiofs the IEEE 802.15.4
standard. Unlike the Bluetooth-based frequency mgppcheme which is time
driven, the proposed frequency hopping can be destas “Event based
frequency hopping”. This means that the devicéatidnge frequency only
upon the detection of an event indicating thatdingent channel is unusable
due to interference effect that can be causedaltiestexistence of other
networks operating on the same channel within tbi@ity, multipath fading or
any other natural phenomena.

The work is motivated by the necessity to develd@quency hopping
algorithm that can meet the limited abilities aaduirements of wireless
sensor networks. The thesis work will principalbgfised on the development
of the event based frequency agile concept frora idemplementation on
Micaz motes using nesC and TineyOS. A model basgdldpment will be
employed using the Specification and Descriptiomgilaage (SDL). Using SDL,
a high abstract model based on the IEEE 802.1%difggmations will be created
and used to assist the incorporation of the prap@sguency hopping
technique in the IEEE 802.15.4.
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Although the proposed solution may be extendedherawireless
communication standards, it is important to notg this work is focused on
IEEE 802.15.4 compliant networks that include desioperating in the
unlicensed 2.4GHz ISM band. For simplicity, the@lepment work will focus
on star topology networks and the solution willds@n scenarios taking place
after the association operations are completeshduld be clear that this work
focuses on the development procedure for the dased frequency hopping
and the implementation on top of TinyOS. Extensesting of the new
protocol using practical networks is left for fueuwork due to time limits.
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Following this chapter, the theoretical backgrosedtion provides the
necessary detailed theatrical bases for this wbnkcludes a discussion on
different spread spectrum flavours and comparas pleeformance against
each other. An over view of related works will begented in chapter 3,
Following that, a presentation of our developmeathudology will be
presented in chapter 4. Chapter 5 will presentSmacification and description
language models used in the development. Thidlsded by the introduction
of the event based frequency agile concept alotiy twe proposed
modification to the IEEE 802.15. 4 in chapter 6a@ier 7 presents the results
of the system level simulations along with the hasg implementation of the
proposed modifications. This work will be concluded some
recommendations for future work will be presentedhapter 8.
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The Modern mobile lifestyle of millions of peopleoand the globe is
contributing to an increased deployment of low ¢cagio communication
devices. Today, most of the low cost wireless sahgtsuch as the ones
proposed for WPANs (Wireless Personal Area Netwohk& ANS (Wireless
Local Area Network) and WSN’s (Wireless Sensor Ne#8) are utilizing the
free 2.4GHz ISM (Industry Scientific and Medicafljligensed band. This
sharing of the spectrum among various wirelessocgsyiparticularly those
operating in the same vicinity and sharing the samaronment may lead to
severe interference issues and result in signifiparformance degradation [6].
To tackle those problems, different coexistencesws aimed at improving
the operation of heterogeneous devices in the $agabty are being
continuously developed.

To better appreciate the shared environment prahléns quite essential to
understand the differences between different dewsbaring this wireless band.
Network oriented devices using the 2.4GHz ISM bgexerally follow one of
three main internationally defined standards. Ngmtée IEEE 802.15.1
(Bluetooth), IEEE 802.15.4 (Zigbee, WirelessHARMYahe IEEE 802.11
(Wi-Fi). There are of course other devices usirgga2lGHz ISM band such as
the cordless phone, the car alarm and microwave [lehowever, our
discussion in this section will be focused on pdawy an overview of the first
three main players, particularly their propertmedulation scheme,
collocation issues and the effects of differenetypf interference and
multipath on their operation. Following that, wdlwmnove to broadly review
the interference problem in the 2.4GHz band cabgdtie operation of
multiple devices of different standards simultargpin the same
environment.
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Spread spectrum refers to any modulation technigueshich a transmitted
signal appears to occupy a larger bandwidth condp@argvhat it actually
require. This technique was originally developednlitary applications as
part of the efforts to establish stealth and jangmasistant communications.
Today, two main different flavours of this techregare being used in a variety
of civil communication applications including dfie three IEEE standards
mentioned above [2]. It is important to appreciate difference between
traditional modulation schemes and spread spectBanth techniques are
similar in a sense that the bandwidth of the tratiethsignal is a function of
the message to be transmitted.
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Unlike traditional modulation techniques howev@mread spectrum’s required
bandwidth is also a function of a spreading sigmalwn as the spreading code
which is used in different ways depending on th&dlur of the spread
spectrum modulation. In both cases however, thebamation of both
dependencies results in a transmission bandwidthigHarger than normally
required .By spreading the signal in the frequethmyain, Spread Spectrum
modulation techniques facilitate low power densityl redundancy advantages
over other modulation schemes. From a theoreteagective, low power
density is a desirable property because if utilized signal is theoretically
immune against intruders and will not interferehvttte operation of other
communication devices in the vicinity [7].

In spread spectrum communication, low power densigichieved because the
amount of energy per specific frequency will be loompared to the total
transmitted energy. The same reason provides domaancy which is related
to the high resistance to noise and interferenteBjyf spreading the signal over
a larger bandwidth the signal will be present dfedent frequencies from
which it may be recovered in case or errors. And essult, the system can
recover intended transmissions even when high hexsds are corrupting the
channel. As mentioned earlier there are two mane&l Spectrum modulation
flavours:

1. Direct Sequence Spread Spectrum (DSSS) and
2. Frequency hopping spread spectrum (FHSS).

In case of the 2.4GHz ISM band that spreads frehGHz to 2.4835 GHz,
Direct sequence spread spectrum is used in boti e 802.11 and IEEE
802.15.4 standards. While Frequency hopping sppadtrum is utilized by
Bluetooth (IEEE 802.15.1) [2]. Both Spread Spectrmodulation techniques
are composed of two consecutive modulation prosessecuted on the
transmitted signal. The first one is the operatmepread the code. The second
Is to modulate the signal. Those two processeditiszent for different flavors
of spread spectrum and will be discussed in tHeviahg sections.

2.1.1 Direct Sequence Spread Spectrum (DSSS)

As mentioned earlier, DSSS is the modulation ofichased in the IEEE
802.11 and IEEE 802.15.4 standards. As mentionei@redhere are two
modulation processes being executed on the sighalfirst modulation
process in this case multiplies the data beingstrated by a "noise” signal
which is a pseudorandom sequence ahd 1 values switching at a frequency
much higher than that of the original signal.
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This pseudorandom sequence is called the “spreaditg’ and the process is
known as “chipping”. The spreading process is deedrin figure 1 for
spreading code is 11 chips having the pattern 1011@OO0 [8].

1 0 1

Original
signal

1011011 10001101101 11000110110111000
Spreading
code

I N — I ] — N —
sl I 8 N I [ NN N [ Ny U [ N I Y (R

Spread
signal

—1r— 0N r—arjr—
[ [N ) | [ [ I )

Figure 1: DSSS spreading process[8]

The second process is the message modulation prandshere the carrier is
modulated PSK of the generated spread signal. $23 fesult of the spreading
operation the pulse time gets shorter and the &ecyiband becomes larger,
therefore the energy of the original signal is agrasto a much wider band as
shown in figure 2.

’

Figure 2: DSSS signal energy spreading

Direct sequence spread spectrum achieves redundarecgirect result of the
chipping process. The chipping operation resulfgr@sence of message bits on
each chip of the spreading code. This, even ifpgae of some chips is
corrupted, the receiver can still recognize th@ deiquence and reconstruct the
original signal [7].

10
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2.1.2

Frequency Hopping Spread Spectrum (FHSS)

Frequency hopping spread spectrum is the modulafichoice for the IEEE
802.15.1 (Bluetooth) compliant devices. This flasosimilar to DSSS as both
use a spreading code to spread the signal oveger lbandwidth, however,
unlike the DSSS, the first modulation process @gérency hopping spread
spectrum (FHSS) uses this spreading code to canstrinopping sequence”
according to which a frequency agile local osadtawill be controlled and
moved around in the frequency domain [9].Thus,kenih DSSS, the spreading
process can only be appreciated if the outputas&d over a longer time
periods in the range of seconds. Following thigag@ing process, the actual
data is modulated FSK, thus generating a narrowl bagnal for a duration of a
dwell time. The signal is transmitted over a diéfietr frequency after each dwell
time while coordination between the transmitter #redreceiver is done
according to the following general description [9]:

. The transmitter sends a request via a predefiregpléncy channel

(control channel).

. The receiver sends a number sequence, known asla®@ein many

cases the sender has its own number sequence stavadch case
this step in not executed.

. The transmitter uses the seed as one of the impatsandom number

algorithm, which then calculates the channel secgiere. the
sequence of frequencies that is used for commuoicat

. The transmitter sends the channel sequence, chstalyeime (same

for all channels) and the time when it will stagrtsmitting the data.

. The communication starts at the same point in tene, both the

transmitter and the receiver change their frequesnaccording to the
channel sequence the output transmission can besesgied in 3d as
shown in figure 3 below.

It is quite clear that the above described procedequires strict
synchronization between the transmitter and theivec. If the synchronization
Is lost then communication between the transmiattel the receiver will not be
possible as both will be operating on differentifrencies at the same time
making it impossible for them to receive transnuasifrom one another.

11
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Figure 3: Frequency hopping description

In case of FHSS, redundancy is achieved througamremissions over different
frequencies. The system may fail to send data owerfrequency but as the
carrier frequency is changed periodically, chammoelditions may be different
and the system will eventually utilize a clear liddccording to the
specifications, the changing of frequency shoulddxee periodically (Time
based) and is done in dwell times that are typrdalthe range of 100ms [7].

2.1.3 Collocation

It is important to note how significant it is toveacollocated systems without
collisions. A collusion free environment has a nedlous impact on the
aggregate capacity / throughput of the installatisnwell as its efficiency in
terms of bps per Hin DSSS systems, it is possible to try collocasggtems
via using different spreading sequences for diffeeetive system. This
technique is called Code Division Multiple Acce€HDMA) [2]. For this
technique to work however, the sequences useddhbeuhighly
distinguishable from the other one (Orthogonalitygerty ) If such orthogonal
codes are employed then each receiver will betabiead” only the
information sent to it by the transmitter that edatated to it. Although the
CDMA concept is valid in theory, however, it is iofpant to note that the
number of orthogonal pseudo-random sequencesitedirand it is a function
of the sequence length which is number of chips)lm the sequence. For the
collocation of 16 systems, 255 chip (bit) long semees should be used. In
actual practice however, the number of chips usexduch smaller [7]. The
IEEE8B02.11 standard utilizes either the 11 bit lbagker sequence [10] or the
newer Complementary Code Keying (CCK), which cassi$ a set of 64 8-bit
code words [11]. On the other hand, IEEE 802.18@6Xtandard specifies the
use of a set of 16 spreading codes (32-bit lonf)eae for each symbol value

12
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[1]. Due to this low processing gain (ratio of spteate to bit rate [7]), the use
of CDMA is impossible and system collocation caaréfore only be achieved
though the fixed allocation of bandwidth to diffeteystems.

The IEEE 802.15.1 specifies 79 different hopes tfax carrier frequencies.

Basic collocation of different systems followingettsame standard can be
achieved by using different non-colliding or minimucollusions hopping

sequences. Theoretically speaking, the numbeH83-systems that can be
collocated in the same vicinity is up to 26 systeiiewever, experimental

results revealed that collusions will occur atgngicant rate when this number
Is collocated. The experiments concluded that Herdint FHSS systems can
be collocated in the same vicinity and that thogstesns are expected to
operate with acceptable collusion rates. Increafiit® number of collocated
systems further will cause adverse effects on gezation of all systems [7].

SMHz
g k-1 NG A e 25 26
| "f 0/\ 'Q 1(\, N ",\~ ‘,\t ,’?\ l(?‘| ‘/\" AN ’f\u ,A. '/\ . (h !Au
(TRYRIA !\!ii“'l!%“”l““ I "
2405 et te 2475 f[GHz]
3MHz

Figure 4: frequency sub-bands in the ISM 2.4GHrsexl by a) IEEE 802.11 b)
IEEE 802.15.1 and c) IEEE 802.15.4 standards

All the above is correct for the case in which ESS collocated systems
operate independently in the absence of any forayie¢hronization that may
govern their hopping sequences. Considering therd¢tieal case again, the
theoretical number of FHSS systems that can beaaid will jump from 26
to 79 different systems each utilizing one of tifeecent 79 defined

13
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frequencies at a time if proper synchronizatioutiszed [7]. Although that is
theoretically possible, practically speaking it Wbrequire some very
expensive filtering solutions. To spin around fisblem, actual products
today require a 6 MHz wide partition and as a ted@ systems may be
collocated “without any collusions” [7]. Note thatlike the case of
communication in licensed bands, this type of sgynichronization however is
not always allowed and can hardly be achievedenutilicensed 2.4GHz ISM
band. As a result, the FHSS system may be opeiratedynchronized or non-
synchronized hopping sequence based on the regiloeated spectrum.

In the non-synchronized case, as the band is assidynamically among
different collocated systems each using a diffeh@piping sequences that is
not synchronized with others. In this case collisido occur, thus lowering the
actual throughput of each system. The number dfisiohs occurring is
directly proportional to the number of collocatggdtems in the same vicinity.
For a small number of collocated systems, eachiaddl system brings in
almost all its net throughput; the amount of cals added to the system is
insignificantly low. However, when the number oflooated systems
approaches 15, the amount of collisions generagetiebaddition of more
systems is so high that in total they lower theraggte throughput. The
synchronized case is different, collisions arellp&iminated and as
mentioned earlier, up to 12 systems can be cobadcaithout any collusion. In
this case, the aggregate rate and throughpuinearlfunction of the number
of collocated systems [7].

Based on the IEEE 802.11 specifications, the maximnumber of DSSS
systems that can be collocated is 3, based orEEE B02.15.4 specifications,
the number 16 systems can be collocated. Thesd @ a&ied systems provide
an aggregate rate of 3 x 11 Mbps = 33 Mbps, ortaggregate throughput of
about 3 x 7 Mbps = 21 Mbps [7]. Collisions betwesgnals generated by
collocated systems do not occur Because of thd alipcation of sub-bands to
systems; as a result, the aggregate throughputrisax function of the number
of systems.

2.1.4 Throughput

According to [18], the “Rate” of a system is defines the amount of data (per
second) carried by a system in its active state mAst communications
systems are incapable of carrying data at theofat®0%, the system’s
“Throughput” was defined as the average amounatd darried by the system
[18].

14
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The average is calculated over long periods of aime obviously, it is always
lower than the system'’s rate. It is also importartonsider the amount of
overhead introduced by the communication systemgtopol while looking at
the performance. For instance, Ethernet is saiht@ a rate of 10 Mbps but
only a throughput of 3~4 Mbps [18].

Yet the number of actual data bits is even smdkeshort, the performance of
a particular communication protocol is also affdddy the amount of extra
data it adds on to the actual data that needs totenunicated. DSSS systems
following the IEEE 802.11 standard transmit atsaibup to 11 Mbps on a
contiguous sub-band of 22 MHz; the efficiency aflsgystems is 11 Mbps /

22 MHz = 0.5 bits / Hertz. A more comprehensiveghition for Similar

DSSS following the IEEE 802.15.4 is given in [12].

FHSS-IEEE 802.15.1 systems transmit at rates &b oMbps with every hop
utilizing a channel that is 1 MHz wide. This putg efficiency of such a
system at 3 Mbps / 1 MHz = 3 bits / Hertz. The aboumbers represent the
rates of the systems. When we look at the throughgwever, we find it
around 7 Mbps for the IEEE 802.11 DSSS systemsabaodt 2 Mbps for 3
Mbps Bluetooth FHSS systems [7].

2.1.5 Narrowband and Broadband Interference

The discussion above established the main operdiffggences between
Direct Sequence Spread Spectrum and Frequency htpSpread Spectrum
techniques. In this section, we will take this dssion further and address
other performance issues such as interferenceilstigy of the two spread
spectrum flavors. However, before diving into dstaf narrowband and
broadband interference the sensitivity of both $ypkreceivers should be
noted. It was mentioned earlier that FSK is usetl WHSS, thus, a typical
FHSS receiver would operate with a signal to nasie (SNR) of around 18
dB; On the other hand, a DSSS based system whictestthe more efficient
PSK scheme would operate at a SNR which is as o%2alB [2]. It follows
logically from this data that for the same levelrainsmitted energy, a DSSS is
capable of operating at a higher efficiency th&H&S spread spectrum under
conditions of all band interference. Which also nethat for the same
transmission energy level a DSSS system will halem@er ranger as
compared to a FHSS based system.

15
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The above discussion may seem to favor DSSS ovEBISE-However; that is
only one part of the story. It is imperative to beamind that the “whole
spectrum” in the 2.4GHz ISM band is 83.5 MHz wiBleom our discussion on
collocation we noted that IEEE 802.15.1 FHSS systatitizes the whole ISM
band while DSSS systems uses only a single subibands 22 MHz wide in
case of IEEE 802.11 and 3 MHz wide in case of IBEBE.15.4. The
probability of an interfering signal to cover a 2Rlklrange is higher than that
of it covering the whole ISM band range whereasctiences of the same
interfering signal covering a 3 MHz range is evesader.

Thus, while a 15 MHz interference signal may baadfgct the operation of an
IEEE 802.11 DSSS based system, it will completéglan IEEE 802.15.4
DSSS signal operating in the interference signajeaHowever, a FHSS
system will be only be affected during about 30%t®©hop sequence, thus it
can still operate at about 60% of its total capaaitder the said conditions.
DSSS modulation scheme dictates that the receiust raceive all signals
present in its 22MHz or 3MHz operating sub-band Havy filtering at the
receiver side may cause the loss of incoming tréssoms that are in most
cases hardly above noise level due to the low polessity characteristics of
DSSS. Unfortunately, this makes DSSS receiverseqithle to narrow band
interference as such unwanted signals around &dmegjuency are allowed in
by the filtering mechanism. If the interfering is&j carries enough energy, the
receiver may be totally blocked [7].

The case is different for FHSS systems on one panthrily because they
utilize a more traditional narrowband modulationcimenism as was discussed
earlier. As a result, FHSS systems utilize a muwainawer band pass filters
than the ones used in DSSS [2]. By using suchdiltthe system ensures that a
narrow band interference signal present on a spdogiquency, will block only
specific set of hopes depending on the bandwidtheblocking signal. The
FHSS transmissions will be affected during the Isop®the corrupted
frequencies yet as the hopping sequence progresses-corrupted
frequencies the narrow filter will reject the irfeaing signal, and the system
will operate normally without disturbances.

2.1.6  Multipath fading

Transmitted signals in the wireless channel neskow a single path towards
the receiver. In fact, many naturally occurring pbvena such as reflection of
the transmitted signal off a reflecting object (s&s a building, a wall or even
a desk in an office) and refraction contributehie torruption of the signal and
even creating multiple copies of it that are skiifte phase and time [13].
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Those different copies are created because thaldgjlows different paths of
varying lengths to reach its destination. As altetie signal propagation time
is different from one path to the other and diffeéreopies of the original
transmission arrive at different time intervalseTdhipping process used in
DSSS increases the rate of the signal to be traresmiThe symbols of chipped
signal are much shorter than those generated b&SKystem for the same
data rate. According to [7] An IEEE 802.11 DSSSeaysutilizes
11Mchips/sec over the air, i.e. pulses of 90nshwdhile FHSS systems
transmitting at 3 Mbps use pulses of 330ns width.

While a narrow pulse is quite sensitive to timdtstas compared to a wider
one, it follows that the FHSS systems are morestasi to the presence of
multipath effects than their DSSS counterpartse iltiple copies of the
original signal arrive at the receiver with diffatenstantaneous amplitudes
and phases. Simultaneous mixing of those randonalsgluring propagation
and at the receiver will result in additive andtsattive effects in which some
frequencies cancel each other, while other sunThis. is called selective
fading of frequencies in the spectrum of the resgisignal [13].

As was discussed earlier, FHSS systems transnaitrawmband signal that is
located around different carrier frequencies ifiedént times. If at a particular
time, the system is utilizing a frequency wheresie fading is taking effect,
the system will be affected only during that hop #me receiver will not detect
enough energy to distinguish the transmission fnomse. However,
retransmission, probably at a different frequereyy compensate for this loss
of information [7]. To the contrary, DSSS systerse a wideband signal and
as was discussed eatrlier, the information is spread

Unlike FHSS systems the DSSS system may be alpiekaip the
transmission that is significantly faded due tosppiseading properties, however,
there can be problems due to time shifts .In aglditivhen the average signal
in the communication channel is very low, DSSS matyhave the capability
to detect the signal, and in this case, it will é&w follow the same
retransmission compensation policy but unlike FHS$Sems that will be
again on the same frequency and thus the samegfesgines will still apply.
The Multipath issues discussed here are all a inmcif the transmission rate
[7]. meaning that an 11 Mbps DSSS systems are muchsuosgtive to such
effects than 2 Mbps DSSS systemisis an IEEE 802.15.4 system should be
less sensitive than the IEEE 802.11 systems wheamies to multipath. But
again, the transmitted power is lower and that khba taken into
consideration.
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According to [7], DSSS systems can accept delagegfs that are generated by
multipath in the typical range of about 500ns whpgarating at 1 Mbps, going
as low as 70ns when operating at 11 Mbps. [7] pleia broad view of typical
values according to which, a typical delay spresa ioom is in the range of
20-30 ns, while in a shopping mall with big opeasgs and reflective surfaces,
the delay spread reaches 200-400Tihsts, as stated in [7] it can be concluded
that DSSS is efficient as long as the delay spi®adntrolled by either

a) Allowing multipath propagation, but keeping thealespread at low
levels by using DSSS systems in small areas, ssiofffiaes, for WLAN
applications. OR

b) By significantly reducing the number of reflecteathps, forcing all the
energy to follow just in just few of the possiblatips that are of similar
lengths. In this case, the multiple copies reackmegeceiver are shifted
only by small amounts in time. To achieve this, B&ystems should be
used with directional antennas, for point-to-p@pplications.

Based on the discussion in this section, it caodmeluded that the FHSS is
more suited for long distance point — to multipamainsmissions as in such
environments; DSSS will face multipath issues wdtlimit its operation.

2.1.7 Diversity in Time and Frequency

As per the specification requirements, both FHSERSSS will have the
option to retransmit their packets until receivargacknowledgment from the
intended receiver. this is part of the compensatalicy for lost transmissions
that was discussed earlier in the previous sectibims capability to do this is
known as “Time Diversity’[7]. As mentioned earli¢he problem with DSSS
is that the time diversity property is preformeiizihg only one frequency,
thus all transmissions will be subjected to thees#aing and multipath effects
presented in the used channel. Thus a faulty r@tnasion is more likely and
that will cause more retransmissions.

It was also noted earlier that FHSS systems userdrit frequencies as part of
their hopping sequence causing the probability i@t@nsmission to occur at a
different frequencies more likely. This means thattime diversity in FHSS is
complemented with “Frequency Diversity” and as fgdconditions vary on
different channels, the probability of repeatingualty transmission is
minimized.
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Throughout the above sections we mentioned theemdied 2.4 GHz ISM
band. It is significant and interesting to notet tthés band allows for primary
and secondary uses and that this thesis is foarsethd the Secondary use of
this band that is free but regulated by rules redgtio total radiated power and
the use of the spread spectrum modulation schentededined in the Federal
Communications Commission Title 47 of the CodeHederal Regulations
Part 15 [14]. The given rules do not address fatence among various
applications is as long as the rules are followWéulis, sharing is the major
drawback of using the free ISM band where devicastrooexist and potential
interference tolerated.

According to [6], spread spectrum and power rukfsndd in [14] are quite
enough for dealing with multiple band users, predidhat there exist a good
physical separation between different radios. Haxethe case is different for
closely located radios and multiple users includialj —interference of
multiple users of the same application. As wasarpd in previous sections,
significant performance degradation will occur ucls a case due to increased
transmissions that will effectively rise the nokmf in the communication
environment. Such effects become even more sogmfiwhen all devices
share the same sub-band in close proximity. lofedl from this discussion that
the interference problem is characterized by a amefrequency overlap as
illustrate in figure 5 [6]. The figure demonstrateisat may happen when a
FHSS device that is occupying a 1 MHz band in tlecsum is overlapping
with a DSSS device using a 22MHz band. It shouldlear that the frequency
hopping sequence and the traffic distribution ahbmmmunicating devices
directly affect the collision overlap time.
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Figure 5: Time frequency overlap of Interferenceha ISM band [6]
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Interference among systems from the same timedaliier the collocation
issue that was discussed earlier in its dedicaetios. It was obvious from the
discussion that though such interference can befgignt yet those issues are
being considered early in the design process ofyeem and even by the
international community defining the protocol [6jus, leaving the worst
realistic interference scenario to occur when logieneous devices are
communicating in the same vicinity on the same okanAddressing this
coexistence problem in this scenario is the prinfiacgl point of most of the
research conducted today.Soon after the publicafidime first IEEE standards,
different attempts to quantify the impact of ineggnce on the operation of
both DSSS and FHSS devices were underway. Accotdifg], at least three
categories can be used to classify the obtainedtsegepending on the
research methodology that was employed. This candieematical analysis,
simulation or experimental measurements. Examgleary mathematical
analysis include the works of Shellhammer [15], iEfh6], and Zyren [17] for
the WLAN packet loss and by Golmie [18] for the &oioth packet error.

In the viewpoint presented by [6], a first ordepagximation can be obtained
following such analytical methods that put the perfance degradation in
terms of packet loss up to 25% for Bluetooth andioup0% for WLAN [6].
Note that such analysis is normally based on a rumbassumptions
concerning traffic distributions and the operatadrihe Media access protocol,
thus making them quite unrealistic. In additiomstnof the analytical methods
ignore mutual interference in order for the analysibe tractable.

Results of experiments conducted by Kamerman H8Vyittt et al [20], and
Fumolari [21] are considered by [6] to be more aatibut at the same time,
very specific to the implementation tested while tise of simulation and
modelling is considered to be a middle ground betwesting and analytical
results. The accuracy of this middle approach wewer a function of the
modelling assumptions made, just like the cas@®itathematical analysis.
According to [6], Some of the early simulation réswere presented by
Zurbes [22] for a number of Bluetooth devices ledan a single room. The
results of the study showed that for 100 concumesti sessions there is 5%
performance degradation. In [23] a detailed MAC RiktY simulation
framework to evaluate interference problems was.usesimilar result was
obtained by Lansford et al [24] who use simulaamidl experimental
measurements to quantify the interference resultomg Bluetooth and IEEE
802.11. According to [6] the simulation models wbased on a link budget
analysis and a Q function calculation for the clgamd PHY models
respectively, in addition to the MAC layer behaviou
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Designers of wireless systems have always beed faitk the challenge of
interference from natural sources and other comeatiioin devices. As a
result, the traditional wireless system designewtlvays contained a step
where channel impairments were either measuredeoliqgied before selecting
a modulation scheme and other signal preconditgpamd processing steps at
the transmitter and the receiver respectively. Méshe interference solutions
proposed for the 2.4GHz ISM band however are diffefrom the classical
methods as they focus instead on signal processimigol strategies including
power and frequency hopping control and MAC paranseadjustment and
scheduling [6].

Collaborative industrial activities focusing on g@ence issues in the 2.4 GHz
ISM band lead to the foundation of the establishoéthe IEEE 802.15.2
coexistence task group in order to evaluate thiopeance of Bluetooth
devices that are likely to interfere with WLAN sgsis. The aim was to
develop a coexistence framework consisting of @setcommendations and
best practices for better coexistence. In addpiossible suggestions to modify
the current IEEE 802.11 and IEEE 802.15.1 standsudss to better facilitate
collaborative operation between the two heterogessystems are also
expected from the IEEE 802.15.2 coexistence tasipgrThe Bluetooth
Special Interest Group (SIG) also formed its ovwak tigroup on Coexistence
concurrently with the IEEE. Both the Bluetooth dahd IEEE working groups
maintain liaison relations and are looking at samtechniques for alleviating
the impact of interference [6]. Proposals from bgthups range from
collaborative schemes intended for Bluetooth artleHB02.11 protocols to be
implemented in the same device to fully independehitions that rely on
interference detection and estimation [6]. In 8astion, we review the
difference between the two schemes and present gbthe related work done
in this area.

1, #,&%!13+ + 1$)$

Collaborative schemes for the coexistence of Bhtbtand IEEE 802.11 were
proposed by the IEEE 802.15.2. According to [6fthare based primarily on
MAC time domain scheduling to alter the transmisdietween the two
technologies. One of the solutions assumes botmtdagies are implemented
in the same device using a single transmitter [Rbjhis scheme, voice packets
transmitted via Bluetooth are given priority oveita transmissions via WiFi,
however, the data packets transmitted via Bluetaditrhave lower priority

than those transmitted over WiFi.
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Another interesting recent collaborative soluticmsvproposed in [26]. In this
scheme coexistence is achieved via exploiting yloéacnature of wireless
sensor networks operation using a central arkhigrassigns medium resources
according to requests coming from WSN coordinatdmvever, as with the
case of all collaborative mechanism, the solutsexpensive and requires
extra hardware making it sometimes impractical ddpey on the application.
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According to [6], non-collaborative mechanisms armange of schemes in
which heterogeneous devices will try to detectrietence from other
networks on their own and adapt to the situaticthewit any collaboration with
the interferers. Adaptive frequency hopping desatilm [27] along with packet
scheduling and traffic control described in [288 axamples of non-
collaborative coexistence mechanisms. Both [27][@Bfuse similar
techniques for channel assessment such as meathibg or frame error rate,
the signal strength or the signal to interfererat®r(often implemented as the
Received Signal Indicator Strength (RSSI)). TheiakEs/will then use the
collected information to modify their hopping segoes in case of adaptive
frequency hopping or even chose not to transmdestain frequencies if those
are occupied as in MAC scheduling.

Both of the above mentioned technique has advasi@ge disadvantages. It
was indicated in [6] that one of the advantagassing a MAC scheduling
policy is that it does not require any changefhi&nRCC rules. In fact, title 47,
part 15 of the FCC rules on radio frequency devapestified in [14], allows a
frequency hopping system to recognize the preseheather users within the
same spectrum band so that it adapts its hopaeaisotd hopping on occupied
channels. Furthermore, scheduling in the Bluetsp#tifications is vendor
implementation specific [6]. Thus, it can be easiymplement a scheduling
policy using currently available Bluetooth chip.g@h the other hand, adaptive
frequency hopping requires changes to the Bluetbofiping pattern and
therefore a new Bluetooth chip set design unlesB smwechanism is
implemented in software on a higher level. Whiléhbechniques can reduce
the Bluetooth packet loss and the impact of interfee on the other system,
yet maximization of throughput can only be achieviedadaptive frequency
hopping. According to [6], only the adaptive freqag hopping technique can
increase the Bluetooth throughput by maximizinggpectrum usage.

Analysis of the performance of three opportunistidtichannel MAC
protocols namely the “max SNR”, “min load” and “m#ésroughput” was
carried out in [29]. All three proposed protocads@ciated new coming
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terminal station to one of the access points avlalevithin its transmission
range by selecting the access point with best kigraoise-ratio transmission
link, by selecting the access point with lowesdloand by selecting the access
point which provides the best throughput amongediess points respectively.
The results of the simulations revealed that a#télproposed protocols achieve
tremendous gain in an opportunistic and distributedhner for a limited

amount of channel state information at the tranteménd that, even for a small
number of access points.

Another interesting frequency hopping scheme ferNtAC layer was
proposed in [4] while a cognitive framework for iroging coexistence was
proposed in [30], the proposed protocol in [4] valtilitate for the node to
hope to a different frequency in every CSMA/CA skesults from [4]
revealed that the proposed protocol can effectiselyst throughput and
remove temporal starvation. The framework in [3§¢sisensing based
resource management to effectively manage theadlailnfrastructure system
to suppress interference to close by ad-hoc pgaedolinks. This is achieved
through by utilizing its superior communicationagasces to estimate
interference conditions and judiciously allocatem$mission power such as to
minimize interference while a rate constraint easuhat the infrastructure
system continues to meet a specified quality-ofiserlevel. The analysis in
[30] demonstrated very promising results.
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Figure 6: Coexistence mechanizim space [6]

Figure 6 illustrates the coexistence mechanismsespiéth respect to the duty
cycle or the device activity and frequency bandupemcy from [6]

perspective. According to the figure, as the nunab@nterferers increase, each
system is forced to transmit less often in ordeavtoid collisions. Thus, as the
band occupancy increases, the duty cycle is redngeolsing time domain
solutions. Frequency domain solutions such as adafsequency hopping can
only be effective when the band occupancy is lojw [6
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In the above theoretical background discussion awe lestablished the
differences between the two major modulation sclsetinat are used in the
2.4GHz ISM band, namely the DSSS and the FHSS c@hgparison that
followed established that although FHSS employ’snéerior FSK modulation
scheme, yet its frequency agile method constitiéading anti-interference
and multipath solution. It was also established tdurrent channel hopping
schemes requires extensive time synchronizati@msorre that the transmitter
and its intended recipient are always operatinthersame frequency while
they continuously change it otherwise; transmissioil never reach their
intended destinations. This problem is quite coogpéd for the two device
case in which one device acts as the transmittde we other is the receiver.
The picture becomes even more complex when areergiwork is under
consideration where devices at different ends @hitwork need to
communicate with one another. In such cases, @utiatocols come into play
and frequency agility tends to obscure the opend8f It can be argued that
frequency agility is currently supported by radiops which have now become
very efficient at switching between frequenciegess than 192 [2]. Here it
should be remembered that switching at high ralledwain the device’s energy
resources and that can be quite a problem in vgsedensor network
applications.

Combining DSSS and frequency agility is a validugoh, however, the
problem is that the frequency agile methods usddyt@re based on the FHSS
implementation and that was not developed for appbns characterized by
limited resources and changing topologies as ircése of wireless sensor
networks. Hence, implementing Bluetooth frequenagyding solution on a
technology like the one described by the IEEE 802.1s not entirely
appropriate. Thus an alternative algorithm shoedléveloped for such
applications. The followed methodology in this wasldivided into two
sections one dealing with the validation of altéreaalgorithm while the other
deals with actual implementation. The two parts tedrelationship between
them are described in the following sub sections.

0,&1%) 1" %!, +% " 0

The validation of the algorithm is carried out thgh system level simulations.
This means that we opt to initially implement tieéerwant subset of the IEEE
802.15.4 stack in Specification and descriptiomiage (SDL) and carry out
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system level simulations using the IBM SDL suit.L.SRodels are quite
popular nowadays in the development of communingtimtocols. In fact,
according to [31a], SDL is the most widely used HBérmal Description
Techniques) in the area of telecommunications.kéndther FDT’s, SDL
supports object-oriented software design and ig gaick to learn. In addition,
Its graphical notation are self-documenting, angffeasily maintainable [31].
Using SDL to develop communication software alldies developer to
formally describe the functional aspects of thaesys which turn facilitate the
detection and remediation of functional errorsyearithe development cycle.

Furthermore, the high level nature of the SDL carediwith its modular
nature allows for the description of algorithms agdtems at a higher level
with minimum details. As the design process moweewérd, more details can
be added to better capture system performancelRbiose mentioned
reasons, SDL modeling technique was selected amitiat design and
validation method. Therefore, for our purpose, vakenuse of the modular
characteristics of SDL described above to implenagmgher level description
model which captures the relevant subset of thtopotis stack in SDL. The
model can then be used to evaluate our proposedtalyg without going
through the hassle of full protocol implementation.
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As mentioned earlier, the purpose of the SDL sitmais to acquire an
overview for the proposed algorithm and to testltiggc for errors. It should be
noted however, that adapted algorithm validatiothm@ology is carried out as
part of a second stage in a global software impigat®n methodology. The
rest of the stages are described in figure 7.

Figure 7: Stages of the Overall Development Process
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The proposed software implementation methodologylbsadescribed as being
an evolutionary implementation process in whichfthal software is
developed following different iterations undertakerdevelop the best possible
implementation of the proposed algorithm describpeskction 4. This means
that the proposed software development method sdaah state 2 and 3 of the
overall development process. The implementatiocgsse is described in figure
8.

Develop
Algorithm

NOT OK

Develop
Algorithm

>@—OK-—> TinyOS

Figure 8: Software Implementation Methodology

Following the SDL implementation and verificatidkn opportunistic external
software reuse principle [32] is applied by whichexisting IEEE 802.15.4
stack developed in nesC and TinyOS [33] by the &ff@rommunity[34] is
reused and modified according to developed SDL mddhe output is a proof
of concept implementation of the developed algarith
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The purpose of this implementation is to developlérnative frequency agile
algorithm that can be used with low cost, limitettastructure wireless
devices. The implementation basically targeted i 802.15.4 standard and
follows the development process described in thihoa®logy section of this
document. This section will present the high alesiva SDL model of the

IEEE 802.15.4 that was created as part of the d\deaelopment process.
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IEEE 802.15.4 is a standard defined for Low RatecWss Personal Area
Networks with characteristics that are quite sugdbr WSN applications. The
IEEE 802.15.4 defines only the first two layersled open system
interconnection stack, namely the Physical LayétYJPand the Medium
Access Control (MAC) (figure 11). In this sectioe wescribe our high level
implementation of the subset of the described fanstin this standard.

G

MAC Layer PHY Layer

H—F>

Figure 9:IEEE 802.15.4 defined layers

Wireless
Channel

5.1.1 PHY layer Modelling

According to the IEEE 802.15.4 specifications doean{l], the PHY layer, is
responsible to carry out functions such as hardwangrol, In-channel power
energy detection, Link quality indication, Commuation channel selection,
Clear Channel Assessment (CCA), and Packet trasgmiand reception
through the radio channel. The constructed modailshcapture most of the
described functions for this layer using the exezhfinite state machine
approach which is used in SDL.
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Thus, following the above described approachfiteemodeling step would
be to derive a state machine diagram that reftbet®peration of the physical
layer as per its specifications. The developed ste@tgram is shown in figure
10 and contains three main states namely the gares®ff state (TRX_OFF),
the transmitter on state (TX_ON) and the receivestate (RX_ON). The
device is allowed to transmit or receive only ie THX_ON or RX_ON states
respectively. Note that during energy detectiomsba device will discard all
useful received information despite having its gk in receiver on mode
[1]. The same is true when the device is carryimgotear channel assessment.
For this reason, two separate states were intradhacdistinguish the
ED_SCAN and CCA states from the RX_ON state wheeful information is
received and processed.

Figure 10: Simplified PHY layer state diagram

Transition between different states in the phydigbr is mainly carried out on
the reception of the SET_TRX_STATE primitive fronetMAC layer. The
only exception is the transition to ED_SCAN and C&ates as described,
those are done on the reception of the ED_SCANCEA primitives
described in [1]. For the purpose of this high edztton model, a subset of the
primitives are implemented and those will be disedlsin more details in the
relevant section of this chapter.
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5.1.2 MAC layer Modelling

As the name suggests, the “medium access conWi®XQ) layer is responsible
for regulating access to the communication mediuchannel using a timed
process that involves controlling the state ofRieY layer. According to IEEE
802.15.4 specifications, there are two differepetyof operating schemes
available. The first one, called beacon enabledanmsdbased on CSMA/CA
with a superimposed time-slot allocation, whichestiles the network access.
The second one, called non-beacon mode, is basagore CSMA/CA
protocol. This work will mainly concentrate on theacon enabled slotted
CSMA/CA mode of operation.

In the beacon enabled mode, the coordinator isnedjto transmit a beacon
frame periodically. The period after which the aevwill transmit or expect a
beacon is known as the super frame and it canvagedi into three main sub
periods namely the contention access period (CthB)contention free period
(CFP) and the inactive period. Those are showigimré 11.

Beacon Beacon
"
T "
i CAP

I«:'I1|:|3|.'l.<|5|7|sl9|1-::|1:|::|13|14|:5!

SD = aBaseSuperframeDuration*25° symbols i
(Active)

Bl=aBaseSuperfiameDurarion*28° symbols

Figure 11: IEEE 802.15.4 super frame structure

During the CAP, devices compete for channel acaesthe CSMA/CA
mechanism while during the CFP, permitted devicegss the channel through
time division multiple access. CFP slots are alieddrom the CAP slots, thus,
the CAP period will expand or shrink depending owhmany devices are
allocated a guaranteed time slot (GTS). Using bwa described super frame
structure; it is possible to construct a simplifsgdte diagram for the MAC
layer where the main states are IDLE, CFP, CAPGBNIA respectively.
Transition from IDLE to CAP is done when the deuieeeives/sends out a
beacon. Following that, a counter will control thensition to the CFP
depending on the CSMA /CA slots allocated to théPC#llowing that a
similar counter is used to keep track of the nuntb&ZFP slots before the
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transition to IDLE state and the commence of tha beacon interval. The
simplified state diagram is shown in figure 14.isT$tate diagram together

with the state diagram of the PHY layer shown gufe 10 are the basis of our
IEEE 802.15.4 high abstraction SDL implementation.

Coordinator, (send{ Beacon)

Beacon
s lost > limit Received/
coordinator

send beacon

Bea

Slot count

p CFP specified

Transmission'{equest

Slot count

Figure 12: Simplified MAC Layer state diagram

Unlike the physical layer, transition from one stad the other in the MAC
layer in the beacon enabled mode is based on tioongtraints. For our
implementation, we use three main timers, oneasStiiper frame timer that is
set to the Bl (Beacon Interval) while the seconthesSD (Superframe
Duration) timer that is set to one SD period (sgeré 11).
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A back-off timer is used for the CSMA/CA time keegi In case of the
coordinator, transactions are based solely on ttirszs while in case of End
devices, the reception of a beacon will contriliatéhe transaction process as
shown in the state diagram above.
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Communication of data and other control functiorssexchanged between
lower and higher layers via using the concept ohpives described in [1]. As
already mentioned in the above section, only aetutfsthe complete primitive
set and services provided by the MAC and PHY kagee implemented in this
SDL model. the implemented primitives are descriibetiable 1.

Table 1:The implemented set of primitives

Primitive name From To Description
MAC _START_REQUEST Higher* MAC Primitive to start operation of the MAC layer
MAC_DATA_REQUEST Higher* MAC To request sending data
SET_TRX_REQUEST MAC PHY To change the state of the physical layer
CHANNEL_SET MAC PHY To change the channel
CCA_REQUEST MAC PHY To request the physical layer to perform CCA
ED_REQUEST MAC PHY To request the physical layer to perform ED scan
PHY_DATA_REQUEST MAC PHY To request the physical layer to send data
CONFIRM PHY MAC General purpose confirm from PHY to MAC
ED_CONFIRM PHY MAC Confirmation that the ED scan is complete
PHY_DATA_INDICATION PHY MAC Indication that a frame was received
MAC_CONFIRM MAC Higher* IGeneral purpose indication from MAC to higher
ayers

*Higher layers, e.g. network layer

The MAC_START_REQUEST and MAC_DATA_REQUEST priméivare
used by any layer higher than the MAC layer to esfjio MAC layer to
commence operations and to transmit some dataatesglg. The MAC layer
on the other hand will respond to such requestgyusie MAC_CONFIRM
general indication which will indicate if the op&oa was successful or failure.
The MAC layer can control the state of the PHY fayging the primitives
SET_TRX_REQUEST, CCA_REQUEST and ED_REQUEST, wihitan retune the
radio to use another channel using the primitiveAGINEL_SET. Data transmissions
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are requested using the preemptive PHY_DATA_REQUES®ie PHY layer on the
other hand will respond to such requests usin@CtB&IFIRM primitive which is
similar to the MAC_CONFIRM primitive described fhre MAC layer. On the
reception of data from the medium, the PHY williothe MAC layer using the
primitive PHY_DATA_INDICATION. The interaction beteen the PHY and MAC
processes using the implemented primitives is shaviigure 13 below:

MAC_DATA_REQUEST]
[MAC_START_REOUEST ]

ON,

SET_TRX_REQUEST ,
CONFIRM, ZB1 (CHANNEL_SET,
ED_CONFIRM, CCA_REQUEST,
PHY_DATA_INDICATION, ED_REQUEST,

READ PHY_DATA_REQUEST
G2 G1
P1:PHY
G3

Figure 13: PHY-MAC primitives
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There are three types of data transfer models fsgean the IEEE 802.15.4
[1]:

1. Data transfer from a device to a coordinator in
2. Data transfer from the coordinator to device.
3. Data transfer between two peer devices.

According to [1] only two of these transactions ased in a star based
topology because data may be exchanged only betiheasoordinator and an
end device. The mechanisms for each transferdgpend on the networks
supports for beacons transmission. A beacon-en&Ad@tlis used in networks
that either require synchronization or supportléer latency devices. If the
network does not need synchronization or suppoioie-latency devices, it
can elect not to use the beacon for normal trasskwwever, the beacon will
still be required for network discovery [1].
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As the main focus of this work is star based toggld@ata transfer between
network end devices and coordinator will be conade

When a device wishes to transfer data to a coolimaa beacon-enabled
PAN, it first listens for the network beacon. Whbe beacon is found, the
device synchronizes to the Superframe structuréghé\bappropriate time, the
device transmits its data frame, using slotted CSEM to the coordinator.
The coordinator may acknowledge the successfuptexeof the data by
transmitting an optional acknowledgment frame Tljis sequence is
summarized in Figure 14.

Network

Coordinator S

Beacon

Data

a

Acknowledgment
(if requested)

Figure 14: the data transfer model under considerafl]
S+ 1.0 &)+ *4+$
There are four types of frames defined by the IBBE. 15.4 namely [1]:

A beacon frame, used by a coordinator to transeatbns
A data frame, used for all transfers of data

An acknowledgment frame, used for confirming susfidgrame
reception

A MAC command frame, used for handling all MAC peaetity control
transfers
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The frame structure of the IEEE 802.15.4 [1] isspréed in figure 15. As can
be observed, the frame control field in the MHRasnmon to all types, in fact
according to IEEE 802.15.4 specifications, thigdfieontains the necessary
information to distinguish between different fratgpes along with other
control information such as ACK request. The leraftthis field is two octets
and its structure is described in table 2.

Table 2: Frame Control Field Content

Octets: PHY dependent 1 T+(@t024)+k+m+n

PHY Preamble | Startof Frame |Frame Length
l ayer Sequence Delimiter Reserved

SHR PHR PHY Payload

Added by PHY layer Added by MAC layer

Choice:
Octets: 2 1 for10, 3% 2 k m n 2
MAC Frame | Sequence | Addressing | ANV [ guperfame [ GTS Pending
Beacon Sublayer [ Control | Number Fields Ty | pedficaion | Fields | AZaes e
MHR MAC Payload MFR
Octets: 2 1 4020 050300 n 2
Frame |Sequence| Adcressing g;:"‘::/ Fos
Diia Control | Number Fields leatier
MHR MAC Payload MFR
Octets: 2 1 2
Frame |Secuence| Egs
A Control | Number
MHR MFR
Octets: 2 1 41020 %% 61'41:' x 1 n 2
MAC Frame |3ecuence| Addressing | 2y [
Conmtd Control | Number | Fielos [ foourty | Payload
MHR MAC Payload

Figure 15: Frame structure of the IEEE 802.15.4

For the purpose of the high level SDL model, anepkeg in mind the data
transfer model considered in the SDL implementatosimplified subset of
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the fields shown in figure 15 were implemented gsrtype STRUCT in SDL.
This implementation is described in figure 16. NetType field is used to
indicate the type of transmission and is usedifaukation purposes only to
indicate the type of modulation used by the devidris a frame with a
NetType equal to Zigbee will be part of the IEER8®.4 network that is
being simulated.

Another extra field added to the frame is the Epdigld which is used with
the channel modeling. When the physical layer rexsea frame with sufficient
energy level and correct NetType, it will pass ¢batent of the frame to higher
layers, if the content of the energy is lower thfam specified threshold, the
frame will be discarded. If the energy is aboveshiold but the NetType is
different, then the frame will be discarded, howetee level of the energy
received will be used to assess the channel conditithe vicinity of the
receiving device.

As described earlier, once a frame is receiveghbysical layer will use the
primitive PHY_DATA_INDICATION to signal the Mac lar and deliver the
received content. Once the Mac layer receivesahéeat, it will examine the
frame type, and then copy the payload of the cantea Choice type
(equivalent to a union in C language) which is duseimplement different
frame types. The content of the frame will be haddlepending on its type
and the data it contains.

NetType Content Energy

FrameType PayLoad

Choice:
Source ( 2 Payload
Beacon -
Source Destination Payload
Data g
Mac i .
" Source Destination Command
Command
Source Destination
Ack

Figure 16: The Implemented high level frame formats
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In order to simulate the wireless environment godtn$DL description was
created that is based on a broadcast model andrasdor phenomena’s such
as fading and propagation losses using the enalige stored in the
transmitted frame energy field. All devices coneeddi the channel will
transmit frames with energy value equal to 20.

Once the frame enters the channel, the channellmatigenerate a random
number from 0-20 then subtract it from the sta¥adrgy value and broadcast
the frame with the new energy value to the firsticke connected to the
channel, the process is repeated and a new randonoar is subtracted from
20 for each frame sent out to each device. Thisga®is continued until the
received frame is broadcasted to all devices cdededo the channel. Hence
different devices will receive the same frame wdiffierent energy value. This
Is how multipath fading effects and propagatiorséssare simulated in the
channel.

Once a device receives the frame from the chahegbhiysical layer will check
the energy of the device and depending on thaevaldecision will be made to
either discard the frame if the energy level iohethe threshold or to send it
up to the MAC layer in case enough energy is pte3dre value of the
received energy will be retained however to be usetear channel
assessment.

Channel 1

Channel 2

Channel Control

Channel 3

Channel 4

Figure 17: The Channel Model
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This value will be decremented periodically by adem number. A clear
channel is an indication that the value of theest@nergy level is below the
specified threshold. In our SDL implementation hémnels are being used,
each of the channels has two states one with highference while the other is
with low interference. They differ in the limits t¢fe random number
generators. A transition between the two chanmsefone on the reception of a
control signal that is sent randomly to one anthefchannels by a channel
control process.
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To overcome the issue of continuous hopping andaedwitching
requirements, while preserving the advantagesegjuency agility in wireless
application, we propose akvent Based Frequency Adileoncept. We
believe it is much more suitable for wireless agadions with limited resource.
It is a trade off between the frequency hoppingesoh used in IEEE 802.15.1
and the use of a single channel with DSSS. The iwgrif our proposed
method is summarised as follows and is presentgghgrally in figure 18:

The network starts communication as per the spatifins. For the case
of IEEE 802.15.4 devices will first search all dable frequencies for
the PAN then will initiate an association requésitpwed by normal
communication.

Once the setup phase is completed, the PAN and&ndes will
continue utilizing the same frequency, however, @evices will
continuously monitor their communication performanc

If an end device detects that it access to theragdas blocked due to
interference or when it senses that the chanroarisipted it will send
an indication to the coordinator. This is the event

Upon reception of such an indication, the coordinatill notify the
devices in the network about the new frequencyexstute a channel
hope.

End devices receive the notification about the frequency and retune
their radio receivers to the new channel. Followtimat, normal
communication is restored until another event tected in which case,
this cycle is repeated again.

As can be seen from the flow charts in figure h&,groposed algorithm
suggests a non periodic frequency agile approduls.i$ based on the
assumption that good system performance can stibldtained if frequency
hopping is preformed only when needed due to cHaramalitions. The real
challenging question presented here is to defieatswupon which a frequency
hop will be initiated. In this chapter we presemb foroposals that are based on
the active period of the MAC layer namely the Sigaene duration period.

The first event makes use of CSMA clear channessseent algorithm to
check for failed channel access thus covering wiotste SD period. The
second procedure simply keeps track of the numblessbbeacons during the
MAC layer state machine operation thus coveringstaeting period when the
channel is supposed to be clear for beacon trasgmis
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The modifications are added to the IEEE 802.15.4 8Ddel described in the
previous chapter. The introduction of the modifiwas will change multiple
access collusion avoidance mechanism describdtER 802.15.4 into a
frequency agile interference and collusion avoiaaffdCA) mechanism.

START START
End Device Coordinator

Normal Normal Change
$| Communication |« ${ Communication |« changel
Operation Operation

A

Send Indication
Singal to change
VES, channel to end
devices

Indication
Signal to
hange Channel?2

Channel problems

Change
YES
> Channel notification?

NO

Channel Problem YES
indication event?

YES

Notify Coordinator

J

Figure 18: General concept of the FICA algorithm
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Clear channel assessment indicates if the chacnesa is possible or not. The
operation is a function of the CCA mode in use Whaccording to the IEEE
802.15.4 specifications can be simple ED scan whthcase the channel is
blocked by interference during this procedure,M#€C layer notifies the
higher layer by sending a channel access failgmasi If that happens, We
propose that a Boolean introduced in the MAC |laygalementation be flipped
to true thus indicating that the node may be experng some interference
issues as per the CSMA/CA algorithm assessmengs. Adw variable will be
called the CSMA-FICA bit. The modified CSMA algdmih is described in
Figure 19 below:
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CSMA/FICA

NB=0;
CCA=2;
BE = macMin_BE;

v

Locate backoff
period boundary

|
v

Random Delay

v

Preform CCA on
backoff period |«
boundary

=

NO
v

NB=NB+1;
CCA=2;
BE = macMin_BE;

CCA=0
NB>Max
allowed?

YES
.

CSMA-FICA_bit YES
= True

Figure 19: The modified CSMA

CCA=CCA-1
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During beacon transmission, it is interesting teertbat all other end devices
are waiting and expecting a beacon. Thus duringstimall period of time, the
guality of the received beacon frame can tell almut the channel conditions.
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Unfortunately, the link quality indicator is notlgra function of channel
guality but is also a function of the transmisgpanwer, thus, the coordinator’s
battery is low, the LQI will indicate weak transsi@ns. If the beacon is lost
however, it may be because of multipath effectBusion with other networks
traffic or interference.

According to the IEEE 802.15.4 specifications, tinenber of beacons lost
should not exceed a maximum limit otherwise thé&rdayer will be signalled
to indicate loss of synchronization with the cooedor [1]. Thus the number of
lost beacons is recorded and compared to the maxialiowed at the
beginning of each beacon interval. To utilize grigperty, we suggest
introducing another Boolean variable that can Wedan this case BL-FICA
bit. This bit can be flipped to true once the numifebeacons lost exceeds a
predefined limit thus indicating interference issfi®m a beacon reception
perspective. This procedure is described in tiyeareéi 20:

()

Bl_Timeo!

BL:=BL+1

BL_FICA=

Figure 20: BL/FICA algorithm
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The BL-FICA and the CSMA-FICA bits can both be usadkpendently or
combined by the node to reach a decision on infagrthhe coordinator of
possible interference issues within the channet. divantage of using a
combination of both events is that the node wilyareport persistent
interference conditions and will discard temporatgrference issues. For the
purpose of this work, a positive decision will bade to report interference to
the coordinator if BL-FICA and CSMA-FICA are botlu¢ at the same time.

In order to notify the coordinator, a flag bit daaintroduced in the data frame
format. This will be called the FICA flag and itlihbe set to true if the end
device wishes to indicate interference issueséatordinator. Thus, the frame
structure in the SDL model can be modified as shiowiigure 21:

NetType Content Energy

FrameTypeé‘l-] PayLoad ‘

FICA fla -
g Source Destination Payload

Data

Figure 21: Modified frame structure with the FICA imtroduced

It is interesting to note that by following thispapach, the task of the sensor
network is expanded from just reporting the eventais designed to monitor to
include reporting the condition of the channel. Tescriptions imply that
following the suggested frequency agile algorithith @ause the entire network
to change frequency in the face of interference.

6 .+ ,4410

The above procedures described one side of thg Jtbe other side describes
what happens at the coordinator end. The genespbped algorithm is quite a
comprehensive in describing the operations taklagepat the coordinator’s
side. Once the coordinator receives a frame wRICA flag set to true, it will
initiate a frequency hop by first notifying the etielvices. The notification
process involves setting a FICA bit that can beoshiced into the beacon
frame in a fashion similar to that described irufig21 of the data frame case.
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Once the channel hopping notification is sent batdoordinator it continue
operation into the next state of the MAC layer. Arydthe end of the CFP
period it will change frequency and go to idle maseiting the next
Superframe. The end devices will receive the raation, finish the MAC layer
operating cycle and then update their channelghéend of the Idle state, they
will be waiting for the beacon’s arrival on the nelaannel. In terms of the
State diagram of the MAC layer this means the audinf a new state that we
call channel SET in which the conditions for fregag hopping will be
examined and the hardware tuned to the new chanielmodified MAC state
diagram is shown in Figure 22 below:

Coordinator, (send Beacon)

Beacon
Received/
coordinator
send beacon

Beacdqps lost > limit

Slot count

Slot count

Slot count

Figure 22: Modified MAC Layer
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Communicating new channel information to end devioe done via utilizing
the beacon payload. However, there is a possiliiiay the beacon will not be
received and in this case, the end device will kygehronization to the
coordinator, thus making this option quite unrdkab

Different solutions to this problem were investaghiia experimenting with
different beacon lost solutions. The experimentseewen using micaz motes
running special application programs that impleneath of the proposed
solutions. The results of the experiments are sarzed in table 3.

Solution

Advantages

Disadvantages

End device has no knowledge
of the hopping pattern and
will try to relocate the
coordinator.

End device has knowledge of
the hopping pattern and will
change frequency accordingly.

Dynamic relocation of the
coordinator

Quite reliable provided that
the end device had enough
time to locate the coordinator
after every hop.

Large search time

If the hopping interval is small
the end device will fail to
locate or resynchronize to the
coordinator and the system
will fail.

If the hopping interval is small
and proper synchronization is
not implemented the end
device will fail to locate or
resynchronize to the
coordinator and the system
will fail.

New channel must be
statically specified.

Table 3: Synchronization loss solutions

The results of the experiments indicate that uaipgedefined hopping pattern
is quite beneficial in avoiding many of the synatigation issues that may
arise when frequency hopping is utilized. Furthenenthe experiments

revealed that it is important for a coordinatontaintain its new frequency
until all associated end devices are resynchrororeithe new frequency. Such
observation should be taken into consideration dmeemplementation is

attempted.
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For verification, a small application process wis® amplemented in SDL. The
purpose is to facilitate simulations and to loguitss It sends the MAC
_START_REQUEST primitive to the MAC layer by whittldefines the

device as a coordinator or an end device. Theadpk track of the number of
sent frames, the number of received frames, thébeuof received beacons,
and the number of attempted retransmissions. da ohan end device, the
device will wait for a beacon to be received thenill send a single data frame
back to the coordinator during every Superframetiom. The coordinator on
the other hand will just be sending beacons pearallyi to end devices.

The application process was used with both the Ipigim level implementation
of the IEEE 802.15.4 and with both proposed evaset algorithms. The
results are described in the following sectione BIDL model comprises of
an adjustable number of End nodes and one cooodinatle connected
together through a channel model and is showngargi23 below:

R1 [FRA\AE.]
71:ZIGBEE_NODE| |READY
R3

CH3

e

WC
CH:W_CHANNEL
WE

=

R3 R1
Z2(MAX_END):
END_NODE R2

CH6

FRAME,
READY

Figure 23: Verification system diagram

45



Verification and Software Implementation

5 C )4 +H)+.% %!,

The SDL system was simulated using a coordinatde m@mmunicating with
five other end devices. The network was establisisgag a star topology first
using a channel that is continuously operatindgnelow interference state,
following that, the test was repeated while thenciehis continuously in the
high interference state. The SDL was conductea foeriod of 50 Beacon
Intervals. The results are displayed in table 4 &nekspectively.

The results of the simulation in the normal caskecethe effects interference
may have on devices operating in wireless enviranime\s can be seen, the
number of successfully sent frames is lower whericgs are operating in high
interference environments while using CSMA-CA aiton.

The results are consistent with the experimengallte given in [] where the
authors concluded that devices operating witholwl&%ave a higher
throughput than those with CSMA because the CSMyarghm may cause a
transmission back off because it sensed the chénsglas a result of slight
interference that may not really affect the trarssmoin.

Device type Beacons Lost  Successful Received

Data Sent
Coordinator ) :
End 1 ¥ ' )
End 2 - : )
End 3 - i )
End 4 * : )
End 5 ¥ )

Table 4:simulation results, normal implementatilmwy interference channel
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Device type Beacons Lost Successful Received
Sent

Coordinator )
End 1

End 2 :

)

)

End 3 ' )
End 4 . / )
)

End 5

Table 5: Normal implementation results at High ifeeence channel
5 0,&1% )

The same simulation setup structure was usedtinmeswith the modified
version of the implemented IEEE 802.15.4 to accdéomthe proposed
modifications. This time, multiple channels weredistarting with one at high
interference state. The others were at low interfee, but can be switched to a
higher state. The results are displayed in theotig tables 6.

Table 6: FICA algorithm verification

Device type Beacons Lost Successful Received

Sent
Coordinator ) /
End 1 * )
End 2 )
End 3 * )
End 4 * )
End 5 - )
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As can be seen from the simulation results, theopaance of the system
improved as compared to single channel implememtaiihe number of
beacons lost is reduced and so is the number wiglaumber of successfully
sent and received frames improved as comparectouimbers achieved with
a high interference channel. A graphical compar@oresults is presented in
Figure 24 and Figure 25 respectively.

PO L |
0 !
Data Frames Lost Data Frames Lost (FICA)
(Interference)

Figure 24: Data frames received comparison

9

8

7

6 ® Node 1
5 M node 2
8 ® Node 3
; ® Node 4
1 l ® Node 5
; []

Beacons Lost Beacon Lost (FICA)
(Interference)

Figure 25: Beacon Lost comparison
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Following the development, evaluation and simulatirk, the final step is to
implement the developed algorithm on nesC ovenxastieg IEEE 802.15.4
stack. After research, it was decided to adaptERé& 802.15.4 stack
implemented by the open Zigbee organization [3#gifTreleased code is
described in [35]. In this section we describerttagpping from SDL to nesC
and the resulting code. While the FICA bit can dyrye added to the MAC
layer implementation as a new variable of Booléailowing our study of the
IEEE 802.15.4 frame structure, it was decided tole@ment the FICA flag as
part of the reserve bits in the frame control field

Originally, in the used implementation, the franoatrol field is populated
using the set_frame_control function in which aBerved bits are ignored. To
access one of the reserved bits, the function watifiad to account for the
newly defined FICA flag. Both the original implemation and the
modification are given as follows:

/I original Implementation

uintl6_t set frame_control(uint8_t frame_type,uint8 t
security,uint8_t frame_pending,uint8_t ack_request, uint8_t
intra_pan,uint8_t dest_addr_mode,uint8 t source_add r_mode)

{

uint8_t fc_b1=0;
uint8_t fc_b2=0;

fc_bl = ( (intra_pan << 6) |(ack_request << 5)
| (frame_pending << 4) |(security << 3)
| (frame_type << 0) );
fc_b2 = ( (source_addr_mode << 6) | (dest_addr_mod e << 2));

return ((fc_b2<<8)| (fc_bl <<0));
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/I FICA flag Added
/I Maodified by Khalid Obaid

uintl6_t set frame_control(uint8_t frame_type,uint8 t
security,uint8_t frame_pending,uint8_t ack request, uint8_t
intra_pan,uint8_t fica,uint8_t dest_addr_mode,uint8 t
source_addr_mode)

{

uint8_t fc_b1=0;
uint8_t fc_b2=0;

fc_bl = ( (fica << 7) | (intra_pan << 6)
|(ack_request << 5) | (frame_pending << 4)
|(security << 3) | (frame_type << 0) );

fc_b2 = ( (source_addr_mode << 6) | (dest_addr_mod e << 2));

return ((fc_b2<<8) | (fc_bl << 0));

The function set_frame_control () helps to write ttalue of the FICA flag,
reading the value of the FICA flag was not addreésseny of the

implemented functions simply because the bit wasrigd in the
implementation. To facilitate reading this new flaga new function,

(get_fcl fica )which is similar to the other furets used to read the other bits
in the frame control field was introduced, the sy as follows:

/lget_fcl _fica function
/ladded by khalid obaid
/[fuction to read FICA flag from incomming frame co ntrol

bool get fcl fica(uint8_t frame_control)

{

if ( (frame_control & 0x80) == 0x80)
return  1;

else
return 0O;

}

For the rest of the software implementation, the tunctions were used to
implement the same logic that was presented iViihgel implementation
chapter by modifying the relevant parts of the Miager implementation,
Testing for the FICA flag and setting the FICA Wwitenever needed.
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Conclusions and discussions
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The purpose of this thesis was to introduce a meguiency agile MAC based
scheme for the IEEE 802.15.4 devices which, urthieeexisting frequency
hopping schemes, is “Event Based”, the thesis mamtribution came in the
development of the Frequency agile interferencecatidsion avoidance
concept (FICA). The system level simulations resatinducted during the
development process revealed an evident performarm®vement when the
system utilized more than a single channel whikeg@rformance of both
proposed FICA methods indicated excellent potefiainterference
avoidance.

The results of the high abstraction simulationgsupour initial assumption
that periodically changing frequency is not necgsgaachieve good wireless
performance and channel hopping can be performeshwhkcessary as dictated
by channel conditions. Actual implementation wasied out using TinyOS

and nesC and the code was compiled and implementéticaz motes.

+,)+." %!,.$ -,& -(%(&+ 8,&/

The validation method used in this work was base&DL simulations to
check if the whole system will work as intendedrtRer verification is

possible using a well know simulation tool suchhesnetwork simulator 2

may further help locate some minor issues. Suchlaimns may help refine
the proposed CSMA/FICA and Beacon Loss/FICA methtiduld be a nice
idea to simulate the implementation in NS2 howekaperimental analysis is
required, and is preferable, to completely veltfg performance of the pressed
MAC layer modifications. Preferably, the experingeshould be designed to
check the industrial environment in order to foeea# possible issues that may
arise when implementing industry specific solutions

It is possible for the coordinator to use the CSMA&/A algorithm and assess
channel conditions around its location. In thisectee coordinator will follow
the same steps described in Figure 19 excepthatdordinator will, in this
case directly indicate a channel hop to the rett@ftevices using the same
procedure described earlier. This possibility cambdiwith GTS traffic to
replace the use of beacon can be investigatedit@ @t a comprehensive
channel assessment at the coordinator side.
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