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Abstract 

Small and medium-sized enterprises (SMEs) face increasing exposure to cyberattacks while 

operating under significant constraints related to limited budgets, scarce in-house cybersecurity 

expertise, and low security maturity. This study examines two interrelated questions: what 

drivers and barriers determine when SMEs invest in IT security, and how Security Operations 

Center (SOC) functions can be prioritized under resource constraints. The study applies a 

qualitative approach based on nine semi-structured interviews with five SME decision-makers 

and four cybersecurity professionals, analyzed through abductive thematic analysis. The 

findings show that SME investments in IT security are primarily reactive and event-driven, 

triggered by direct incidents or enforceable external pressures such as regulatory, customer, and 

insurance requirements. These drivers operate against mutually reinforcing internal barriers, 

including the perception of security as a pure cost, lack of internal competence, and structural 

dependence on external providers. For SOC prioritization, the study identifies a previously 

overlooked "Before SOC" phase emphasizing consequence analysis, activation of paid-for 

license features, and environment inventory. Endpoint Detection and Response with automated 

response and phishing detection emerge as the highest-priority core functions. The findings are 

synthesized into a three-phase prioritization model. 
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1 Introduction 

The global cyber threat landscape has expanded rapidly in recent years as organizations 

become increasingly dependent on digitalization. This development has resulted in a 

clear rise in both the frequency and complexity of cyberattacks, creating a broader 

exposure to risks across all types of businesses. While digital transformation is essential 

for Small and Medium-Sized Enterprises (SME) growth and competitiveness, research 

highlights that security challenges often act as a significant barrier to this development 

(Omowole et al., 2024). 

The financial impact reflects this escalation, with global cybercrime losses reaching 

close to USD 1 trillion in 2020, which is more than 50% higher than in 2018 (Cremer 

et al., 2022). Consequently, SMEs often operating with limited security resources, face 

heightened vulnerability in today's evolving cyber landscape. 

A Security Operations Center (SOC) is an organizational function responsible for 

continuously monitoring an organization's IT environment, detecting threats and 

coordinating incident response. Chamkar et al. (2024) describe the SOC as a 

combination of people, processes and technologies that work together to maintain 

security visibility and handle threats in real time. Central tools such as Security 

Information and Event Management (SIEM) systems collect and correlate logs to 

support threat detection and analysis, enabling analysts to identify suspicious activity 

and act quickly. Similarly, Chamkar et al. (2024) highlights that an effective SOC relies 

on its structure's interaction between skilled analysts, defined processes and technical 

platforms.  

Organizations can build a SOC in several ways depending on their needs and resources. 

SOCs may be centralized, distributed, or decentralized, each offering different levels of 

scalability and coordination (Vielberth et al., 2020). Many organizations also choose 

between internal SOC and outsourced, virtual or hybrid models to access expertise and 

continuous monitoring, especially when maintaining an in-house SOC is not a 

possibility. 

However, the decision to implement such advanced security functions is often hindered 

by significant investment barriers. Research indicates that SMEs frequently view 

cybersecurity measures as a cost center rather than a value-generating investment, 

making it difficult to justify the expense without a clear Return on Investment (ROI) 

(Arroyabe et al., 2024). Furthermore, decision-makers in SMEs often exhibit "over-

confidence" in their risk evaluation, believing they are not real targets for cyberattacks, 

which results in a reactive rather than proactive approach to security investment 

(Arroyabe et al., 2024).  
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Despite these internal hesitations, external pressures are increasingly forcing SMEs to 

act. Recent reports from Philippou et al. (2025) identify regulatory compliance, such as 

the NIS2 directive, as the primary driver for cybersecurity investment today. This shift 

means that many organizations are now compelled to prioritize security spending to 

meet legal and supply chain requirements, regardless of their financial constraints. 

 

1.1 Problem statement 

As mentioned in the introduction, cybercrime is increasing in both intensity and 

sophistication for organizations worldwide (Cremer et al., 2022). SMEs face an 

increasing threat from cyberattacks, making them particularly vulnerable to operational 

disruptions and data breaches (Erdogan et al., 2023). Studies suggest that SMEs 

experience higher exposure to cyber incidents than larger organizations. For example, 

Khan et al. (2020) found that 61% of SMEs were affected by malware in 2017. Sarri et 

al. (2021) reports that SMEs frequently face threats such as ransomware, phishing, and 

email account hijacking.  

The heightened risk for SMEs is often linked to limited resources and lower levels of 

cybersecurity maturity. Budget constraints can restrict their ability to implement 

comprehensive security measures (Erdogan et al., 2023). However, vulnerabilities are 

not solely related to budgets; individual employees also represent a significant risk 

factor (Erdogan et al., 2023). Khan et al. (2020) provide several examples of how 

employees constitute this risk: insiders with sufficient system knowledge can defraud 

the organization, for instance by diverting funds to unauthorized accounts; the limited 

size of SME IT teams often concentrates access to critical information in a single 

employee; high employee turnover means that departing staff, particularly those in IT 

or key positions, leave with sensitive knowledge about the organization and its 

customers; and employees, especially within HR departments, are frequent targets of 

phishing attacks, which underscores the need for continuous security education. Khan 

et al. (2020) further note that SMEs are attractive targets for cybercriminals due to their 

weaker security posture. Industry reports reinforce this concern: Beazley Group (as 

cited in Erdogan et al., 2023) states that 71% of ransomware attacks target SMEs, while 

the Ponemon Institute (as cited in Erdogan et al., 2023) found that 67% of SMEs 

experienced a cyberattack and 58% suffered a data breach. This vulnerability is critical; 

Tetteh (2024) notes that incident costs often lead to permanent business closure for 

SMEs.  

The drivers behind security investments are fundamentally shifting. According to 

Philippou et al. (2025), regulatory compliance (e.g., NIS2) has become the primary 

driver for 70% of organizations, significantly outweighing the 26% that invest in 

response to an incident. Moreover, market access is increasingly gatekept by security 
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requirements (Philippou et al., 2025). With 90% of organizations now enforcing third-

party security controls, including supplier certification requirements (63%), risk audits 

(54%), and contractual security clauses (48%), SMEs face a binary choice: upgrade 

their capabilities or lose commercial viability within the supply chain. Consequently, 

advanced security measures are no longer just about protection, but an essential 

requirement for doing business (Philippou et al., 2025). 

However, despite these external pressures, the internal readiness to invest remains low 

due to significant barriers. Investing in extended cybersecurity measures requires 

substantial financial resources and specialized expertise, which usually exceed the 

budget limitations for an SME (Tetteh, 2024). Beyond tangible costs, research indicates 

that the reluctance to commit to such investments is driven by internal barriers, 

primarily rooted in a lack of risk awareness (Alahmari & Duncan, 2021). Alahmari & 

Duncan (2021) highlight that decision-makers frequently exhibit "over-confidence" and 

fail to comprehend the severe consequences of a potential breach. Because they do not 

fully understand the risks such as operational downtime and reputational damage, they 

perceive cybersecurity investments as unnecessary costs rather than critical safeguards. 

Furthermore, IT security is often viewed as a 'cost center' where the value is not fully 

recognized until a failure occurs, a phenomenon Arroyabe et al. (2024) describe as 

myopia regarding the benefits of cybersecurity investments. 

Consequently, SMEs are caught in a tension between external market demands and 

internal resource barriers (Omowole et al., 2024). This paradox is critical because 

operating without a SOC or equivalent security monitoring capability significantly 

increases the impact of cyberattacks (Majid & Ariffin, 2021). Without continuous 

monitoring and responding to incidents, organizations face significant delayed 

detection of malicious activity (Vielberth et al., 2020). According to Vielberth et al., 

(2020), attacks remain unnoticed for extended periods of time, "The mean time to detect 

an incident was 196 days in 2018, and it took another 69 days on average to contain the 

breach". This delayed detection window gives adversaries the opportunity to escalate 

attacks, and this results in much greater operational and financial damage. 

SMEs face well-documented constraints regarding insufficient resources, limited 

cybersecurity expertise, and reliance on outdated technology; factors that significantly 

reduce their ability to implement effective security functions (Tetteh, 2024). Since 

SMEs cannot afford a full-scale SOC, they face a critical optimization problem. 

Research shows that the process of selecting appropriate security capabilities is 

complex and requires balancing operational, financial, and technical functions, which 

is particularly challenging for smaller organizations with restricted resources 

(Miyashita & Contreras Pinochet, 2025). This decision-making process is further 

complicated by the fragmentation in current cybersecurity literature. For instance, 

although SOCs and advanced monitoring are widely discussed, studies emphasize that 
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the field lacks a coherent understanding of functions and responsibilities (Vielberth et 

al., 2020). Consequently, existing studies do not provide a clear guidance on how to 

prioritize specific SOC functions to maximize security value.  

Taken together, the literature reveals a twofold knowledge gap regarding SME 

cybersecurity. First, while the lack of resources is well-documented (Omowole et al., 

2024; Tetteh, 2024), there is insufficient understanding of the specific decision-making 

factors, both barriers and drivers that determine when and why an SME initiates a 

security investment (Alahmari & Duncan, 2021; Arroyabe et al., 2024). Second, once 

the decision to invest is made, there is no established framework guiding SMEs on how 

to prioritize specific SOC functions that align with their financial, technical, and 

organizational limitations (Miyashita & Contreras Pinochet, 2025; Vielberth et al., 

2020). Existing research identifies the challenges SMEs face and the complexity of 

SOC implementation but does not offer a resource-efficient selection strategy tailored 

to the specific reality of smaller enterprises (Miyashita & Contreras Pinochet, 2025; 

Vielberth et al., 2020). 

 

1.2 Purpose and research questions 

This study focuses on how SMEs approach decision-making related to investments in 

IT security. Previous research consistently shows that SMEs operate under constraints 

related to limited financial resources, minimal in-house cybersecurity expertise, and 

low levels of cybersecurity maturity. While these constraints are well described in 

existing literature, there is limited knowledge about what motivates an SME to take the 

decision to move from minimal or reactive security practices toward more structured 

and formalized investments in IT security. 

As outlined in the problem statement, the cyber threat landscape is expanding, while 

new regulations and stricter customer security requirements increase the pressure on 

SMEs to improve their security posture.  

However, SMEs respond to these pressures in different ways. Some organizations 

decide to invest in IT security, whereas others delay or avoid such investments. This 

indicates that neither external pressures nor internal barriers alone can fully explain how 

and why SMEs decide to invest. There is therefore a need to examine how external 

drivers and internal barriers interact, how risks and costs are perceived, and what 

ultimately motivates SMEs to move forward with investments in IT security. 

Once an SME has made the decision to strengthen its IT security, another complex 

challenge emerges. How to allocate their limited resources in the most effective way. 

The concept of SOC presents a wide spectrum of functions such as monitoring, 

detection, and incident response management. However, existing research has primarily 
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focused on SOC implementation models and architectural design, while offering 

limited guidance on how SOC functions should be prioritized when resources are 

constrained, a gap that is especially pronounced in the SME context. As a result, SMEs 

often lack a clear basis for determining which capabilities are most critical and most 

effective to invest in or adopt through external service providers. 

The purpose of this study is to develop a prioritization list of cost-effective, SOC-based 

IT security measures that SMEs can use to maximize security value, as defined in this 

study, when investing in cybersecurity under limited resources. Achieving this purpose 

requires addressing two interrelated parts: first, understanding the drivers and barriers 

that shape when and why SMEs decide to invest in IT security, and second, examining 

how SOC functions are prioritized under resource constraints once that decision has 

been made. By integrating the decision to invest with the prioritization of SOC-related 

capabilities, the study adopts a two-stage view of IT security investments in SMEs. 

 The study is guided by the following research questions: 

1. What drivers and barriers determine when small and medium-sized enterprises 

choose to invest in IT security? 

2. How do small and medium-sized enterprises prioritize SOC functions to achieve the 

highest security value with limited resources? 

 

In this study, "security value" is understood as the combined contribution of a SOC 

function to (a) reducing the likelihood of successful attacks against the most common 

threat vectors, (b) shortening the time to detect and contain incidents that do occur, and 

(c) supporting the organization's ability to recover operations afterwards. This 

definition draws on the cyber resilience framework presented in Section 3.2 and is 

informed by the empirical priorities expressed by the cybersecurity professionals. 

 

1.3 Scope and limitations 

This study is limited to examining the drivers and barriers that shape SME decision-

making around IT security investments, and to how SOC functions can be prioritized 

once that decision has been made. The focus is on the decision-making process itself 

and on strategic prioritization, rather than on the detailed technical implementation of 

specific security tools or platforms. 

The empirical scope is limited to nine semi-structured interviews with two respondent 

groups: five decision-makers and IT managers from SMEs, and four cybersecurity 

professionals with experience of SOC operations in the SME segment. All five 
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participating SMEs operate within Sweden and rely on an external IT partner rather 

than an internal IT function, and the sample is skewed toward the manufacturing sector. 

The study therefore does not capture the perspectives of SMEs with internal IT 

capabilities or of organizations in other sectors, such as services, retail, or public-

adjacent industries. 

Given the qualitative approach and the limited sample size, the findings are not intended 

to be statistically representative or generalizable to the full population of SMEs. Instead, 

the study aims for analytical generalizability, offering conceptual insights, in the form 

of the identified drivers, barriers, and the three-phase prioritization model, that can be 

examined and tested in other SME contexts. A more detailed account of the 

delimitations related to data collection is provided in Section 2.1.6. 

 

1.4 Disposition 

The remainder of this report is structured as follows. 

Chapter 2, Method and implementation, describes the qualitative research design, 

including data collection through semi-structured interviews, the abductive thematic 

analysis used to process the material, and the study's approach to validity, reliability, 

and ethical considerations. 

Chapter 3, Theoretical framework, presents the concepts and prior research that form 

the study's theoretical foundation, covering SME cybersecurity investment challenges, 

cyber resilience, the SOC concept, its core functions, and existing perspectives on SOC 

prioritization. 

Chapter 4, Results, presents the empirical findings from the nine interviews, organized 

around the themes identified in relation to RQ1 (drivers and barriers) and RQ2 (SOC 

prioritization under resource constraints). 

Chapter 5, The three-phase prioritization model and resource logic, synthesizes the RQ2 

findings into a structured, sequential model for SOC prioritization and explains the 

resource logic underlying each phase. 

Chapter 6, Discussion, places the empirical findings in dialogue with the theoretical 

framework and prior research, and critically reflects on the methodological choices 

made throughout the study. 

Chapter 7, Conclusions, summarizes the study's answers to the two research questions 

and outlines the practical and scientific implications of the findings, together with 

suggestions for further research. 
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2 Method and implementation 

This chapter describes how the study was carried out and which methods were used to 

answer the research questions. The study was based on a qualitative approach using 

semi-structured interviews. This method was chosen to capture practical insights into 

the factors that influenced when SMEs chose to invest in cybersecurity, the barriers and 

challenges they faced, and how SOC functions could be prioritized to maximize 

security value under resource constraints. 

Section 2.1 describes the data collection process, detailing the use of semi-structured 

interviews and how the two distinct respondent groups were selected and interviewed 

to address the different research questions. Section 2.2 explains the data analysis, 

describing how the material was processed using an abductive thematic analysis to 

identify patterns, develop codes, and generate themes based directly on the participants' 

experiences. Section 2.3 describes the coding process in detail. Section 2.4 addresses 

validity and reliability, and Section 2.5 presents the ethical considerations that guided 

the study. 

This qualitative approach provided a clear way forward for the study, making it possible 

to analyze real-world experiences of professionals who navigate IT security 

investments and work with SOC-related services in practice. 

 

2.1 Data collection 

To address the research questions, the study combined a literature review with semi-

structured interviews. The literature review provided the theoretical background and 

informed the interview design and analysis, while the semi-structured interviews 

constituted the primary empirical data. Combining these approaches supported a 

broader understanding of the topic and strengthened the credibility of the findings. 

 

2.1.1 Literature review  

The literature review provided the theoretical foundation by identifying commonly 

discussed challenges for SMEs related to IT security investments, as well as existing 

academic perspectives relevant to decision-making and SOC-related prioritization. The 

literature review was also used to inform the development of the interview guides. 

Sources were primarily collected through Primo and Google Scholar. Search terms 

included combinations of keywords such as "SME cybersecurity", "cybersecurity 

investment", "Security Operations Center", "SOC prioritization", and "cyber 

resilience", complemented by terms related to investment drivers and barriers in SMEs. 
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AI tools were used to support the identification of relevant studies; however, all 

candidate sources were verified through academic databases. Recent and peer-reviewed 

research was prioritized, while non-scientific or outdated sources were excluded. In 

addition, the literature review supported the abductive analysis by providing concepts 

(deductive part), that guided interpretation while remaining open to themes emerging 

(inductive part) from the interview material. 

 

2.1.2 Respondent groups  

Data was collected from two respondent groups aligned with the two research 

questions. The first group consisted of SME decision-makers holding roles such as 

CEO, CFO, or IT/Digitalization Manager (see Table 1), selected specifically for their 

budgetary authority over IT security investment decisions, and was used to address 

RQ1, focusing on drivers and barriers influencing when SMEs chose to invest in IT 

security. The second group consisted of cybersecurity professionals with expertise in 

SOC operations and related services and was primarily used to address RQ2, focusing 

on how SOC functions could be prioritized to achieve high security value under limited 

resources. SME representatives were included to capture IT security investment 

decision-makers' perspectives on drivers, barriers, and timing related to IT security 

investments, while cybersecurity professionals contributed practical insights into 

prioritization based on experience from multiple SME contexts. Because the 

cybersecurity professionals worked closely with SMEs on a daily basis, they were also 

asked questions related to RQ1, allowing their cross-organizational observations to 

complement and triangulate the accounts given by the SME respondents themselves. 

 

2.1.3 Interviews  

The semi-structured interviews provided empirical insight and were suitable for 

exploratory studies since they allowed participants to elaborate on complex issues while 

still following a clear thematic structure (Tegan, 2023). Compared to unstructured 

interviews, semi-structured interviews offered greater consistency across respondents, 

supporting comparison and reducing the risk of missing important topics (Adeoye-

Olatunde & Olenik, 2021). Thorough purposive sampling was used, focusing on 

individuals with experience and roles relevant to the research questions. For the SME 

group, five interviews were conducted with decision-makers from SMEs that had either 

recently invested in IT security or were currently considering such investments, 

ensuring variation in decision context and organizational conditions (see Table 1). One 

of these five interviews was conducted at the organization that also took part in the pilot 

interview (Section 2.1.5), but with a different respondent in a comparable role. For the 
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expert group, four interviews were conducted with professionals working at SOC-

providing organizations, ensuring variation in company size and role (see Table 2). 

 

2.1.4 Interview guides  

Separate versions of the interview guide were used for SMEs and cybersecurity 

professionals to ensure alignment with the respective research questions. The guides 

were developed based on insights from the literature review and the research questions; 

they were structured around five thematic areas identified in the theoretical framework 

(Chapter 3): (1) SME-specific investment challenges, including cost perception and 

cognitive biases such as over-confidence (Section 3.1); (2) cyber resilience as a 

strategic investment rationale (Section 3.2); (3) the SOC concept and its organisational 

structure (Section 3.3); (4) core SOC functions (Section 3.4); and (5) dimensions 

relevant to SOC prioritisation under resource constraints, such as cost, expertise 

availability, threat landscape, and delivery model (Section 3.5) (Alahmari & Duncan, 

2021; Arroyabe et al., 2024; Chamkar et al., 2024; Erdogan et al., 2023; Miyashita & 

Contreras Pinochet, 2025; Philippou et al., 2025; Taurins, 2020; Tetteh, 2024; Tzavara 

& Vassiliadis, 2024; Vielberth et al., 2020). Using a semi-structured guide supported 

clarity and ensured that respondents were asked comparable questions (Turner, 2010). 

Interview themes included decision drivers and barriers related to IT security 

investments (RQ1), and critical SOC functions, prioritization rationales, resource 

considerations and outsourcing strategies (RQ2). 

 

2.1.5 Execution, transcription and data management 

Prior to the main data collection, a pilot interview was conducted to test and refine the 

interview guide, ensuring that the questions were clear, relevant, and appropriately 

aligned with the research questions. The pilot interview was conducted with a 

representative of one of the participating SME organizations, holding a role comparable 

to that of the respondent later interviewed for the main data collection at the same 

organization. The pilot was used solely to evaluate and refine the interview guide and 

is not included among the nine reported interviews. Minor adjustments were made 

based on this pilot before proceeding with the full interview series. A separate 

representative in a comparable role at the same organization was subsequently 

interviewed using the revised guide, and it is this interview that is included among the 

nine reported interviews (see Section 4.1). Interviews were conducted digitally or in 

person depending on participant preference. With consent, interviews were audio 

recorded. All interviews were transcribed automatically and anonymized by removing 

personal and organizational identifiers. Interviews, transcriptions, and the thematic 
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analysis were performed in Swedish; quotations and findings were translated into 

English for this report. Data was stored securely throughout the process. 

 

2.1.6 Delimitations   

The data collection was limited to perspectives relevant to decision-making around IT 

security investments among SMEs and the prioritization of SOC functions under 

resource constraints, rather than detailed technical implementation of specific tools. 

 

2.2 Data analysis 

The qualitative interview data was analyzed using an abductive thematic analysis. This 

approach was selected because it allowed for a systematic identification (deductive) of 

patterns within the data while also enabling a dialogue between empirical findings 

(inductive) and relevant theoretical concepts. Braun & Clarke (2006) describe thematic 

analysis as a flexible method that can be applied within both data-driven and 

theoretically informed approaches. In this study, the analysis was informed by existing 

literature on cybersecurity investment, SME resource constraints, regulatory pressures, 

and SOC implementation, while remaining open to new themes emerging from the 

interview material. This abductive logic aligned with the research questions, which 

sought to understand the drivers and barriers shaping SME cybersecurity investment 

decisions, as well as how SMEs prioritized SOC functions under resource constraints. 

The analysis followed the general principles of qualitative coding outlined by Thomas 

(2006), beginning with repeated readings of the interview transcripts to identify 

meaningful units. These units were coded and grouped into broader themes that 

reflected recurring patterns across participants. While Thomas (2006) outlines an 

inductive coding procedure, the present study applied these analytical steps within an 

abductive logic, allowing empirical patterns to be interpreted considering existing 

theoretical perspectives. Throughout the analytical process, there was a continuous 

movement between empirical observations and theoretical constructs identified in the 

literature review. This iterative process ensured that the findings were grounded in 

participants experiences while also contributing to a theoretically informed 

understanding of the drivers and barriers shaping SME cybersecurity investment 

decisions, as well as how SMEs make strategic decisions regarding SOC functions 

under resource limitations. 

To enhance the credibility and trustworthiness of the analysis, the study followed the 

four trustworthiness criteria proposed by Nowell et al. (2017): credibility (confidence 

in the accuracy of the findings), transferability (providing sufficient detail for the 
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findings to be judged relevant to other contexts), dependability (demonstrating that the 

findings could be replicated), and confirmability (ensuring that the findings reflect the 

data rather than researcher bias). While the practical coding steps were guided by the 

general principles of Thomas (2006), the specific steps taken during the coding process 

are described in Section 2.3. 

 

2.3 Coding Process 

The transcripts, rather than the recordings themselves, served as the primary data source 

throughout the coding work, which ensured that all analytical decisions could be traced 

back to a stable textual reference. 

In line with the practical coding principles outlined by Thomas (2006), the analysis 

began with close and repeated readings of the transcripts in order to become familiar 

with the material. Following this, meaning-bearing units related to both research 

questions were identified and labelled with descriptive codes. To meet the 

trustworthiness criteria emphasized by Nowell et al. (2017), each author coded the 

material independently before reconciling disagreements through consensus. 

These codes were then grouped into potential themes, which were reviewed against the 

study's two research questions to ensure that each theme was both empirically grounded 

and analytically relevant. Once the structure had stabilized, the themes were defined 

and named so that each name captured the analytical core of the theme. The SME 

interviews and the expert interviews were analyzed as two separate respondent groups, 

and the empirical support for each theme is reported by groups in Sections 4.2 and 4.3. 

As mentioned in 2.1.3; for RQ1, both the SME and expert interviews were used, while 

RQ2 was answered solely on the basis of the expert interviews. 

 

2.4 Validity and reliability  

To ensure the trustworthiness of this study, validity and reliability were considered 

throughout the research process. Wohlin et al. (2024) describe construct validity as the 

extent to which the operational measures represent what the researchers intend to 

investigate and note that a common threat in interview-based research is that questions 

are interpreted differently by the researcher and the respondent. To address this, the 

study used two separate interview guides, one designed for SME representatives and 

one for cybersecurity professionals. This ensured that the questions were relevant to 

each group's context. However, using two guides does not by itself eliminate the risk of 

differing interpretations between researcher and respondent; a more direct mitigation 
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such as member checking was not employed in this study and is noted as a limitation in 

Section 6.2. 

Internal validity was supported by comparing the two respondent groups and by 

grounding each theme in direct quotations from the interviews. External validity is 

limited by the small, industry-skewed sample, so the findings are intended to be 

analytically generalizable rather than statistically representative (see Section 6.2). 

Reliability in a study ensures that the results and analyses obtained are not tied to the 

specific individuals who conducted the research, but that the same outcomes can be 

expected if the study is repeated in the future (Wohlin et al., 2024). As mentioned in 

2.3, to reduce subjective bias, all three authors independently coded the transcribed 

interviews before comparing their results. Discrepancies were discussed and resolved 

through consensus, which strengthened the consistency of the analysis. Reliability is 

further supported by the use of structured interview guides (see Appendices 1-2), which 

document the questions asked and would allow a future researcher to replicate the data 

collection procedure. 

 

2.5 Ethical considerations 

This study was conducted in accordance with the ethical guidelines for good research 

practice described by the Swedish Research Council. The ethical considerations were 

guided by the four principles for research involving human participants: to do good, to 

cause no harm, to respect autonomy, and to uphold fairness (Vetenskapsrådet, 2024). 

Before the interviews, all participants were informed about the study's purpose, the 

voluntary nature of their participation, and how the collected data would be used. 

Consent to audio-record the sessions was obtained, and participants were made aware 

of their right to withdraw at any time (Vetenskapsrådet, 2024). 

Since the study addressed topics related to IT security investments and potential 

organizational vulnerabilities, confidentiality was prioritized throughout. All data was 

anonymized during transcription, removing personal details, company names, and other 

identifiable information to ensure that no statements could be traced back to individual 

respondents (Vetenskapsrådet, 2024). As the study was conducted within higher 

education at the advanced level, it falls outside the mandatory ethical review under 

Swedish law, though the ethical requirements applicable independent of that law were 

still observed (Vetenskapsrådet, 2024). 
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2.6 AI assistance in writing and language editing 

AI-based language tools were used during the writing process to support clarity, 

fluency, and academic tone in the English-language text. This included reformulating 

sentences, improving paragraph structure, and ensuring consistency in terminology. All 

content, including arguments, interpretations, and conclusions, was produced and 

reviewed by the authors. The use of AI was limited to linguistic improvement and did 

not influence the analytical or conceptual substance of the study. Specifically, Claude 

Pro was used for grammar and language revision, while Google NotebookLM was used 

to support source management throughout the research process. Examples of prompts 

used with Claude Pro during the language editing process include: 

1. "Rephrase this paragraph to improve academic tone without changing its 

meaning." 

2. "Check this section for grammatical errors and suggest corrections." 

3. "Suggest a clearer sentence structure for the following passage while keeping 

all technical terms unchanged." 

4. “Summarize the key findings of this uploaded article and identify how it relates 

to SME cybersecurity investment decisions.” 
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3 Theoretical framework 

This chapter presents the theoretical framework that forms the foundation of the study 

and guides the subsequent empirical analysis. The framework is structured around the 

study’s two-stage understanding of IT security investment in SMEs: first, the decision 

to invest, and second, the prioritization of specific security capabilities once that 

decision has been made. Each stage gives rise to one of the study's research questions, 

and the theoretical framework is organized to provide conceptual grounding for both. 

The framework begins with an examination of the cybersecurity challenges and 

investment conditions that are particular to SMEs, establishing the organizational and 

behavioral context in which security decisions are made. This section lays the 

foundation for answering the first research question, which asks what drivers and 

barriers determine when SMEs choose to invest in IT security. The following section 

introduces the concept of cyber resilience, which reframes the purpose of security 

investment from the goal of preventing all incidents toward building an organization's 

capacity to withstand, respond to, and recover from the incidents that will inevitably 

occur. This concept bridges the two research questions by explaining why investment 

in security operations matters strategically, even for organizations with limited 

resources. The framework then examines the SOC as the primary organizational 

mechanism through which cyber resilience is operationalized, followed by a detailed 

account of its core functions. These two sections collectively establish the landscape of 

security capabilities available to organizations. The framework concludes by 

addressing the prioritization of SOC functions under SME-specific resource 

constraints, directly informing the second research question, which concerns how 

SMEs can maximize security value from limited investment. Together, these five 

theoretical areas provide the conceptual foundation necessary to interpret the empirical 

findings and to develop analytically grounded answers to both research questions. 

 

3.1 Cybersecurity in SMEs and Investment Challenges 

SMEs play a crucial role in modern economies but are increasingly exposed to 

cybersecurity threats due to their growing reliance on digital infrastructure. Despite this 

dependence, the budget limitations and shortage of in-house cybersecurity expertise 

that characterize SMEs frequently prevent them from deploying comprehensive 

security controls, while organizational-level security practices also tend to remain 

underdeveloped (Erdogan et al., 2023; Tetteh, 2024). This imbalance between digital 

dependency and security capability makes SMEs particularly vulnerable to 

cyberattacks, which can result in significant operational and financial consequences 

(Khan et al., 2020). 
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One key factor contributing to this vulnerability is the presence of resource constraints. 

SMEs typically operate with limited budgets and smaller IT teams, which restricts their 

ability to invest in advanced security solutions or dedicated security personnel (Tetteh, 

2024). However, research suggests that these challenges are not purely financial or 

technical. Organizational and behavioral factors, such as lack of cybersecurity 

awareness among employees and insufficient internal processes, also play a significant 

role in shaping the security posture of SMEs (Erdogan et al., 2023). This indicates that 

cybersecurity challenges in SMEs should be understood as a combination of structural 

and organizational limitations. 

In addition to internal constraints, external drivers increasingly influence cybersecurity 

investment decisions. Regulatory frameworks such as the NIS2 Directive, as well as 

requirements from customers and supply chains, are becoming important motivators for 

SMEs to adopt stronger security practices (Philippou et al., 2025). These external 

pressures can influence organizations to prioritize cybersecurity, even when internal 

motivation or resources are limited.  

However, despite these drivers, many SMEs continue to underinvest in cybersecurity. 

One explanation for this is the presence of cognitive biases in decision-making.  

Alahmari & Duncan (2021) highlight the role of "over-confidence", where decision-

makers underestimate the likelihood and potential impact of cyber incidents. As a result, 

cybersecurity investments are often postponed until after an incident has occurred. 

Furthermore, cybersecurity is frequently perceived as a cost rather than a strategic 

investment, making it difficult for decision-makers to justify expenditures that do not 

produce immediate or visible returns (Arroyabe et al., 2024). 

This creates fundamental tension in SME cybersecurity decision-making. On one hand, 

external pressures such as regulations and market demands push organizations toward 

increased investment. On the other hand, internal constraints and perceptions act as 

barriers that limit or delay these investments. Understanding this interaction between 

drivers and barriers is essential for analyzing how SMEs approach cybersecurity 

investments and forms a central foundation for this study. 

 

3.2 Cyber Resilience 

The growing frequency and sophistication of cyberattacks has gradually shifted the 

focus of organizational security strategy from purely preventive thinking toward a 

broader framework centered on resilience. Cybersecurity in its traditional sense 

revolves around responding to and preventing threats through technical controls such 

as firewalls, encryption, and access management (Tzavara & Vassiliadis, 2024). Cyber 

resilience operates on a fundamentally different premise: no security system can 
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guarantee complete protection, which means that security incidents must be treated as 

a matter of when, not if. The distinction is significant. Where cybersecurity aims to 

keep threats out, cyber resilience ensures that an organization can continue to function 

even when threats succeed (Tzavara & Vassiliadis, 2024). 

Although the concept emerged as early as the 2000s, cyber resilience has gained 

increasing prominence in recent years, partly driven by the rapid digitalization that 

followed the COVID-19 pandemic. This shift disproportionately affected SMEs, as 

larger corporations expanded their IT budgets while many SMEs faced financial 

pressure to reduce theirs (Arroyabe et al., 2024; Tzavara & Vassiliadis, 2024). A 

universally accepted definition of the term is still absent from the literature, but 

definitions from institutions such as NIST converge around the ability to anticipate, 

withstand, recover from, and adapt to adverse cyber events (Tzavara & Vassiliadis, 

2024). Across definitions, recovery and the capacity to adapt emerge as central 

recurring elements, suggesting that the core purpose of cyber resilience is not to 

eliminate risk but to build an organization's capacity to absorb and adapt to it. 

This distinction has direct implications for how SMEs should think about their security 

investments. Because comprehensive preventive security is rarely realistic under SME 

resource constraints, cyber resilience offers a more actionable goal: reducing the time 

it takes to detect, contain, and recover from incidents. The relevance of this capability 

is reinforced by data from Philippou et al. (2025), who show that third-party and supply 

chain breaches require an average of 267 days to identify and mitigate, giving 

adversaries considerable time to escalate their impact. SMEs also report feeling 

significantly less equipped than larger organizations to foresee, endure, and recover 

from such events (Philippou et al., 2025). 

Cyber resilience should not be understood as a substitute for cybersecurity, but as a 

complementary strategy. Cybersecurity controls reduce the likelihood of incidents, 

while resilience capabilities reduce their impact and duration (Tzavara & Vassiliadis, 

2024). For SMEs operating with limited resources, this means that strategically selected 

SOC functions should contribute to both dimensions: controls that prevent common 

attacks, and capabilities that enable rapid detection and recovery when prevention fails. 

In this sense, cyber resilience provides the strategic rationale for the prioritization 

decisions examined in the sections that follow. 

 

3.3 Security Operations Center (SOC) 

A SOC is defined by researchers as an integrated organizational entity whose primary 

purpose is to continuously monitor an organization's IT environment to proactively 

detect, analyze and respond to cybersecurity threats (Chamkar et al., 2024; Vielberth et 
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al., 2020). The main goal of a SOC is to create situational awareness that minimizes the 

damage of security incidents, as well as to help the business manage threats and meet 

regulatory requirements. The literature emphasizes that the success of a SOC is 

fundamentally dependent on the interaction between three categories: people, 

processes, and technology (Chamkar et al., 2024; Vielberth et al., 2020). In Chamkar et 

al. (2024) framework, the human layer of a SOC consists of analysts whose work 

centers on continuous oversight, threat identification, and detailed forensic 

interpretation of security events. The process consists of well-documented workflows 

and playbooks that guide how the team acts throughout the incident management 

lifecycle (Chamkar et al., 2024). At the technological layer, SIEM systems serve as the 

central platform, gathering log data from across the IT environment and combining it 

into a unified stream that supports real-time threat correlation (Chamkar et al., 2024). 

The architecture of a SOC can be structured in several different ways depending on an 

organization's specific needs, size, complexity, and security goals (Chamkar et al., 

2024). The common basic structures include centralized models where responsibilities 

are distributed, and virtual or collaborative configurations (Chamkar et al., 2024). 

Regarding the operating model, organizations generally must choose between a fully 

internal in-house SOC, an outsourced solution via external Managed Security Service 

Providers (MSSP), or a hybrid model (Miyashita & Contreras Pinochet, 2025). For 

SMEs, where budgets are tight and in-house technical expertise is scarce, sustaining a 

fully internal SOC is rarely feasible (Miyashita & Contreras Pinochet, 2025). 

 

3.4 Core Functions of a Security Operations Center (SOC) 

A SOC's operations rest on four interconnected core functions: log management, threat 

detection and analysis, alert triage, and incident response (Chamkar et al., 2024; 

Vielberth et al., 2020). 

Log Management and SIEM: This function involves collecting, normalizing, and 

summarizing security logs and data from the entire IT infrastructure. A SIEM system 

usually establishes the central technology here, as it integrates and translates data from 

firewalls, servers and endpoints into a unified format that enables further correlation 

(Chamkar et al., 2024).  

Threat Analysis and Detection: This step transforms massive amounts of data into 

useful information by identifying anomalies and malicious patterns. Analysts use 

automated detection methods, together with threat intelligence, to assess whether the 

collected data is an actual security threat (Chamkar et al., 2024). 

Alert management and Triage: This function is required because networking 

monitoring often generates an enormous volume of data and alerts, necessitating 
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immediate review and filtering (Chamkar et al., 2024). It aims to quickly verify and 

prioritize incoming alerts depending on their severity, a task often divided into first-

level and second-level response tiers (Miyashita & Contreras Pinochet, 2025; Vielberth 

et al., 2020). 

Incident Response: This phase initiates once a security incident is confirmed. During 

this stage, the SOC team takes necessary actions to reduce the lifespan of the attack and 

limit the disruption it causes to the business. The function includes coordinating the 

response effort, performing remediation, and handling post-incident recovery to fully 

restore normal operations (Chamkar et al., 2024). 

These four functions represent a sequential operational logic, from data collection 

through detection and triage to active response and recovery. Understood in the context 

of cyber resilience, each function contributes to an organization's ability to shorten the 

window during which an attacker can operate undetected and cause damage. For SMEs, 

this sequential logic also implies a natural prioritization hierarchy: without foundational 

log management and detection capabilities, alert triage and incident response cannot 

function effectively (Taurins, 2020). This interdependence between functions is a 

central consideration in understanding how SMEs should approach the allocation of 

their limited security resources and forms the direct basis for the discussion that follows 

in section 3.5. 

 

3.5 Prioritization of SOC Functions for SMEs 

Once an SME has committed to strengthening its security posture, a second-order 

challenge emerges: how to allocate limited resources across a wide spectrum of SOC 

functions in a way that maximizes security value. While the previous sections have 

outlined what a SOC is and what it does, the question of which functions to prioritize 

under constrained conditions remains significantly underexplored in existing literature. 

Most studies focus on SOC implementation models and architectural configurations 

rather than the relative impact, complexity, and cost-effectiveness of individual SOC 

components (Vielberth et al., 2020). As a result, SMEs often lack a clear basis for 

determining which capabilities are most critical to invest in or adopt through external 

service providers. 

The prioritization of SOC functions for SMEs is inherently an optimization problem. 

Since a full-scale SOC is rarely feasible for smaller organizations, decision-makers 

must weigh the expected security value of each function against its implementation cost 

and operational complexity. Research suggests that this process is further complicated 

by the fragmented nature of cybersecurity literature, which does not provide coherent 

guidance on how individual SOC capabilities compare in terms of protective impact 
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(Vielberth et al., 2020). Several dimensions are relevant when evaluating which 

functions to prioritize. Cost and operational complexity emerge as the most decisive 

factors, with empirical evidence from the financial SME context showing that cost 

alone can account for over 40% of the total weight in structured SOC selection decisions 

(Miyashita & Contreras Pinochet, 2025). Beyond cost, the level of specialized human 

expertise required to operate a given function effectively must also be considered. 

Empirical data illustrates the scale of this challenge: 94% of SMEs struggle to hire 

cybersecurity professionals, and the gap is sharpest in incident detection and response 

as well as security architecture roles (Philippou et al., 2025). This talent gap has direct 

implications for which SOC functions an SME can realistically operate internally. 

Running advanced SOC tiers requires highly specialized competencies such as threat 

hunting, forensic analysis, and malware reverse engineering — roles that are not only 

difficult to source but also costly to retain (Majid & Ariffin, 2021; Vielberth et al., 

2020). For most SMEs, attempting to staff these functions internally tends to leave 

analysts overstretched, slow down analysis, and leave residual risks insufficiently 

addressed (Miyashita & Contreras Pinochet, 2025). As a result, the realistic scope of 

internally manageable SOC functions for SMEs tends to be narrower than what the full 

SOC model prescribes, making prioritization not merely a strategic choice but a 

practical necessity. 

The threat landscape facing SMEs also provides an empirical basis for prioritization. 

Data from the NIS Investments 2025 report indicates that ransomware, supply chain 

attacks, and phishing rank as the most concerning threat vectors for organizations, with 

55%, 47%, and 35% of surveyed entities identifying them as primary concerns 

respectively (Philippou et al., 2025). The connection between this threat landscape and 

the need for specific SOC functions is further supported by empirical evidence: 

phishing serves as the entry point for over half of ransomware attacks targeting SMEs 

(Tetteh, 2024) and 38% of surveyed organizations cite incident detection and response 

as their highest cybersecurity skills priority (Philippou et al., 2025). This aligns with 

established guidance on SOC architecture, which identifies monitoring, detection, and 

basic incident analysis as the mandatory baseline functions that must be established 

before any advanced capabilities are layered on (Taurins, 2020). In contrast, more 

advanced functions such as proactive threat intelligence remain largely out of reach for 

most SMEs. Recent research shows that fewer than 7% of SMEs currently invest in 

threat intelligence programs, reflecting a broader pattern of cybersecurity 

implementation focused on foundational operational controls rather than advanced 

management systems (Arroyabe et al., 2024). 

A further dimension of prioritization concerns the question of internal versus external 

delivery of SOC functions. Rather than viewing each function as something that must 

be built in-house, SMEs can strategically distribute responsibilities across internal 
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teams and external providers depending on the function's complexity and criticality. 

Vielberth et al. (2020) identify factors such as cost, availability requirements, regulatory 

constraints, and data sensitivity as central to this decision. Research on SOC model 

selection for financial SMEs indicates that hybrid configurations — where first-level 

monitoring and detection are outsourced to MSSP while incident decision-making and 

escalation remain internal, tend to strike the best trade-off between operational 

oversight and cost effectiveness (Miyashita & Contreras Pinochet, 2025). This finding 

implies that the prioritization of SOC functions cannot be separated from decisions 

about how those functions are delivered. 

Taken together, the prioritization of SOC functions for SMEs reflects a multi-

dimensional trade-off between security value, resource constraints, organizational 

maturity, and regulatory obligations. Unlike larger enterprises that can implement 

comprehensive SOC capabilities, SMEs must make deliberate choices about which 

functions to establish first, which to outsource, and which to defer. These decisions are 

shaped not only by rational cost-benefit considerations but also by the same 

organizational and behavioral factors that influence the initial decision to invest in, 

including internal competence levels, management priorities, and external pressure 

from regulators and customers. Understanding how SMEs navigate this prioritization 

process in practice, and what rationales guide their choices, forms a central analytical 

objective of this study. 
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4 Results 

This chapter presents the study's empirical findings based on nine semi-structured 

interviews conducted with representatives from two categories: 

- Decision-makers and IT managers within SMEs. 

- Cybersecurity professionals. 

The interviews with decision-makers and managers within SMEs primarily focused on 

collecting data relating to the first research question: 

- RQ1: What drivers and barriers determine when small and medium-sized 

enterprises choose to invest in IT security? 

The interviews with cybersecurity professionals addressed both research questions, but 

with a primary focus on the second: 

- RQ2: How do small and medium-sized enterprises prioritize SOC functions to 

achieve the highest security value with limited resources? 

The SME respondents speak from inside the decision-making context that RQ1 asks 

about, while the cybersecurity professionals speak from a position where they observe 

many SMEs over time and are directly responsible for delivering the prioritized security 

capabilities that RQ2 addresses. The results are presented as empirical themes 

supported by all respondents, followed by summary covering drivers, barriers and SOC 

prioritization.  

 

4.1 Respondents profile 

A total of nine respondents participated in the study. They represent two analytical 

groups: SME respondents (decision-makers and IT managers within SMEs) and 

cybersecurity professionals with operational experience of SOC and IT security in the 

SME segment. All respondents have been anonymized. SME respondents are referred 

to as SME1-SME5 and cybersecurity professionals referred to as EXP1-EXP4. Each 

group is presented below in Table 1. and Table 2, respectively. Company size in Table 

1 follows the European Union's official definitions. A medium-sized enterprise is an 

enterprise with 50 to 249 employees, and either an annual turnover not exceeding €50 

million or a balance sheet total not exceeding €43 million. A small-sized enterprise 

employs fewer than 50 people and has an annual turnover or balance sheet total not 

exceeding €10 million (European Commission, n.d.). 
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Table 1 

Decision-makers and IT managers within SME 

 

Table 2 

Cybersecurity professionals 

ID Role Business and background 

EXP1 CEO 

CEO with ten years of experience in IT security for 

SMEs; runs an IT security company; works as a 

SOC provider and strategic advisor to SME clients 

EXP2 
SOC-/ System 

Consultant 

Ten years of industry experience as a support 

technician, systems consultant, and IT manager; 

works exclusively with SMEs through an MSSP 

delivering SOC services 

EXP3 
IT Security 

Consultant 

Approximately three years of experience; works 

with operations, infrastructure, and security services 

for SMEs; roughly 50% client consultancy 

assignments and 50% internal hardening and 

security services 

EXP4 

Infrastructure / 

Network security 

Consultant 

Approximately 13 years of experience in 

routing/switching/network security. Is working 

primarily with SMEs 

 

ID Role Business Size IT Solution 

SME1 CFO 
Manufacturing industry / 

industrial equipment 

Medium-

sized 

External IT-

partner 

SME2 External CEO 
Automotive 

manufacturing industry  

Medium-

sized 

 

External IT- 

partner 

SME3 
IT Manager / 

CFO 
Manufacturing industry 

Medium-

sized 

External IT-

partner 

SME4 IT-Manager Trade in safety products Small-sized 
External IT- 

partner  

SME5 

IT and 

Digitalization 

Manager  

Manufacturing industry / 

concrete products 

Medium-

sized 

External IT-

partner  
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4.2 RQ1: Drivers and Barriers for IT security investments 

The following section presents the five themes identified in relation to RQ1, followed 

by in-depth empirical descriptions of each theme (see Table 3). The themes are not 

presented in priority order. 

Table 3 

Themes regarding RQ1 

Nr Theme Representative Quote Respondent 

T1 

Reactive security culture – 

incidents as the primary 

driver (Driver) 

"You act first when 

things go to hell." 

(SME2) 

EXP1, EXP2, 

EXP4, SME1, 

SME2, SME3, 

SME4, SME5  

T2 

IT security perceived as a 

cost rather than business 

value (Barrier) 

"It is quite boring to 

pay for IT security 

because if you spend 

money on cool servers 

or new computers, you 

get something concrete, 

but with security, the 

end user will never see 

a difference if 

everything goes as it 

should." (EXP3) 

EXP1, EXP2, 

EXP3, EXP4, 

SME1, SME2, 

SME3, SME4 

T3 

Lack of competence and 

dependence on external 

providers (Barrier) 

"We cannot handle it 

ourselves, because we 

don't have the 

competence and we 

don't have the 

resources to hire 

someone to run a thing 

like this either. We are 

too small for that." 

(SME1) 

EXP1, EXP2, 

EXP3, EXP4, 

SME1, SME2, 

SME3, SME4 

SME5 

T4 
The gap between awareness 

and action (Barrier) 

"It's many who might 

wonder where to start... 

IT security can be very, 

very broad everything 

from physical security 

to antivirus on clients, 

firewalls, policy and 

guidelines." (EXP4) 

EXP1, EXP2, 

SME1, SME2  
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T5 

Regulatory and customer 

requirements as external 

drivers (Driver) 

"I have reported our 

business to the Swedish 

Transport Agency but I 

don't really know what 

the purpose or outcome 

will be. They 

threatened quite hefty 

fines if you didn't 

register."(SME2) 

EXP1, EXP2, 

EXP4, SME2, 

SME5 

 

4.2.1 Empirical Themes - RQ1 

T1: Reactive security culture – incidents as the primary driver 

The most pervasive theme across all interviews is that IT security work in SMEs is 

characterized by reactivity rather than proactivity. The motivation to invest is generally 

not triggered by internal risk analysis but by external events that make the threat 

concrete and personally relevant. 

SME2 formulates this pattern most directly: 

"You act first when things go to hell, that's probably how it works in slightly smaller 

companies." 

SME5 illustrates how a specific crisis overrides previous budget constraints: 

"The hijacking of an account this summer was the CEO's account, so suddenly budget 

for the measures I had long requested was available." 

All SME respondents confirm this reactive pattern. SME1 notes that "an incident would 

always put this higher on the agenda", while SME2's only major security investment 

(Multi Factor Authentication, MFA) was performed exclusively as a response to a 

phishing incident. Cybersecurity professionals reinforce this, with EXP2 noting that "it 

is always easiest to sell backup to someone who has just suffered data loss" and EXP1 

describing a "word-of-mouth" mechanism where an attack on one company in one city 

caused an unrelated manager in another city to immediately request a security review. 

T2: IT security perceived as a cost rather than business value 

SMEs consistently view IT security as a draining cost or an insurance premium that 

competes with core business investments. Because successful security results in a "non-

event" where the status quo is maintained, it is fundamentally difficult for decision-

makers to perceive a Return on Investment (ROI). 

EXP3 describes the "tangibility problem" when comparing security to hardware: 
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"It is quite boring to pay for IT security because if you spend money on cool servers or 

new computers, you get something concrete, but with security, the end user will never 

see a difference if everything goes as it should." 

EXP1 reinforces this through an insurance metaphor: 

"It's just like why you buy insurance. It's just money down the drain until you actually 

need it." 

This perception is verified by SME1, who describes security as a constant "trade-off 

between safety and cost", and SME2, who views it as a "side activity that should just 

be there and work". This mindset leads to a "minimum level mentality" where SMEs 

primarily ask for the absolute minimum required to feel safe rather than seeking to 

maximize their security posture. 

T3: Lack of competence and dependence on external providers 

Due to a near-total lack of internal IT security expertise, SMEs are structurally 

dependent on external partners who act as "decision proxies" for their security posture. 

This outsourcing is rarely a strategic choice but rather a necessity driven by a lack of 

internal resources and the high cost of specialized knowledge. 

SME1 highlights the lack of internal alternatives: 

"We cannot handle it ourselves because we don't have the competence and we don't 

have the resources to hire someone to run a thing like this either. We are too small for 

that". 

SME4 describes how this leads to a complete delegation of responsibility: 

"The company as such doesn't want to deal with this, so we have just passed the ball. 

Can you support us? We don't want to do the administration". 

This dependence is verified by SME1, SME3, SME4, and SME5, who all rely on 

external partners for their primary security functions. The cybersecurity professionals 

confirm this dynamic; EXP2 notes that SMEs typically lack internal IT staff, forcing 

decision-making onto a CEO or CFO who must rely entirely on their "rented IT". EXP3 

adds that this creates a relationship built on high levels of trust, as clients have no 

internal capacity to verify the technical advice they receive. 

However, this structural dependence creates a risk of "false security". SME4 admits 

that they might be "buying a false sense of security" by hiring someone else to take care 

of the problem, effectively distancing themselves from their own security situation. 

Furthermore, SME1 expresses dissatisfaction with this arrangement, noting that the 

partner "lives on old merits" and lacks the proactivity required to keep up with a 

complex threat landscape. This "information asymmetry" means the SME's actual 
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security level is fundamentally tied to the ethics and competence of their provider, as 

the SME lacks the knowledge to perform quality assurance on the services they buy. 

 

T4: The gap between awareness and action 

A significant discrepancy exists between SMEs "knowing" that cyber threats exist and 

"acting" to mitigate them. This theme captures a state of cognitive paralysis where 

general awareness of a hostile threat landscape does not automatically translate into 

concrete technical or organizational measures. Both the cybersecurity professionals and 

SME representatives identify this "action-competence gap" as a primary structural 

barrier. 

EXP4 explains that the broad scope of IT security often leads to a state of "where-to-

begin" paralysis: 

"It's many who might wonder where to start... IT security can be very, very broad—

everything from physical security to antivirus on clients, firewalls, policy and 

guidelines". 

SME1 exemplifies this state of awareness without implementation. Despite recognizing 

the potential for devastating operational impacts, the respondent admits to a lack of 

security: 

"I wouldn't say that we feel safe... there are many question marks... but concrete 

measures are still in the policy planning stage". 

This gap is further reinforced by what EXP1 identifies as the most common state for a 

firm: understanding they "need to do something" but lacking the internal guidance to 

define what that "something" is. Even when awareness is high such as in SME3, where 

employees are increasingly suspicious of phishing attempts, internal resistance can still 

act as a secondary barrier, with staff questioning why they must prioritize security 

training over their core tasks. The cybersecurity professionals note that this inertia is 

typically only overcome when the abstract threat is replaced by a concrete external 

pressure, such as an actual incident or a strict regulatory requirement. 

T5: Regulatory and customer requirements as external drivers 

When internal motivation is lacking, external forces specifically requirements from the 

supply chain and new legislation become the primary proactive drivers for security 

investment. Large clients, regulators, and insurance companies are increasingly setting 

the standard for what constitutes a "minimum viable" security posture for an SME. 

EXP1 identifies a significant shift in how large corporations audit their suppliers, 

transforming security into a prerequisite for market access: 
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"Now large clients are starting to ask questions... 'Hey, do you have a SOC? Hey, do 

you have MFA?' It can be simple forms they send out, or requirements to meet ISO 

27001." 

SME2 reflects the pressure of potential fines under new legislation like the NIS2 

Directive. Despite finding the requirements vague, the threat of legal consequences 

acted as a catalyst for action: 

"I have reported our business to the Swedish Transport Agency but I don't really know 

what the purpose or outcome will be. They threatened quite hefty fines if you didn't 

register." 

EXP4 adds that insurance companies have emerged as a dominant structural driver in 

the current landscape. Technical controls are no longer just recommendations but 

mandatory prerequisites for obtaining coverage: 

"It is more common now that it is precisely the insurance companies that set 

requirements when you are to sign a cybersecurity insurance, it is often from that side 

that the incentive comes." 

This theme is verified by EXP1, EXP2, EXP4, SME2, and SME5. While internal 

drivers are often reactive to incidents, these external mandates introduce a degree of 

proactivity. However, SMEs often approach these requirements with a compliance-

focused mindset aiming to meet minimum standards rather than fully optimize their 

security posture. 

 

4.3 RQ2: SOC Prioritization Under Resource Constraints 

The following section presents the six themes identified in relation to RQ2, followed 

by in-depth empirical descriptions of each theme (see Table 4). The themes are not 

presented in priority order. 

Table 4 

Themes regarding RQ2 

Nr Theme Representative Quote Respondent 

T6 

Security already 

paid for: Basic 

hygiene, resilience 

and unused license 

features 

"People pay for a bunch of security 

features that aren't enabled, you need 

to figure out what you are actually 

getting and utilize what you already 

pay for today." (EXP3) 

EXP2, EXP3 

T7 Inventory of the 

environment and 

"You need to try to get a grasp of 

your environment. What do you have, 

EXP1, EXP3, 

EXP4 
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log sources before 

investing 

and what needs to be protected? What 

can I send logs from? Do I have a 

firewall that can send logs? IPS logs, 

antivirus programs that can send logs 

to a central SIEM." (EXP4) 

T8 

EDR (Endpoint 

Detection & 

Response) and 

incident response 

as a primary SOC 

function 

"What can we do technically to 

minimize potential incidents outside 

the hours we can staff? That time is 

usually what costs money, so I'd say 

that an EDR with response 

capabilities that can isolate clients 

and catch the most critical threats is 

probably what's most important to 

prioritize." (EXP2) 

EXP1, EXP2, 

EXP4 

T9 

The human factor 

as a critical 

security 

component 

"Everything that relates to phishing 

detection is what I consider most 

important function, because that's by 

far the most frequent occurrence, so 

monitoring and analysis of users and 

mailboxes. I'd say the risk is highest 

there." (EXP1) 

EXP1, EXP2 

T10 

Outsourcing and 

the demand for 

provider 

proactivity 

"We demand far too little: This alarm 

just went off, why did it happen? 

What should we do to prevent it from 

happening again? Someone logs in 

from Myanmar and they couldn't care 

less about communicating the next 

step, take that experience and help 

our customers. It's not typical SOC 

functionality, but I think it ought to 

be." (EXP1) 

EXP1, EXP3, 

EXP4 

T11 

A structured 

prioritization 

approach: 

consequence 

analysis, step-by-

step 

implementation, 

and validation 

"Try to figure out how much it will 

cost if things stop working or if data 

disappears, how important is my data 

to my business?" (EXP4) 

EXP1, EXP3, 

EXP4 
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4.3.1 Empirical Themes – RQ2 

T6: Security already paid for: Basic hygiene, resilience and unused license features 

Before more advanced SOC-services get activated, the cybersecurity professionals 

identify a primary step: activate and use the security functions included with their 

already paid for licenses and services. Basic hygiene, identity management, endpoint 

protection, and tested backup.  

EXP2 describes how the Microsoft 365 licenses contain unused security features: 

"What is actually included in the licenses today? Turn on multi-factor authentication, 

disable protocols you don't want to use, restrict the countries from which connections 

are allowed." 

EXP3 confirms and reinforces this with an observation about systematic 

underutilization: 

"People pay for a bunch of security features that aren't enabled, you need to figure out 

what you are actually getting and utilize what you already pay for today." 

Activating these features constitutes a cost-free security improvement and should come 

before external purchases.  

Furthermore, EXP2 describes a clear order of priority for basic hygiene:  

1. Identity management (MFA, password policy, zero trust, tiering of admin 

roles) 

2. Endpoint protection (EDR/antivirus)  

3. Tested and preferably immutable backup 

These measures are characterized by being inexpensive, already paid for and delivering 

high impacts with low amounts invested.  

EXP2 also highlights backup specifically as an undervalued priority: 

"It's always easiest to sell backups to someone who has just suffered data loss." 

A tested, immutable backup is critical for recovery from ransomware attacks and should 

be prioritized highly even in resource-constrained environments. 

T7: Inventory of the environment and log sources before investing 

Before investing in external security solutions or advanced SOC services, cybersecurity 

professional respondents (EXP1, EXP3, and EXP4) emphasize the necessity of 

mapping the existing IT environment and identifying available log sources. 

EXP3 articulates this principle by noting that an organization must understand what it 

currently has and what it can use today before considering external offerings. Without 
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this foundational inventory, there is a significant risk of acquiring solutions that do not 

align with the business's actual needs. EXP3 provides a concrete example of such 

misalignment: purchasing vulnerability scanning offers no value for a company that 

only operates in the cloud. 

In addition to knowing what digital assets exist, the organization must secure its data 

collection capabilities. A functioning SOC relies entirely on data to analyze threats. 

This makes the identification of log sources a critical technical prerequisite before any 

investment decisions are made. EXP4 highlights this necessary step: 

"You need to try to get a grasp of your environment. What do you have, and what needs 

to be protected? What can I send logs from? Do I have a firewall that can send logs? 

IPS logs, antivirus programs that can send logs to a central SIEM." 

This perspective is presented by EXP1, who describes logging and log collection as the 

technical foundation for any cybersecurity measure. Without ensuring that the 

environment can generate and provide log data, advanced threat detection becomes 

impossible. EXP1 explains: 

"It's hard to make any kind of analysis and assessment if you don't have anything to 

look at, so it's very much logs you are looking at. You need to have the capability to 

collect logs." 

In summary, a comprehensive inventory of both the digital assets and log-sources 

should be completed before any advanced security investments. This ensures that the 

chosen solutions fit the specific context of the SME and that the data required for 

meaningful security analysis is available. 

T8: Endpoint Detection & Response and incident response as a primary SOC 

function 

Once the foundational inventory is complete and basic hygiene is established, SMEs 

face the challenge of selecting the most critical SOC functions to invest in. The 

cybersecurity professionals highlight Endpoint Detection and Response (EDR), 

coupled with rapid incident response capabilities, as the primary technical priority. 

EXP1 emphasizes that EDR forms the fundamental technical baseline for any detection 

capability. EXP1 explicitly identifies endpoint protection, stating that:  

"A traditional EDR system, is among the most important." 

A major barrier for SMEs is the high-cost of 24/7 human monitoring. EXP2 explains 

that staffing outside of regular business hours is often too expensive for smaller 

organizations. The focus must therefore shift towards automation to maximize security 

value. By utilizing EDR systems that can automatically quarantine devices when 
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anomalies are detected, SMEs can maintain a high level of security without the 

excessive costs of 24/7 analysts. EXP2 describes: 

"What can we do technically to minimize potential incidents outside the hours we can 

staff? That time is usually what costs money, so I'd say that an EDR with response 

capabilities that can isolate clients and catch the most critical threats is probably 

what's most important to prioritize." 

This technical capability aligns with the core purpose of a SOC. According to EXP4, 

the fundamental value of SOC services lies in visibility, analysis and the ability to act 

quickly, and EDR provides the necessary data for this process. When asked to identify 

the most critical SOC function for an SME, EXP4 emphasizes analysis and response: 

"I would say it is the analysis part simply. Someone looking at what is happening, 

having visibility into the environment, following flows, taking care of logs. And it's a 

bit on the response too, which is very important. So mostly analysis and response, I 

would say." 

Furthermore, EXP4 highlights that detecting a threat is only valuable if the organization 

can react to it in time. To achieve this in a resource-constrained environment, the 

response mechanisms must be supported by automated, real-time data: 

"Fundamentally having some form of threat intelligence too, that can classify things in 

real time so that it goes very fast. The speed, I would say, is very important." 

In summary, EXP1, EXP2, and EXP4 agree that EDR is a foundational technical 

requirement. However, it is the combination of EDR and automated incident response, 

the ability to rapidly analyze and isolate threats without waiting for human intervention, 

that constitutes the most critical and cost-effective SOC function for an SME. 

T9: The human factor as a critical security component 

Even with technical solutions and basic hygiene in place, the cybersecurity 

professionals emphasize that the human factor remains one of the most critical 

vulnerabilities in an SME's security posture. While automated systems are necessary, 

they are insufficient if the organization fails to address end-user behavior through 

monitoring and education. 

EXP1 identifies email and phishing as the primary attack vector, making detection in 

this area a top priority. Because most breaches originate from deceptive emails, 

monitoring this specific channel yields the highest security value. When asked to 

prioritize among SOC functions, EXP1 states: 
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"Everything that relates to phishing detection is what I consider most important 

function, because that's by far the most frequent occurrence, so monitoring and analysis 

of users and mailboxes. I'd say the risk is highest there." 

EXP2 reinforces this perspective by pointing to the risk of a misaligned security 

strategy, where substantial financial investments in technical systems are undermined 

by a lack of user awareness. EXP2 describes the imbalance: 

"We throw a few millions at a system, and then we have users who do not understand 

which link to click and not to click." 

To mitigate this vulnerability, EXP2 advocates for combining technical tools with 

continuous user education. Practical measures such as simulated phishing emails 

followed by targeted training are highlighted as essential for strengthening user 

awareness. 

In summary, EXP1 and EXP2 agree that technical SOC functions must be 

complemented by active monitoring of the human factor. Addressing the human 

element through both mailbox analysis and continuous education is a critical 

component in preventing the most common type of cyberattacks against SMEs. 

T10: Outsourcing and the Demand for Provider Proactivity 

Due to the structural lack of internal resources and specialized cybersecurity 

competence, the cybersecurity professionals (EXP1, EXP3 and EXP4) agree that 

building an in-house SOC is unfeasible for most SMEs. Instead, outsourcing to an 

MSSP emerges as the dominant delivery model. EXP1 illustrates this threshold by 

stating that an in-house SOC is a "far too expensive a function to have yourself," 

estimating that an organization needs roughly a thousand employees to justify an 

internal SOC. EXP4 concurs, noting that managed SOC services lower the barrier to 

entry by transforming a large initial investment into a manageable subscription cost. As 

EXP3 highlights, this dependency means that SMEs often develop a complete reliance 

on their external providers, relying on trust rather than internal competence when 

making security decisions. 

However, this outsourcing model introduces challenges regarding the relationship 

between the SME and the provider. EXP1 identifies what is described as a proactive 

responsibility gap in the industry. While managed SOCs typically detect anomalies and 

generate alerts effectively, they often fail to provide actionable guidance to harden the 

SME's environment against future threats. EXP1 emphasizes that providers must do 

more than forward alarms: 

"We demand far too little: This alarm just went off, why did it happen? What should we 

do to prevent it from happening again? Someone logs in from Myanmar and they 
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couldn't care less about communicating the next step, take that experience and help our 

customers. It's not typical SOC functionality, but I think it ought to be." 

EXP4 highlights another complication of the outsourcing model. When a managed SOC 

successfully blocks incoming threats at the outermost layer, the SME remains unaware 

of the incidents. Over time, this lack of visibility can lead the SME to question the return 

on investment. EXP4 explains: 

"You get a false sense of security that you have invested and spent the money, when you 

are not being attacked – then maybe you cancel the subscription." 

To counter this, EXP4 emphasizes the necessity of value reporting. Providers must 

conduct regular meetings, quarterly or annually, to demonstrate the prevented attacks 

and visualize the ongoing value of the service. 

In conclusion, while outsourcing is a structural necessity for SMEs, the respondents 

emphasize that the model requires higher proactivity, continuous hardening guidance, 

and transparent reporting from providers to ensure long-term security value. 

T11: A structured prioritization approach: consequence analysis, step-by-step 

implementation, and validation 

Beyond identifying which SOC functions to prioritize, the cybersecurity professionals 

describe how SMEs should approach the prioritization process itself. Two principles 

emerge from the data: prioritization should be grounded in a consequence-based 

assessment, and implementation should be built step by step rather than all at once. 

EXP4 outlines a prioritization model that begins, not with specific technologies, but 

with a business-oriented consequence analysis. The first step is to assess the cost of 

disruption, what happens if systems go down or data is lost, and to determine the value 

of the assets that need protection. Only after this assessment is complete should the 

organization proceed to inventory its environment and select specific SOC functions. 

EXP4 explains: 

"Try to figure out how much it will cost if things stop working or if data disappears, 

how important is my data to my business?" 

This approach is reinforced by EXP3, who introduces a risk management principle 

stating that the security budget should be governed by the value of what is being 

protected. EXP3 emphasizes that it is economically irrational to invest more in 

protecting an asset than it would cost to replace it. The underlying principle shared by 

both respondents is that prioritization without a prior assessment of the organization's 

actual risk exposure and asset value leads to misaligned investments. 
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Regarding implementation, EXP4 advocates a step-by-step strategy rather than an all-

or-nothing approach. Reaching 60% of the desired security posture in the first year is 

preferable to inactivity while waiting for a complete solution. EXP4 does not tie this 

percentage to a specific measurement framework; it is an approximate, illustrative 

figure rather than a precise metric. EXP4 describes this principle: 

"If I get to 60% in the first year, that's much better than not having done anything, you 

shouldn't see the barrier as too high, start as soon as possible with what you can." 

EXP4 refers to this layered approach using the metaphor of a "security onion," where 

different layers of protection are added progressively depending on the organization's 

needs and resources. 

Finally, EXP1 positions penetration testing as a validation measure that belongs at the 

end of the prioritization sequence, not at the beginning. A penetration test is meaningful 

only once the foundational controls are in place, as it serves to verify that the 

implemented measures are effective. EXP1 states: 

"Now I want to validate that I have made the right investments. Then a pentest is very 

reasonable and it is a very, very good thing... It is a validation. You have made the right 

investments related to your IT security work. It is something that comes after. You have 

done super security work." 

In summary, the respondents describe a prioritization approach that moves from 

consequence analysis, through step-by-step implementation of security measures, to 

validation through pentesting. This sequence provides a structured framework within 

which the specific SOC functions identified in T6–T10 can be positioned. 

 

4.4 Summary: Drivers and Barriers  

The five themes presented in section 4.2 (T1–T5) describe the overall patterns in how 

SMEs reason about IT security investments. A closer analysis of the empirical material 

shows, however, that several of these themes contain more than one distinct 

mechanism. To enable a more precise discussion in chapter 6, the themes have therefore 

been broken down into a set of more specific drivers (D1–D4) and barriers (B1–B7). 

The breakdown follows an analytical logic rather than a strict one-to-one mapping. T1, 

for example, contains both the driver of an own incident (D1) and the driver of an 

incident at a neighboring organization (D2), as these make risk concrete in different 

ways. T5 has similarly been separated into customer requirements (D3) and regulatory 

requirements (D4), since they exert pressure through different channels. The same 

applies to the barriers: T2 gives rise to both the cost perception itself (B1) and the 

resulting minimum level mentality (B2), while T3 has been divided into the underlying 
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competence gap (B3), the structural dependence on external providers (B4), and the 

information asymmetry this dependence creates (B5). T4 has been split into where-to-

begin paralysis (B6) and the broader gap between awareness and implementation (B7).  

 

4.4.1 Drivers 

D1: Own security incident  

A direct security incident within the organization, such as a phishing attack or account 

hijacking, is the most powerful investment trigger, immediately overriding prior budget 

constraints and creating the urgency needed to move from awareness to action. SME2's 

only major security investment was made exclusively in response to a phishing incident, 

and SME5 describes how a CEO account hijacking freed up budget for measures that 

had long been requested but denied. SME1 confirms that an incident would always 

elevate security higher on the agenda.   

Supported by: EXP1, EXP2, SME1, SME2, SME5 

D2: Security incident at a neighboring or partner organization  

An attack on a neighboring company or business partner creates immediate risk 

awareness through a word-of-mouth mechanism, even when the SME itself is not 

directly affected. Proximity to an incident makes the threat personally relevant and 

prompts decision-makers to act. EXP1 recounts a case where an attack on a company 

in one city led a manager at an unrelated organization in another city to immediately 

commission a security review.  

Supported by: EXP1, EXP2, EXP4 

D3: Customer and supply chain security requirements  

Large customers and supply chain partners increasingly require SMEs to meet specific 

security certifications and controls, such as ISO 27001, SOC functions, or MFA, as a 

prerequisite for continued commercial engagement. EXP1 describes how major clients 

now send security questionnaires or mandate certifications, effectively gatekeeping 

market access behind a minimum-security posture. Non-compliance can directly result 

in loss of business relationships. 

Supported by: EXP1, EXP2, SME5 

D4: Regulatory and compliance requirements  

External mandates from regulators and insurers transform security from a choice into 

an obligation. The NIS2 Directive is the primary regulatory trigger: even where its 

requirements remain vague, the threat of significant fines motivates registration and 
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minimum-level improvements. SME2 describes registering with the Swedish Transport 

Agency for NIS2 primarily in response to threatened penalties. Insurance companies 

add a parallel pressure: EXP4 highlights that it is increasingly from the insurance side 

that the investment incentive originates, as technical controls such as MFA are now 

non-negotiable prerequisites for obtaining coverage.  

Supported by: EXP1, EXP2, EXP4, SME2, SME5 

Taken together, the four drivers vary in their relationship to prior literature. D1, D3, 

and D4 are deductive: D1 aligns with the over-confidence pattern described by 

Alahmari & Duncan (2021), while D3 and D4 are both supported by Philippou et al. 

(2025), though D4 also carries an inductive qualification regarding the gap between 

compliance-driven and genuinely security-driven behavior. D2 is a fully inductive 

contribution, as Alahmari & Duncan (2021) explain why SMEs underestimate their 

own risk but do not address how an incident at a nearby or connected organization can 

trigger the same reaction. 

 

4.4.2 Barriers 

B1: IT security perceived as a cost: ROI invisibility and the tangibility problem  

SMEs consistently view IT security as a draining cost or insurance premium that 

competes with core business investments. This perception is reinforced by a structural 

invisibility of return: because successful security produces a non-event where the status 

quo is simply maintained, decision-makers have no visible outcome to point to when 

justifying expenditure. EXP3 describes this as the tangibility problem, contrasting 

security spending with hardware purchases that yield something concrete, while EXP1 

reinforces it through an insurance metaphor, noting the investment feels like money 

down the drain until it is needed. SME1 describes security as a constant trade-off 

between safety and cost, and SME2 views it as a side activity that should just be there 

and work.  

Supported by: EXP1, EXP2, EXP3, EXP4, SME1, SME2, SME3 

B2: Minimum level mentality  

Rather than seeking to maximize their security posture, SMEs aim for the absolute 

minimum required to feel adequately protected. This satisficing behavior follows 

directly from B1: if security is perceived as pure cost with no visible return, minimizing 

that cost becomes rational. Decision-makers primarily ask what the bare minimum is 

rather than how to strengthen their overall posture, creating a persistent ceiling on 

security maturity.  
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Supported by: EXP1, EXP2, EXP3, SME1, SME2, SME3 

B3: Lack of internal cybersecurity competence  

SMEs almost universally lack internal IT security expertise, making independent risk 

assessment, requirements formulation, or quality assurance of received services 

impossible. SME1 states this directly: the organization cannot handle security itself 

because it lacks both competence and the resources to hire someone. This forces 

security decision-making onto executives such as CEOs and CFOs who must act 

without a technical foundation. 

Supported by: EXP1, EXP2, EXP3, EXP4, SME1, SME2, SME3, SME4, SME5 

B4: Structural dependence on external providers and risk of false security  

The competence gap leads SMEs to fully delegate security responsibility to external 

partners, not as a deliberate strategic choice but as a necessity. SME4 describes simply 

passing the ball to the provider and having no wish to deal with the administration. This 

creates a risk of purchasing a false sense of security, as the SME effectively distances 

itself from its own security situation and cannot verify whether the delegated services 

are adequate.  

Supported by: EXP2, EXP3, EXP4, SME1, SME2, SME3, SME4, SME5 

B5: Information asymmetry with external IT providers  

Because SMEs cannot evaluate the technical quality of the services they receive, their 

actual security level depends entirely on the provider's ethics and competence. SME1 

expresses dissatisfaction with a provider described as living on old merits and lacking 

the proactivity required to keep up with the threat landscape, yet has no internal capacity 

to identify this shortcoming or hold the provider accountable. EXP3 notes that this 

creates a relationship built on trust rather than verified performance.  

Supported by: EXP1, EXP3, SME1, SME4 

B6: Where-to-begin paralysis due to the scope of IT security  

The broad scope of IT security, spanning physical security, antivirus, firewalls, MFA, 

policies and user training, creates a state of cognitive paralysis for decision-makers 

faced with a poorly defined problem space. EXP4 describes how many organizations 

simply wonder where to start. Without internal guidance to define a concrete entry 

point, organizations delay action indefinitely. EXP1 identifies knowing that something 

needs to be done while being unable to define what that something is as the most 

common state among SME clients.  

Supported by: EXP1, EXP2, EXP4, SME1, SME2 



 

40 

B7: Gap between awareness and implementation  

General awareness of threats does not translate into concrete action. Despite 

understanding the potential for severe operational impact, many organizations remain 

in a permanent planning stage, aware of the need to act but unable to move from 

intention to implementation. SME1 illustrates this directly: concrete measures are still 

in the policy planning stage despite recognized risk. This gap can also manifest as 

internal resistance: even where employees have grown more aware, staff may question 

why security training or compliance activities take priority over their core 

responsibilities, as seen in SME3.   

Supported by: EXP1, EXP2, EXP3, SME1, SME2, SME3 

Taken together, the seven barriers also vary in their relationship to prior literature. B1 

and B3 are deductive, supported respectively by Arroyabe et al. (2024) and by Erdogan 

et al. (2023) and Tetteh (2024). B4 is deductive with respect to the dependence itself, 

drawing on the same sources, but its false-security mechanism is an inductive extension, 

further developed in B5. B2, B5, and B6 are fully inductive contributions with no 

counterpart in the reviewed literature: B2 as a direct empirical extension of B1, B5 as 

an unaddressed dimension of the dependency described in B3–B4, and B6 as a paralysis 

mechanism absent from Alahmari & Duncan (2021). B7 is partially deductive, 

complementing the behavioral barriers in Alahmari & Duncan (2021) while extending 

them through the paralysis mechanism identified in B6. This classification is developed 

further in the result discussion (Section 6.1.1). 

 

4.5 Summary: SOC-Prioritization Under Resource Constraints 

The analysis of RQ2 identifies six themes that together describe how SMEs can 

prioritize SOC functions to achieve the highest security value under limited resources. 

The themes form a logical sequence, beginning with foundational steps that must 

precede any external investment and progressing toward more advanced functions and 

the prioritization process itself. 

The first two themes concern what the cybersecurity professionals consistently describe 

as a necessary pre-SOC phase. T6 establishes that before investing in external security 

solutions, SMEs should activate the security features already included in existing 

licenses such as Microsoft 365. Enabling MFA, password policies, geo-restrictions, 

endpoint protection, and tested backup constitute a cost-free improvement with high 

security impact per resource invested, and these measures should be completed before 

any external purchase is considered (EXP2, EXP3). T7 adds that a comprehensive 

mapping of the IT environment, identifying which assets exist and which log sources 

such as firewall, IPS, antivirus, and SIEM are available, is a necessary prerequisite 
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before any SOC investment. Without a functioning log infrastructure, threat detection 

is technically impossible and skipping this step risks acquiring solutions that are 

misaligned with the SME's actual environment (EXP1, EXP3, EXP4).  

Once foundational hygiene is established, two core SOC functions emerge as the 

highest priorities. T8 identifies EDR with automated response capabilities, including 

client isolation, as the primary technical SOC function. It substitutes for the 24/7 human 

analyst coverage that SMEs cannot afford, enabling rapid threat containment, with 

analysis, visibility, and response speed described as the core value components of this 

function (EXP1, EXP2, EXP4). T9 addresses the human factor and establishes that 

phishing detection and mailbox monitoring constitute the single most important SOC 

function in terms of risk exposure, as phishing represents the most frequent attack 

vector against SMEs. Technical measures are insufficient without complementary user 

awareness, and simulated phishing exercises combined with targeted training are 

highlighted as essential to preventing the most common class of breaches (EXP1, 

EXP2).  

The final two themes concern the delivery model and the prioritization process itself. 

T10 establishes that an in-house SOC is economically unfeasible for most SMEs, 

making outsourcing to a MSSP the structural delivery model. However, a proactivity 

gap exists where providers forward alerts but typically fail to provide hardening 

guidance or remediation steps. A compounding challenge is that successfully blocked 

threats are invisible to the SME, undermining perceived ROI. Transparent value 

reporting, such as quarterly or annual meetings demonstrating prevented incidents, is 

identified as the required corrective mechanism (EXP1, EXP3, EXP4). T11 describes 

how the prioritization process itself should be structured: it should begin with a 

consequence-based assessment of the cost of disruption and the value of assets to 

protect before any technology is selected. Implementation should follow a step-by-step 

logic, where reaching 60% of the target security posture in year one is preferable to 

inactivity while waiting for a complete solution. Penetration testing belongs at the end 

of this sequence as a validation measure, meaningful only once foundational controls 

are in place (EXP1, EXP3, EXP4).  

Taken together, the six themes vary in their relationship to prior literature. T8 and T9 

are deductive, directly supported by Philippou et al. (2025), Tetteh (2024), Taurins 

(2020), and Chamkar et al. (2024). T7, T10, and T11 are partially deductive: each builds 

on an existing framework, Taurins (2020) for T7, Miyashita & Contreras Pinochet 

(2025) and Vielberth et al. (2020) for T10, and Miyashita & Contreras Pinochet (2025) 

for T11, while extending it with a dimension that emerged only from the interview data. 

T6 stands out as a fully inductive contribution, with no counterpart in the reviewed SOC 

literature. This classification is developed further in Section 6.1.2. 
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5 The three-phase prioritization model and resource logic 

This chapter synthesizes the empirical findings from RQ2 into a structured 

prioritization proposal. Section 5.1 presents a three-phase prioritization model 

developed inductively from the expert interviews to support SMEs in sequencing their 

SOC investments. Following this, Section 5.2 outlines the resource logic underlying 

each phase, explaining how specific financial and technical limitations shape the 

proposed prioritization. The model should be understood as an empirically grounded 

synthesis derived from four expert interviews. 

 

5.1 The three-phase prioritization model 

The interview results suggest that SOC prioritization is best approached through a 

sequential, three-phase logic. Several of the constituent activities, such as the 

consequence analysis and the activation of existing license features in Phase 1, can be 

carried out directly by the SME's own decision-makers. Other activities in Phase 2 and 

Phase 3 are typically delivered through an external provider. The three phases consist 

of establishing foundational security “Before SOC” adoption, implementing core 

functions through an external provider, and continuous validation. Rather than treating 

security investments as a single, overwhelming decision, this step-by-step approach 

helps SMEs systematically balance their security needs with their available resources.   

The tables below outline the specific actions for each of the three phases. To 

demonstrate the direct link to the gathered data, every action is explicitly mapped to the 

cybersecurity professionals and the original empirical themes (T6-T11) from the results 

chapter. 

Table 5 

Phase 1: Before SOC  

Phase What to do Source 

Consequence 

analysis 

Identify what is actually at stake: what does 

downtime or data loss cost, and how important is 

the data to the business? 

EXP1, 

EXP3, 

EXP4 

(T11) 

Activate existing 

license features 

Activate security features that are already paid for 

in existing licenses: MFA, password policies, geo-

restrictions, endpoint protection, and tested backup 

EXP2, 

EXP3 

(T6) 
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Environment and 

log inventory 

Inventory assets and log sources: what is in the 

environment, and what can produce logs (firewall, 

IPS, antivirus, possible SIEM integration)? 

EXP1, 

EXP3, 

EXP4 

(T7) 

 

Table 6 

Phase 2: Build with an external provider and implement the core functions through 

outsourcing. 

Phase What to do Source 

MSSP partnership 

with proactivity 

demands 

Establish an MSSP relationship with explicit 

demands: actionable guidance beyond alerts, 

hardening recommendations, and transparent 

value reporting 

EXP1, 

EXP3, 

EXP4 

(T10) 

EDR with automated 

response 

Implement EDR with automated response 

(client isolation on threat detection) as the 

primary technical SOC function 

EXP1, 

EXP2, 

EXP4 

(T8) 

Phishing detection and 

user training 

Phishing detection, mailbox monitoring, 

simulated phishing exercises, and targeted user 

training 

EXP1, 

EXP2 

(T9) 

 

Table 7 

Phase 3: Validate and build further  

Phase What to do Source 

Layered, 

stepwise build-

out 

Add new security layers progressively over time; 

accept 60% protection in the first year rather than 

waiting for a complete solution 

EXP4 

(T11) 

Penetration 

testing as final 

validation 

Carry out penetration testing after baseline controls, 

EDR, and phishing protection are in place, not as a 

starting point 

EXP1 

(T11) 
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5.2 Resource logic per phase 

The model in section 5.2 shows what to do and in what order. The second half of RQ2 

asks how this prioritization remains feasible under limited resources, and the 

description below answers that question by setting out the resource logic for each phase.  

Phase 1 works by using existing resources to maximize security value before any 

external spending takes place, which corresponds to the "Before SOC" phase. The 

consequence analysis filters out unnecessary investments by setting an economic 

threshold for what is worth protecting, so that resources are not spent on protecting 

assets of low business value. Activating already paid-for license features delivers the 

highest security value per resource spent at zero marginal cost, since the features are 

already included in subscriptions the SME pays for regardless. Inventorying the 

environment prevents misaligned purchases that would otherwise waste the investment, 

because security tools that cannot integrate with the existing infrastructure provide no 

real protection. 

Phase 2 works by substituting for the personnel resources SMEs structurally lack, 

connecting the core functions and delivery clusters. The MSSP model replaces the in-

house SOC, which according to EXP1 requires roughly 1000 employees to be 

economically rational and is therefore unrealistic for SMEs to operate themselves. EDR 

with automated response substitutes for the 24/7 analyst staffing SMEs cannot afford, 

because automated isolation of compromised endpoints takes the place of the human 

analyst capacity that would otherwise be required around the clock. Phishing detection 

and user-oriented monitoring concentrate the investment where the likelihood of attack 

is highest, delivering maximum risk reduction per resource spent rather than spreading 

limited funds across functions with lower threat exposure. 

This substitution only works if the provider is proactive. An MSSP that just forwards 

alerts, without hardening advice or clear value reporting, does not really replace the 

internal capacity it is supposed to cover. As noted in 5.2, the choice of delivery model 

and the prioritization of SOC functions are therefore closely linked: a hybrid setup that 

looks optimal on paper can still fall short in practice if the provider stays reactive. The 

proactivity demands in the Phase 2 table are not extras, they are what makes the 

substitution hold. 

Phase 3 works by spreading the resource use over time rather than treating security as 

a single large decision, building on the prioritization process. The 60% principle and 

the security onion metaphor allow partial investments and prevent a lack of full budget 

from resulting in no protection at all, which is what often happens when SMEs wait for 

a complete solution they cannot afford. Penetration testing as a final validation step 

avoids wasted resources, since testing non-existent protection produces no actionable 
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information; placing it at the end ensures that the validation measures something worth 

measuring. 

This resource logic is itself an inductive synthesis: rather than testing a predefined 

resource-allocation framework, it was constructed directly from how the cybersecurity 

professionals described the economic reasoning behind each phase. No equivalent 

resource-logic framework specific to the SME context was identified in the reviewed 

theoretical framework. 
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6 Discussion 

This chapter provides a comprehensive discussion of the study's empirical findings in 

relation to its two-fold purpose: understanding the drivers and barriers that influence IT 

security investment decisions in SMEs and examining how SOC functions can be 

prioritized to maximize security value under resource constraints. The discussion is 

structured to place the results in direct dialogue with the theoretical framework and 

prior research, highlighting where the findings align with, extend, or diverge from 

existing theoretical assumptions. 

The chapter is divided into two main sections. Section 6.1 presents the result discussion, 

where the identified themes for both research questions are analyzed to explain the 

practical reality of SME cybersecurity decision-making and prioritization. This is 

followed by section 6.2, which offers a critical reflection on the methodological choices 

made throughout the research process, addressing the study's design, data collection, 

and overall trustworthiness in terms of validity and reliability. 

 

6.1 Result discussion 

The purpose of this study was twofold: to understand what drivers and barriers 

influence when SMEs choose to invest in IT security, and to examine how SOC 

functions can be prioritized to achieve maximum security value under resource 

constraints. This section discusses empirical findings in relation to these two objectives, 

placing the results in dialogue with the theoretical framework and prior research. 

The discussion follows the structure of the two research questions. The eleven themes 

identified in relation to RQ1 (D1-D4 and B1-B7) are analyzed in terms of how drivers 

and barriers shape the timing and nature of IT security investment decisions in SMEs, 

and how these patterns relate to existing research on SME cybersecurity decision-

making. While the deductive and inductive status of each driver and barrier was already 

established in Sections 4.4.1 and 4.4.2, the discussion below moves beyond this 

individual classification to examine how the factors interact with one another and with 

prior research at a more aggregate level. The six themes related to RQ2 (T6–T11) are 

then discussed in relation to literature on SOC functions and prioritization. Rather than 

addressing each theme individually, the RQ2 discussion is organized around four 

conceptual clusters, as several themes converge on the same strands in the literature and 

together point toward a broader argument about what SOC prioritization realistically 

looks like in a resource-constrained SME context. 

Throughout the section, the aim is not only to compare the findings with prior work, 

but also to explain why the observed patterns emerge in practice, and where the 
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empirical results diverge from or add specificity to existing theoretical assumptions. In 

doing so, the discussion highlights how this study contributes to the field by providing 

a more grounded understanding of how external pressures, internal constraints, and 

practical decision-making interact in SME cybersecurity, a relationship that is widely 

acknowledged in the literature but rarely examined at this level of detail. 

 

6.1.1 Drivers and barriers considering prior research (RQ1)  

A central finding across all interviews is that cybersecurity investments in SMEs are 

primarily triggered by reactive events rather than proactive planning, as captured in T1 

(D1, D2). SMEs rarely initiate investments based on internal risk assessments; instead, 

action is taken when a security incident occurs or becomes personally relevant. This 

strongly aligns with the concept of “over-confidence” identified by Alahmari & Duncan 

(2021), where decision-makers underestimate cyber risks until they materialize.  

However, the findings extend this perspective in an important way: it is not only direct 

incidents (D1) that trigger action, but also incidents affecting nearby organizations or 

business partners (D2). This is an inductive contribution, Alahmari & Duncan (2021) 

explain why SMEs underestimate their own risk, but don't touch on how an incident at 

a nearby or connected organization can trigger the same reaction, something that came 

directly out of the interviews. EXP1's account of a word-of-mouth mechanism where 

an attack on one company caused a manager at an entirely unrelated organization to 

immediately commission a security review illustrates that risk perception in SMEs is 

shaped by social proximity as much as by direct exposure. This suggests that SME 

decision-making is not purely irrational, but rather event-driven, where risk becomes 

actionable only when it is perceived as immediate and personally concrete.   

At the same time, T5 (D3, D4) highlights that not all investments are reactive. External 

pressures regulatory requirements, customer demands, and insurance conditions act as 

proactive structural drivers that compel SMEs to invest even in the absence of any 

triggering incident. This supports findings by Philippou et al. (2025), who identify 

regulatory compliance as the dominant driver for cybersecurity investment in the 

current landscape. Similarly, D3 (customer and supply-chain security requirements) is 

deductive and supported by the same source: Philippou et al. (2025) report that 90% of 

organizations now enforce third-party security controls, including supplier certification 

requirements, risk audits, and contractual security clauses. However, the empirical 

results introduce an important qualification that the existing literature does not fully 

articulate, external compliance pressure and genuine security improvement do not 

necessarily coincide. This distinction is an inductive contribution of the study, 

Philippou et al. (2025) show that compliance drives investment, but don't distinguish 

between compliance driven and genuinely security driven behavior, which is a gap the 
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interview data fills. The accounts of SME2, who registered under NIS2 primarily in 

response to threatened financial penalties despite finding the requirements vague (D4), 

and of SME5, who invested to satisfy customer security questionnaires rather than from 

an internally perceived need, illustrate that regulatory and supply chain pressure 

predominantly produces compliance-oriented rather than security-oriented behavior. 

SMEs subject to these pressures aim to meet minimum thresholds rather than to 

optimize their security posture. This distinction matters theoretically because it 

challenges the assumption that regulatory pressure straightforwardly improves 

organizational security. In practice, it may instead create a two-tier dynamic: a growing 

share of SMEs that are formally compliant but operationally under-protected, and a 

smaller share that use external requirements as a catalyst for more substantive 

investment. Understanding this gap between compliance and capability is therefore 

central to interpreting the role that external drivers play in SME cybersecurity 

development. 

Despite the presence of both reactive and compliance-driven investment triggers, 

several internal barriers consistently limit or delay action. T2 (B1) shows that IT 

security is persistently perceived as a cost rather than a value-generating investment, 

which aligns with (Arroyabe et al., 2024). However, the findings add a more precise 

explanation for why this perception is so stable: what EXP3 terms the “tangibility 

problem”. Unlike investments in hardware or production capacity, cybersecurity does 

not produce visible outcomes unless a failure occurs. Successful security is experienced 

as a non-event; the status quo is simply maintained, which makes it structurally difficult 

to point to a return on the investment. SME1's framing of security as a constant trade-

off between safety and cost, and SME2's characterization of it as a “side activity that 

should just be there and work”, both reflect this dynamic. Consequently, SMEs tend to 

drift toward a minimum level mentality (B2), seeking the lowest threshold of protection 

they can justify rather than pursuing a strategic security posture. This behavior is 

rational given the incentive structure they face, but it creates a persistent ceiling on 

security maturity that neither awareness campaigns nor regulatory compliance 

requirements fully address. 

In addition to economic perception, T4 (B6, B7) highlights a significant gap between 

awareness and action that operates as a distinct and underappreciated barrier. While 

SMEs are generally aware of cybersecurity risks, this awareness does not translate into 

concrete measures. This finding complements earlier research on behavioral barriers 

(Alahmari & Duncan, 2021), but adds an important dimension by showing that the 

obstacle is not only underestimation of risk. It is also deep uncertainty about how to act. 

This is an inductive contribution of the study. Prior work on SME risk awareness 

(Alahmari & Duncan, 2021) focuses on underestimating risk but doesn't capture this 

kind of where-to-begin paralysis (B6), which only emerged from the interview data. 
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The broad scope of IT security spanning physical security, antivirus, firewalls, multi-

factor authentication, policies, and user training creates a state of where-to-begin 

paralysis (B6) in which decision-makers recognize the need for action but cannot define 

a concrete entry point. EXP1 identifies this as the most common state among SME 

clients: knowing that something needs to be done while being unable to specify what 

that something is. This finding implies that improving risk awareness alone is 

insufficient as a policy response; SMEs also require structured, actionable entry points 

that reduce the cognitive burden of initiating security investment. The absence of such 

guidance contributes directly to the persistent gap between intention and 

implementation (B7) that several respondents describe. 

Finally, T3 (B3) illustrates that the barriers described above are structurally reinforced 

by a near-total absence of internal cybersecurity competence, which forces SMEs into 

a deep dependence on external IT providers (B4). This aligns with existing research on 

resource and knowledge constraints in SMEs (Erdogan et al., 2023; Tetteh, 2024). 

However, the findings extend this understanding in two significant ways. First, the data 

make clear that outsourcing is not a deliberate strategic choice but a structural necessity: 

SMEs rely on external providers not only for implementation, but for the full process 

of decision-making itself, effectively transferring responsibility for their security 

posture to a third party. SME4's account of simply “passing the ball” to the provider, 

with no intention of engaging further in administration or oversight, exemplifies this 

complete delegation of responsibility (B4). Second, and more critically, this 

dependency creates a condition of information asymmetry (B5) that prior literature does 

not adequately address. This information asymmetry dynamic represents an inductive 

contribution of this study, as it is not explicitly addressed in the reviewed literature on 

SME cybersecurity dependency (Erdogan et al., 2023; Tetteh, 2024). Because SMEs 

lack the internal competence to evaluate the quality of the services they receive, their 

actual security level is fundamentally determined by the ethics and capability of their 

provider, a dependency they have no reliable means to verify. SME1's dissatisfaction 

with a provider described as “living on old merits”, combined with the admission that 

there is no internal capacity to identify or challenge this shortcoming, illustrates how 

the structure creates a risk of false security: the SME delegates responsibility, reduces 

its perceived exposure, and consequently distances itself further from its own security 

situation. EXP3 captures this dynamic precisely by noting that the client relationship is 

built on trust rather than verified performance. This false security risk is theoretically 

significant because it suggests that the outsourcing model, while a practical necessity 

for most SMEs, may inadvertently suppress the internal motivation needed to demand 

and evaluate genuine security improvement. 

Taken together, the interaction between T1–T5 (D1–D4, B1–B7) confirms the 

threshold logic introduced in section 5.1: investment occurs only where a driver 
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becomes sufficiently specific and immediate to outweigh the combined weight of the 

barriers. What the discussion above adds to that synthesis is the mechanism behind each 

side of the threshold. T1 and T5 cross it through, respectively, the shock of a concrete 

incident (D1, D2) and the imposition of external requirements that cannot be ignored 

(D3, D4). T2, T3, and T4 do not act as independent obstacles but as mutually reinforcing 

conditions (B1–B7): the perception of security as a pure cost reduces the motivation to 

act; the absence of internal competence removes the organizational capacity to act even 

when motivation exists; and the breadth of the problem space leaves it unclear how to 

act even when both motivation and capacity are nominally present. The false security 

dynamic introduced by structural outsourcing adds a further complication, since it can 

reduce perceived urgency precisely among the organizations that are most exposed. 

In relation to prior research, the findings both confirm and meaningfully extend existing 

knowledge. Earlier studies identify key drivers such as compliance and barriers such as 

resource constraints but typically treat these as separate analytical categories. This study 

contributes by showing how drivers and barriers interact dynamically to determine the 

timing and nature of investment decisions. In particular, the findings highlight three 

contributions: the role of social proximity in making risk concrete and actionable; the 

gap between regulatory compliance and genuine security improvement; and the risk of 

false security produced by the information asymmetry inherent in full outsourcing. 

Taken together, these insights suggest that the key analytical question for understanding 

SME cybersecurity is not whether organizations recognize that they face risk, but under 

what conditions that recognition is strong enough and specific enough to overcome the 

combined weight of the barriers that otherwise maintain inaction. 

 

6.1.2 SOC prioritization considering prior research (RQ2)  

This section discusses the six themes identified in relation to RQ2 (T6–T11) against the 

existing literature on SOC functions and SOC prioritization for SMEs. As mentioned 

in 6.1, the discussion regarding RQ2 is organized around four conceptual clusters, since 

several themes connect to the same strands in the literature and together point to a 

broader argument about how SOC prioritization should be understood in a resource-

constrained SME context.  

Before SOC Phase 

The first cluster from the interviews is that the cybersecurity professionals consistently 

describe a preliminary phase that takes place before any SOC function is acquired or 

activated, a phase that receives limited attention in the reviewed literature. T6, T7, and 

parts of T11 all belong to this phase.  
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In T6, EXP2 and EXP3 describe how SMEs systematically pay for security features in 

Microsoft 365 licenses that are never activated. EXP3 summarizes this as SMEs 

"paying for a bunch of security features that aren't enabled." This is a concrete 

empirical pattern that does not map onto the frameworks proposed by Vielberth et al. 

(2020), Miyashita & Contreras Pinochet (2025) or Taurins (2020). These sources 

essentially assume that the SME's baseline is that they don't have anything in place and 

focus on what to build, whereas our data suggests that the more accurate baseline for 

many SMEs is "plenty of unused capability" in their environment.  

T7 relates to the same preparatory phase through a different angle: before any detection 

capability can be useful, the environment must be inventoried and relevant log sources 

identified. EXP4 makes this explicit by asking what the organization actually has and 

what it can send logs from. This is consistent with Taurins (2020) view that monitoring 

and detection depend on a functioning log foundation, but our respondents go further 

and treat inventory as a distinct prioritization step. 

A third element of this preparatory phase comes from T11, where EXP3 and EXP4 

argue that any prioritization should begin with a business-oriented consequence 

analysis, what does it cost if data is lost or systems go down, rather than with a 

comparison of technologies. This is compatible with the multi-criteria approach of 

Miyashita & Contreras Pinochet (2025), where cost accounts for over 40% of the 

decision weight, but our respondents describe the principle differently: consequence 

comes first and decides whether to invest, while cost and other criteria only come into 

play afterwards when deciding what to invest in. Taking together with the observation 

from Arroyabe et al. (2024) that fewer than seven percent of SMEs invest in threat 

intelligence, which indicates that SMEs remain concentrated on foundational controls, 

the picture that emerges is that SOC prioritization for SMEs cannot begin with a 

discussion of advanced functions at all. It must begin with a "Before SOC" phase that 

the existing literature largely overlooks, and that includes consequence analysis, license 

activation, and environment inventory as three preparatory steps. 

Core SOC functions 

The second cluster concerns the core SOC functions that the cybersecurity professionals 

identify as the highest priority once the "Before SOC" phase is in place, specifically 

EDR with automated response (T8) and phishing detection together with user-oriented 

measures (T9). Here our findings align closely with the existing literature, but they also 

add a layer of practical specification.  

T9 confirms the empirical picture given by Philippou et al. (2025), who report that 35% 

of surveyed organizations identify phishing as a primary concern, and by Tetteh (2024), 

who finds that phishing is the entry point for more than half of ransomware attacks 
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targeting SMEs. EXP1's statement that phishing detection is the single most important 

function mirrors this quantitative evidence almost directly.  

T8 similarly confirms the argument made by Philippou et al. (2025) and Taurins (2020) 

that monitoring, detection and incident response form the mandatory baseline for any 

SOC. The reviewed literature, including Chamkar et al. (2024) and Vielberth et al. 

(2020), discusses monitoring and incident response as abstract SOC functions without 

identifying a specific technology that SMEs can realistically adopt. Our cybersecurity 

professionals name EDR with automated client isolation as the pragmatic SME answer, 

precisely because it substitutes for the 24/7 human staffing that SMEs cannot 

realistically afford. This matters given the talent gap documented by Philippou et al. 

(2025): nearly all surveyed SMEs (94%) face hiring challenges for cybersecurity 

professionals, and the gap is sharpest precisely in the detection and response domain. 

Where the literature identifies the gap, our respondents propose a concrete technical 

route around it. 

Delivery model and provider behavior 

The third cluster concerns the delivery model and represents the most substantial 

extension of the existing literature in our findings. This cluster speaks to Miyashita & 

Contreras Pinochet (2025), whose study of SOC model selection for financial SMEs 

concludes that hybrid configurations, with outsourced first-level response combined 

with internal escalation and decision-making, provide the strongest trade-off between 

economic feasibility, internal oversight, and technical capability. EXP1 confirms that 

an in-house SOC requires roughly 1000 employees to be economically rational, which 

makes outsourcing a structural necessity for SMEs.  

The extension comes in what the respondents say next. Miyashita & Contreras Pinochet 

(2025) frame the outsourcing decision as an optimization problem across criteria such 

as cost, professional qualifications and company experience, and Vielberth et al. (2020) 

likewise discuss cost, availability requirements, regulatory constraints and data 

sensitivity as the central factors in the internal-versus-external decision. Neither source 

addresses how the provider should behave once the arrangement is in place. Our 

respondents do: EXP1 describes providers who raise alerts without explaining the 

underlying cause, arguing that they must deliver hardening guidance and post-incident 

recommendations rather than only reactive alert handling. Furthermore, EXP3 and 

EXP4 emphasize the need for regular value reporting to continuously demonstrate the 

mitigated threats to the SME. This adds a behavioral dimension to the delivery model 

that is missing from the existing SME SOC literature.  

The implication is that a hybrid model which is "optimal" on paper by the criteria 

proposed by Miyashita & Contreras Pinochet (2025) may still be operationally 

insufficient if the provider remains reactive. SOC prioritization and delivery-model 
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selection are therefore not fully separable questions, and the delivery question is not 

only about organizational structure but also about what is demanded of the provider. 

The prioritization process 

The fourth cluster relates to T11 and concerns process-oriented principles for how the 

prioritization should be sequenced over time. This cluster speaks directly to Vielberth 

et al. (2020), who highlight that the SOC literature is highly fragmented and that 

organizations lack actual decision support for choosing the right capabilities. 

Consequently, the question of how individual SOC capabilities compare in terms of 

protective impact, and how SMEs should prioritize them, remains significantly 

underexplored. Beyond the consequence analysis already discussed under the "Before 

SOC" phase, our data offers two further process-oriented principles that fill part of that 

gap.  

First, EXP4 advocates a step-by-step implementation strategy, captured in the idea that 

reaching 60% of the desired security posture in the first year is better than waiting for 

a complete solution, and in the "security onion" metaphor of progressively layered 

controls. This kind of implementation sequencing does not have a clear counterpart in 

the reviewed literature.  

Second, EXP1 positions penetration testing as a validation measure that belongs at the 

end of the sequence, once basic hygiene, EDR and phishing protection are in place, 

rather than as a starting point. The literature does not take a clear position on this 

ordering, which makes it a useful contribution from our empirical material. 

 

6.2 Method discussion 

This section reflects on the methodological choices made in the study and how well 

they worked in practice. The discussion covers overall research design, the strengths 

and limitations of data collection and analysis, and how well the study met the 

requirements of validity and reliability. 

Suitability of the qualitative approach 

The qualitative design worked well for both research questions. RQ1 and RQ2 are about 

how SMEs reason and make decisions, which cannot be meaningfully captured through 

surveys or other standardized instruments. The semi-structured interview format proved 

suitable because it relies on a predetermined thematic framework while maintaining the 

flexibility for participants to elaborate on their answers (Tegan, 2023). Furthermore, 

this approach yields reliable data that is easily comparable across different respondents 

(Tegan, 2023), while keeping the interviews focused and giving the researcher the 

autonomy to explore relevant ideas that emerge (Adeoye-Olatunde & Olenik, 2021). 



 

54 

Looking back, this combination of structure and openness was one of the main strengths 

of the method. The structure made it possible to compare answers between respondents, 

while the openness gave rich and detailed descriptions of their experiences. A 

quantitative survey might have reached more people, but it would not have shown the 

reasoning, the trade-offs, and the nuances that came out in the interviews. 

Two respondent groups and triangulation 

Another strength of the design was the use of two respondent groups. The SME 

representatives spoke from inside the decision-making context that RQ1 is about, while 

the cybersecurity professionals brought cross-organizational experience from working 

with many SMEs. Because the cybersecurity professionals also talked about drivers and 

barriers they had observed among their clients, their accounts could be compared with 

those of the SME respondents. This worked as a form of source triangulation. In several 

cases, the two groups independently described the same patterns, such as the reactive 

pattern in T1 and the dependence on external providers in T3 and B4, which 

strengthened the credibility of the identified themes. Where the groups disagreed, the 

differences became useful for the analysis rather than a problem. Taken together, 

including both groups was central to the study's ability to produce findings that reflect 

both the internal view of SMEs and the external view of professionals who regularly 

observe SME behavior. 

Sample size and selection 

At the same time, the study was based on a relatively small sample of nine respondents, 

which is the main methodological limitation. The sample was enough to identify 

recurring patterns and reach a reasonable level of thematic saturation within each group, 

but a larger sample would have allowed for more variation across industries, company 

sizes, and regions. All five SME respondents came from organizations that relied on an 

external IT partner, and the manufacturing sector was over-represented. The findings 

may therefore not fully capture SMEs with internal IT functions or organizations in 

sectors such as services, retail, or public-adjacent industries. The cybersecurity 

professionals mainly consisted of consultants and representatives from SOC-providing 

organizations, which introduces a potential commercial perspective that tends to favor 

structured security investments. This was reduced by cross-checking expert statements 

against the SME accounts but cannot be ruled out entirely. The purposive sampling 

strategy was appropriate for an exploratory study of this scope, and the findings should 

be seen as analytically generalizable rather than statistically representative. 

Interview execution and data quality 

Conducting the interviews either digitally or in person, depending on what the 

respondent preferred, helped with recruitment but may have led to small differences in 
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how the interviews unfolded. A related consideration concerns the pilot interview: one 

of the five SME organizations was also the source of the pilot interview, meaning that 

this organization had some prior exposure to the study's themes before its formally 

reported interview took place, even though the respondent themselves differed. This is 

noted here as a minor limitation, since it introduces a small asymmetry relative to the 

other four SME organizations, none of which had any prior contact with the interview 

material. A different setting can affect things like rapport and the depth of follow-up 

questions, but the study did not systematically compare the two formats. The recordings 

were processed through automatic transcription, which saved a lot of time but produced 

occasional mistakes, especially with technical terminology. All transcripts were 

reviewed manually, but it is still possible that minor misinterpretations remained. Full 

manual transcription would have reduced this risk further but was not realistic within 

the scope of the study. 

Coding process and analytical rigor 

The abductive thematic analysis provided a suitable framework for the analysis. It made 

it possible to interpret the interview material in dialogue with existing theoretical 

concepts without forcing the data into pre-defined categories. Following the principles 

outlined by Braun & Clarke (2006) and Nowell et al. (2017), the analysis moved back 

and forth between transcripts and literature, which strengthened the theoretical 

grounding of the themes. Having all three authors code the material independently 

before resolving disagreements through consensus reduced the risk of individual bias 

and made the coding more consistent. One weakness of the abductive logic is that early 

exposure to the theoretical framework may have made the authors notice certain 

patterns more easily than others. This was counteracted by actively looking for themes 

that did not fit the reviewed literature, which is for example reflected in the 

identification of the "Before SOC" phase in T6 and T7 as an empirical contribution that 

extends rather than confirms prior research. 

Validity 

Construct validity was supported by using two separate interview guides, one for each 

respondent group, which reduced the risk that questions would be misinterpreted 

(Wohlin et al., 2024). The guides were developed based on the literature review, which 

helped ensure that the questions captured the theoretical concepts relevant to the 

research questions. Internal validity is harder to establish in a qualitative design of this 

type, but the triangulation between the two respondent groups and the use of direct 

quotes to anchor each theme in the interview material strengthens the credibility of the 

interpretations. External validity in the statistical sense is limited by the sample size and 

its composition. Instead, the findings are meant to contribute analytical generalizability, 
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meaning that they offer conceptual insights that can be examined in other SME 

contexts. 

Reliability 

Reliability was mainly addressed through the independent coding procedure and the 

documentation of the analytical process, which together make it possible to trace how 

the findings were reached. The use of a consistent interview guide within each 

respondent group further strengthened reliability, as it made sure that comparable 

questions were asked across respondents (Turner, 2010). Qualitative research is still 

interpretive by nature, and a different research team might have emphasized slightly 

different aspects of the material. The study tried to reduce this effect through direct 

quotations and transparent thematic structures, so that readers can judge for themselves 

how well each interpretation is grounded in the data. 

Overall assessment and reflections on improvements 

Taken together, the chosen methods made it possible to address both research questions 

in a substantive and credible way. The combination of semi-structured interviews, two 

respondent groups, and abductive thematic analysis produced findings that are 

grounded in practical experience and in dialogue with prior research. If the study were 

to be repeated, a few improvements could strengthen the design further. A larger and 

more diverse SME sample, including organizations with internal IT functions and more 

industries, would add more depth to the findings. A second round of interviews, carried 

out after the initial analysis, could have been used to test emerging themes and refine 

the interpretations in a more iterative way. Combining the interviews with document 

analysis, for example of security policies, contracts with external providers, or incident 

reports, could have added another empirical layer that the current design did not 

include. Despite these limitations, methodological choices as a whole are seen as 

appropriate for the exploratory purpose of the study and as meeting the core 

requirements of validity and reliability to a reasonable extent given the scope of a 

bachelor's thesis. 
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7 Conclusions 

7.1 Drivers and barriers for IT security investment 

The findings show that SMEs primarily invest in IT security in a reactive and event-

driven manner, where action is triggered only when threats become concrete, such as 

after incidents or through enforceable external requirements. At the same time, several 

internal barriers systematically delay investment, including the perception of IT 

security as a cost rather than a value-generating activity, a lack of internal competence, 

and difficulties in translating general awareness into concrete action. As a result, the 

timing of IT security investments is determined by the interplay between these opposing 

forces, where investment occurs only when external pressure becomes sufficiently 

specific and immediate to outweigh the internal resistance that otherwise maintains a 

state of inaction. 

 

7.2 Prioritizing SOC functions under limited resources 

Three main observations emerge from the analysis of RQ2: 

SOC prioritization should begin before any SOC capability is acquired. The findings 

point to a distinct "Before SOC" phase that prior literature overlooks, in which SMEs 

conduct a consequence-based assessment, activate already-paid-for license features, 

and inventory their environment and log sources. This preparatory phase appears to 

deliver substantial security value at near-zero marginal cost. 

EDR with automated response and phishing-oriented protection were identified by 

cybersecurity professionals as the two most impactful starting points among core SOC 

functions. EDR with automated client isolation substitutes for the 24/7 staffing SMEs 

cannot afford, while phishing detection addresses the single most frequent attack vector. 

Together they form the operational baseline for any further SOC investment. 

Outsourcing to an MSSP is a structural necessity, but its value depends on provider 

proactivity. An in-house SOC is economically unfeasible at SME scale, making a 

hybrid MSSP arrangement the realistic option in the cases discussed. However, genuine 

protection requires providers to deliver hardening guidance, post-incident 

recommendations, and transparent value reporting rather than reactive alert forwarding. 

 

7.3 Practical implications 

The three-phase prioritization model presented in section 5 has several practical 

consequences for how SMEs and their providers operate. 
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For SMEs, the model lowers the threshold for acting. Because phase 1 produces 

measurable improvement without new spending, security work can begin immediately 

and without budget approval, which weakens the most common reason for postponing 

investment. 

For contracting, the model changes what SMEs should demand from their MSSPs. 

Proactivity, hardening guidance, and value reporting move from being implicit 

expectations to becoming contractual requirements, shifting the balance of 

responsibility in the client–provider relationship. 

For MSSPs serving the SME segment, the model implies an expanded role. Guiding 

clients through phase 1 before selling Phase 2 services becomes part of the value 

proposition rather than unpaid pre-sales work. 

The model's underlying logic is transferable to other industries where small 

organizations face similar resource constraints. Healthcare clinics, legal firms, and 

accounting practices all handle sensitive data under regulatory pressure but rarely have 

dedicated security staff, making a structured, step-by-step approach to security 

investment just as relevant in these settings. 

 

7.4 Scientific implications 

This study contributes to SME cybersecurity research by integrating the decision to 

invest in IT security (RQ1) with the prioritization of security functions (RQ2), an 

interaction that prior research has acknowledged but rarely examined in combination. 

A primary empirical contribution is the identification of a distinct "Before SOC" phase. 

Prominent frameworks such as those by Vielberth et al. (2020) and Miyashita & 

Contreras Pinochet (2025) generally assume an empty baseline, while the findings show 

that SMEs frequently sit on untapped security capacity within already paid-for licenses. 

Future prioritization models should therefore include resource activation and 

environmental inventory as an initial step. 

The study also refines the understanding of decision-making under uncertainty. While 

prior research, such as Alahmari & Duncan (2021), often attributes SME 

underinvestment to cognitive factors such as over-confidence, the findings indicate that 

event-driven investment is also a rational response to the structural invisibility of 

security ROI. The structural information asymmetry between SMEs and external 

providers further points to a behavioral dimension that future research on SOC model 

selection should address alongside organizational architecture. 
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7.5 Further research 

Several directions for further research follow from the findings and limitations of this 

study. 

First, the three-phase prioritization model presented in section 5 was developed 

inductively from a limited qualitative sample and would benefit from further validation. 

A larger quantitative survey or a multiple case study across a wider range of SMEs and 

industries would make it possible to test whether the prioritization patterns identified 

here hold beyond the manufacturing-dominated sample. 

Second, one of the clearer empirical patterns in this study is that risk becomes 

actionable for SMEs when an incident is concrete and personally relevant to the 

decision-maker. A quantitative survey study could measure how the perceived 

closeness of an incident, such as one occurring in the organization itself, at a partner, 

within the industry, or reported nationally, affects investment willingness, and whether 

there is a measurable threshold where the driver begins to outweigh the combined effect 

of the barriers. 

Third, the present sample consisted exclusively of SMEs relying on an external IT 

partner. Future research should examine whether the same drivers, barriers, and 

prioritization patterns hold among SMEs with internal IT functions, where the 

information asymmetry described in B5 may take a different form. Such organizations 

may also approach the "Before SOC" phase differently if internal staff are available to 

identify untapped license capacity. 

Fourth, combining interview data with document analysis, such as security policies, 

contracts with external providers, or post-incident reports, could add an empirical layer 

that the current design did not capture. This would allow comparison between what 

decision-makers describe in interviews and what is formalized in their organizations, 

providing a more complete picture of how IT security investments are reasoned and 

operationalized in practice
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9 Appendix 

9.1 Appendix 1 – Interview guide for decision-makers and IT 

managers within SME 

1. Background and Operations 

• Could you briefly tell us about your role at the company and your areas of 

responsibility? 

• What does the company's operations look like? 

• How does IT factor into your operations? 

o If your IT systems were to go down, to what extent would this affect 

your operations? 

o Is there an estimated cost or business impact per hour of unavailability 

of business-critical IT systems? 

2. Risk Awareness and Threat Landscape 

• How do you assess the threat landscape facing your company specifically when 

it comes to cyberattacks? 

3. Question on whether they have implemented IT security 

• Have you invested in / committed to any type of IT security within your 

operations? 

o If YES: What type of IT security have you implemented? 

 

SME with Security: 

4. Drivers and Decision-Making Process 

• Would you like to tell us about the most recent major investment you made in 

IT security? 

• Do you know roughly when you made your first investment in IT security? 

• What was the triggering factor behind your decision to invest at that particular 

time? 

o Was it a specific event? 

▪ If yes: Please tell us about the event. 

• Does the organization have cyber insurance or other insurance where the insurer 

imposes requirements on IT security or compliance? 

o If yes: Was this a driving factor for investing? 

• Who was involved in the decision? 

o What did the discussion look like? 
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▪ Was it difficult to justify the cost? 

▪ How did you argue for the value of IT security? 

5. Implementation and Challenges 

• How did you go about choosing the right security solution or partner? 

o Did you bring in outside help, or did you handle it internally? 

▪ Why did you choose that approach? 

• What were the biggest challenges or obstacles during the actual implementation 

of the new security solution? 

• Did you find that the implementation turned out to be more or less complex than 

you had initially expected? 

6. Outcomes, Value and the Future 

• Now that the investment has been made, how do you feel it has affected your 

day-to-day operations? 

o Do you feel more secure against cyber threats today? 

• How do you view the future — are you planning further investments in security? 

 

SME without Security: 

7. Barriers and Current Situation 

• Have you experienced an incident? 

o What happened, and what were the consequences? 

• Given how dependent you are on IT, what would you say is the main reason you 

have not yet made any major specific investments in IT security? 

• How do you manage your IT environment today? 

o Do you have an external IT partner (e.g. for operations/support), and if 

so, do you rely on them to handle security "as part of the package"? 

8. The Future 

• What do you think would be required for IT security to become a priority 

investment for you? 

• Do you feel that there are enough tailored security services aimed at companies 

of your size? 

9. Closing 

• Is there anything else regarding IT security and small/medium-sized enterprises 

that comes to mind, which we have not discussed? 
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9.2 Appendix 2 – Interview guide for cybersecurity professionals 

1. Introductory Questions 

• Could you tell us a bit about your background and your current role? 

• What is your experience working with small and medium-sized enterprises 

(SMEs) specifically? 

2. Decision-Making and Barriers among SMEs (RQ1) 

• How do you perceive that small to medium-sized enterprises view their own 

risk exposure to cyberattacks?  

o Is there a perception among companies that they are too small to be a 

target? 

• When an SME actually chooses to invest in IT security, what would you say is 

usually the triggering factor?  

o How would you rank these different factors from most to least 

common? 

• What do you consider to be the biggest obstacles for SMEs when 

implementing enhanced security measures? 

• Would you say SMEs view investments in IT security as a cost or a value 

creator? 

3. Prioritization of SOC Functions (RQ2) 

• How do you advise companies to maximize their security value given their 

technical and financial constraints? 

• How would you describe a security operations center? 

• A SOC concept encompasses many functions. If an SME with severely limited 

resources is going to invest, which specific SOC functions do you consider 

most critical to prioritize first? 

• What basic processes or tools must an SME have in place before it is even 

worthwhile for them to engage SOC services? 

4. Closing 

• Based on your experience working with SMEs, are there any specific 

challenges or barriers we haven't yet touched on that you see as decisive 

obstacles to their security investments? 
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• Based on your experience, what is the most common mistake SMEs make 

when purchasing or implementing SOC-related services? 

• Is there anything else regarding SOC prioritization and SMEs that we haven't 

covered that you think is important for our study? 

 

 

 

 


