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Abstract

The convergence of IT and OT technologies in SCADA deployments introduces new cybersecurity vulnerabilities
by expanding connectivity and increasing interoperability and cross-domain data exchange. However, the
vulnerability mechanisms, mitigation technologies, and their effectiveness are not uniformly understood. This
study aims to address what vulnerabilities and risks arise from IT-OT convergence in SCADA, what technologies
the literature proposes to identify and mitigate these issues, and how effective these technologies are at resolving
the reported risks and vulnerabilities. A systematic literature review was conducted using a structured search
strategy combining SCADA and IT-OT convergence terms with cybersecurity, vulnerability, threat, and exposure
keywords, followed by staged screening at the title and abstract level and full-text eligibility assessment. Findings
were then synthesized thematically to extract recurring vulnerability patterns, mitigation approaches, and any
reported evidence of effectiveness. The review literature suggests that IT-OT convergence commonly enables
exploitation pathways through weak access control, authentication and authorization gaps, and bridging layers.
At the same time, mitigation approaches frequently focus on architecture aware defenses such as segmentation,
secure remote access, identity and access management, and OT aware detection.
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1. Introduction

The idea of "security through obscurity” has continuously come under fire for failing to protect vital
systems [1]. In addition to this failure of "security through obscurity”, new opportunities and difficulties
to improve security have been brought about by the convergence of Information Technology (IT)
and Operational Technology (OT) systems [2]. Because cyber-physical attacks can seriously disrupt
operations, this convergence emphasizes the necessity of strong security measures in the face of
changing threats.

This study aims to improve the understanding of security challenges in modern industrial control
systems. To achieve this, we present a systematic literature review of secure SCADA architectures,
focusing on key weaknesses and defenses relevant to contemporary industrial systems.

Energy, water treatment and manufacturing are just a few of the vital national infrastructure
industries that rely on Industrial Control Systems (ICS) for their operations [3]. ICS includes Supervisory
Control and Data Acquisition (SCADA) and Distributed Control Systems (DCS), which include diverse
manufacturing equipment and sensors, Human Machine Interfaces (HMI), Remote Terminal Units (RTU),
and Programmable Logic Controllers (PLC) [4]. These systems used to function in remote locations and
relied on "security through obscurity” [5]. However, these air-gapped systems are now more susceptible
to a variety of cyber threats due to the emergence of Industry 4.0 and the Industrial Internet of Things
(IIoT), as the connection of IT and OT architectures has exposed or created vulnerabilities in both[6].
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Significant flaws in OT systems have been exposed by recent hacks on vital infrastructure[7, 8,
9, 10, 11, 12, 13]. The Stuxnet infection, which specifically targeted Iran’s nuclear facilities in 2010,
highlighted the need for improved cybersecurity in industrial settings and demonstrated how cyber
threats can interfere with physical processes. This risk was further demonstrated by the 2017 Indus
River Crash Override attack, which showed how cyber breaches could cause actual harm to power
infrastructure [12]. The 2021 Colonial Pipeline ransomware attack seriously impacted fuel supply across
the Eastern United States, emphasizing the need for strong security measures in key infrastructure [13].
These incidents exposed vulnerabilities in OT and highlighted the need for comprehensive plans that
address both IT and OT concerns. Experts stated that as systems grow increasingly interconnected,
the dangers associated with cyber attacks increase, implying that traditional security methods are no
longer effective to combat current threats.

1.1. Aims and Research Questions

The aim of this study is to systematically assess current literature for vulnerabilities and risks that arise
out of the IT/OT convergence in SCADA systems. The frequency and impact of attacks on critical
ICS infrastructure(7, 8, 9, 10, 11, 12, 13], combined with a transition into converged networks[14, 6]
has left certain technologies outdated and vulnerable to attacks, which this study aims to identify and
propose remediation solutions for. This study will then investigate proposed or existing technologies
aimed to resolve or reduce the identified risks, and how effective those technologies, protocols and
architectures are at reducing and removing risk. There are existing studies that identify issues in
SCADA, and issues that define technologies intended to solve specific issues in SCADA security [15].
This study will differentiate itself from its peers by focusing on the IT/OT convergence of SCADA and
the vulnerabilities that arise out of it and suggest technologies that resolve those issues, and define the
effectiveness of these technologies. Thus, this study poses the following Research Questions:

RQ1: What are the vulnerabilities that arise out of the convergence of IT and OT technologies in
SCADA deployments?

RQ2: What are technologies in proposed literature aimed to identify and mitigate the issues that
arise out of the IT/OT convergence?

RQ3: How effective are the identified technologies at resolving the identified vulnerabilities?

1.2. Limitations:

While several studies have reviewed SCADA security threats and countermeasures, almost all focus on
vulnerabilities or general security best practices rather than complete systems. Previous reports often
lack a systematic methodology, do not take into account the latest IT/OT convergence challenges, and do
not assess defenses against real world industrial constraints such as real time availability and integration
with existing legacy systems. Moreover, no existing review explicitly maps architectural weaknesses to
specific defense mechanisms across both academic and industry literature in a reproducible manner.

This gap motivates our study. We present a systematic literature review of secure SCADA
architectures that explicitly identifies architectural vulnerabilities and their corresponding defenses,
with an emphasis on contemporary industrial systems where I'T and OT converge.

First, this review is time-bounded by the search cutoff date. Thus, security incidents, vulnera-
bilities, and exploits, or vendor mitigations published after May 2026, are not included in the thesis.
Additionally, the most recent academic public or in press articles may not have undergone peer review
at the time of analysis.

Second, language and database restrictions apply. We limited our search to English language
publications and to databases such as ACM, Scopus, and SpringerLink. As a result, regional reports,
non-English industrial case studies, or proprietary industry white papers may be underrepresented.



2. Background

The evolving security landscape of Industrial Control Systems has been a focus of recent security
literature due to the convergence of OT and IT [2]. While this integration comes with benefits in the
form of Big Data analysis and vertical system integration, it also introduced a variety of weaknesses
into both IT and OT[16]. The implications of these weaknesses are substantial, as cyber-attacks on
ICS are visible and kinetic, as has been demonstrated by attacks like BlackEnergy, the Oldsmar Water
System attack, and Stuxnet. To have a solid theoretical foundation, it is vital to clarify the fundamental
principles that underpin this research. ICS refers to all systems used to monitor and control industrial
processes.

This thesis focuses on SCADA, a type of globally dispersed centralized monitoring and control
system. OT refers to the broader hardware and software environment that detects or causes changes
in physical processes, which includes both ICS and SCADA systems. The IloT refers to a network of
linked industrial devices and sensors that serves as an enabling technology layer, extending rather than
replacing traditional SCADA and ICS designs. Finally, cyberphysical systems are defined as systems
with tightly integrated computational and physical components; SCADA and ICS are examples of this
broader category, and this definition stresses the particular security issues given by the interplay of
digital and physical domains. These distinctions are critical since the phrases are commonly used
interchangeably in literature, causing conceptual misunderstanding. This study treats SCADA as a
subset of ICS, functioning in an OT environment, and understands that IloT and cyber-physical systems
are neighboring but different concepts that intersect with SCADA architecture. Stuxnet’s success relied
heavily on exploiting architectural gaps between the HMI and PLC [17, 18]. BlackEnergy highlighted the
power of credential harvesting and used a spear-phishing attack, demonstrating that simple perimeter
defenses are insufficient against sophisticated attacks [19].

A recurring theme in existing research is the inherent insecurity of older communication protocols,
such as Modbus TCP, DNP3 [20], PROFINET [21], EtherNet/IP, BACnet, IEC 60870-5-104 (IEC-104)
[22], OPC Classic, CIP (Common Industrial Protocol) and technologies [23], often used in critical ICS,
allowing attackers to listen in on and edit communications between ICS devices [24].

Table 1: Legacy ICS Protocols.

Protocol Year | Key Vulnerability Primary Sector

Modbus [20] 1979 | No authentication or encryption | Manufacturing, utilities

DNP3 [20] 1993 | No built-in security (non-secure | North American electrical grid
mode)

PROFINET [21] 2003 | Minimal/optional security Industrial automation

EtherNet/IP [20] 1990s | Minimal/optional security Industrial automation

BACnet [22] 1987 | Minimal/optional security Building automation

IEC 60870-5-104 | 2006 | Minimal/optional security Power utilities

[22]

OPC Classic [23] 1996 | No encryption or authentication | Industrial data exchange

CIP (Common In- | 1990 | Plain-text passwords; man-in-the- | Manufacturing, medical devices

dustrial Protocol) middle vulnerabilities

(23]
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Figure 1: Purdue Architecture: IT vs. OT

Table 1 presents a comparison table detailing various industrial communication protocols, their
historical context, and their inherent security weaknesses. It highlights a common theme in OT many
protocols still in use today were designed decades ago for reliability and speed, often at the expense of
modern cybersecurity features like encryption and authentication.

The issues are not one-directional however. IT systems are just as vulnerable to attacks from
OT systems, as operational security directives in OT do not cover attacks that would make IT systems
vulnerable, allowing attacks to target IT systems by starting at the OT layer [16]. Such attacks can
happen when OT devices face the internet, allowing attackers access to the private networks[16]. OT
and IT systems are not currently able to be connected without causing one or both to become more
vulnerable, as their architectures are incompatible with one another, and security protocols and devices
from each are not able to interact in the proper manner to ensure wholesale security [4].

Figure 1 illustrates the Purdue Model for ICS Architecture. It is a standard framework used to



segment network security between IT and OT environments.

This thesis uses the Purdue Model not only as an explanatory graphic but also as an analytical lens
for the whole security assessment. The framework divides ICS architecture into six logical levels, ranging
from Level 0 (physical sensors) to Level 3.5 (the IT/OT DMZ) and Levels 4/5 (enterprise systems). Each
level presents distinct vulnerabilities and attack surfaces. By systematically mapping each identified
vulnerability to its specific Purdue level, this analysis will classify precisely where security weaknesses
arise within the architecture and demonstrate how attacks propagate across levels. This diagnostic
application of the Purdue Model will inform both the assessment of existing vulnerabilities and the
development of security recommendations tailored to each architectural layer.

These studies will identify present attacks on SCADA systems and their exploitation of architec-
tural problems and vulnerabilities in ICS. Following this, we will recommend methods to insert devices,
protocols, or frameworks into ICS that can alleviate the problems created by integration issues or IT
and OT, as identified in literature. Finally, this paper will identify methodologies to build secure and
integrated ICS architectures from the ground up, ensuring cross-functional security [25].

2.1. Related Works:

Other papers have sought to identify vulnerabilities and solutions in ICS systems, such as Ocaka et al.
[26], who examine threats and vulnerabilities in Industrial Control and Automation Systems (ICAS)
through the lens of the Purdue Model and while mapping them against established security standards
such as the NIST SP 800-82 and IEC 62443. However, their approach in identifying mitigations differs in
that it is focused on conventional strategies and does not cover emerging and experimental technologies
such as Al-driven security or Zero Trust Architecture, leaving the gap this review will address.

Similarly, Alvarez-Alvarado et al. [27] conduct a comprehensive review of Cyber Physical
Power systems, developing a taxonomy of security drivers spanning physical infrastructure, advanced
technologies, and compliance. Unlike Ocaka et al., they discuss emerging technologies such as quantum
computing and Al offering a view into current and future solutions, as well as a deeper technological
scope. However, they focus only on the electrical power sector, and do not extend to the wider ICS
fields and domains, which leaves a gap this paper will address by broadening the scope of industries.

3. Method

This research employed a systematic literature review methodology. The process involved a rigorous,
multi-stage approach [28, 29] to ensure comprehensive coverage of secure SCADA architecture, IT/OT
convergence, and related cybersecurity literature [30].

The review involved:

+ Defining Criteria: Developing criteria for identifying relevant literature, such as publication
date, relevance to I'T/OT convergence, and emphasis on cybersecurity measures in SCADA systems
[31].

« Database Search: Using academic resources like ACM, Scopus, and SpringerLink to find relevant
studies and papers [32].

« Data Extraction: Gathering critical information from carefully chosen studies, such as the
proposed security measures and the vulnerabilities that have been identified [33]



3.1. Literature Search Strategy:

The search was conducted on the ACM, Scopus and SpringerLink databases using a combination of
Boolean operators (AND, OR) and targeted keywords. The search strings were selected based on a
focus on peer-reviewed journals from 2019 to 2026. [34, 35, 36, 37]. The search string keywords were
chosen due to their relation to the topic of this paper, and the years chosen were due to the authors’
desire to keep the articles cited as recent as possible, as well as keeping cited articles representative
of the current Industry 4.0 and 5.0 environment. During the database search, we focused on the Title,
Abstract, and Keywords sections of the journals and articles. The search string used was:

(”SCADA” OR ”Supervisory Control and Data Acquisition” ) AND ( "integration” OR “conver-
gence” OR "integrate” OR “interoperability” OR “combination” OR "bridg*” OR *unify”) AND (”Security”
OR "Cybersecurity” ) AND ( *Vulnerabilities” OR ”Susceptibility” OR ”Susceptible” OR "Expose*” OR
"Weakness” OR ”Sensitiv*” OR "Open*” OR "Vulnerable” OR "Vulnerability” OR *Threat” OR Compro-
mise™” OR "Exploit*”) AND ( "IT” OR "Information Technology” OR “Enterprise*” ) AND ( "OT” OR
“Operational Technology” OR ”"Operational Environment”)

The search string keywords came from our desire to keep within the topic of our study, while
allowing for a wide array of possible studies that could answer our RQs. Some keywords were placed as
both the full term and its acronym, such as "SSCADA” and ”Supervisory Control and Data Acquisition”.
In the case of other terms, we used a variety of synonyms and wildcards to throw a wider net and
> and others.

%3

acquire more usable research, as can be seen with “bridg*”, *Sensitiv*

3

In addition, the DBs were filtered according to 2019-2026, our relevant publication date, and were
limited to Peer-reviewed journal articles only to ensure that all sources were up to our quality standard.

3.2. Inclusion and Exclusion Criteria The following criteria governed the selection of
studies:

The criteria for the selection of studies for a review on SCADA security and IT/OT convergence are
presented in this Table 2. Inclusion criteria all documents that include peer-reviewed primary sources
in English from 2019 to 2026, focusing on SCADA cybersecurity or real-world attacks. In contrast,
exclusion means documents written in non-English, non-peer-reviewed, out-of-scope, or pre-2019
literature.

Table 2
Inclusion and Exclusion Criteria

Inclusion Criteria Exclusion Criteria
Studies in English Studies not in English
Primary Source Non-primary source, ex. review or survey
Peer-reviewed articles published between 2019 and 2026 Non-peer-reviewed literature
Studies focusing explicitly on SCADA security and IT/OT convergence Articles unrelated to cybersecurity

Case studies, empirical research, proposed models and
theoretical approaches pertinent to the subject Studies focusing outside the defined scope

Studies describing actual cyberattacks on SCADA systems Review of the literature released before 2019

3.3. Quality Assessment Criteria

Each included study underwent a quality assessment to ensure the reliability of the evidence base [38].
Criteria included:



« Methodological Rigor: Assessment of the research design (e.g., systematic review, case study, or
conceptual paper) [39].

« Relevance: Direct linkage of the paper’s findings to the defined research questions.

« Publication Venue: Preference for high-impact journals or well-regarded conference proceedings.

3.4. Screening and Snowballing Process

The initial database searches yielded a large pool of results. The screening process involved:

1. Initial Screening: Review of titles and abstracts against the inclusion/exclusion criteria,
resulting in 1145 records collected.

2. Full-Text Review: In-depth reading of remaining articles to confirm eligibility, leading to the
exclusion of 236 additional studies based on predefined criteria.

3. Snowballing: Forward and backward citation tracking was performed on all included papers
to identify highly relevant studies missed in the initial database searches. The discovery of 909 led to
more studies that were pertinent to secure SCADA design, and IT/OT convergence was made easier by
this snowballing method [40, 41]. Figure 2 outlines a Snowballing Literature Search methodology, a
common systematic approach used in research to expand a collection of papers by following citations.
This specific flowchart is tailored for research into IT/OT Convergence and SCADA Security.

Start Literature Search Snowhballing

Y

Identify Initial Set of Papers
- Database: ACM, Backward Forward
Scopus, SpringerLink.
- Keyword: IT/OT Security,
SCADA, Convergence.
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Figure 2: Snowballing Procedure

At this point, a PRISMA flow diagram was created to guarantee compliance with the systematic
review standards outlined by the PRISMA guidelines [29]. The complete process of choosing literature
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Figure 3: The PRISMA Search Flow

is depicted in Figure 3, which is a PRISMA Flow Diagram, which is a widely recognized visual tool
used in academic research to document the "funneling” process of a systematic literature review.

« The quantity of entries found via snowballing and database searches.

« The quantity of screened data, the evaluation of full articles for eligibility, and the justification
for exclusions.

« The final number of studies included in the review.



3.5. Final List of Papers

Finally, 32 papers were chosen for in-depth analysis after the screening and snowballing process. The
theoretical framework and the following results of the chapters are based on this final list. Table 6 (In
Appendices) presents a systematic mapping of literature citations related to SCADA systems security.

In practice, the selection process was a collaborative one. All titles and abstracts were indepen-
dently screened by two reviewers against pre-defined inclusion criteria following an initial database
search. Most disagreements about paper relevance were based on the degree of direct applicability to
SCADA security. Disagreements were resolved by consensus discussions in weekly research meetings,
generally involving a full-text review before a final decision. The snowballing phase served as a comple-
ment to the database search in that it reviewed the reference lists of highly cited foundational papers,
ensuring inclusion of seminal works our keyword strings may have missed. Table 6 (Appendices)
shows the systematic mapping of literature citations on SCADA system security. The 32 final papers
have been classified according to the main research focus.

4. Results

This section presents the findings of the systematic literature review, documents vulnerabilities in
SCADA systems, outlines the implications of IT/OT convergence, and summarizes the proposed security
measures reported in the selected studies. The thematic groupings presented below are structured to
directly address the three research questions that guide this study, as previously stated in Section 1.1.
Specifically, the theme Vulnerabilities in SCADA Systems addresses RQ1 by cataloging security weak-
nesses introduced through IT/OT integration. The theme Case Studies of Cyberattacks addresses RQ2
by examining real world exploitation of these vulnerabilities. The theme Cybersecurity Measures
responds to RQ3 by assessing proposed mitigation techniques and their estimated effectiveness. This
alignment guarantees that the literature review provides systematic support for the research’s analytical
and recommendation phases.

Summary of the Included Research:

Following the screening and snowballing, a total of 32 studies made it into the final analysis. The
majority of this research was published in peer-reviewed publications, with an emphasis on various
aspects of SCADA security, IT/OT convergence, and individual case studies of cyber events. The studies
were grouped according to their principal emphasis areas:

+ Vulnerabilities in SCADA systems.
« Case Studies of Cyberattacks.

« Cybersecurity Measures.
4.1. ldentified Vulnerabilities
The Table 3 provides a structured classification of security vulnerabilities within ICS and OT envi-

ronments. It categorizes each risk by its technological domain and lists its corresponding operational
impact or the detection efficiency achieved by mitigation frameworks.



Table 3: ICS Vulnerabilities, their domains and impacts.

Paper Domain Year | Identified Vulnerabilities / Impact

Wheels on the Modbus - Attacking Mod- | Protocol 2022 | Lack of Encryption; Hard-coded creden-

busTCP Communications [42] tials and protocols allow threat actors to
mount attacks like DoS.

SCASS: Breaking into SCADA Systems | Protocol 2025 | Modbus lacks encryption and authenti-

Security [43] cation mechanisms.

Design and Development of Secure Data | Protocol 2023 | Lack built-in security, leads to equip-

Transfer Modules in Industrial Control ment damage, safety incidents, and op-

Systems [44] erational shutdowns

Exponential Backoff and Its Security Im- | Protocol 2025 | Both protocols, Modbus TCP and DNP3,

plications for Safety-Critical OT Proto- lack native authentication and encryp-

cols over TCP/IP Networks [20] tion, were not designed with cybersecu-
rity in mind.

A security-centric SCADA framework | Access Control | 2026 | Legacy SCADA architectures, insecure

for wind energy systems using enhanced industrial protocols, command injection,

network segmentation and rogue traffic and denial-of-service attacks.

visualization [45]

A role-based access control model in | Access Control | 2019 | Modbus lacks authentication, encryp-

Modbus SCADA systems. A centralized tion, integrity, and access control.

model approach [46]

Machine Learning-Based Network Vul- | Access Control | 2019 | IIoT protocols (Modbus, BACnet, DNP3,

nerability Analysis of Industrial Internet MQTT) lack encryption, integrity check-

of Things [47] ing, and access controls.

A Study of SCADA System Vulnerabil- | Access Control | 2025 | Lacks credential encryption, making lo-

ities and Man-in-the-Middle Threats in gin data easy to capture.

Substation Operations [48]

Insecure by Design in the Backbone of | Access Control | 2023 | Authentication bypass allows an at-

Critical Infrastructure [49] tacker to bypass existing authentication
functions and invoke desired functional-
ity on the target device.

Vulnerability management digital twin | Access Control | 2024 | Lacking proper access segmentation cre-

for energy systems [50] ates a key vulnerability where all users
can see more information than they
need.

A Role-Based Access Control Model in | Access Control | 2019 | Modbus lacks basic security mecha-

Modbus SCADA Systems. A Centralized nisms, and this leads to multiple vulner-

Model Approach [51] abilities, due to both design and imple-
mentation.

A Solution for an Industrial Automation | Patching 2022 | Many ICS systems run legacy Windows

and SCADA System [52] XP and Windows 7 versions that no
longer receive security updates.

Process deviations, early sensemaking, | Awareness 2024 | Analysis of the impacts of human error

and enabling operators: Thinking be-
yond the traditional alarm-based prac-
tice to enhance industrial resilience [53]

and how the proposed “early sensemak-
ing” approach mitigates them.

Continued on next page
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Table 3 - continued from previous page

Paper Domain Year | Identified Vulnerabilities / Impact
Exponential Backoff and Its Security Im- | DoS 2025 | Modbus TCP’s only clients can initiate
plications for Safety-Critical OT Proto- TCP connections, even if servers detect
cols over TCP/IP Networks [20] a failure and have pending data.
Orchestrating machine learning models | Latency 2025 | The traditional, centralized (cloud-
in a swarm architecture for IoT inline based) security models introduce
malware detection [54] significant latency, making real time
threat mitigation nearly impossible.
K7: A Protected Protocol for Industrial | Latency 2021 | Large organizations traditionally strug-
Control Systems that Fits Large Organi- gle because conventional security mod-
zations [55] els require manual management of thou-
sands of device passwords, which be-
comes impossible to scale securely.
EmuGuard: An Active Defense System | Capabilities 2025 | Traditional ICS lacks a behavioral base-
for ICS Emulation [56] line comparison.

This section will address the inquiry posed in RQ1, delving into the vulnerabilities identified in
current research following a meticulous examination of vulnerabilities within SCADA that arise out of
the IT/OT convergence. This section will define the different classes of vulnerabilities as identified in

the investigation.

Throughout the search for vulnerabilities articles to the identified vulnerabilities, the frequency
of articles varied greatly depending on the type of vulnerability that was being analyzed. This data is

shown below in Figure 4.




4.1.1. Outdated Communication Protocols:

Many studies [43, 42, 44, 20] have emphasized that the continued use of legacy communication protocols
has heightened their exposure to attacks that exploit vulnerabilities, such as EtherNet/IP (ENIP), Modbus,
BACnet, and DNP3, in industrial systems. For example, Modbus still accounts for 50 percent of protocol
usage in SCADA enterprise systems [43] and lacks security features necessary for modern operations
in Industry 4.0 and 5.0 deployments [42, 20]. Thus, an attacker with network access can passively read
sensor values, actively inject false commands, or replay legitimate traffic to manipulate the physical
process without triggering conventional alarms.

4.1.2. Weak Access Control:

Several papers reported that insufficient access controls in SCADA systems with a default password [45,
46], alack of encryption, and a lack of least privilege [47, 48] increased the risk of insider attacks. On the
other hand, many critical infrastructure sites operate on air-gapped or semi-isolated networks. However,
as operational technology (OT) connects to information technology (IT) networks, new vulnerabilities
have emerged. The Modbus protocol, one of the most widely used industrial communication protocols
connecting millions of automation devices, lacks basic security mechanisms, including authentication
and access control [46], hard-coded credentials [49]. Standard Modbus TCP provides zero authentication,
and any device that can reach TCP port 502 [51] can read holding registers, write coils, and directly
manipulate the physical process pumps, valves, chemical dosing systems, and safety interlocks. The
traditional systems lack proper access segmentation, creating a key vulnerability where all users can
see more information than they need [50]. This SCADA vulnerability has been exploited in multiple
documented attacks on water treatment facilities and energy infrastructure.

4.1.3. Unpatched Operating Systems and Software:

Many SCADA HMI workstations run Windows 7 [52], 10, Windows Server 2008, or even Windows XP
Embedded, all of which are years past the end of life and end of support, with no patching, security
updates, and technical support from Microsoft. This creates SCADA vulnerabilities and risks if they do
not have a plan to upgrade to the new version.

4.1.4. Lack of Security Awareness:

A lack of security awareness training among SCADA systems increases the risks of human error [53].
This vulnerability occurs because human error or negligence can bypass even the most robust technical
security measures and directly threaten critical infrastructure. Since SCADA systems often bridge
the gap between IT networks and physical operations, human error can lead to severe consequences.
Academic research highlights several key impacts of this lack of awareness.

4.1.5. Denial-of-Service attacks:

Boeding et al. identify a critical vulnerability in the use of the standard TCP Exponential Backoff mech-
anism within safety-critical OT environments. This mechanism, originally designed for IT congestion
control, can cause SCADA outages lasting up to five minutes following a single-ended failure, a duration
that is unacceptable for real-time industrial processes [20]. The study also highlights that industrial gate-
ways often possess ineffective Denial-of-Service (DoS) thresholds, failing to trigger protections against
low-rate attacks that are nonetheless capable of disrupting safety-critical communication paths[20]
Furthermore, experimental testing revealed that many Programmable Logic Controllers (PLCs) fail to
properly filter incoming packets by port number, sequence, or acknowledgment numbers, allowing
unauthorized traffic to bypass intended restrictions.



4.1.6. Detection Latency and Scaling:

Hanif et al. identify that a primary vulnerability is detection latency. Resource-heavy security models
often fail to provide the “inline” detection required for high-speed OT environments, allowing threats
to propagate before they are identified [54]. This propagation becomes increasingly worse with time, as
Biham and Bitan demonstrated a a lack of fine-grained access control in existing IT-centric solutions like
VPNs or IPsec, which cannot scale to meet the specific requirements of large-scale industrial engineering
stations and HMI devices that would be necessary for resource-heavy models[55].

4.1.7. Core Equipment lacking capabilities:

Liang et al. identify PLCs as "core equipment” that remains highly vulnerable due to a lack of active
defense mechanisms and their critical role in industrial processes. The authors highlight the vulnerability
of "shallow” fingerprints in existing ICS honeypots, which allow attackers to easily distinguish decoys
from real equipment using common scanning tools. Additionally, the reliance on traditional "passive”
switches prevents defenders from taking the initiative to dynamically re-route suspicious traffic to the
honeynet. The paper also points out that many current security solutions suffer from protocol gaps,
offering protection for common protocols like Modbus while leaving others, such as IEC 60870-5-104 or
EtherNet/IP, exposed[56].

4.2. Case studies of Cyberattacks

This section will seek to expand on the previous section by demonstrating the exploitation and effec-
tiveness of previously identified vulnerabilities to achieve access and cause harm to systems and people
through an analysis of case-studies of actual and experimental attacks on SCADA systems.

4.2.1. Oldsmar Water System Attack (2021):

This case demonstrated the risk associated with remote access, such as TeamViewer or Virtual Network
Computing (VNC). The attacker gained access due to lacking MFA, and moved into the HMI at layer 2
of the Purdue Model. Here, they increased the sodium hydroxide levels from 100 parts per million to
11,100 parts per million, nearly causing a catastrophic contamination event which would have affected
15000 residents. This example stresses the need for stricter controls regarding remote access to SCADA
systems, and illustrates the weaknesses inherent to improper connectivity between OT and IT systems

[7].

4.2.2. Colonial Pipeline Attack (2021):

The Colonial Pipeline Attack was instigated by the DarkSide hacker collective, who used a previously
leaked and later re-used password to gain access to an inactive employee account on a legacy VPN. The
affected layers were 4 and 5, as the attack did not move into the lower layers of the model, however the
risk of the attack cascading into the lower layers was enough to cause a total shutdown of 5500 miles
of pipeline for 5 days. Multiple of the vulnearbilities in IT/OT convergence are clear in this example,
with DarkSide exploiting the weak access controls and lack of security awareness of a re-used legacy
password [57].



4.2.3. South Staffordshire Water Attack (2022):

The Clop ransomware attack targeted the water company South Staffs Water, exposing customers’
information, which involved names, addresses, branch codes, and account numbers [10]. Hackers took
advantage of a flaw in the company’s MOVEit file transfer tool, which is known as a Structured Query
Language (SQL) injection, leading to remote code execution. This attack shows exploitation of the weak
access controls and unpatched software vulnerabilities, again arising out of the IT/OT fusion.

4.2.4. Anonymized Manufacturing Company:

In their study of an anonymized manufacturing company, Perrett & Wilson provide a critical case
study evaluation of how current cyber resilience frameworks can be applied to complex manufacturing
environments. The research compares uses the NIST Cyber Resilience framework to assess an industrial
plant. Their methodology follows a five-step process: identifying critical stakeholders and assets,
performing a gap analysis through interviews and physical walkthroughs, mapping logical and physical
networks using the Purdue Model, and evaluating the system against NIST’s core goals: Anticipate,
Withstand, Recover, and Adapt[8]. A primary finding is that these frameworks often assume a foun-
dational level of conventional IT security that many legacy OT environments have not yet achieved.
Furthermore, the study identifies a lack of consistent, repeatable metrics, noting that existing evaluation
processes are insufficient for providing a quantitative baseline measure of an organization’s overall
resilience maturity. The paper suggests that future guidance must explicitly account for the unique
constraints of OT systems, such as proprietary protocols and long-standing equipment lifecycles, to be
truly effective [8].

4.2.5. Experimental Deployment:

Mesbah et al. argue that while the interconnectivity of OT and IT has improved operational efficiency, it
has simultaneously exposed legacy systems-originally designed for performance rather than security-to
sophisticated cyber threats. To address this, the study employs Conpot,” a low-interaction ICS honeypot,
to simulate industrial protocols such as Modbus and BACnet. The authors highlight a significant gap
in the defense-in-depth strategy of many organizations, where a lack of early detection mechanisms
allows attackers to dwell within OT networks undetected. The paper concludes that high-interaction
honeypots are essential for providing realistic feedback and documenting the "modus operandi” of
attackers[9].

4.3. Active and Passive Defense Strategies

Table 4: ICS Vulnerabilities, their domains and impacts.

Paper Domain Year | Identified Vulnerabilities / Impact
Symmetrical Resilience: Detection | Network 2025 | Connecting SCADA-based IIoT sys-
of Cyberattacks for SCADA Systems tems to IT networks increases risk of
Used in IIoT in Big Data Environments backdoor attacks using TCP/IP-based
[58] methods.
A security-centric SCADA framework | Network 2026 | Legacy systems lack internal segmen-
for wind energy systems using en- tation.
hanced network segmentation and
rogue traffic visualization [45]

Continued on next page




Table 4 - continued from previous page

Paper Domain Year | Identified Vulnerabilities / Impact
EmuGuard: An Active Defense Sys- | Network 2025 | Traditional IDS/IPS may miss protocol
tem for ICS Emulation [56] specific attacks on industrial control
networks.
A Role-Based Access Control Model | Access Control 2019 | Modbus lacks authentication, encryp-
in Modbus SCADA Systems. A Cen- tion, integrity, and access control.
tralized Model Approach [46]
K7: A Protected Protocol for Indus- | Access Control 2021 | Legacy ICS protocols have no support
trial Control Systems that Fits Large for granular permissions.
Organizations [55]
An Anomaly Detection Method for In- | AI/ML 2025 | Traditional techniques often fail to
dustrial System Cybersecurity Based accurately model the intricate, high-
on GGL-WAVE-CNN [59] dimensional, and ever-changing pat-
terns of normal and malicious traffic
in an industrial network.
X-SecureNet: A Security-Driven In- | AI/ML 2026 | The gap in the inability of traditional
telligent Framework for Intrusion De- intrusion detection methods to ef-
tection in Smart Industrial Infrastruc- fectively process complex, heteroge-
tures [60] neous, and unknown cyber threats in
industrial environments.
Advancing IoT Cybersecurity: Adap- | AI/ML 2024 | Weaknesses of traditional IDS in-
tive Threat Identification with Deep clude heterogeneous and resource lim-
Learning in Cyber-Physical Systems ited devices, sensor-data manipula-
[61] tion, DDoS exposure, and lack of adap-
tive defense.
Anomaly Detection in SCADA In- | A/ML 2023 | The inability of signature-based IDS to
dustrial Control Systems Using Bi- detect novel attacks and an expanded
Directional Long Short-Term Memory IT/OT attack surface.
[62]
Orchestrating machine learning mod- | AI/ML 2025 | The security weaknesses of IoT
els in a swarm architecture for IoT in- environments: centralized detection
line malware detection [54] bottlenecks, resource-constrained
devices, inability to detect zero-
day/polymorphic malware, and lack
of inline real-time protection.
An evolutionary multi-hidden Markov | AI/ML 2021 | The vulnerabilities of IIoT environ-
model for intelligent threat sensing in ments: static detection that cannot
industrial internet of things [63] adapt, heterogeneous insecure de-
vices, zero-day threats, and noisy false-
positive-prone monitoring.
Asynchronous federated learning | Emerging Tech 2025 | The fundamental vulnerabilities of

based zero trust architecture for the
next generation industrial control
systems [64]

next-generation ICS are outdated
perimeter-based models, insider
threats, and centralized ML privacy
risks.

Continued on next page




Table 4 - continued from previous page

Paper Domain Year | Identified Vulnerabilities / Impact
Vulnerability management digital | Emerging Tech 2024 | The vulnerabilities of energy OT sys-
twin for energy systems [50] tems are a lack of automated and

context-aware vulnerability manage-
ment, inadequacy of CVSS scores
alone, inability to safely test patches,
regulatory non-compliance, and inef-
ficient resource allocation.

Extending The Update Framework | Patch Management | 2024 | The patching of insecure delivery
(TUF) for Industrial Control System channels, supply chain attacks, key
Applications [65] management challenges in long-lived
systems, and the unique constraints of
air-gapped industrial environments.

SmartPatch: A patch prioritization | Patch Management | 2022 | The traditional patch management:
framework [66] overreliance on CVSS, patch backlogs,
lack of exploitability and asset-context
awareness, disconnect from risk man-
agement, and slow response to emerg-
ing threats.

Investigating operational technology | Awareness 2025 | The vulnerabilities in current OT at-
attacks as code [67] tack investigation and defense prac-
tices: lack of reproducibility, knowl-
edge silos, unsafe testing, weak detec-
tion engineering, and poor mapping
to standardized frameworks.

This section will seek to address RQ2, describing and comparing the different technologies and
frameworks intended to resolve the vulnerabilities identified in the previous sections. The defense
technologies and frameworks will be grouped according to the vulnerability they attempt to resolve,
and to the methodology they use in order to resolve the vulnerability. This Table 4 classifies specific
cybersecurity technologies and defensive methodologies implemented across ICS and OT networks. It
focuses on the architectural properties, mechanics, and operational viability of each solution.

Throughout the search for solutions articles to the identified vulnerabilities, the frequency of
articles varied greatly depending on the type of solution that was being implemented. This data is
shown below in Figure 5.

The strategies identified to combat the vulnerabilities identified in the previous sections were
divided into the following categories:

4.3.1. Network Security and Segmentation:

Nowadays, the growing number of cyberattacks, including internal and external attacks amplified by
insider threats, demands a shift from perimeter defense to containment focused architectures. Focus
on protecting critical infrastructure from cyber threats. The core strategies are network isolation
and segmentation [58], such as VLANSs (Virtual Local Area Networks), which can neutralize up to 97
percent of cyberattack vectors [45]. Moreover, integrating Zero Trust Architecture (ZTA) enhances
segmentation by removing implicit trust even within segments [68], separating OT from IT networks
to prevent lateral movement.

To augment these passive measures, active defense systems such as EmuGuard utilize Software
Defined Networking (SDN) and PLC emulation to proactively detect and redirect flagged traffic into high-
interaction honeynets, achieving a 90% success rate in deceiving reconnaissance tools like Nmap[56].
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Figure 5: Frequency of Solutions Studies

This approach shifts the burden of effort onto the attackers, allowing defenders breathing room and
threat isolation for PLCs before they reach physical assets.

4.3.2. Access Control and Authentication:

Securing Supervisory Control and Data Acquisition (SCADA) systems requires a fundamentally different
approach than traditional IT security, where availability is more crucial than confidentiality. Further-
more, remote Operational Technology (OT) environments remain vulnerable to cyber attacks because
they cannot rely on stable connectivity to central authentication services. Multi-Factor Authentication
(MFA) and Role-Based Access Control (RBAC) are two methods that follow the NIST SP 800-82 and IEC
62443 frameworks [51] to set up good authentication and access control in SCADA environments. In
parallel, operators and engineers should not have permanent access; instead, they should only be able
to access things when they need to, on a session-by-session basis.

The K7 Protocol, developed by Biham and Bitan, can act a secure wrapper using the ticket-based
architecture of Kerberos. They were able to experimentally prove that it is 100% effective at concealing
low-level device credentials from end-users, reducing the risk of credential theft. Their security analysis
confirms their protocol provides fine-grained access control suitable for large-scale organizations
without introducing significant operational overhead[55].

4.3.3. Advanced Monitoring and Detection via AI/ML:

SCADA and industrial control systems are increasingly vulnerable to sophisticated cyberattacks that can
bypass traditional layered defenses and compromise critical infrastructure. The integration of Al-driven
detection addresse the sophistication of such modern attacks. A modern framework (GGL-WAVE-
CNN) uses Generalized Graph Laplacians (GGL) to identify suspicious time windows in operational
data and Wavelet Decomposition (WAVE) combined with a Convolutional Neural Network (CNN) to
precisely classify the threat [59]. This is particularly effective for identifying complex attacks like



False Data Injection (FDI) on sensor networks. In Smart Industrial Infrastructures, a combination of
Convolutional Neural Networks (CNN) and Attention-based Long Short-Term Memory (ALSTM) can
be used to perform hierarchical feature extraction and capture sequential dependencies among complex
traffic patterns. CNN-ALSTM architecture maintains computational efficiency while achieving superior
detection accuracy on CIC-IDS2017 and CIC-10T2023 benchmarks [60].

To address the inherent challenge of unbalanced data” in training datasets, Atheeq et al. and
Nakkeeran and Narayanan utilize a methodology involving Ensemble Deep Representation Learning
(EDRL), Decision Tree algorithms and SMOTE techniques respectively. The effectiveness of their
methodologies is demonstrated by an overall classification accuracy of 99.2% for multi-level attacks
[61, 62].

Hanif et al. additionally propose a decentralized "swarm” intelligence architecture, which orches-
trates distributed ML models to perform inline detection, resulting in a 98.5% accuracy while reducing
detection latency compared to centralized models,[54].

Khan and Abuhasel implemented a methodology combining Genetic Algorithms (GA) with a
Multi-Hidden Markov Model (MHMM) to optimize threat sensing in IIoT. Effectiveness data shows that
the GA-optimized model achieved an approximately 15% reduction in Root Mean Square Error (RMSE)
compared to standard HMMs|[63].

4.3.4. Emerging Technologies and Frameworks:

Industrial control systems (ICSs) are complex and characterized by diverse equipment, cyber-physical
integration, legacy systems, dynamic network topologies, and stringent real-time demands. Zero-trust
architecture (ZTA) operates on "never trust, always verify,” requiring continuous authentication for
every access attempt [64]. To make ZTA work in real-time for SCADA, asynchronous federated deep
learning (FDL) allows local devices (like PLCs or RTUs) to collaboratively train a trust evaluation model
without sharing raw sensitive data. This creates a dynamic policy engine that can instantly detect
anomalies in both cyber (network) and physical (sensor values) behavior without latency.

At the same time, foundational frameworks like NIST SP 800-82 remain critical to understanding
ICS risks and threat management. Besides that, for the technical requirements, the IEC 62443 series
[50, 69] is the active standard to follow. It focuses on the global standard for Industrial Automation and
Control Systems (IACS) security and is essential for any modernization project.

4.3.5. Patch management:

While patching remains the primary defense against known vulnerabilities [65], providing direct
remediation by closing security gaps before they can be exploited. However, in OT environments,
this approach is far from straightforward. The specialized nature of OT assets often makes traditional
rapid deployment cycles impossible [66], such as their reliance on legacy systems, vendor-specific
firmware, real-time operational demands, and intolerance for unplanned downtime, which make the
rapid deployment.

4.3.6. Security Awareness and Cyber Ranges:

The most effective methodology for reducing the impact of vulnerabilities on SCADA systems is
employee training, which unfortunately needs to happen in a theoretical manner or on live systems
at the risk of downtime and safety hazards. SAFARI (Scalable Automated Framework for Air-gapped
Risk Investigation) is an open-source framework [67] which aims to resolve these problems using a
Cyber Range. It uses Infrastructure-as-Code (IaC) to define and create a digital twin of the SCADA
environment, ensuring a version-controlled perfect test environment for employee training.



4.4. Effectiveness

This section will seek to answer RQ3, summarizing the findings from the vulnerability and resolution
strategy sections, and comparing the different resolution strategies to one another using their stated
effectiveness scores, conditions of deployment and recommended deployment conditions. Table 5
presents a comparative evaluation of cutting edge cybersecurity defense frameworks designed for
ICS and the IIoT. It systematically maps specific operational vulnerabilities to their corresponding
technological solution, performance metrics, and deployment styles. It lists 11 different security
approaches (e.g., Network Segmentation, EmuGuard, K7 Protocol, multiple AI/ML models like Bi-
LSTM+SMOTE, EDRL, etc.) along with their:

- Vulnerability (The security weakness being addressed).

- Solution (The specific technology or methodology proposed to mitigate the vulnerability).

- Effectiveness (as a percentage).

- Testing Method (e.g., Simulation, Dataset, Replica, Prototype, etc.).

- Deployment (Where or how the solution is implemented).

- Recommended to improve the system.

Table 5: Comparative Analysis of ICS Security Technologies and Methodologies.

Vulnerability | Solution Eff. Testing Method Deploy- Recommended
ment Conditions
Access Control | Network 97% Simulated Attack Centralized | Critical
Segmentation Infrastructure; Wind
[45] Energy Sector
Access Control | EmuGuard [56] 90% Simulated Attacks Distributed | PLC-based ICS; SDN
Environments
Access Control | K7 Protocol 100% | Proof-of-Concept Centralized | Large-scale SCADA;
[55] Prototype Low-latency
False Data GGL-WAVE- 97.5% | Network Traffic from | Monitoring | Sensor Networks;
Injection (FDI) | CNN [59] real facility FDI Detection
Traffic CNN-ALSTM 99.0% | CIC-IDS2017 and Edge-based | Smart Industrial
Anomalies [60] CIC-10T2023 Datasets Infra; IloT
Multi-level EDRL [61] 90% 2SDL-CA Dataset Analytics Unbalanced ICS
Attacks Datasets
Zero-Day Bi- 95.40% | Cyber Attack New Monitoring | Zero-day; Time-series
exploits LSTM+SMOTE Gas Pipeline Dataset SCADA data
[62]
Distributed Swarm 98.6% | UNSW-NB15, Distributed High-volume IIoT;
Denial of Intelligence BoT-IoT and Industry 4.0
Service [54] Edge-lloTset Datasets
Dynamic GA-MHMM 99.8% | Simulated Data Sensing Dynamic IIoT
Attack Vectors | [63] Generation environments
Access Control | Asynchronous | 99.57% | GPN dataset Distributed | Privacy-critical
FDL [64] Real-time SCADA
Continued on next page




Table 5 - continued from previous page

Vulnerability | Solution Eff. | Testing Method Deploy- Recommended
ment Conditions

Insider Threats | SAFARI [67] 100% | Replica Industrial Personnel Air-gapped Labs;
Plant Industry 5.0

5. Discussion

5.1. Summary of Findings

This section will seek to expand on the analysis provided in the previous section, and add additional
insight and comparison for the scope and impact of the analyzed vulnerabilities and security controls.

The results of this review highlight a trend in more recent SCADA and general ICS security
research toward AI/ML enabled IDS systems. Traditional rule-based IDSs are increasingly inadequate
to handle the large amount of log data coming from IT/OT convergence, as the quantity of complex,
non-linear data patterns from OT devices is not easily digestible by more standard IT security systems.
The prevalence of ML-based solutions, like CNN-ALTSM architecture, the EDRL techniques to tackle
“unbalanced data” and combining Genetic Algorithms (GA) with a Multi-Hidden Markov Model (MHMM)
to optimize threat sensing in IIoT, are a clear indication of this trend[60, 61, 62]. The effectiveness of
such ML models stems from their ability to analyze massive amounts of data simultaneously, and much
more effectively identify and respond to strange and malicious log patterns in the complex orchestra of
a SCADA system, with the identified techniques able to reduce training time, increase threat sensing
capability, and normalize and resolve problems of unbalanced data”, accelerating the time it takes from
creation to deployment of an effective ML model in a converged environment.

However, these models and deployments are reliant on access to data centers for Al training
and deployment, which are a large resource sink, and cannot always be layered with the existing
infrastructure that is in place. This is especially the case with older equipment that cannot send
appropriate telemetry data that could be used to train a model for defensive purposes, or when the
infrastructure in layers 3-0 of the Purdue Model is not up to the task of processing and responding to
ML model needs. Another issue is the training time and understandability of such models. While the
proposals this paper identifies boast of high detection rates, those numbers come from testing with
known datasets and in controlled environments, not in a live production environment. Training time
for a ML model to be accurate for a specific deployment is likely to take time and money, and may
not always be worth it for slightly better detection rates. The understandability issue comes from
the deployed ML model having to work through potentially millions of communications and identify
suspicious ones, with no explanation as to why it is identifying it as such that a human operator can
understand. The information incongruence created here could cause false positives and false negatives
in complex live systems, which human operators would need to understand and resolve.

For the architecture itself, a change in the approach is clear in modern research, as researchers
move from the more classical border” approach to ICS security, with air-gapping and DMZs, to an
active containment” strategy and ZTA, eliminating the implicit trust of older architectures[64]. The
power of ZTA in SCADA deployments is great, granulating the older DMZ approach across the entire
SCADA deployment while keeping to the availability and integrity thresholds necessary to operate
critical systems. Implemented using asynchronous federated deep learning, edge devices like PLCs and
RTUs can effectively train trust evaluation models without sharing sensitive data with one another[64].
The ability to train such models and use them in RTUs and PLCs is enabled by an upgrade in their
specs, with Industry 4.0 and 5.0 deployments favoring smarter versions of such devices, often featuring
real-time Linux operating systems, larger memory and more complex and deeper processing capabilities.
Hanif et al. and their swarm intelligence architecture take advantage of this trend, distributing the load



of performing inline protection to many smaller ML models, reducing latency while maintaining a 98.5%
effectiveness at detecting threats[54]. The K7 protocol developed by Biham and Bitan work is similarly
a ZTA technique, encrypting communications between devices using Kerberos while maintaining
availability and integrity with a 100% reduction in credential loss of low-level devices, a critical fault
of the often plaintext data transfers between SCADA devices. Another symptom of this shift toward
active defense strategies and ZTA is the production of digital twin networks for detection, containment
and training purposes, with SAFARI relying on this technology to prevent and train against future
attacks and control deployment, testing and training[67]. Digital twins enable operators to interact
with the incredibly complex and often sensitive SCADA systems without damaging the real thing. A
more traditional form of security in the form of VLANS provides the digital backbone which the rest
of these technologies can use for more effective security operations, with VLANs alone being able to
neutralize 97% of possible attack vectors[45]. Overall, empirical evidence demonstrates a shift in the
direction of network segmentation, channel encryption and distributed, inline security technologies
and reduced detection latency over monolith deployments.

However, these architectural approaches will require rebuilding and replacing of existing ICS
architectures and systems, which may not be viable depending on the existing ICS deployment, and
the availability requirement for a given deployment. The addition of complex software also mas-
sively increases the work that IT and OT teams have to do for maintenance and patching of systems.
Smaller teams may not be able to handle complex deployment, with complexity scaling rapidly for
the architecture proposals this paper identified. Another dimension is the cost of restructuring, with
bleeding-edge technologies being expensive to acquire, build, train personnel for and deploy, it may
not be financially responsible to select architectural rebuilds. Finally, the interoperability of proposed
systems is not guaranteed, as different vendors put forth different protocols, requirements and devices,
with a united system made up from their combination not being a guarantee in terms of operations
ease and interoperability.

5.2. Direct Comparisons:

This section will seek to directly compare found vulnerabilities and proposed technological solutions to
those vulnerabilities, and discuss the possible effectiveness if they were to be implemented.

5.2.1. Outdated Communication Protocols & Weak Access Control:

Outdated communication protocols and weak access controls are identified as being some of the largest
sources of vulnerabilities within SCADA systems, with many studies pointing out their continued use
as a critical fault in current deployments[43, 42, 20]. For example, the Modbus protocol accounts for
50% of active protocol usage in SCADA systems, despite its total lack of critical security features that
are common in IT communications protocols. The Weak Access control is similarly a prevalent issue,
with studies demonstrating their lack of encryption , and a lack of least privilege[47, 48]. To resolve
these vulnerabilities, the K7 protocol merges the encryption and handshake capabilities of Kerberos,
and achieves a 100% reduction in credential loss for low-level devices, simultaneously fixing the issue
of weak access control by encrypting transferred credentials and the weaknesses of older protocols.
This type of retrofit is incredibly valuable, as the protocol can effectively slot into existing systems with
the required specifications to massively upgrade their security postures, while not requiring severe
overhauls or architecture changes.

5.2.2. Network Reconnaissance & Denial of Service Attacks:

Network Reconnaissance in SCADA networks is quite easy as they are often static, making them targets
for tools like Nmap[20]. This same static structure also makes them extremely vulnerable to DoS attacks,



as the removal of any of their single points of failure in communication can cause the entire system to
collapse, with them having little to no redundancy in controlling devices like PLCs. EmuGuard aims to
solve these issues by dynamically redirecting and deceiving reconnaissance traffic through the use of a
digital twin of the SCADA environment. This roving defense system makes it much harder for attackers
to detect and map out SCADA environments, blinding them to internal operations and reducing their
ability to target and take down mission-critical systems.

5.2.3. Complex Anomaly Detection & Detection Latency and Scaling:

An issue with some proposed ML solutions to detection in SCADA systems is latency and scaling;
Standard ML systems rely on a single processing server or single cluster of processing servers to read
and respond to attacks using models that take a long time to build, with the massive complexity of
SCADA systems making this process longer and more costly, with the lack of inline capabilities of
a centralized server making them ineffective at resolving live attacks[54]. To resolve this problem,
CNN-ALTSM architecture, the EDRL techniques to tackle unbalanced data” and combining Genetic
Algorithms (GA) with a Multi-Hidden Markov Model (MHMM) to optimize threat sensing in IIoT data
are developed by researchers with the aim of easing the training process of ML models[60, 61, 62]. These
trained models can then be used by techniques like Swarm architecture or federated deep learning
to distribute the processing load of the ML detection system to edge devices themselves, massively
accelerating response and training times while not compromising on effectiveness or availability[54, 64].

6. Conclusions

The urgent cybersecurity issues that SCADA systems confront are highlighted in this comprehensive
literature analysis, especially in light of the convergence of IT and OT. Organizations are more vulnerable
to sophisticated cyberattacks due to the increasing integration of modern technology into critical
infrastructure.

The findings of this thesis emphasized the need for a variety of approaches to enhance the security
of SCADA architectures. This thesis identified the vulnerabilities inherent to the IT/OT convergence,
with older protocols and software, lack of security awareness and training and the age of existing
systems being the primary drivers behind the identified vulnerabilities. These vulnerabilities have been
exploited in real life attacks, with devastating monetary, digital and kinetic impacts being experienced
by companies and communities worldwide. This thesis then identified potential solutions to those
problems, separated by the implementation type, with AI/ML based solutions being very prominent in
modern research. Finally, this thesis illustrated the effectiveness of the solutions proposed in literature,
and which vulnerabilities and sectors they could be used in most effectively.

This thesis recognizes specific limitations, notwithstanding advancements in the comprehension
of SCADA security. Research should focus more on integrated security frameworks designed to address
the requirements of converged IT and OT environments in the future. It’s important to think about how
new technologies like the Internet of Things (IoT) will affect SCADA systems as cybersecurity changes.

In conclusion, as organizations strive to enhance their operational efficiency through the integra-
tion of IT and OT, a proactive approach to cybersecurity must be prioritized. Organizations can better
protect their important infrastructure from the constantly changing threat landscape by fixing known
weaknesses and putting in place a strong security framework.

6.1. Future Research Directions:

The findings of this thesis, particularly the distribution of solutions presented in Table 5, reveal a
pronounced imbalance in current SCADA security research. While AI/ML and network based solutions



dominate the literature, critical socio-technical dimensions namely employee awareness and patch
management remain significantly underexplored. To fill this gap and to directly answer the three
research questions posed in Section 1, the following future research directions are proposed.

RQ1 (Vulnerability): The critical vulnerabilities in SCADA architectures have been identified
in the present thesis, but the effectiveness of the proposed countermeasures has not been tested yet,
except in a simulated environment. Future work should focus on real world validation using industry
partnered testbeds and field studies. The investigations will provide context-specific insights into how
vulnerabilities manifest in different industrial sectors (e.g. energy, water, and manufacturing) and will
move from generic recommendations to actionable and sector-specific security guidelines.

RQ2 (Detection and Prevention Mechanisms) : Due to conflicting operational priorities between
information technology and industrial control systems, research should focus on developing integrated
IT/OT security frameworks to improve detection and prevention. Moreover, as the rapid growth of
IoT devices continues to expand the SCADA attack surface, the security implications of these new
technologies should be studied systematically in future work. Specifically, research is needed on
lightweight anomaly detection algorithms capable of operating within the constrained computational
and latency requirements of IoT-enabled SCADA environments.

RQ3 (Mitigation and Response Strategies): The most pressing gap identified in this review
concerns the relative neglect of human centric and operational countermeasures. Although technical
solutions are essential, they cannot substitute for a lack of operator awareness or delayed patching
practices both of which continue to be major vectors for successful intrusions in industrial environments.
Thus, the following avenues should be explored in future research:

Employee Awareness: Studies should develop and test context-aware and role specific interven-
tions to complement existing human machine interfaces (HMIs) as opposed to generic cybersecurity
training. Research questions should address the effect of real time alerts, gamified simulations, and
incident debriefing protocols on operator decision-making in live cyber-physical attack scenarios.

Patch Management: Given that SCADA systems cannot adhere to conventional IT patching
cycles due to uptime requirements and legacy constraints, future work must develop risk prioritized
patching models. These models should account for operational criticality, system interdependencies,
and the availability of compensating controls. Additionally, research into *virtual patching” and micro-
segmentation techniques offers a promising pathway for protecting unpatched legacy assets without
disrupting continuous operations.

Finally, to ensure the practical relevance of these research efforts, all proposed frameworks and
countermeasures should be subjected to longitudinal case studies across multiple industrial sectors.
Such cross-sectoral comparisons would not only enhance the generalizability of findings but also
facilitate the development of a unified SCADA security maturity model one that balances investments
across technical, human, and operational dimensions rather than optimizing one in isolation.
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A. Appendix

This appendix serves as a reference supplement, providing two key resources. The first part lists related
papers and documents referenced throughout the thesis. The second part provides an alphabetical
glossary of all acronyms and shortened forms used in the thesis.
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A.2. Abbreviations

The following abbreviations are used in this manuscript:
AI/ML Artificial Intelligence and Machine Learning
ALSTM Attention-based Long Short-Term Memory
BACnet Building Automation and Control Networks
CIP Common Industrial Protocol
CNN Convolutional Neural
CVSS Common Vulnerability Scoring System
DCS Distributed Control Systems
DDoS Distributed Denial of Service
DNP3 Distributed Network Protocol
DoS Denial of Service
EDRL Ensemble Deep Representation Learning
EtherNet/IP Ethernet components and TCP/IP
FDL Federated Deep Learning
GA Genetic Algorithms
GGL Generalized Graph Laplacians
HMI Human Machine Interfaces
IaC Infrastructure-as-Code
IACS Industrial Automation and Control Systems
ICS Industrial Control Systems
IDS Intrusion Detection System
IEC International Electrotechnical Commission
IIOT Industrial Internet of Things
IPS Intrusion Prevention System
IT Information Technology
MFA Multi-Factor Authentication



MHMM Multi-Hidden Markov Model

NIST National Institute of Standards and Technology
OT Operational Technology

PLC Programmable Logic Controllers

PROFINET Process Field Network

RBAC Role-Based Access Control

RMSE Root Mean Square Error

RTU Remote Terminal Units

SCADA Supervisory Control and Data Acquisition
SDN Software Defined Networking

SQL Structured Query Language

TCP Transmission Control Protocol

VLAN Virtual Local Area Network

VNC Virtual Network Computing

VPN Virtual Private Network

WAWE Wavelet Decomposition

ZTA Zero Trust Architecture
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