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Abstract

Internet of Things (IoT) devices are increasingly used in environments where security weaknesses may
cause operational disruption. Security evaluation of such devices therefore needs to examine how real
hardware behaves during controlled attack scenarios, not only identify possible vulnerabilities.

The aim of this thesis was to develop, implement, and evaluate AttackLab, a hardware-based test en-
vironment with scenario-level automation for reproducible IoT security assessment. The study used
a quantitative experimental approach in a controlled laboratory setting. Five ESP32-based reference
nodes were used together with an iPhone target and Sigma’s SmartSpa product. The empirical scope
was limited to three implemented Wi-Fi-based scenarios: Wi-Fi reconnect, Wi-Fi DoS/overload, and
Wi-Fi eavesdropping.

The results show that AttackLab supported automated scenario execution, structured phase control,
run-specific evidence handling, and traceable analysis artefacts. The reconnect and DoS/overload sce-
narios produced measurable differences in reachability, disruption, and recovery behaviour. The eaves-
dropping scenario produced valid capture and protocol-level analysis artefacts across both induced and
naturally occurring traffic.

The thesis concludes that a hardware-based [oT security test environment can strengthen transparency
and reproducibility when real-device behaviour is studied under controlled attack conditions. Attack-
Lab contributes as a practical experimental platform and as a methodological structure for evidence-
oriented IoT security evaluation.

Keywords:

[oT security, hardware-based test environment, cyberattacks, reproducibility, AttackLab, SmartSpa.
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Introduction

This chapter introduces the background and motivation for the thesis. It outlines the broader context of
[oT systems and [oT security evaluation before presenting the specific problem addressed in the study.
The chapter also presents the purpose of the study, the research questions, the scope and limitations,
the contribution of the thesis, as well as the overall structure of the report.

1.1 Background

Internet of Things (IoT) systems have become increasingly important in everyday, industrial, and
infrastructure-related environments. Modern IoT solutions rely on small connected devices that mon-
itor, control, and exchange data in real time. These devices may appear simple from the outside, but
they often form part of larger systems where sensors, wireless communication, cloud services, mobile
applications, and local control functions interact.

Many IoT devices are resource-constrained, with limited processing power, memory, storage capac-
ity, and energy availability. These limitations are often necessary because loT devices must be small,
low-cost, energy-efficient, and suitable for distributed deployment. However, the same limitations
may also reduce the ability to implement advanced protection mechanisms and may make the devices
more sensitive to communication overload, unstable wireless conditions, and abnormal network be-
haviour. As IoT becomes integrated into industrial systems, healthcare technology, and other critical
infrastructures, the consequences of operational disruption also become more serious [1], [2].

Security evaluation of IoT devices therefore needs to consider more than whether a theoretical vulner-
ability exists. It also needs to examine how real devices behave when exposed to controlled disruption,
overload, and traffic-observation scenarios. This is especially important because real [oT devices may
show timing-related behaviour, recovery patterns, wireless instability, or operational limitations that
are difficult to observe in software-only environments.

1.2 Problem statement

Systematic and reliable evaluation of IoT security remains a methodological challenge. A substantial
part of existing research relies on simulation-based or otherwise software-driven environments. These
approaches are useful for modelling network structures and exploring attack scenarios, but they may
fail to capture properties of real [oT devices. Relevant properties include unstable wireless communi-
cation, timing-related behaviour, sensor and actuator interaction, reboot behaviour, and device-level
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recovery after disruption [3], [4]. Software-only environments may therefore simplify or miss effects
that are central to realistic IoT security evaluation.

This limitation is closely connected to reproducibility. Previous research shows that repeated attack
experiments may produce different results when environmental conditions are not sufficiently con-
trolled or documented. Siboni et al. [5] showed that variations in wireless conditions, such as RSSI
fluctuations, can affect latency and packet loss measurements and make experimental results difficult
to compare across trials. Sdez-de-Camara et al. [4] also showed that timing-related phenomena in real
microcontroller-based systems may disappear in simulation-based testbeds. These findings indicate
that reproducibility in [oT security evaluation is not only a documentation issue - it is also a practical
requirement for producing credible conclusions about real devices.

Another issue is that cyberattacks against [oT devices often affect several operational dimensions at the
same time. Attacks such as overload, communication disruption, and passive traffic observation may
influence reachability, latency, packet loss, recovery time, traffic visibility, or the ability to maintain
stable operation [6]. Recent research also highlights energy-related behaviour as a relevant indicator of
device stress in resource-limited systems [7]. However, the empirical visibility of such dimensions de-
pends on the target. Instrumented reference nodes can provide deeper runtime and measurement out-
put, while externally supplied devices often only can be observed through communication behaviour
and generated evidence artefacts.

Although efforts are being made to create more realistic [oT security test environments, important lim-
itations remain. Some testbeds depend on specialised equipment, while others rely on abstractions that
do not fully reflect physical device behaviour [5], [8]. Modern standards and recent research increas-
ingly emphasise the importance of structured evaluation when assessing security risks in IoT systems,
particularly for resource-constrained devices [9], [10].

Against this background, there is a need for a hardware-based, automated, and evidence-oriented test
environment that can execute realistic attack scenarios on real devices while collecting traceable and
repeatable measurements. Such an environment can help reduce the gap between abstract security
evaluation methods and the practical behaviour of physical [oT systems. This research gap forms the
basis of the present thesis, which focuses on the development, implementation, and evaluation of At-
tackLab as a general test environment for [oT security assessment.

The practical relevance of the problem was reinforced through collaboration with Sigma and authorised
testing against the SmartSpa product. In this thesis, SmartSpa is treated as an industrially relevant ap-
plication context used to examine whether the AttackLab approach can be transferred from controlled
reference nodes to a connected product. The SmartSpa work is not presented as a complete commer-
cial product audit or certification. It is instead used to strengthen the empirical basis for evaluating
AttackLab as a repeatable and traceable test environment under practical conditions.

1.3 Purpose and research questions

The problem statement shows that [oT security evaluation remains challenging when experiments rely
primarily on simulation-based or weakly documented environments. It also shows that resource-
constrained IoT devices may exhibit timing-related, wireless, and device-level behaviours during cy-
berattacks that are difficult to study without testing real hardware 3], [5], [4]. There is therefore a need
for a more realistic, structured, and repeatable way of evaluating how such devices behave under attack.

The purpose of this study was to develop, implement, and evaluate a hardware-based and automated
test environment for [oT security assessment.

More specifically, the study aimed to enable controlled and repeatable execution of selected Wi-Fi-
based attack scenarios on real devices while systematically collecting data related to communication
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behaviour, traffic observability, operational recovery, and device stability. The final cross-target com-
parison was based on the evidence that could be collected consistently across the reference nodes, the
iPhone target, and SmartSpa.

To fulfil the purpose, three research questions were defined.

Since the purpose of the thesis is to develop, implement, and evaluate a hardware-based test environ-
ment for [oT security assessment, the first research question focuses on the creation of AttackLab as
a functioning experimental platform. This question is relevant because the background shows a need
for more realistic, structured, and evidence-oriented evaluation methods for resource-constrained loT
devices. Before such a method can be evaluated scientifically, the test environment itself must be devel-
oped and implemented in a way that supports controlled scenario execution, repeatable run handling,
and preserved evidence.

RQ1. How can a hardware-based and automated IoT test environment be developed and implemented
to reliably execute and repeat cyberattack scenarios on resource-constrained [oT devices and practical
target systems?

After the environment had been implemented, it was necessary to examine what kind of observable
behaviour the implemented scenarios produced. The second research question is therefore relevant
because the thesis does not only aim to build a test environment, but also to use it to study how real tar-
gets behave during controlled Wi-Fi-based attack scenarios. This question connects the implemented
scenarios to measurable effects such as reachability, traffic observability, and recovery.

RQ2. How do the implemented Wi-Fi-based attack scenarios influence communication behaviour,
traffic observability, and operational recovery across the tested targets under controlled experimental
conditions?

Finally, the thesis also addresses the methodological problem that [oT security evaluations are often
difficult to reproduce or review when experiments are weakly documented or based mainly on sim-
ulation. The third research question is relevant because it examines whether the AttackLab approach
can improve transparency and reproducibility through real-device execution, structured logging, run-
specific evidence, and traceable analysis artefacts.

RQ3. To what extent can a hardware-based test environment improve reproducibility and trans-
parency in [oT security evaluation compared to commonly used simulation-based approaches?

Together, these questions reflect the central aims of the thesis. RQ1 addresses the development and
implementation of the test environment. RQ2 addresses the measurable effects and observations pro-
duced by the implemented Wi-Fi scenarios. RQ3 addresses the methodological value of the approach
in relation to reproducibility, transparency, and the limitations of simulation-based evaluation.

1.4 Scope and limitations

This thesis concerns the development, implementation, and evaluation of AttackLab as a hardware-
based and automated test environment for [oT security assessment. The empirical scope is limited
to implemented Wi-Fi-based scenarios: Wi-Fi reconnect, Wi-Fi DoS/overload, and Wi-Fi eavesdrop-
ping. DoS, or Denial of Service, refers to attacks or test conditions that attempt to reduce or inter-
rupt the availability of a device, service, or communication path. In this thesis, DoS/overload refers
to controlled Wi-Fi-based communication stress used to observe availability loss and recovery under
authorised laboratory conditions. These scenarios were selected as they represent relevant forms of
communication disruption, communication stress, and traffic observability in wireless [oT environ-
ments.
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The study includes two main target categories. The first category consists of five ESP32-based reference
nodes developed and qualified as part of the AttackLab environment. These nodes were instrumented
and could provide structured runtime output and node-level measurement evidence. The second cate-
gory consists of practical target devices observed externally through network behaviour and evidence
artefacts: an iPhone target and Sigma’s SmartSpa product. The iPhone was used as an external con-
sumer reference target. Its role was to evaluate whether the AttackLab workflows could be applied
to a non-instrumented commercial device with different behaviour from the ESP32 reference nodes.
SmartSpa was used as an industrially relevant connected product under authorised test conditions.

The study does not constitute a complete investigation of IoT security. It does not evaluate defensive
mechanisms, intrusion detection systems, encryption methods or predictive security models. It also
does not cover all possible attack categories, all IoT communication technologies or all deployment
environments. Bluetooth-based scenarios, routing attacks, ARP poisoning and broader credential-
focused workflows are outside the main empirical analysis of this thesis.

The study was also limited by its laboratory context. All tests were conducted under controlled and
authorised conditions. This improved repeatability and reduced unwanted variation, but also meant
that the results could not automatically be generalised to large-scale field deployments, long-distance
wireless environments or long-term production operation. The SmartSpa results improve practical
relevance, but should be interpreted as evidence of workflow transferability and observable behaviour
under selected scenarios, not as a complete product-security assessment.

1.5 Contribution of the thesis

The main contribution of this thesis is not the discovery of a new vulnerability. The contribution is the
development, implementation, and evaluation of a hardware-based, automated, and evidence-oriented
test environment for structured IoT attack experimentation.

The thesis makes four specific contributions. First, it establishes a functioning reference-node en-
vironment based on real hardware. Second, it implements automated scenario-level workflows for
Wi-Fi reconnect, Wi-Fi DoS/overload, and Wi-Fi eavesdropping. Third, it combines attack execution
with run-based evidence handling through manifests, logs, summaries, generated analysis artefacts,
and checksum-supported integrity control. Fourth, it evaluates whether the same workflows can be
transferred from controlled reference nodes to practical target devices, including SmartSpa under au-
thorised industrial collaboration conditions.

These contributions are methodological as well as technical. AttackLab is therefore evaluated both
as an implemented system and as a structured approach for producing transparent and reproducible
evidence in IoT security experimentation.

1.6 Disposition

The remainder of this report is structured as follows. Chapter 2 presents the theoretical framework
and reviews relevant research and concepts related to IoT systems, resource constraints, Wi-Fi attack
scenarios, traffic observability, and reproducibility in [oT security evaluation. Chapter 3 presents the
methodological approach and describes how the study was carried out, including the implementation
overview, experimental setup, data collection, data analysis, metric definitions, and considerations re-
lated to validity and reliability.

Chapter 4 presents the results of the study, including the collected empirical material and its analysis
in relation to the research questions. Chapter 5 discusses the results and the chosen methodology in
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relation to previous research, the purpose of the study and the study’s limitations. Finally, Chapter 6
presents the conclusions of the thesis, including practical implications, scientific implications, and sug-
gestions for further research.
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Theoretical framework

The theoretical framework provides the conceptual and scientific foundation for this thesis. It identifies
the central technical and methodological perspectives needed to understand why resource-constrained
IoT devices require specialised forms of security evaluation, why the selected Wi-Fi-based scenarios
are relevant, and why a hardware-based and structured test environment is methodologically justified.

2.1 IoT systems and resource constraints

IoT devices are typically developed to be small, energy-efficient, low-cost, and suitable for distributed
deployment. These characteristics make them useful in many environments, but they also introduce
technical limitations. Compared to conventional computing systems, many [oT devices operate with
restricted processing power, limited memory, reduced storage capacity, and constrained energy avail-
ability. Such limitations affect both functionality and security as they reduce the possibility of imple-
menting resource-demanding protection mechanisms and make the devices more sensitive to overload,
timing disturbances, and unstable operating conditions [1], [2].

The literature emphasises that these constraints are not only internal. IoT behaviour is also shaped
by the surrounding operational environment. Wireless communication is particularly important. [oT
devices often depend on communication conditions that may vary due to interference, access point
distance, signal quality, channel congestion, or unstable local environments. Chernyshev et al. [3] show
that such variability can affect system behaviour even under non-malicious conditions.

This perspective is important for the present thesis as it strengthens the argument that security testing
of IoT systems cannot rely only on idealised assumptions. Sdez-de-Camara et al. [4] reinforce this
point by showing that real microcontroller-based systems may exhibit timing-related and operational
effects that are absent in simulation-based environments. If the aim is to understand how loT devices
behave under cyberattacks, the devices must be studied under conditions where physical constraints
and communication dependencies remain visible.

2.2 Cybersecurity threats in resource-constrained IoT environ-
ments

The security literature describes IoT devices as particularly exposed to attacks that target communica-
tion processes, protocol assumptions, and limited processing resources [6], [2]. This is partly because
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many loT systems prioritise efficiency, connectivity, and low cost over advanced protection mecha-
nisms. It is also because distributed [oT environments often create a broad attack surface with multiple
interacting components.

In resource-constrained [oT environments, communication-related threats are particularly important
because many devices depend on continuous wireless connectivity to provide their intended function.
Disruption-oriented attacks can interfere with this connectivity and make a device temporarily un-
reachable or force it to reconnect. Such behaviour is security-relevant because loss of connectivity
may interrupt monitoring, control, data reporting, or interaction with cloud-based services.

Another important threat category concerns resource exhaustion and overload. Since many embed-
ded IoT devices have limited processing capacity and memory, excessive traffic or repeated requests
can reduce responsiveness or make communication unstable. This type of attack does not necessarily
require full compromise of the device. It can instead exploit the fact that the device or network path is
not designed to handle sustained abnormal load.

Passive observation is also relevant in IoT security. Even when traffic content is encrypted, meta-
data such as packet volume, communication timing, visible protocols, contacted peers, domain-name
lookups, or service-name indicators may reveal information about device behaviour. Passive traffic
analysis can therefore expose communication patterns, dependencies, and service interaction without
directly disrupting the target.

These theoretical categories show that IoT security evaluation should not only focus on whether a
device can be fully compromised. It should also examine whether communication can be disrupted,
whether the device remains stable under abnormal load, and what information can be inferred from
observable traffic patterns.

2.3 Theoretical basis for selected Wi-Fi scenarios

The empirical implementation of this thesis focuses on three Wi-Fi-based scenarios. They were selected
because they represent different but complementary ways of evaluating security-relevant behaviour in
connected devices.

2.3.1 Wi-Fireconnect and disruption behaviour

Wi-Fireconnect scenarios are relevant because many loT devices depend on stable wireless connectiv-
ity. A temporary disruption may expose how quickly a device detects connectivity loss, how it attempts
to reconnect, and how long it takes before externally visible communication becomes stable again. This
is particularly important in resource-constrained environments where reconnection logic may be sim-
ple, slow, or dependent on cloud or application-level state.

From an analytical perspective, reconnect testing is not only about whether a device eventually returns
online. It also concerns the difference between first response and stable recovery. A device may answer
one reachability check before communication has stabilised. For this reason, the thesis treats stable
recovery as a more meaningful indicator than first response alone.

2.3.2 Wi-FiDoS and overload behaviour

Overload-related attacks involve driving communication or processing demand beyond what a device
or network path can handle under normal operating conditions. In practice, this may include exces-
sive incoming traffic, frequent repeated requests, or other forms of communication stress. In a Wi-Fi
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network, connected devices normally communicate through an access point or router that forwards
traffic between the local wireless network and other network destinations. In this thesis, the term
gateway refers to this access point/router role in the local test network, rather than to a separate [oT
gateway product.

According to Khattak et al. [6], such attacks are especially relevant in IoT environments as many em-
bedded devices are not intended for sustained high-load conditions. Wi-Fi-specific DoS research has
also shown that deauthentication-based attacks against IoT-connected devices can interrupt commu-
nication between the device and the local access point or gateway and create observable changes in
wireless communication behaviour [11]. Observable outcomes may include increased latency, packet
loss, unstable communication, degraded responsiveness, and service failure.

In this thesis, Wi-Fi DoS/overload was treated as an implemented scenario that made it possible to eval-
uate communication degradation and recovery. The central analytical question was not only whether
disruption occurred, but also how severe the availability drop was and whether stable communication
returned after the attack load was removed.

2.3.3 Wi-Fi eavesdropping and traffic observability

Wi-Fi eavesdropping is relevant because passive traffic observation can reveal information about de-
vice communication patterns, protocol use, and service interaction. In this thesis, eavesdropping is not
treated as a disruption attack. It is treated as a traffic-observability scenario. The purpose is to evaluate
whether target-related traffic can be captured, structured, and analysed under controlled conditions.
This is particularly relevant when application-layer protocols such as MQTT appear in the captures,
since MQTT is widely used in [oT device-cloud communication and has its own ecosystem of security
challenges [12].

This distinction is important. Reconnect and DoS/overload evaluate changes in reachability and re-
covery. Eavesdropping evaluates what can be observed from traffic captures. The reference-node
eavesdropping runs used induced ping traffic to create observable communication. The iPhone and
SmartSpa runs used naturally occurring background or user/application-driven traffic. This means
that packet volumes are not directly comparable across all target categories, but the scenario remains
useful for analysing traffic structure and protocol visibility.

2.4 Analytical dimensions

The thesis uses three primary analytical dimensions: communication behaviour, traffic observability,
and operational recovery.
2.4.1 Communication behaviour

Communication behaviour is a fundamental dimension in IoT evaluation because connected devices
are expected to exchange data reliably and within acceptable timing constraints. Metrics such as avail-
ability, response time, packet loss, reconnect behaviour, and continuity provide insight into how a
device responds when exposed to disruption or stress [6], [5].

2.4.2 Traffic observability

Traffic observability concerns what can be captured and analysed from device communication. In
an [oT security context, this may include packet counts, protocol distributions, visible peers, service
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indicators, and target-related traffic patterns. Traffic observability is important as passive network
behaviour can reveal how devices communicate even when internal firmware state is unavailable.

2.4.3 Operational recovery and stability

Operational recovery refers to the ability of a target to return to externally visible normal communica-
tion after disruption or attack exposure. Stability concerns whether that recovery persists rather than
appearing only as an isolated response. In this thesis, stable recovery is therefore treated as a stronger
indicator than first response alone. This distinction is particularly important in reconnect scenarios,
where early reachability may occur before the target has fully stabilised.

2.4.4 Power-related measurement capability

Power-related behaviour is relevant in IoT security research because abnormal load or unstable oper-
ation may be reflected in the resource use of constrained devices [7]. The AttackLab reference-node
environment was therefore implemented with measurement components that could support such ob-
servation. However, the final cross-target analysis in this thesis is based on the dimensions that were
available across all target categories: communication behaviour, traffic observability, and operational
recovery.

2.5 Reproducibility, realism, and hardware-based security evalu-
ation

One of the most important methodological themes in the literature is the tension between reproducibil-
ity and realism in [oT security research. Simulation-based environments offer control, efficiency, and
flexibility, but they often simplify the physical and environmental conditions under which real [oT de-
vices operate. Hardware-based environments can capture more realistic behaviour, but they may be
more difficult to standardise and repeat.

Siboni et al. [5] highlight how insufficient control or documentation of wireless conditions can lead to
inconsistent experimental outcomes even when the same nominal attack is repeated. Saez-de-Camara
et al. [4] show that real microcontroller workloads may produce timing effects and operational dynam-
ics that do not appear in simulated testbeds. These findings suggest that realism and reproducibility
should be treated as interdependent requirements.

The theoretical position of this thesis is not that simulation lacks value. Software-based approaches
remain useful for scalability, abstraction, and early exploration. However, when the research interest
concerns how real devices behave under stress, physical experimentation becomes necessary. Attack-
Lab addresses this need by combining real-device experimentation with structured scenario execution,
run-based documentation, and evidence integrity mechanisms.

2.6 Synthesis of the theoretical framework

The literature reviewed in this chapter provides a coherent foundation for the thesis. Research on [oT
systems shows that resource-constrained devices are shaped by limited hardware resources and vari-
able communication conditions. [oT security research shows that communication disruption, over-
load, and traffic exposure can produce observable operational consequences. Methodological research

18



shows that reproducibility remains a major challenge when experiments rely on insufficiently docu-
mented conditions or simulations that do not capture real-device behaviour.

These perspectives justify the focus of the thesis. They support the relevance of a hardware-based test
environment, the selection of Wi-Fi reconnect, Wi-Fi DoS/overload, and Wi-Fi eavesdropping as im-
plemented scenarios, and the use of communication behaviour, traffic observability, and operational
recovery as central analytical dimensions. The framework also explains why the study is concerned not
only with executing attacks, but with producing evidence that can be reviewed, traced, and compared.
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Method and implementation

This chapter describes and justifies the methodological approach used in the thesis. Since the study
aimed both to develop and implement a hardware-based test environment and to examine how se-
lected Wi-Fi-based attack scenarios affected device behaviour, the work was based on a quantitative
and experimental research approach. The study focused on measurable technical phenomena and con-
trolled execution of structured experiments on real hardware.

The thesis can primarily be understood as an experimental study. Its central methodological feature
was that selected attack scenarios were executed on physical devices under controlled laboratory con-
ditions while relevant operational data was collected and analysed. A qualitative approach was not
considered appropriate because the study did not investigate subjective experiences, perceptions, or
interpretations. Instead, it examined technical behaviour that could be documented systematically and
compared across targets, scenarios, and experimental phases.

The practical plan for the work was to create a functioning AttackLab environment rather than only
describe a theoretical testbed. This included building and qualifying five ESP32-based reference nodes,
using a Raspberry Pi as the central orchestration unit, implementing scenario-specific workflows,
defining experimental phases, collecting structured evidence, and generating analysis artefacts from
each run. The implemented scenario set was limited to three Wi-Fi-based scenarios: Wi-Fi reconnect,
Wi-Fi DoS/overload, and Wi-Fi eavesdropping. These scenarios were selected because they repre-
sented three different aspects of [oT security evaluation: communication recovery after disruption,
communication degradation during overload, and traffic observability during passive capture.

The work therefore consisted of both implementation and evaluation. The implementation part con-
cerned the creation of the hardware setup, orchestration logic, run structure, logging routines, sum-
mary files, manifest files, checksum-supported evidence handling, and generated figures. The evalu-
ation part concerned whether this environment could be used to execute the selected scenarios in a
repeatable way and whether the resulting data could support analysis of communication behaviour,
traffic observability, operational recovery, and reproducibility.

It is also important to clarify what was not done within the scope of the thesis. The study did not aim to
perform a complete penetration test, a full product-security audit, or a certification of any target device.
It did not implement every possible IoT attack category, and it did not cover all communication tech-
nologies used by [oT systems. Bluetooth scenarios, routing attacks, ARP poisoning, credential-focused
attacks, and broader adversarial workflows were outside the main empirical analysis. The study also did
not compare AttackLab experimentally against a specific simulator. The comparison with simulation-
based approaches was instead methodological and based on limitations identified in previous research.
In addition, the automation should be understood as scenario-level automation for the implemented
Wi-Fi scenarios, not as complete automation of all possible attack types or future industrial test cases.
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The methodological approach is directly linked to the purpose and research questions. The develop-
ment and implementation of AttackLab is essential for answering RQ1. The controlled experiments
and the selected operational measurements support RQ2. Structured logging, controlled execution
and run-based evidence handling support RQ3, since these choices make it possible to examine repro-
ducibility and transparency.

A hardware-based experimental approach was selected as previous research has shown that software-
only simulations often fail to capture important properties of real [oT systems, including wireless in-
stability, timing-related effects, and variations in device-level behaviour [3], [4]. For this reason, the
thesis uses real devices and structured empirical observation rather than simulated attack outcomes
alone.

Figure 3.1 presents a high-level architectural overview of AttackLab and illustrates how experiment
control, reference nodes, communication paths, data collection, and analysis were connected within
the environment.
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Figure 3.1: High-level architectural overview of AttackLab, showing control, experiment flow, refer-
ence nodes, communication paths, data collection, and analysis/reporting.

3.1 Implementation overview

AttackLab was implemented as a hardware-based and automated test environment for controlled loT
security experimentation. The Raspberry Pi functioned as the central orchestrator. It was used to exe-
cute scenario-specific run commands, control the timing of experimental phases, generate run folders,
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store evidence artefacts, and support post-run analysis. The reference nodes functioned as controlled
[oT targets with structured runtime logging and defined measurement roles.

The implementation consisted of five main parts. The first part was the reference-node layer, which
included five ESP32-based nodes with different hardware roles. The second part was the communica-
tion layer, where Wi-Fi connectivity was used for the implemented attack scenarios. The third part was
the orchestration layer, where scenario-specific scripts controlled execution and evidence gathering.
The fourth part was the logging and evidence layer, which stored logs, manifests, summaries, check-
sums, and generated figures. The fifth part was the analysis layer, where run outputs were interpreted
through scenario-specific metrics and visualisations.

The implemented automation was scenario-level automation. It controlled the experiment structure,
phase timing, logging, capture handling, summary generation, and evidence organisation for the imple-
mented Wi-Fi scenarios. It did not imply complete automation of every possible attack category, every
communication technology, or every future industrial target. This distinction is important because the
thesis evaluates the implemented and validated automation, not the full long-term AttackLab vision.

3.2 Experimental setup

The experimental setup consisted of the AttackLab orchestrator, five reference nodes, and practical
target devices. The reference nodes were used to establish a controlled and instrumented hardware
basis. The iPhone and SmartSpa targets were used to evaluate whether the workflows could be applied
to externally observed practical devices.

Table 3.1 summarises the main experimental components used in the study.

Table 3.1: Main experimental components used in AttackLab.
Component Role in the study Main relevance

Raspberry Pi or- Central experiment con- Executed scenario-specific run
chestrator troller commands, controlled experiment
phases, stored evidence and sup-
ported analysis workflows
Reference nodes Instrumented IoT targets Provided controlled ESP32-based
1-5 test targets with structured runtime
logs and node-specific measurement
roles
iPhone target External consumer refer- Tested  workflow  applicability
ence target against a non-instrumented com-
mercial device observed through
network behaviour
SmartSpa Industrially relevant practi- Tested workflow transferability to an
cal target externally supplied connected prod-
uct under authorised conditions
Wi-Fi network en- Communication medium Supported reconnect, DoS/overload
vironment for implemented scenarios  and eavesdropping experiments un-
der controlled laboratory conditions
Evidence structure Documentation and in- Stored manifests, logs, summaries,
tegrity layer checksums, generated figures and
capture-related artefacts
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Figure 3.2 shows the physical reference-node setup used in the AttackLab environment. The figure
provides a practical overview of the five ESP32-based reference nodes used as controlled IoT targets
in the experiments.

\ v

Figure 3.2: Physical overview of the five AttackLab reference nodes used in the experimental setup.

The five reference nodes were not identical in hardware role. They shared a common purpose as
controlled IoT targets, but they differed in measurement chain and runtime function. Node 1 and
Node 5 represented the baseline-oriented 12C configuration. 12C, or Inter-Integrated Circuit, is a
short-distance serial communication interface commonly used to connect sensors and measurement
components to a microcontroller. Node 2 used a high-current measurement chain. Node 3 included
transient-oriented SPI sampling. SPI, or Serial Peripheral Interface, is another short-distance serial
communication interface that can support faster data transfer between a microcontroller and con-
nected peripheral components. Node 4 included controlled-load behaviour. These differences allowed
the environment to capture more than one narrow device configuration.

Figure 3.3 shows Node 4 as an example of a specialised reference-node configuration. The close-up
illustrates the controlled-load node used to represent a more active hardware role within the reference-
node environment.
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Figure 3.3: Close-up of Node 4 as an example of a specialised controlled-load reference node configu-
ration in the AttackLab environment.

3.3 Scenario structure and execution logic

The empirical work focused on three implemented Wi-Fi-based attack scenarios. Each scenario was
selected because it represented a different experimental perspective on IoT security behaviour: disrup-
tion and recovery, overload impact, and traffic observability. Table 3.2 summarises the scenario logic,
measured outputs and evidence types.
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Table 3.2: Mapping between implemented scenarios, analytical purpose, metrics and evidence types.

Scenario

Analytical purpose

Main metrics or obser-
vations

Main evidence types

Wi-Fi reconnect

Evaluate externally vis-
ible recovery after con-
trolled Wi-Fi disruption

Baseline  availability,
first response, stable
recovery time, reacha-
bility pattern

Run log, summary out-
put, manifest, reacha-
bility timeline, check-
sum output

Wi-Fi Evaluate communi- Baseline availability, at- Run log, summary out-
DoS/over- cation degradation tack availability, avail- put, manifest, reacha-
load and recovery during ability drop, post-attack bility timeline, check-
and after an overload recovery time sum output
condition
Wi-Fi  eaves- Evaluate traffic observ- Total packets, total Capture-related anal-
dropping ability and protocol- bytes, target-related ysis output, summary

level structure during
capture

packets, protocol dis-
tribution, peer/ service

output, Sankey figures,
log, manifest

observations

For reconnect and DoS/overload, the scenario execution followed a phase-based structure. The base-
line phase documented normal reachability before the disturbance or attack. The disruption or attack
phase introduced the selected condition. The recovery or post-attack phase documented whether and
when externally visible communication returned to stable operation. For eavesdropping, the scenario
was structured around capture, post-capture analysis, and evidence gathering rather than disruption
and recovery.

3.4 Metric definitions and scenario status

The study used a small set of scenario-specific metrics. These metrics were calculated from generated
run outputs and used to compare behaviour across targets. The definitions below describe how the
metrics should be interpreted in the report.

Baseline availability refers to the proportion of successful reachability checks during the baseline
phase. It can be expressed as:

successful checks
total checks

Availability ratio = (3.1)

Attack availability refers to the corresponding proportion of successful reachability checks during the
active attack phase in the DoS/overload scenario.

Availability drop describes the decrease in availability between the baseline and attack phase:

Availability drop = baseline availability — attack availability (3.2)

First response refers to the time from the start of the recovery observation phase until the first success-
ful reachability response was observed. This matches the run logic used in the reconnect summaries,
where the recovery timer starts when recovery observation begins rather than at the earlier command
timestamp.
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Stable recovery refers to the time from the start of the recovery or post-attack observation phase
until the target returned to stable externally visible reachability. In the implemented reconnect and
DoS/overload workflows, stable recovery was detected after five consecutive successful reachability
samples. The threshold of five samples was selected as a practical stability criterion: one successful
response may occur even if communication is still unstable, while several consecutive successful re-
sponses reduce the risk of interpreting a temporary response as full recovery. At the same time, the
threshold had to remain short enough to capture recovery within the limited observation window of
each run. The same five-sample criterion was applied consistently across the reconnect and DoS/over-
load runs to make recovery timing comparable between targets.

Target-related packets refers to packets identified by the post-capture analysis as belonging to or being
directly related to the selected target in the eavesdropping scenario.

The internal attack success field in DoS logs is interpreted as an internal scenario-impact counter
generated by the run script. It should not be read as the number of separate attacks performed. The ac-
tual analytical comparison in the report is based on baseline availability, attack availability, availability
drop, and stable recovery time.

The status value used in the result tables should be understood as scenario execution status. It does not
mean that a target passed a security certification. For reconnect, PASS means that the scenario detected
baseline reachability, disruption, and later recovery. For DoS/overload, PASS means that the scenario
detected measurable attack-phase impact and post-attack recovery. For eavesdropping, PASS means
that a valid capture and analysis artefacts were produced. This distinction is important because a PASS
result can indicate that the test successfully observed disruption, not that the target was unaffected by
the scenario.

3.5 Data collection

Data collection was carried out through controlled experiments in a physical test environment. In each
experiment, one selected Wi-Fi-based scenario was executed against one or more targets while struc-
tured evidence was collected. The collected evidence included reachability measurements, runtime
logs, generated summaries, manifests, checksum outputs, capture summaries, and generated analysis
figures.

To address RQ1, data was collected from the implementation and operation of the test environment
itself. This included observations of how the environment was structured, how attack execution was
organised, how experimental phases were defined, and how traceability was supported through system-
atic logging and run-based documentation. The material consisted of implementation documentation,
structured experiment setup information and run-specific evidence such as manifests, logs, summaries,
and repeatable execution routines.

To address RQ2, experimental data was collected from the behaviour of the tested targets during the
implemented scenarios. Communication-related data included reachability, latency-related observa-
tions, availability ratios, disconnect behaviour, and recovery timing. Traffic-observability data in-
cluded capture summaries, packet counts, protocol distributions, and target-related traffic identifi-
cation. Device stability was interpreted through externally visible recovery, absence or presence of
persistent communication failure, and the ability to return to normal reachability after disturbance or
attack exposure.

Power-related measurement capability was part of the wider reference-node environment through
measurement components integrated into the nodes. However, the iPhone and SmartSpa targets were
observed externally and did not provide the same measurement depth as the instrumented reference
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nodes. The final RQ2 analysis therefore focused on communication behaviour, traffic observability,
and operational recovery, which could be evaluated across the full target set.

To address RQ3, the data collection process emphasised repeatability and experimental transparency.
Each experiment was documented using a run-oriented evidence structure. The experiments were
conducted in a controlled laboratory setting where relevant environmental factors, such as equipment
configuration, target selection, and attack execution sequence, were kept as stable as possible. Each
run was documented so that the conditions, execution flow, and resulting evidence could be reviewed
afterwards.

For the Wi-Fi eavesdropping scenario, the traffic conditions differed between target groups. The
reference-node runs used controlled ping traffic to generate sufficient observable communication.
Ping traffic is based on ICMP, or Internet Control Message Protocol, which is commonly used to
test whether a device is reachable on a network. The iPhone runs did not use added ping traffic and
therefore reflected either passive background traffic or active user-generated traffic. The SmartSpa
eavesdropping runs also did not use ping traffic. They were conducted in passive mode and active
application-use mode, which means that the captured SmartSpa traffic represents naturally occurring
device- and application-related communication rather than induced ICMP reachability traffic.

3.6 Data analysis

The collected data was analysed using a quantitative and comparative approach. The purpose was to
determine how the tested targets behaved under the implemented scenarios and to evaluate whether
the hardware-based environment enabled structured, reproducible, and transparent security testing.

To address RQ1, the analysis focused on the functionality and methodological usefulness of the im-
plemented environment. This involved assessing whether AttackLab supported automated scenario
execution, clearly defined experimental phases, structured evidence collection, and traceable run doc-
umentation. The environment was therefore evaluated as a practical methodological instrument rather
than only as a technical prototype.

To address RQ2, the analysis focused on observable effects of the selected Wi-Fi scenarios. Reconnect
and DoS/overload data were compared across baseline, disruption or attack, and recovery phases. For
these scenarios, the comparison was mainly based on externally visible communication metrics, such
as availability, reachability loss, first response, stable recovery time, and availability drop.

Eavesdropping data was analysed differently because the scenario did not measure disruption or recov-
ery. Instead, it was compared through capture validity, packet volume, target-related traffic, protocol-
level structure, and visible peer or service information. The comparison was adapted to the type of
target and scenario by using metrics that were available and meaningful for each target category. The
ESP32 reference nodes could provide more controlled and instrumented behaviour, while the iPhone
and SmartSpa were non-instrumented practical targets and were therefore evaluated mainly through
externally observable network behaviour and generated evidence artefacts. In addition, the reference-
node eavesdropping runs used induced ping traffic, whereas the iPhone and SmartSpa runs used natural
background or application-driven traffic. Packet volumes were therefore not treated as directly equiv-
alent across all targets; instead, they were interpreted in relation to the traffic conditions under which
each run was performed.

To address RQ3, the analysis examined reproducibility and transparency as methodological qualities.
The analysis considered whether the environment produced structured and sufficiently comparable
observations, and whether the documentation and evidence model made it possible to trace how each
experiment had been conducted. The comparison with simulation-based approaches was methodolog-
ical and literature-based. The study did not include a direct experimental comparison with a specific
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simulator. Instead, it compared AttackLab’s physical execution, evidence traceability, and real-device
observation against limitations identified in previous research on simulation-based and weakly docu-
mented [oT security evaluation.

3.7 Validity and reliability

Validity and reliability were treated as central methodological requirements throughout the study.
Since the thesis evaluated both device behaviour and the usefulness of a hardware-based test envi-
ronment, it was essential that the method captured the intended phenomena and that the results could
be reviewed under comparable conditions.

3.7.1 Internal validity

Internal validity concerns whether the observed effects can reasonably be connected to the imple-
mented scenario rather than to unrelated variation. This was addressed by using a phase-based ex-
periment structure. Baseline observations were collected before disruption or attack exposure, and
recovery observations were collected after the disruption or attack ended. This made it possible to
compare behaviour across the experimental sequence. However, wireless environments always con-
tain some variation, and the study cannot eliminate every possible external influence.

3.7.2 Construct validity

Construct validity concerns whether the selected metrics represent the concepts they are used to eval-
uate. Reachability and availability ratios are useful indicators of externally visible communication be-
haviour, but they do not provide complete knowledge of internal firmware state. Similarly, stable re-
covery describes externally visible recovery, not necessarily full internal product recovery. The report
therefore avoids claiming more than the evidence can support.

3.7.3 External validity

External validity concerns whether the results can be generalised beyond the studied setting. The use
of real hardware strengthens practical relevance, and SmartSpa adds an industrially relevant applica-
tion context. However, all experiments were conducted in a controlled laboratory environment. The
results should therefore not be generalised directly to all IoT devices, all wireless environments, or all
production deployments.

3.7.4 Reliability

Reliability was strengthened through structured routines, automated scenario execution, and system-
atic documentation. Run-specific manifests, logs, summaries, and generated figures made it possible to
review the experimental process after execution. The checksum files supported evidence integrity by
enabling later comparison between the stored checksum values and the generated artefacts. In this way,
it became possible to verify whether evidence files had remained unchanged after a run. This increased
trust in the relation between executed scenarios, preserved evidence, and later analysis.
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3.7.5 Reproducibility

Reproducibility was supported through scenario-specific run commands, defined phases, documented
target information, and preserved evidence artefacts. Another evaluator should be able to understand
how each run was executed and what evidence was generated. At the same time, exact reproduction
may still be affected by hardware condition, wireless environment, target firmware, and local network
configuration. Reproducibility should therefore be understood as structured and reviewable repeata-
bility under comparable conditions, not as a guarantee of identical measurements in every environ-
ment.

3.8 Ethical, societal and practical considerations

Several considerations were relevant to this study, particularly scientific, ethical, practical, and societal
considerations.

From a scientific perspective, the main consideration was the balance between realism and control.
The study aimed to evaluate [oT security using real hardware, which increased realism compared to
simulation-based approaches. At the same time, the experiments had to be sufficiently controlled to
allow comparison and retrospective review. This balance influenced the choice of a laboratory-based
setup, defined scenario workflows, and clearly separated experimental phases.

From an ethical perspective, the study was structured to avoid harm to external systems, individuals,
and organisations. All experiments were conducted in an isolated and controlled environment using
only project-related devices and authorised test conditions. The SmartSpa tests were included only
as authorised practical validation within the project context. No attack execution targeted unrelated
external production systems.

It is also important to distinguish the implemented Wi-Fi disruption and overload scenarios from
radio-frequency jamming. Wi-Fi jamming involves intentional radio interference and is not part of
the implemented AttackLab experiments. In Sweden, jamming devices are prohibited to possess and
may lead to fines or imprisonment. The implemented Wi-Fi reconnect and DoS/overload scenarios
were therefore carried out without radio-frequency jamming equipment. The tests were limited to con-
trolled and authorised network-level disruption, overload, capture, and recovery observation within
the isolated laboratory environment.

The eavesdropping scenario required particular ethical care. The purpose of the scenario was to evalu-
ate traffic observability and protocol-level structure, not to intrude on private communication or col-
lect unrelated personal content. The analysis focused on capture validity, protocol distribution, target-
related packet counts, and traffic structure. The scenario was carried out only under controlled and
authorised conditions. This limitation is important because passive capture methods can be misused if
applied outside an authorised setting.

The study also has societal relevance. loT devices are increasingly used in environments where disrup-
tions or security weaknesses may affect people, organisations and infrastructure. More reproducible
and transparent testing can support safer engineering decisions, clearer stakeholder communication,
and more responsible deployment of connected systems. Structured evidence also helps organisations
review what was tested, under what conditions, and with what observed effects.

Economic and sustainability aspects are also relevant. Early identification of operational weaknesses
can reduce later troubleshooting costs and limit the risk of expensive failures after deployment. Stable
and better-tested IoT systems may also reduce unnecessary replacement of devices. At the same time,
hardware-based experimentation requires physical equipment, time, and energy. Responsible use of
such environments therefore requires a clear test purpose, controlled execution, and careful documen-
tation.
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Results

This chapter presents the results of the study. In accordance with the methodological approach de-
scribed in Chapter 3, the results are presented in two parts. First, the collected empirical material is
presented in an objective and structured manner. Second, the material is analysed in relation to the
research questions and the purpose of the study.

The collected result material consists of implementation evidence, reference-node qualification mate-
rial, and scenario-specific outputs from the implemented Wi-Fi reconnect, Wi-Fi DoS/overload, and
Wi-Fi eavesdropping scenarios. The material is presented below through tables, selected figures, and
references to the external evidence package.

4.1 Presentation of collected data

The empirical material consisted of implementation-related documentation, hardware verification ma-
terial, circuit documentation, structured runtime logs from the five reference nodes, and experimental
logs and analysis artefacts from the implemented Wi-Fi-based scenarios. Together, these materials
formed the empirical basis for the evaluation of AttackLab as a hardware-based test environment for
[oT security assessment.

A central result was the establishment of five reference nodes within the AttackLab environment. These
nodes represented different operational configurations and measurement roles and were used as con-
trolled experimental targets. The material showed that the environment supported structured logging,
repeatable node-level execution, and traceable observation under controlled laboratory conditions.

The implementation-related material included documentation of node structure, experiment logic, log-
ging behaviour, and evidence organisation. It also included circuit schematics for all reference nodes, as
well as material related to experiment phases, run handling, manifest generation, checksum generation,
and traceable evidence packaging. Since Node 1 and Node 5 shared the same hardware configuration,
one representative schematic is presented in the main text, while the full set of node schematics is pro-
vided in the external evidence package described in the appendices.

At the hardware and firmware level, the material included qualification-related and stability-oriented
runtime logs from all five reference nodes. These logs showed recurring measurement behaviour,
boot information, metadata visibility, sensor readout, and structured row-based output. Across the
node qualification material, the nodes exhibited stable and traceable runtime behaviour that supported
their use as operational reference devices. Figure 4.1 shows a representative circuit schematic for the
baseline-oriented reference node configuration used in Node 1 and Node 5.
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Figure 4.1: Representative circuit schematic for the baseline-oriented reference node configuration
used in Node 1 and Node 5.

While the reference nodes shared a common overall measurement philosophy, they differed in their
measurement chains and runtime roles. The complete set of circuit schematics is provided in the ex-
ternal evidence package described in the appendices. Table 4.1 summarises the five reference nodes,
their primary roles, interface structures and qualification status within the AttackLab environment.

The component names in Table 4.1 refer to the main hardware modules used in each reference node.
ESP32 is the microcontroller platform used as the programmable IoT device. INA260 is a current,
voltage and power measurement sensor, while TMP117 is a temperature sensor. ACS712 is a current
sensor used in the high-current measurement chain, ADS1115 is an analogue-to-digital converter, and
MCP3208 is an SPI-based analogue-to-digital converter. TC4427A is a gate driver and IRLZ44 is a
MOSFET used in the controlled-load node. I2C and SPI are communication interfaces used between
the ESP32 and the connected measurement components.

Table 4.1: Summary of the five reference nodes, their primary roles, interface structures and qualifica-
tion status within the AttackLab environment.

Node Primary role Main components Interfaces Status
Node 1 Baseline 12C ESP32,INA260, TMP117 12C Passed
Node 2 High-current ESP32, INA260, TMP117, I12C, analogue Passed
chain ACS712,ADS1115 measurement
chain
Node 3 Transient SPI ESP32, INA260, TMP117, I2C, SPI Passed

ACS712, MCP3208

Node 4 Controlled load ESP32, INA260, TMP117, 12C, digital Passed
TC4427A, IRLZ44 control

Node 5 Fleet/control ESP32, INA260, TMP117 12C Passed

Table 4.1 shows that all reference nodes reached operational qualification status. The table documents
the reference-node status before the attack-oriented scenario results are presented.

32



Figure 4.2 presents an example of structured qualification-oriented serial log output from Node 1.

I (27979) NODE1_BASELINE_I2C: ---

W (28979) NODE1_BASELINE_I2C: Wi-Fi: disconnected, IP=0.0.8.8

W (28979) NODE1_BASELINE_I2C: BLE: advertising inactive, name=disabled

I (28979) NODE1 BASELINE I2C: TMP117: 22.20 C

I (28979) NODE1_BASELINE_I2C: INA26@: V=4.749 V, I=1.1687 A, P=5.560 W

ROW, 28503, nodel_baseline_i2c,nedel_baseline_v6_csv_wroom32_wifi_only_ serialctrl,baseline,1,0,0.9.0.0,0,disabled,1,1,22.20,1,1,0x40,4.749,1.1687,5.560
I (28999) NODE1_BASELINE_I2C: ---

W (29999) NODE1l_BASELINE_I2C: Wi-Fi: disconnected, IP=8.0.08.0

W (29999) NODE1_BASELINE I2C: BLE: advertising inactive, name=disabled

I (29999) NODE1_BASELINE_I2C: TMP117: 22.20 C

I (29999) NODE1_BASELINE_I2C: INA26@: V=4.749 V, I=1.1675 A, P=5.540 W

ROW, 29523, nodel_baseline i2c,nodel_baseline_v6_csv_wroom32 wifi only_serialctrl,baseline,1,0,0.0.0.0,8,disabled,1,1,22.20,1,1,0x40,4.749,1.1675,5.548
I (30019) NODE1_BASELINE_I2C: ---

W (31029) NODE1l BASELIME I2C: Wi-Fi: disconnected, IP=@.0.0.@

W (31829) NODE1_BASELINE_I2C: BLE: advertising inactive, name=disabled

I (31029) NODE1_BASELINE_I2C: TMP117: 22.20 C

I (31829) NODE1_BASELINE_I2C: INA26@: V=4.749 V, I=1.1675 A, P=5.540 W

ROW, 30553, nodel_baseline_i2c,nodel_baseline_v6_csv_wroom32_wifi_only_ serialctrl,baseline,1,0,0.8.0.0,0,disabled,1,1,22.20,1,1,0x46,4.749,1.1675,5.548
I (31049) NODE1 BASELINE I2C: ---

Figure 4.2: Example serial log output from Node 1 during qualification-oriented runtime observation.

Additional qualification and stability log excerpts from all five reference nodes are provided in the
external evidence package described in the appendices.

In addition to node qualification material, the empirical material included experimental results from
the implemented Wi-Fi-based scenarios. For Wi-Fi reconnect, material was collected from all five ref-
erence nodes, the iPhone target, and SmartSpa. For Wi-Fi DoS/overload, material was collected from
the same target set. For Wi-Fi eavesdropping, material was collected from the five reference nodes,
two iPhone runs representing passive and active usage conditions, and two SmartSpa runs represent-
ing passive device communication and active application interaction.

Additional attack logs, summary outputs, manifest excerpts, checksum material, and generated figures
are provided in the external evidence package described in the appendices. The repository contains
supporting evidence for the reference-node runs, the iPhone target runs, and the SmartSpa-specific
runs.

Table 4.2: Implemented Wi-Fi-based scenarios included in the empirical material.

Scenario Target set Trans-  Execution Logged phases Scenario
port form status
Wi-Fireconnect Node 1-5, iPhone, Wi-Fi Automated Baseline, disrup- Imple-
SmartSpa scripted exe- tion, recovery mented
cution
Wi-Fi DoS/over- Node 1-5, iPhone, Wi-Fi Automated Baseline, attack, Imple-
load SmartSpa scripted exe- recovery/post- mented
cution attack  observa-
tion
Wi-Fi eavesdrop- Node 1-5,iPhone pas- Wi-Fi Automated Capture, analysis, Imple-
ping sive/active, SmartSpa scripted cap- evidence gather- mented
passive/active app ture and ing
analysis

Table 4.2 shows the implemented empirical scope of the thesis. The table also clarifies that all final
attack-oriented results are Wi-Fi-based.

4.1.1 Wi-Fireconnect results

The implemented Wi-Fi reconnect scenario was executed against the five reference nodes, the iPhone
target, and SmartSpa. The scenario execution status was PASS across all tested targets. In this context,
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PASS means that the scenario detected baseline reachability, disruption, and later recovery. It does not
mean that the target passed a complete security assessment.
Baseline communication remained fully available for Node 1, Node 2, Node 3, Node 5, the iPhone,

and SmartSpa. Node 4 showed one failed baseline reachability sample and therefore a slightly lower
baseline availability ratio. A clear disconnect was observed during the disruption phase in all runs, and

reconnect was observed in every case.

The recorded reconnect data included baseline availability, baseline average latency, first response time,
stable recovery time, and scenario execution status. Node 3 had a stable recovery time of 9.061 seconds.
Node 5 had a stable recovery time of 23.944 seconds. SmartSpa had a first response time of 16.085
seconds and a stable recovery time of 20.176 seconds. Table 4.3 summarises the reconnect results.

Table 4.3: Summary of Wi-Fi reconnect results across tested targets.

Target Baseline Baseline average First response Stable recovery Sce-
availability latency (ms) (s) (s) nario
status
Node 1 1.0 21.5107 12.021 16.089 PASS
Node 2 1.0 19.3627 12.024 16.109 PASS
Node 3 1.0 22.1320 4.466 9.061 PASS
Node 4 0.9333 30.0279 12.027 16.101 PASS
Node 5 1.0 21.4800 2.235 23.944 PASS
iPhone 1.0 20.3627 12.016 16.421 PASS
SmartSpa 1.0 21.1420 16.085 20.176 PASS

Table 4.3 presents both first response time and stable recovery time because both values were recorded

by the scenario workflow.
Figure 4.3 shows the latency timeline for Node 3. Figure 4.4 shows the reachability pattern for Node 5.
Figure 4.5 shows the reconnect pattern for the iPhone target. Figure 4.6 shows the SmartSpa reconnect

behaviour.
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Figure 4.3: Wi-Fi reconnect latency timeline for Node 3, showing baseline latency, disconnect during

the disruption phase and recovery after the disruption ended.
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Figure 4.4: Wi-Fi reconnect reachability timeline for Node 5, showing an early response followed by
alternating reachable and unreachable states before stable recovery.
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Figure 4.5: Wi-Fi reconnect reachability timeline for the iPhone target, showing baseline reachability,
disruption and recovery.
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Figure 4.6: Wi-Fireconnect reachability timeline for SmartSpa, showing baseline communication, dis-
ruption and stable recovery after 20.176 seconds.

4.1.2 'Wi-FiDoS/overload results

The Wi-Fi DoS/overload scenario was executed against the five reference nodes, the iPhone target,
and SmartSpa. The scenario execution status was PASS across all tested targets. In this context, PASS
means that the scenario detected measurable attack-phase impact and post-attack recovery according
to the implemented scenario criteria.

Baseline availability was 1.0 for all tested targets before the attack phase. During the attack phase,
Node 2, Node 3, Node 4, Node 5, the iPhone, and SmartSpa had an attack availability value of 0.0.
Node 1 had an attack availability value of 0.1.

Stable recovery was recorded for all tested targets after the attack phase. The recorded stable recovery
times were 4.484 seconds for Node 1, 4.376 seconds for Node 2, 4.078 seconds for Node 3, 4.073
seconds for Node 4, 4.379 seconds for Node 5, 4.151 seconds for the iPhone, and 4.375 seconds for
SmartSpa. Table 4.4 summarises the Wi-Fi DoS/overload results.

Table 4.4: Summary of Wi-Fi DoS/overload results across tested targets.

Target Baseline Attack avail- Availability  Stable recovery Scenario
availability ability drop (s) status
Node 1 1.0 0.1 0.9 4.484 PASS
Node 2 1.0 0.0 1.0 4.376 PASS
Node 3 1.0 0.0 1.0 4.078 PASS
Node 4 1.0 0.0 1.0 4.073 PASS
Node 5 1.0 0.0 1.0 4.379 PASS
iPhone 1.0 0.0 1.0 4.151 PASS
SmartSpa 1.0 0.0 1.0 4.375 PASS

Table 4.4 presents the recorded baseline availability, attack availability, availability drop, stable recov-
ery time and scenario status for each tested target.

Figure 4.7 shows summary-oriented output for Node 1. Figure 4.8 shows a representative reachabil-
ity timeline for Node 4. Figure 4.9 shows the corresponding DoS behaviour for the iPhone target.

Figure 4.10 shows the SmartSpa DoS reachability timeline.

36



Wi-Fi DoS - Summary Metrics

4 4

3 4

2 4

l -

0 - T

A A0 i) A as
N Ly (B oy 1Y (@ on
g - SN - S B oy Y0P 8} 5
2@ ‘ aval v gae _\a.,o\\\t‘i - " ecoV®
Qe aAect- alt- ave e 0
2% < @ Hone-
vﬁ -

Figure 4.7: Wi-Fi DoS/overload summary output for Node 1, showing baseline availability, attack-
phase degradation and post-attack recovery.
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Figure 4.8: Wi-Fi DoS/overload reachability timeline for Node 4, showing communication loss during
the active attack phase and recovery after the attack load stopped.
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Figure 4.9: Wi-Fi DoS/overload reachability timeline for the iPhone target, showing baseline reacha-
bility, attack-phase communication loss and post-attack recovery.
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Figure 4.10: Wi-Fi DoS/overload reachability timeline for SmartSpa, showing baseline availability,
attack-phase communication loss and stable post-attack recovery after 4.375 seconds.

4.1.3 Wi-Fi eavesdropping results

The Wi-Fi eavesdropping scenario was executed against the five reference nodes, in two separate runs
against the iPhone target, and in two separate runs against SmartSpa. The SmartSpa runs consisted
of one passive run and one active application-use run. The scenario execution status was PASS for
all eavesdropping runs. In this context, PASS means that a valid capture and analysis artefacts were

produced.

A methodological difference between the eavesdropping runs was that the reference-node scenar-
ios included controlled ping traffic to generate observable communication, whereas the iPhone and
SmartSpa scenarios were conducted without added ping traffic. The node-based eavesdropping results
therefore reflect induced traffic under controlled conditions. The iPhone and SmartSpa results reflect
natural background communication or user/application-driven traffic.

Across the reference-node runs, the captures showed that target-related traffic could be isolated and
structured even when the traffic basis was limited. Node 1, Node 2, and Node 3 produced richer named
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traffic than Node 4 and Node 5. Node 4 and Node 5 exhibited simpler and more concentrated protocol
distributions. In contrast, the iPhone runs produced richer traffic patterns, particularly when the device
was actively used.

The SmartSpa eavesdropping results contained a smaller number of packets than the active iPhone run.
The passive SmartSpa run captured 10 packets and 741 bytes in total, with 10 target-related packets
and a protocol distribution consisting mainly of MQTT, TCP, and ARP. MQTT is an application-layer
messaging protocol commonly used in [oT communication, TCP is a transport-layer protocol used to
establish reliable communication between endpoints, and ARP is a local network protocol used to re-
solve IP addresses to hardware addresses. The active application-use SmartSpa run captured 25 packets
and 3.33 KB in total, with 23 target-related packets and a protocol distribution including MQTT, TCP,
ARP, and EAPOL. EAPOL is related to Wi-Fi authentication and key exchange. The active application-
use SmartSpa run therefore had higher recorded packet count, byte count and target-related packet
count than the passive SmartSpa run. Table 4.5 summarises the eavesdropping results.

Table 4.5: Summary of Wi-Fi eavesdropping results across tested targets.

Target Traffic basis Capture/analy-  General observed profile Sce-
sis result nario
status
Node 1 Induced ping Valid capture Structured target-related PASS
traffic and analysis traffic ~with analysable
artefacts protocol and peer patterns
Node 2 Induced ping Valid capture Richer named traffic with PASS
traffic and analysis identifiable peers, DNS and
artefacts SNI information
Node 3 Induced ping Valid capture Compact mixed-protocol PASS
traffic and analysis traffic with clear peer and
artefacts protocol structure
Node 4 Induced ping Valid capture Simple traffic profile dom- PASS
traffic and analysis inated by ICMP, ARP and
artefacts limited service traffic
Node 5 Induced ping Valid capture Concentrated traffic profile PASS
traffic and analysis dominated by ICMP and
artefacts ARP
iPhone pas- Natural back- Valid capture Background Apple-related PASS
sive ground traffic  and analysis traffic with multiple pro-
artefacts tocols and cloud/service
peers
iPhone ac- Natural user- Valid capture Rich consumer traffic with PASS
tive driven traffic and analysis higher packet volume and
artefacts more diverse peers and ser-
vices
SmartSpa Natural back- Valid capture Compact device traffic PASS
passive ground traffic, and analysis dominated by MQTT and
no ping artefacts TCP, with one ARP-related
observation
SmartSpa Natural Valid  capture Increased SmartSpa traffic PASS
active app application- and analysis volume with MQTT, TCP,
driven traffic, artefacts ARP and EAPOL visible
no ping during app interaction
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Table 4.5 presents the traffic basis, capture result, observed profile and scenario status for each eaves-
dropping run.

Table 4.6 provides a more detailed comparison of the two SmartSpa eavesdropping runs.

Table 4.6: Detailed comparison of SmartSpa Wi-Fi eavesdropping runs.

Run type Total packets Total bytes Target- Main observed proto- Scenario
related cols status
packets

SmartSpa pas- 10 741 B 10 MQTT, TCP, ARP PASS

sive

SmartSpa active 25 3.33KB 23 MQTT, TCP, ARP, PASS

app EAPOL

Table 4.6 presents the recorded packet count, byte count, target-related packet count and observed
protocols for the passive and active SmartSpa eavesdropping runs.

Before the Sankey figures are presented, the main network terms used in the diagrams should be clar-
ified. IP, or Internet Protocol, refers to network-layer traffic between devices and endpoints. In the
figures, IP traffic represents general communication where no more specific named service category
is shown. ARP, or Address Resolution Protocol, is used inside a local network to map an IP address
to a hardware address. ARP traffic therefore represents local network address resolution rather than
application-level communication. DNS, or Domain Name System, is used to translate domain names
into IP addresses. DNS named traffic therefore shows cases where domain-name lookups were visi-
ble in the capture. SNI, or Server Name Indication, is part of the TLS handshake and can reveal the
requested service name before the encrypted communication continues. SNI named traffic can there-
fore provide service-level information even when the application content itself is encrypted.

Figure 4.11 shows the updated Sankey view for Node 4. The figure uses a sender—protocol-destination
structure and therefore shows more than only protocol counts. The main observed traffic was induced
ICMP communication between the gateway/access point and Node 4, while smaller ARP and mDNS
flows represented local network support traffic.
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Figure 4.11: Wi-Fi eavesdropping Sankey view for Node 4, showing the main observed communication
paths through the levels sender, protocol and destination. The induced traffic profile was dominated
by ICMP communication between the gateway/access point and Node 4, with smaller ARP and mDNS

flows also visible.

Figure 4.12 shows the updated overview Sankey for the passive iPhone run. The figure separates general
IP traffic from DNS named traffic, SNI named traffic and ARP. This makes it possible to distinguish
ordinary endpoint communication from name-resolution traffic, service-name observations and local

network resolution.
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Figure 4.12: Wi-Fi eavesdropping overview Sankey for the passive iPhone run, showing the flow from
the iPhone target to traffic categories and then to destination or service-related observations. The
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figure illustrates background traffic captured without induced ping traffic or active application use.

Figure 4.13 shows the updated overview Sankey for the active iPhone run. Compared with the passive
run, the active run produced a richer traffic profile because web services and applications were actively
used during the capture. The figure therefore shows both higher IP traffic volume and more visible

service-related metadata.
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Figure 4.13: Wi-Fi eavesdropping overview Sankey for the active iPhone run, showing the flow from
the iPhone target to traffic categories and then to destination or service-related observations. The
figure illustrates richer traffic generated while web services and applications were actively used.

Figure 4.14 shows the updated overview Sankey for the passive SmartSpa run. The passive run was
captured without induced ping traffic and therefore represents naturally occurring SmartSpa commu-
nication under the tested condition. The observed traffic mainly consisted of IP traffic towards an
external MQTT-related endpoint, together with a smaller ARP flow used for local network address
resolution.
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Figure 4.14: Wi-Fi eavesdropping overview Sankey for the passive SmartSpa run, showing the flow
from the SmartSpa target to traffic categories and then to destination or service-related observations.
The figure shows naturally occurring SmartSpa traffic captured without induced ping traffic, domi-
nated by IP traffic towards an external MQTT-related endpoint together with limited ARP traffic.

Figure 4.15 shows the updated Sankey view for the active SmartSpa application-use run. In this run,
user interaction with the application increased the amount and variety of observable SmartSpa-related
traffic. The figure shows MQTT communication, TCP transport or control traffic, ARP local address
resolution and EAPOL traffic related to Wi-Fi authentication or key exchange.
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Figure 4.15: Wi-Fi eavesdropping Sankey view for the active SmartSpa application-use run, show-
ing observed SmartSpa traffic by protocol and actual destination. MQTT traffic from SmartSpa
(10.42.0.97) was observed toward the external endpoint 135.225.131.110 using TCP port 1883.
TCP control traffic to the same endpoint, local ARP address resolution and EAPOL Wi-Fi
authentication/key-exchange traffic are shown separately. Values represent captured frame bytes.

4.2 Data analysis

The collected data showed that AttackLab functioned as a hardware-based and structured environment
for controlled IoT experimentation. The analysis was therefore carried out on two levels. The first
level concerned whether the implemented environment supported repeatable execution and traceable
evidence generation. The second level concerned what the implemented Wi-Fi scenarios revealed about
target behaviour.

In relation to RQ1, the results showed that the environment had been developed and implemented to
support automated scenario execution, repeatable node-level operation, structured logging, run-based
documentation, and evidence-oriented output generation. This was visible in the consistent use of
scenario-specific workflows, defined phases, generated summaries, manifests, checksums and analysis
figures. AttackLab therefore functioned as an operational experimental environment rather than only
as a conceptual proposal.

A second analytical result was that the reference-node environment produced differentiated behaviour
depending on node type, measurement chain, and operating condition. The five qualified nodes exhib-
ited distinguishable runtime patterns, including differences in measurement behaviour, calibration-
related states, controlled-load behaviour, and transient-oriented sampling behaviour. This demon-
strated that the environment could capture device-specific and configuration-specific operational be-
haviour before practical target testing was added.

In relation to RQ2, the collected material showed that AttackLab could capture communication be-
haviour, traffic observability, and operational recovery across the implemented Wi-Fi scenarios. The
reconnect results showed that all tested targets returned to stable externally visible communication,
but not at the same speed or with the same recovery pattern. The DoS/overload results showed that
the implemented load condition caused strong attack-phase availability loss across the target set, fol-
lowed by short post-attack recovery times. The eavesdropping results showed that capture artefacts
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could be produced for all target categories, but that the observed traffic structure depended strongly
on whether traffic was induced or naturally generated.

The results also show why it was necessary to separate scenario execution status from target secu-
rity interpretation. A PASS status in the tables means that the implemented scenario produced the
expected type of evidence, such as disruption and recovery in reconnect and DoS/overload, or valid
capture artefacts in eavesdropping. It does not mean that the target was secure or unaffected. This
distinction strengthens the interpretation of the results because the evaluation concerns the ability of
AttackLab to execute and document scenarios, while the target observations describe behaviour under
those scenarios.

In relation to RQ3, the collected material showed that the environment supported traceability and re-
producibility to a greater extent than aloosely documented ad hoc setup. Each run was linked to struc-
tured metadata, repeatable execution logic, and preserved evidence artefacts. The manifest and check-
sum structure strengthened transparency because the execution context, output material, and evidence
integrity could be reviewed afterwards. This was especially important when comparing reference-node
runs with iPhone and SmartSpa runs, since the targets differed in instrumentation depth and traffic ba-
sis.

The following subsections analyse each implemented Wi-Fi scenario in more detail.

4.2.1 Analysis of Wi-Fi reconnect behaviour

The reconnect results showed that AttackLab could capture both common and target-specific recovery
behaviour. All reconnect runs resulted in scenario execution status PASS, indicating that the envi-
ronment could detect baseline stability, loss of connectivity during the disruption phase, and stable
recovery after the disruption ended.

The data revealed three main recovery patterns. First, Node 3 exhibited the fastest stable recovery,
reaching stable operation after 9.061 seconds. Second, Node 1, Node 2, Node 4, and the iPhone
formed a more consistent group, with stable recovery achieved after approximately 16 seconds. Third,
SmartSpa and Node 5 showed slower or less direct recovery patterns. SmartSpa reached stable recov-
ery after 20.176 seconds, while Node 5 showed an early first response but did not reach stable recovery
until 23.944 seconds.

This distinction is important because it shows that first response and stable recovery are not equivalent.
A target may answer one reachability check without having fully returned to stable communication.
Node 5 is the clearest example of this behaviour, since its first response occurred after 2.235 seconds
but stable recovery was not reached until substantially later. This supports the decision to use stable
recovery, rather than only first response, as the stronger recovery indicator.

The SmartSpa result deserves a cautious interpretation. Its slower externally visible recovery com-
pared with most reference nodes may be caused by several factors that could not be isolated from the
available evidence. Possible explanations include product-specific Wi-Fi reconnection logic, applica-
tion or cloud communication dependencies, internal state handling after connectivity loss, or a longer
sequence before the device again responded consistently on the local network. Since SmartSpa was ex-
ternally observed and not instrumented in the same way as the ESP32 reference nodes, the experiment
cannot determine the internal cause. The result should therefore be interpreted as an externally visible
recovery characteristic rather than as proof of a specific internal implementation mechanism.

The reconnect scenario therefore added more analytical value than a simple online/offline check. It
made it possible to compare recovery speed, distinguish early response from stable recovery, and iden-
tify cases where practical target behaviour differed from the reference-node baseline.
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4.2.2 Analysis of Wi-Fi DoS/overload behaviour

The DoS/overload results showed that AttackLab could capture severe and measurable communication
degradation. All DoS/overload runs resulted in scenario execution status PASS, indicating that the
environment detected attack-related communication disruption and stable recovery after the attack
load was removed.

A common pattern was that all targets exhibited fully available baseline communication and then
showed substantial disruption during the attack phase. For Node 2, Node 3, Node 4, Node 5, the
iPhone and SmartSpa, the attack-phase availability decreased to 0.0. Node 1 retained a small amount
of residual availability during the attack phase, but the decrease from 1.0 to 0.1 still represented a strong
attack effect.

The post-attack recovery times were comparatively close across the target set. SmartSpa recovered
after 4.375 seconds, which placed it close to Node 2 and Node 5 and within the broader recovery in-
terval observed across the dataset. This means that SmartSpa did not show the same slower recovery
tendency in the DoS/overload scenario as it did in the reconnect scenario. The contrast between these
two SmartSpa results is analytically useful: reconnect recovery appears to be more dependent on re-
connect logic and restored network state, while the DoS/overload recovery result mainly shows that
externally visible communication returned quickly after the load condition ended.

These findings show that the DoS/overload scenario provided a basis for comparing both attack impact
and resilience. The attack-phase availability values describe the severity of communication loss, while
the stable recovery values describe whether the targets returned to externally visible operation after
the attack condition stopped.

4.2.3 Analysis of Wi-Fi eavesdropping behaviour

The eavesdropping results showed that AttackLab could capture, preserve, and analyse Wi-Fi trafficin a
structured manner across reference nodes, an external consumer device, and SmartSpa. All eavesdrop-
ping runs resulted in scenario execution status PASS, meaning that valid capture and analysis artefacts
were produced.

The eavesdropping data revealed important methodological differences between target groups. For the
reference nodes, controlled ping traffic was used to ensure that observable communication was present.
For the iPhone and SmartSpa runs, no induced ping traffic was added. The SmartSpa eavesdropping
results should therefore be interpreted as natural communication observations under the tested con-
ditions, not as traffic generated by an artificial ping workload.

The SmartSpa passive run produced a compact traffic profile: 10 packets and 741 bytes in total. The ac-
tive application-use run increased this to 25 packets and 3.33 KB. MQTT was visible in both SmartSpa
runs, indicating application- or service-oriented messaging behaviour. This observation is relevant be-
cause MQTT is a common [oT messaging protocol, and recent MQTT security research emphasises
that MQTT-based ecosystems must be analysed in relation to protocol roles, attack surfaces, and im-
plementation context Laghari et al. [12]. TCP was also present, while ARP represented local network
resolution traffic. EAPOL appeared in the active app run. No DNS or SNI names were found in the
SmartSpa eavesdropping summaries, so those categories could not be used to identify named services
in the selected captures.

The updated SmartSpa active-app Sankey diagram strengthens this part of the analysis because it re-
places a generic destination role with the actual observed endpoint. Instead of only showing “external
MQTT service”, the figure identifies the external MQTT destination as 135.225.131.110 using TCP
port 1883. This makes the traffic-observability result more concrete and more reviewable: the diagram
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now shows not only that MQTT traffic was present, but also where that MQTT traffic was observed
to go in the selected capture.

Analytically, the eavesdropping results show that AttackLab can distinguish between passive and active
usage conditions even when absolute traffic volume is small. They also show that traffic richness de-
pends strongly on target type and usage pattern. The active iPhone run generated far more traffic than
SmartSpa, while SmartSpa generated a compact but still analysable communication pattern. Eaves-
dropping results should therefore be interpreted in relation to test conditions rather than treated as
direct packet-volume benchmarks.

Table 4.7: Summary of observed operational dimensions across node qualification and implemented

Wi-Fi scenarios.

Material/sce- Communication  Traffic observ- Operational Analytical relevance
nario behaviour ability recovery/sta-
bility
Reference node Structured run- Not the pri- Stable recur- Showed that the
qualification time output, mary focus ring operation environment could
connectivity state across qualified capture differenti-
and node-specific nodes ated node behaviour
logging under  controlled
conditions
Wi-Fireconnect Baseline reacha- Not the pri- Recovery after Showed that the
bility, disruption, mary focus controlled environment could
reconnect de- Wi-Fi disrup- compare reconnect
tection, first tion, including behaviour across
response and target-specific ~ reference  nodes,
stable  recovery recovery pat- consumer target
time terns and industrially
relevant product
Wi-Fi Baseline sam- Not the pri- Observed be- Showed that the
DoS/over- pling, attack- mary focus haviour before, environment could
load phase reachabil- during and compare severe
ity degradation, after the active communication
availability drop load phase disruption and re-
and post-attack covery across target
recovery categories
Wi-Fi  eaves- Target-related Structured Capture and Showed that the
dropping communication capture, proto- analysis suc- environment
identification col/peer/ser- ceeded across could compare
where visible vice analysis induced and observability and
and traffic natural traffic traffic-structure
structure conditions differences  across
target type and
usage condition
Structured evi- Run-based meta- Capture and Supported Strengthened
dence model data, logs, sum- generated repeatable traceability, trans-
maries and mani- analysis arte- review of parency and repro-
fest linkage facts preserved experimental ducibility
where relevant  behaviour
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Table 4.7 summarises how the collected evidence supports the main analytical dimensions used in the
final analysis.
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Discussion

This chapter discusses the results of the study in relation to previous research, the purpose of the thesis
and the stated research questions. It also examines the chosen methodological approach, including its
strengths, limitations and implications for validity and reliability.

5.1 Result discussion

The purpose of this thesis was to develop, implement and evaluate a hardware-based test environment
for IoT security assessment, with focus on controlled Wi-Fi-based attack experimentation and trace-
able evidence collection. The study addressed three research questions. RQ1 concerned the develop-
ment and implementation of a hardware-based and automated [oT test environment for reliable and
repeatable execution of cyberattack scenarios on resource-constrained IoT devices and practical tar-
get systems. RQ2 concerned how the implemented Wi-Fi-based attack scenarios influenced commu-
nication behaviour, traffic observability, and operational recovery across the tested targets. RQ3 con-
cerned whether a hardware-based test environment could improve reproducibility and transparency
compared to commonly used simulation-based approaches.

The results support the need for a hardware-based approach because several observations depended
on real-device behaviour rather than on abstract attack definitions. This is consistent with Saez-de-
Cémara et al. [4], who argue that real microcontroller-based systems can exhibit timing-related and
operational effects that may disappear in simulation-based environments. In this thesis, the difference
between first response and stable recovery is an example of such an effect. A simplified simulation or a
single-state model could easily treat a target as recovered after the first successful response, while the
empirical reconnect runs showed that stable recovery could occur later. Node 5 made this especially
visible, and the SmartSpa reconnect result also showed that externally visible product recovery may be
slower than a basic reference-node response pattern.

The reconnect results also relate to the reproducibility concerns discussed by Siboni et al. [5]. Wireless
experiments are sensitive to environmental conditions, and therefore a single observed recovery time
is not enough by itself to support a strong conclusion. AttackLab addressed this issue by using a struc-
tured baseline-disruption-recovery sequence and by preserving run-specific evidence. The contribu-
tion is therefore not that every recovery time will be identical in every future environment, but that the
experiment can be reviewed, repeated under comparable conditions, and interpreted with knowledge
of how the run was executed.

The DoS/overload results confirm the relevance of overload-oriented IoT security evaluation discussed
by Khattak et al. [6]. The implemented load condition produced clear attack-phase availability loss
across the target set, followed by measurable post-attack recovery. This shows that the scenario did
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not only demonstrate that traffic could be generated; it produced a measurable operational effect. At
the same time, the results should not be overinterpreted as a complete assessment of target resilience.
They show behaviour under one controlled overload condition and should be read as scenario-specific
evidence rather than as a general statement about all possible denial-of-service conditions.

The eavesdropping results add a different type of evidence. Unlike reconnect and DoS/overload, the
eavesdropping scenario did not primarily evaluate disruption. It evaluated observability. This distinc-
tion is important because passive traffic capture can reveal protocol use, communication peers, and
service interaction even when no attack impact is visible. The SmartSpa active-app result, especially
after updating the Sankey diagram with the actual endpoint 135.225.131.110, demonstrates this point.
The improved figure makes the observation more concrete by showing not only that MQTT traffic
was present, but that the observed MQTT traffic was directed toward a specific external endpoint us-
ing TCP port 1883.

The SmartSpa results deserve particular reflection. In the reconnect scenario, SmartSpa recovered
more slowly than the iPhone and most reference nodes. In the DoS/overload scenario, however,
SmartSpa recovered within the same general interval as the other tested targets after the load condition
stopped. This contrast suggests that the slower reconnect behaviour may be related to the process of
re-establishing stable connectivity after a network disruption rather than to a general inability to re-
sume communication after stress. Possible contributing factors include product-specific reconnection
logic, interaction with application or cloud communication state, local Wi-Fi association behaviour, or
internal timing before the device again responds consistently. Since the SmartSpa target was externally
observed, the thesis cannot identify the internal cause. The scientifically responsible interpretation is
therefore limited to externally visible behaviour.

The findings also show the value of using both reference nodes and practical targets. The reference
nodes provided controlled and repeatable baseline behaviour, while the iPhone and SmartSpa runs
showed how the same workflows behaved when applied to non-instrumented practical devices. This
combination strengthens the methodological contribution because the environment was not evaluated
only against a device type that had been designed for the test environment.

In relation to RQ3, the results support the argument that AttackLab improves transparency compared
with loosely documented ad hoc testing. A conventional ad hoc test may show that a device can be dis-
rupted or observed, but it often provides limited support for reviewing what was done, what evidence
was produced, and whether the result can be repeated. AttackLab contributes by turning selected [oT
security tests into controlled experiments with documented phases, run-specific artefacts, and compa-
rable metrics. This does not eliminate all threats to reproducibility, especially in wireless environments,
but it makes the experimental process more transparent and easier to audit.

Overall, the results indicate that AttackLab’s main contribution is methodological as much as technical.
The environment does not replace broad security assessment, defensive testing, or long-term field val-
idation. Instead, it provides a structured way to execute selected IoT attack scenarios on real devices
while preserving the evidence needed for later review, comparison, and discussion.

5.2 Method discussion

The chosen method had several strengths in relation to the purpose of the study. A central strength
was the use of a hardware-based experimental approach rather than a simulation-only approach. This
made it possible to study runtime behaviour on real devices and capture effects that would be difficult
to observe in abstract environments.

Another strength was the structured and repeatable experimental logic. The combination of reference
nodes, automated scenario-level workflows, run-based documentation, structured evidence handling,
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and defined experimental phases improved the methodological quality of the study. These choices sup-
ported reliability and transparency.

A further strength was the staged structure of the experimental work. The reference nodes were first
established and stability-tested before attack-oriented experimentation was introduced. This reduced
methodological uncertainty. The later SmartSpa runs then provided an application-oriented validation
step after the reference-node workflows had been established.

The method also had limitations. The experiments were conducted in a controlled laboratory environ-
ment. This was necessary for repeatability, but it limits generalisation to field deployments. Large-scale
wireless ecosystems, long-term operation, and highly variable production environments were outside
the scope.

A second limitation concerned empirical breadth. The implemented scenario set included reconnect,
DoS/overload, and eavesdropping, but it did not cover the full [oT attack landscape. Bluetooth-based
scenarios, routing attacks, ARP poisoning, and broader credential-focused workflows were outside the
main empirical analysis. The study therefore provides stronger support for AttackLab as a methodolog-
ical platform than for broad claims about all IoT attack behaviour.

A third limitation concerned measurement depth. The reference-node environment included mea-
surement components capable of supporting power-related observation. However, the iPhone and
SmartSpa were observed externally and did not provide the same measurement depth as the instru-
mented reference nodes. For this reason, RQ2 focuses on communication behaviour, traffic observ-
ability, and operational recovery rather than on full cross-target power comparison.

A fourth limitation concerned the traffic basis in the eavesdropping scenario. Reference-node runs
used induced ping traffic, while the iPhone and SmartSpa runs used naturally occurring traffic. This
improved practical realism for the external targets, but it limits direct comparison of absolute packet
volumes.

A fifth limitation is the single-researcher perspective. The design choices, implementation decisions,
scenario interpretation, and final analysis were primarily carried out by one thesis author. This may
introduce interpretation bias or limit the diversity of technical judgement used when validating the
environment. Supervisor feedback, opposition feedback, structured evidence artefacts, and external
practical context from the SmartSpa collaboration reduced this limitation, but they do not fully replace
independent expert validation of the test design. Future work would therefore benefit from involving
additional evaluators or domain experts in the review of scenario design, metric thresholds, evidence
interpretation, and target-specific conclusions, particularly if AttackLab is extended toward broader
industrial validation.

Despite these limitations, the method was appropriate for the purpose of the thesis. It provided a real-
istic and structured way of studying real devices, and it created a credible basis for evaluating both the
environment itself and its experimental usefulness.

5.3 Ethical and societal discussion

The thesis involves attack-oriented experimentation, which requires a clear ethical boundary. The
study was carried out under controlled and authorised conditions. It did not target unrelated external
systems. This is essential because techniques such as overload testing and traffic capture can be harmful
or intrusive if used without permission.

The eavesdropping scenario illustrates this responsibility particularly clearly. The purpose was not
to access private content or perform unauthorised surveillance. The purpose was to evaluate traffic
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observability, protocol structure, and evidence handling in a controlled environment. The analysis
therefore focused on technical metadata and protocol-level structure.

From a societal perspective, the work is relevant because [oT systems are increasingly used in contexts
where failures may affect people and organisations. A reproducible and evidence-oriented approach
to security testing can support more responsible engineering decisions. It can also improve commu-
nication between technical developers, industrial stakeholders, and evaluators because the evidence is
preserved in a structured and reviewable way.

The work also has economic and sustainability implications. Early identification of operational weak-
nesses can reduce the cost of later failures, recalls, or emergency troubleshooting. More stable [oT
systems may reduce unnecessary replacement of devices. However, hardware-based testing also con-
sumes resources and requires careful planning. The value of such testing therefore depends on respon-
sible use, clear test goals, and proper documentation.
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Conclusions and further research

This chapter presents the main conclusions of the thesis, together with the practical and scientific im-
plications of the results, and outlines suggestions for further research.

6.1 Conclusions

This thesis addressed the problem that IoT security evaluation often lacks sufficient realism, repro-
ducibility, and methodological transparency when resource-constrained devices are studied primar-
ily through simulation-based or weakly documented approaches. Against this background, the study
aimed to develop, implement, and evaluate AttackLab as a hardware-based and automated test envi-
ronment for controlled IoT security assessment.

6.1.1 Developing AttackLab as a repeatable hardware-based test environment

RQ1 was formulated as follows: “How can a hardware-based and automated [oT test environment
be developed and implemented to reliably execute and repeat cyberattack scenarios on resource-
constrained IoT devices and practical target systems?”

The study showed that such an environment can be developed by combining real reference-node hard-
ware, a Raspberry Pi-based orchestration layer, scenario-specific automation, structured logging, and
run-based evidence handling. AttackLab supported automated execution of the implemented Wi-Fi
scenarios, defined experimental phases, generated summaries, manifests, and analysis artefacts, and
preserved evidence through checksum-supported integrity control. The result is a functioning experi-
mental platform rather than only a conceptual proposal.

6.1.2 Observed effects of the implemented Wi-Fi scenarios

RQ2 was formulated as follows: “How do the implemented Wi-Fi-based attack scenarios influence
communication behaviour, traffic observability, and operational recovery across the tested targets un-
der controlled experimental conditions?”

The reconnect scenario showed that recovery behaviour differed between targets and that first response
and stable recovery should be treated as separate indicators. This was particularly visible for Node 5
and SmartSpa, where stable recovery occurred later than the first externally visible response. The
DoS/overload scenario showed severe communication degradation during the active attack phase, but
also measurable recovery after the load condition was removed. The eavesdropping scenario showed
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that traffic observability varied strongly by target type and usage condition. SmartSpa produced com-
pact but analysable MQTT-oriented traffic, and active application use increased both observable traffic
volume and protocol diversity.

6.1.3 Improving reproducibility and transparency through structured evi-
dence

RQ3 was formulated as follows: “To what extent can a hardware-based test environment improve
reproducibility and transparency in [oT security evaluation compared to commonly used simulation-
based approaches?”

The study showed that AttackLab improved transparency and reproducibility by preserving the execu-
tion context and generated evidence for each run. The use of manifests, logs, summaries, checksums,
and generated figures made the experiments more reviewable than loosely documented ad hoc testing.
Compared to simulation-based approaches discussed in previous research, AttackLab also made it pos-
sible to observe physical device behaviour, wireless disruption effects, and externally visible recovery
patterns on real targets. The comparison is methodological and literature-based rather than a direct
experimental comparison with a specific simulator.

6.1.4 Overall conclusion

The main conclusion is that a structured hardware-based environment for [oT security experimenta-
tion can be established in a way that supports repeatable execution, real-device observation, and trace-
able evidence collection. AttackLab fulfilled the purpose of the thesis within the stated scope and limi-
tations. It contributed both as a practical experimental platform and as a methodological structure for
reproducible [oT security evaluation.

6.2 Practical implications

The practical implications of this study are relevant to engineering practice and applied IoT security
work. A hardware-based and structured test environment such as AttackLab can support evaluation
of IoT devices in a more transparent and repeatable manner than loosely documented ad hoc testing.
This is valuable for engineers and organisations that need to understand how connected devices behave
under abnormal or potentially hostile conditions.

The study also suggests that structured evidence handling and reproducible experimental execution can
improve technical review, troubleshooting, and future verification. Environments such as AttackLab
may support more systematic testing during development, validation, and security-oriented assess-
ment of connected devices.

In the Sigma and SmartSpa context, the value of a structured and reproducible test environment became
particularly clear. Practical stakeholders need evidence that is technically meaningful, traceable, re-
viewable, and possible to communicate across engineering and organisational contexts. The SmartSpa
runs showed that AttackLab could be applied beyond the reference-node environment while preserv-
ing structured evidence gathering and comparable run documentation.
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6.3 Scientific implications

From a scientific perspective, this study contributes to the methodological discussion of how [oT
security can be evaluated more credibly in resource-constrained and hardware-dependent settings.
The thesis supports previous research arguing that simulation-based approaches alone are insufficient
when real-device behaviour, timing-sensitive effects, and operational variability are central to the re-
search problem.

The study also reinforces the analytical relevance of communication behaviour, traffic observability,
and operational recovery as key dimensions in hardware-based [oT security evaluation.

A further scientific implication is that the study demonstrates how reference-node qualification, struc-
tured evidence handling, attack-oriented observation, and practical product-oriented validation can be
combined within the same methodological framework.

6.4 Further research

Several directions for further research follow from this study.

Future work should mainly focus on broadening the number of implemented scenarios, increasing
repeated-run coverage, improving repeated empirical validation, and evaluating the environment in
additional authorised practical contexts.

A first direction is to extend the environment with a broader set of implemented and systematically
compared attack scenarios. This would make it possible to analyse differences between attack cate-
gories more thoroughly.

A second direction is to broaden the experimental scope from single-scenario evaluation to more sys-
tematic repeated-run testing across multiple reference nodes and additional target types. This would
strengthen the empirical basis for statistical comparison.

A third direction is to continue the development of AttackLab in terms of automation, evidence gather-
ing, and comparative analysis. Future work could examine more comprehensive automation of attack
execution, richer visualisation of baseline, disruption, and recovery phases, and expanded support for
structured export to external evaluation systems.

A fourth direction is to strengthen the empirical treatment of power-related measurements in attack
scenarios. Future studies should examine how comparable measurement setups could be established
for both instrumented reference nodes and practical targets, so that power-related behaviour can be
analysed alongside communication and recovery metrics.

A fifth direction is to extend the work from reference-node experimentation to more application-
oriented validation. Controlled and authorised testing against industrially relevant systems could pro-
vide a useful bridge between laboratory-based experimentation and practical IoT security evaluation.

A sixth direction is to broaden the scope of hardware and communication settings. Future studies
could compare different classes of IoT devices, additional wireless technologies, or larger multi-device
constellations.

Finally, future research could explore how a hardware-based environment such as AttackLab may be
combined with complementary approaches such as anomaly detection, predictive analysis, or more
advanced validation-support methods.
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Appendices

The appendices provide a compact overview of the supporting evidence used in this thesis. The com-
plete evidence package is stored externally in a public GitHub repository in order to keep the report
concise while preserving traceability, transparency and reviewability.

The evidence package is available at:
https://github.com/kali22sa/AttackLab-evidence-package

The repository contains supporting material from the implemented AttackLab experiments, including
logs, manifests, summaries, checksums and generated figures. The external evidence package should
be read as supplementary material to the results and analysis presented in Chapter 4 and Chapter 5.

Appendix 1. Evidence package overview

The external evidence package is organised into five main folders. Table 8.1 summarises the repository
structure and explains how each folder supports the thesis.

Table 8.1: Overview of the external AttackLab evidence package.

Repository folder Content and relevance

checksums/ Checksum files used to support evidence integrity by
making later changes in generated artefacts detectable.

figures/ Generated figures and visual evidence, including reach-

ability timelines, summary renderings, Sankey diagrams,
serial-output images and hardware-related figures.

logs/ Text-based run logs from selected Wi-Fi reconnect, Wi-
Fi DoS/overload, and Wi-Fi eavesdropping experiments.
These logs support review of scenario execution and
phase behaviour.

manifests/ Manifest files documenting run configuration, timing pa-
rameters, target information and scenario-specific set-
tings. These files support reproducibility and traceability.

summaries/ Summary outputs containing calculated scenario metrics,
such as availability ratios, recovery times, packet counts
and protocol observations.
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Appendix 2. Reference-node evidence

Reference-node evidence is included in the external repository to support the implementation and
qualification of the five ESP32-based AttackLab reference nodes. This material includes circuit-related
figures, node qualification material, serial-output figures and selected visual documentation of the
hardware setup.

The relevant repository locations are:

- figures/
+ logs/

This material supports the description of the experimental setup in Chapter 3 and the presentation of
collected data in Chapter 4.

Appendix 3. Wi-Fi reconnect evidence

The Wi-Fi reconnect evidence in the repository supports the reconnect results presented in Chapter 4.
The evidence includes selected run logs, summaries, manifests, checksums, and reachability-oriented
figures from reconnect experiments against the reference nodes, the iPhone target and SmartSpa.

The relevant repository locations are:

+ logs/

+ summaries/
» manifests/
+ checksums/

« figures/

Appendix 4. Wi-Fi DoS/overload evidence

The Wi-Fi DoS/overload evidence in the repository supports the DoS/overload results presented in
Chapter 4. The evidence includes selected run logs, summaries, manifests, checksums, and reachability
timelines from experiments against the reference nodes, the iPhone target and SmartSpa.

The relevant repository locations are:

+ logs/

+ summaries/
+ manifests/
+ checksums/

« figures/
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Appendix 5. Wi-Fi eavesdropping evidence

The Wi-Fi eavesdropping evidence in the repository supports the traffic-observability results presented
in Chapter 4. The evidence includes selected logs, summaries, manifests, and generated Sankey-based
traffic figures from eavesdropping runs against the reference nodes, the iPhone target and SmartSpa.

The relevant repository locations are:

« logs/
« summaries/
« manifests/

- figures/

Appendix 6. SmartSpa evidence

SmartSpa-specific evidence is included in the external repository as supplementary material for the au-
thorised practical target tests. The included evidence supports the Wi-Fi reconnect, Wi-Fi DoS/over-
load, and Wi-Fi eavesdropping results presented in the report, including both passive and active
application-use SmartSpa eavesdropping runs.

The SmartSpa evidence should be interpreted as supporting material for evaluating workflow trans-
ferability and observable behaviour under selected authorised test conditions. It is not presented as a
complete product-security audit or certification.

The relevant repository locations are:

+ logs/
o summaries/
« manifests/

« figures/

60


https://github.com/kali22sa/AttackLab-evidence-package/tree/main/logs
https://github.com/kali22sa/AttackLab-evidence-package/tree/main/summaries
https://github.com/kali22sa/AttackLab-evidence-package/tree/main/manifests
https://github.com/kali22sa/AttackLab-evidence-package/tree/main/figures
https://github.com/kali22sa/AttackLab-evidence-package/tree/main/logs
https://github.com/kali22sa/AttackLab-evidence-package/tree/main/summaries
https://github.com/kali22sa/AttackLab-evidence-package/tree/main/manifests
https://github.com/kali22sa/AttackLab-evidence-package/tree/main/figures

3.1
3.2

4.1

42
4.3
4.4
4.5
4.6
4.7

8.1

List of Tables

Main experimental components used in AttackLab. . . . ... ... ... . 00 23

Mapping between implemented scenarios, analytical purpose, metrics and evidence

Summary of the five reference nodes, their primary roles, interface structures and qual-

ification status within the AttackLab environment. . . . . . .. ... ... ... ... 32
Implemented Wi-Fi-based scenarios included in the empirical material. . . . . . . .. 33
Summary of Wi-Fi reconnect results across tested targets. . . . . . ... ... ... .. 34
Summary of Wi-Fi DoS/overload results across tested targets. . . ... ........ 36
Summary of Wi-Fi eavesdropping results across tested targets. . . . . ... ... ... 39
Detailed comparison of SmartSpa Wi-Fi eavesdroppingruns. . . . . .. ... ... .. 40

Summary of observed operational dimensions across node qualification and imple-
mented Wi-Fiscenarios. . . . .. ... ... . . ... 48

Overview of the external AttackLab evidence package. . . . . . ... ... ... .... 58

61



3.1

3.2
3.3

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

4.10

4.11

4.12

4.13

List of Figures

High-level architectural overview of AttackLab, showing control, experiment flow,
reference nodes, communication paths, data collection, and analysis/reporting. . . . . 22

Physical overview of the five AttackLab reference nodes used in the experimental setup. 24

Close-up of Node 4 as an example of a specialised controlled-load reference node con-
figuration in the AttackLab environment. . . . . . . ... ... .. Lo 25

Representative circuit schematic for the baseline-oriented reference node configura-
tionusedin Node land Node 5. . . . . . ... ... ... ... ... ... ...... 32

Example serial log output from Node 1 during qualification-oriented runtime obser-
VaAtION. . . . . oo e 33

Wi-Fi reconnect latency timeline for Node 3, showing baseline latency, disconnect
during the disruption phase and recovery after the disruptionended. . . . . . . .. .. 34

Wi-Fi reconnect reachability timeline for Node 5, showing an early response followed
by alternating reachable and unreachable states before stable recovery. . . . . . . . .. 35

Wi-Fi reconnect reachability timeline for the iPhone target, showing baseline reacha-
bility, disruption and recovery. . . . . . . .. ... L 35

Wi-Fi reconnect reachability timeline for SmartSpa, showing baseline communication,
disruption and stable recovery after 20.176 seconds. . . . . . . ... ... ... ... 36

Wi-Fi DoS/overload summary output for Node 1, showing baseline availability,
attack-phase degradation and post-attack recovery. . . . ... ... ... ... ... 37

Wi-Fi DoS/overload reachability timeline for Node 4, showing communication loss
during the active attack phase and recovery after the attack load stopped. . . . . . .. 37

Wi-Fi DoS/overload reachability timeline for the iPhone target, showing baseline
reachability, attack-phase communication loss and post-attack recovery. . . ... .. 38

Wi-Fi DoS/overload reachability timeline for SmartSpa, showing baseline availability,
attack-phase communication loss and stable post-attack recovery after 4.375 seconds. 38

Wi-Fi eavesdropping Sankey view for Node 4, showing the main observed communi-
cation paths through the levels sender, protocol and destination. The induced traffic
profile was dominated by ICMP communication between the gateway/access point
and Node 4, with smaller ARP and mDNS flows alsovisible. . . .. ... .. ... .. 41

Wi-Fi eavesdropping overview Sankey for the passive iPhone run, showing the flow
from the iPhone target to traffic categories and then to destination or service-related
observations. The figure illustrates background traffic captured without induced ping
traffic or active applicationuse. . . . . . .. ... 42

Wi-Fi eavesdropping overview Sankey for the active iPhone run, showing the flow
from the iPhone target to traffic categories and then to destination or service-related
observations. The figure illustrates richer traffic generated while web services and ap-
plications were activelyused. . . . . . . . ... Lo L 43



4.14 Wi-Fi eavesdropping overview Sankey for the passive SmartSpa run, showing the flow
from the SmartSpa target to traffic categories and then to destination or service-related
observations. The figure shows naturally occurring SmartSpa traffic captured without
induced ping traffic, dominated by IP traffic towards an external MQTT-related end-
point together with limited ARP traffic. . . . .. ... ... ... ... ... ..., 44

4.15 Wi-Fi eavesdropping Sankey view for the active SmartSpa application-use run, show-
ing observed SmartSpa traffic by protocol and actual destination. MQTT traffic from
SmartSpa (10.42.0.97) was observed toward the external endpoint 135.225.131.110 us-
ing TCP port 1883. TCP control traffic to the same endpoint, local ARP address res-
olution and EAPOL Wi-Fi authentication/key-exchange traffic are shown separately.
Values represent captured frame bytes. . . . . .. ... ... oo Lo, 45

63






	Abstract
	Acknowledgments
	Introduction
	Background
	Problem statement
	Purpose and research questions
	Scope and limitations
	Contribution of the thesis
	Disposition

	Theoretical framework
	IoT systems and resource constraints
	Cybersecurity threats in resource-constrained IoT environments
	Theoretical basis for selected Wi-Fi scenarios
	Wi-Fi reconnect and disruption behaviour
	Wi-Fi DoS and overload behaviour
	Wi-Fi eavesdropping and traffic observability

	Analytical dimensions
	Communication behaviour
	Traffic observability
	Operational recovery and stability
	Power-related measurement capability

	Reproducibility, realism, and hardware-based security evaluation
	Synthesis of the theoretical framework

	Method and implementation
	Implementation overview
	Experimental setup
	Scenario structure and execution logic
	Metric definitions and scenario status
	Data collection
	Data analysis
	Validity and reliability
	Internal validity
	Construct validity
	External validity
	Reliability
	Reproducibility

	Ethical, societal and practical considerations

	Results
	Presentation of collected data
	Wi-Fi reconnect results
	Wi-Fi DoS/overload results
	Wi-Fi eavesdropping results

	Data analysis
	Analysis of Wi-Fi reconnect behaviour
	Analysis of Wi-Fi DoS/overload behaviour
	Analysis of Wi-Fi eavesdropping behaviour


	Discussion
	Result discussion
	Method discussion
	Ethical and societal discussion

	Conclusions and further research
	Conclusions
	Developing AttackLab as a repeatable hardware-based test environment
	Observed effects of the implemented Wi-Fi scenarios
	Improving reproducibility and transparency through structured evidence
	Overall conclusion

	Practical implications
	Scientific implications
	Further research

	References
	Appendices
	Appendix 1. Evidence package overview
	Appendix 2. Reference-node evidence
	Appendix 3. Wi-Fi reconnect evidence
	Appendix 4. Wi-Fi DoS/overload evidence
	Appendix 5. Wi-Fi eavesdropping evidence
	Appendix 6. SmartSpa evidence

	List of Tables
	List of Figures

