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Abstract

Employees play a pivotal role within an organization in protecting its assets and sensitive information. However,
employees are the most vulnerable entity and the weakest link in cybersecurity. The study presents a Systematic
Literature Review (SLR) and identifies different factors influencing an employee’s information security awareness
and their behavior, by specifically focusing on variables beyond effective training and education programs. The
study resulted in 35 eligible publications across selected databases and digital libraries from 2020 to 7 April 2025,
where all 35 publications were analyzed through thematic analysis. The publications were mapped to different
themes, resulting in 6 themes and 18 subthemes representing different factors of promoting an employee’s
information security awareness and their behavior, and factors leading to employees being non-compliant in
their security behavior. The factors promoting an employee’s information security awareness and their behavior
were organizational support, psychological factors, and organizational culture. In contrast, non-compliant factors
were psychological factors, attitude and beliefs, and time. The findings advocate for the consideration of creating
a security culture within an organization with the management supporting the employees, which could enhance
an employee’s ability in adopting a security behavior.
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1. Introduction

In modern society, information has become a hard currency [1]. In combination with the rise of
information becoming a hard currency, the Internet and cyberspace has expanded rapidly and become
an important aspect of modern life, where our daily lives have become digitized and processed through
a computer system [2]. Protecting information is essential and vital for organizations and governments;
one area that has gained increasing attention is different measures on how to counter unauthorized
access to information, where social engineering is one of the main factors of unauthorized people
accessing sensitive information within both organizations and governments [3].

There are various definitions of what social engineering is; one definition of social engineering that
is broad and general is that "Social engineering is any act that influences a person to take an action that
may or may not be in his or her best interests” [4]. Another definition of social engineering is: "The art
of influencing people to reveal sensitive information is known as social engineering, and the process of
doing so is known as a social engineering attack” [3].

Social engineering scams have become more prominent, in which it has become easier to send and
receive information through the Internet. This enabled the ability of social engineering to reach a large
number of potential victims [5]. The reason social engineering is becoming more prominent is due to
the fact that social engineers targets a weakness by using various manipulation techniques [5]. The
enabler for eliciting sensitive information is by attacking the human element [5]. Another study by
[6], mentions that humans are the weakest link in cybersecurity, and that the situation is seemingly
worsening. Social engineering attacks are motivated by different intents [6], one of the intents is attacks
motivated by data. There are five attack objectives [6] which are:

+ Getting access to secure systems
« Stealing sensitive information
« Industrial espionage

TJimmy Lam and Lawand Rashid. The authors contributed equally.



« Stealing trade secrets
« Game! Fun! Hobby!

The human element considered as the weakest link within cybersecurity, social engineering at-
tacks becoming more prominent, the situation becoming seemingly worse, and the question of how
organization can prevent unauthorized access to sensitive information makes it an important area to
study.

1.1. Problem area

Existing organizations are heavily dependent on information systems, and this dependency has led to
organizations being vulnerable to security threats. These threats concerns information, which puts
systems at risk. Furthermore, social engineering attacks, and scams has been rising exponentially with
the advances in technology [7].

One gap mentioned in the literature is to focus on additional factors that influence employees’
information security awareness and their behavior, where these additional factors are not addressed
through effective training and education programs [7]. The study’s aim is to fill the gap through
conducting a Systematic Literature Review (SLR). By reviewing prior research studies on factors that
influence employees’ information security awareness and their behavior, the gap could be filled by
examining additional factors, beyond effective training and education programs that influence employees.
Furthermore, to contribute with insights to an understanding on the reason why employees are non-
compliant, and what factors could promote their information security awareness and their behavior.
The insights and contribution will lead to descriptive knowledge [8], which raises the question "How
does the condition look like?”, and revolves around describing how a phenomenon is.

1.2. Purpose and research question

The purpose of the study is to conduct a SLR to critically examine and synthesize existing research
on factors influencing employees’ information security awareness and their behavior, by specifically
focusing on variables beyond effective training and education programs. By systematically identifying,
evaluating, and integrating findings from existing research, the study aims to uncover and clarify how
the findings impact an employee’s information security awareness and their behavior. The research
questions that the study will answer are the following:

« RQ1: What are the motivating factors that promote the employees’ information security awareness
and their behavior?
« RQ2: What are the main factors that lead to non-compliant employees’ behavior?

2. Background

2.1. Theoretical model
2.1.1. Heuristic-Systematic Model

One theoretical model is the Heuristic-Systematic Model (HSM), which is a theoretical model explain-
ing how humans process information from a cognitive perspective [9]. The HSM-model creates an
understanding of different modes of cognitive processing of information, which people apply when
standing in front of convincing information [9]. Furthermore, the model clarifies how the information,
the different cognitive modes, and processing affects an individual’s decision on how to react and act
on the information [9].

The HSM-model consists of two different cognitive information processes [9]: the Systematic Process
and the Heuristic Process, which are the two different modes of the cognitive processing of information.
The Systematic Process is about individuals having an analytical scope, where individuals have access to
useful information, reviews the information in order to make assessments, which involves individuals
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Figure 1: Graphical depiction of the Theory of Planned Behavior (Adopted from [11])

making a significant cognitive effort, this involves careful attention to the information being presented
[9]. Furthermore, the Systematic Process are dependent on an individual’s ability to think critically and
comparatively, and the individual’s existing knowledge (e.g., knowledge from education) [9].

The other mode of the cognitive processing of information, which is also the dominant one is the
Heuristic Process [9]. The reason why this mode is the dominant one out of the two is because humans
are considered as “cognitive misers”. Humans usually tend to use this type of cognitive processing,
because it requires less cognitive effort to process both messages and information through a heuristic
approach [9].

2.1.2. Theory of Planned Behavior

Another theoretical model is The Theory of Planned Behavior (TPB), which is a psychological theory
guided by three different beliefs [10]: behavioral beliefs (the beliefs about the likely consequences of the
behavior), normative beliefs (the beliefs about the normative expectations of others) and control beliefs
(the beliefs about the presence of factors that could impede or facilitate performance of the behavior).
See Figure 1 for an illustration of the theoretical model TPB.

To further explain each belief [10]: the behavioral beliefs produce either a favorable or an unfavorable
attitude toward the behavior, the normative beliefs produce a perceived social pressure or a subjective
norm, and the control beliefs result in the perceived behavioral control or self-efficacy. The more
favorable a certain attitude, and the subjective norm is, in combination with the greater the perceived
control, will lead to a stronger intent from the person to perform the behavior in question [10].

2.1.3. Choice of theoretical model

The study mentions two theories: the Heuristic-Systematic Model and the Theory of Planned Behavior.
However, the study will be based solely on TPB to contribute to answering the research questions.

TPB was selected as the theoretical model was because it is a model guided by three different beliefs
[10]: behavioral beliefs, normative beliefs, and control beliefs. The model provides an understanding
of [10] an individual’s attitude, subjective norm, perceived control, and its intention to perform the
behavior in question. Since the study aims to uncover and clarify factors beyond effective training and
education programs, TPB offers an understanding of how the identified factors translates into actual
behaviors.

In contrast, HSM creates an understanding and explains how individuals process information from a
cognitive perspective [9]. Furthermore, HSM has two different modes of the cognitive processing of
information, which the individuals apply when standing in front of convincing information [9]. This
theoretical model primarily focuses on information processing, rather than behavioral attention and
action.



As mentioned earlier, the study aims to uncover and clarify factors beyond effective training and
education programs, and not how the employees would process the information standing in front of
them. Therefore, TPB is more aligned with the study’s objectives.

2.2. Information security awareness

Information security awareness (ISA) is defined by [12] as: "the comprehensive understanding of the
practices, policies, and behaviors required to protect information and ensure security in the digital
environment”. ISA is vital for organizations to protect sensitive information from potential cyber
threats, such as phishing, malware, and social engineering [12]. Employees with a stronger ISA are
in a better position to identify risks, such as phishing and social engineering, which leads to a better
position to implement preventive measures [12]. A stronger ISA also influences how employees perceive
cybersecurity threats, where the employees are more likely to be able to identify phishing emails or
suspicious attachments [12].

A study [13] implies that employees are the most vulnerable entity in an organization, and could
easily spread an organization’s assets as the effects of a social engineering attack. Therefore, it is utterly
important for organizations to raise the employees’ ISA to be able to protect assets from existing risks
and threats [13]. Lastly, ISA ultimately contributes as a holistic and practical approach to cybersecurity,
and is crucial in maintaining a robust cybersecurity defense, which enables employees to protect digital
assets in a complex cyber landscape [12].

2.3. The concept of Confidentiality

The CIA-triad consists of three pillars of information security which are the following [14]: confiden-
tiality, integrity, and availability. The triad defines the basic parameters that are needed to have a secure
environment, and to achieve a secure solution for an organization, and are perceived as the primary
objectives and goals of a security infrastructure [14].

Confidentiality is described as the concept of different measures used, in order to ensure the protection
of the secrecy of data, objects, and resources, where the goal of confidentiality is to prevent or minimize
unauthorized access to data [14]. Furthermore, many instances of disclosing confidential or sensitive
information often occur due to human error, which involves incompetence or oversight [14]. These
human errors are often based on actions from an end-user, or system administrator, which could
potentially lead to unauthorized access to data [14].

2.4. Persuasion techniques
There are six persuasion techniques [6], and are described as the following:

« Liking (or Similarity): Refers to an individual who would easily be influenced by individuals they
like or individuals with common beliefs.

« Reciprocity: Refers to that an individual may feel obliged to return a favor.

» Social Proof: Refers to an individual who would imitate the behaviors of others.

« Consistency (Commitment): Refers to the consistency of behavior or sticking to a promise.
« Authority: Refers to obeying experts or orders from one’s authoritative or superior figures.
« Scarcity: Refers to placing more value on things that are in short supply.

One study shows [6] that social engineers use different principles in order to fulfill their attack objectives,
in context to the confidentiality aspect, there are attacks motivated by data and there are five attack
objectives which are the following:

« Getting access to secure systems: By using SE attacks, the attacker penetrates into systems to
exfiltrate secret data.

« Stealing sensitive information: By using SE attacks, the attacker attempts to steal sensitive
information from a user.



+ Industrial espionage: By using SE attacks, the attacker tries to spy on different entities (e.g.,
individuals, companies, enterprises).

« Stealing trade secrets: By using SE attacks, the attacker attempts to steal trade secrets of enterprises
or companies to sell them to others or for its own use.

« Game! Fun! Hobby!: By using SE attacks, the attacker attempts to lure the victim to do something,
for the sake of having fun or taking on a challenge of breaking into a system to steal and post the
information to prove their capabilities.

2.5. Cases of Social Engineering

Real case scenarios showcase that social engineers have been using different social engineering attacks
to affect an organization’s CIA-triad, specifically the confidentiality pillar, in order to gain unauthorized
access to sensitive information.

One case [15] was against the company Sony, where the social engineers used spear-phishing on a top-
level information technology employee. The result of this specific case was that Sony’s confidentiality
pillar got affected tremendously, where the social engineers gained unauthorized access, exfiltrating
valuable information, erased every byte of data on approximately 6.800 computers, and stole various
files ranging from valuable intellectual property to sensitive information, and also leaked information
of the employees at Sony [15].

Another case [16] was against a company called Target, in this case the social engineers used
phishing attacks against the employees at Target. This case also had a tremendous effect on the
company’s confidentiality pillar, where the social engineers gained unauthorized remote access to
Target’s servers by tricking the employees, and led to exfiltrating 70 million customers’ Personally
Identifiable Information (PII), and 40 million customers’ credit card information [16].

The case of Sony revealed that the employees at Sony had poor digital hygiene and outdated informa-
tion security policies, which made the company vulnerable [15]. The case of Target revealed that the
organization had to prioritize its security, and that there was a need to train and educate its employees
[16]. The case of Target [16] showcased the importance of corporate governance, highlighting the fact
that the management plays an essential role towards a security culture within the organization.

Previous studies show that social engineers use different persuasion techniques in order to persuade
victims to fall victim to their attacks. In an article [17], they refer to a principle named Cialdini’s
Six Principles of Persuasion, which the social engineers use in order to persuade victims, these are:
Authority, Social proof, Liking and Similarity, Commitment and Consistency, Scarcity and Reciprocity.
In another study [18], their main finding was that the six persuasion principles mentioned above are
used in social engineering attacks, and that 88% of the attack steps, the social engineers used the
persuasion principles to make their victims comply with the request, whilst the remaining 12% used
social influence.

3. Methodology

The methodology utilized to accomplish the aim of the study was through a Systematic Literature Review
[19], also known as an SLR. The methodology involved three different stages [20]: planning, conducting
and reporting. The planning and conducting stages are presented under this section, however, the
reporting stage is presented in Section 5.

3.1. Planning the SLR

The planning phase involved four different activities [20] which included, (1) formulating the research
questions, (2) defining search strings, (3) selecting databases or sources, and (4) inclusion and exclusion
criteria.



3.1.1. Formulating the research questions

In formulating the research questions and investigating factors influencing employees’ information
security awareness and its behavior, existing literature conducting SLR was analyzed to identify research
gaps in the state of the art. The research gap led to formulating the following research questions: RQ1:
What are the motivating factors that promote the employees’ information security awareness and their
behavior?, and RQ2: What are the main factors that lead to non-compliant employees’ behavior?

3.1.2. Defining search strings

In defining search strings, various keywords were identified based on the research questions to define
the search query. Based on the research questions, the most relevant keywords were the following:
employee, information security awareness, cybersecurity awareness, influencing factors and security
behavior. Therefore, the search query was formulated as the following:

« “Employee” AND “information security awareness” OR “cybersecurity awareness” OR “influencing
factors” OR “security behavior”.

An important note is that different databases and digital libraries (which was considered for this
study) have their own syntax in the search of publications. Therefore, the search query was adjusted
and reformatted (while retaining the meaning) across each database while searching for the publications.
See A for the resultant query across each database.

3.1.3. Selecting databases for the search of publications

There are various databases for the search of relevant publications, where the publications can be
divided into different databases. Therefore, there must be a selection of databases in the search for
potentially relevant articles. Examples of databases could be Scopus, Web of Science, search engines
such as Google Scholar and ScienceDirect, and digital libraries such as IEEE, ACM and Springer. For
this step, the selection of databases, search engines, and digital libraries were the following ones:

- IEEE

« Web of Science
« ScienceDirect
+ Scopus

The selection of data sources is an important step in collecting data [21]. IEEE, Web of Science,
ScienceDirect, and Scopus were selected, because IEEE is described as a key electronic database [22],
and IEEE is also an important source of information in the field of Computer Education [23]. Web of
Science and Scopus are two data sources selected by researchers due to their coverage, consistency,
accuracy and citations [21]. Lastly, ScienceDirect is an electronic collection of academic and professional
literature [24].

3.1.4. Inclusion and exclusion criteria

In the selection of publications, different inclusion and exclusion criteria were formulated in order
to contribute with answering the research questions, and to align with the goals set for the report.
Conducting a systematic review requires [20]: inclusion and exclusion criteria, and should be based
on the research question. The formulated inclusion criteria (IC) and exclusion criteria (EC) are the
following:

+ IC 1: The report is written in English.

o IC 2: The report includes at least one influential factor of employee awareness and behavior.
+ IC 3: The publication is a peer-reviewed journal or a conference.

+ EC 1: Publications that do not have an abstract.



« EC 2: Publication whose full-text version is not available.
« EC 3: Publications that fail to meet the inclusion criteria.
« EC 4: Publications that mention factors such as training and education programs.

4. Conducting the SLR

In conducting the SLR, the formulated search query was used and searched across the selected databases
and digital libraries. The initial search results resulted in 2472 publications. Due to its large amount of
publications, a time filter between the years 2020-2025 was applied, mainly to reduce the number of
publications, where the literature search was conducted to the 7th April, 2025; thus only publications
until that day were included. After applying the time filter, it reduced the number of publications to a
total of 1534. The next step after applying the time filter was to remove duplicates, which reduced the
number of publications to 1223. During the initial screening phase, 1223 papers were screened, and was
based on reading the papers’ abstract and title, the screening phase was also based on the inclusion
and exclusion criteria. After the initial screening phase, 270 papers were eligible for reading the full
text, 235 papers were removed, due to not fulfilling the inclusion criteria. This resulted in 35 eligible
publications that were included for the study. The number of publications across each selected database
and digital library during the different phases is shown in Table 1, and Figure 2 shows the process of
the conducting phase.

Digital Libraries | Initial Results | Time Filtered | After Duplicates | After Screening | Eligible

IEEE 121 59 59 22 5

Web of Science 398 257 225 46 12

ScienceDirect 197 115 113 47 10

Scopus 1756 1103 825 155 8

Total 2472 1534 1223 270 35
Table 1

Number of papers across the selected digital libraries

After completion of the search stage, the included publications were analyzed through thematic
analysis, which is described by [25] ”as a method for identifying, analysing, and reporting patterns
(themes) within data”. There are different stages proposed by [25], which are the following:

« Phase 1: Familiarizing yourself with your data: This phase is about reading and re-reading the
collected data.

« Phase 2: Generating initial codes: This phase is about creating initial codes of the interesting
features of the data across the entire data set, and collating data relevant to each code.

+ Phase 3: Searching for themes: This phase is about collating codes into potential themes, and
gathering all relevant data to each potential theme.

« Phase 4: Reviewing themes: This phase is about reviewing if the themes work in relation to the
coded extracts (Level 1), and the entire data set (Level 2), which results in a thematic map” of the
analysis.

« Phase 5: Defining and naming themes: This phase is about an ongoing analysis of refining the
specifics of each theme, and the overall story the analysis tells, resulting in clear definitions and
names for each theme.

« Phase 6: Producing the report: The last phase is about selection of vivid and compelling extract
examples, a final analysis of the selected extracts, and relating back the analysis to the research
question and literature which will produce a scholarly report of the analysis.

By following the stages mentioned above, it led to generating codes, collating codes to themes, and
extracting information from the included publications to answer the study’s research questions.
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Figure 2: PRISMA flow diagram: A summary of selected publications

5. Results

Under this section, the outcomes of the SLR will be presented framed along with the research questions
presented earlier. The conducting phase resulted in 35 eligible publications. As proposed by [25], all the
35 eligible publications were read in their entirety. After reading the eligible publications, initial codes
were created by highlighting relevant parts of the publications’ text. The codes were then examined
for recurring patterns, which resulted in clustering codes into preliminary themes. The preliminary
themes and the affiliated codes were subsequently redefined until it aligned, and was relevant to the
study’s aim.

All 35 publications were assigned an identifier to map each of them to the themes. The identifiers
ranges from A01 to A35, these are shown in Table 2.

After generating codes and assigning identifiers to each eligible publication, the codes revealed 6
themes. The themes represent different aspects affecting an employee’s information security awareness
and their behavior. After further assessment, the themes were divided into different subthemes, resulting
in 18 subthemes. The subthemes represent different factors promoting the employees’ information
security awareness and their behavior, and different factors leading to an employee having a non-



Table 2

ID | Publication | ID | Publication
AOT | [26] A18 | [27]
A02 | [28] A19 | [29]
A03 | [30] A20 | [13]
A04 | [31] A21 | [32]
A05 | [33] A22 | [34]
A06 | [35] A23 | [36]
A07 | [37] A24 | [38]
A08 | [39] A25 | [40]
A09 | [12] A26 | [41]
AT0 | [42] A27 | [43]
ATT | [44] A28 | [45]
A12 | [46] A29 | [47]
A13 | [48] A30 | [49]
A14 | [50] A31 | [51]
A15 | [52] A32 | [53]
A16 | [54] A33 | [55]
A17 | [56] A34 | [57]

A35 | [58]

Identifiers assigned to the eligible publications

compliant behavior. Table 3 displays the themes, subthemes and affiliated publications for each subtheme
of the research question 1. Table 4 displays the themes, subthemes and affiliated publications for each

subtheme of the research question 2.

Themes

Subthemes

Affiliated publications

Organizational support

Management’s support

A01, A02, A04, A05, A07, A10, A11, A13,
A14, A15, A25, A29, A32, A35 (14)

Psychological factors

Perceived responsibility A04 (1)
. A06, A21, A22, A23, A27, A28, A30, A33, A34
Self-efficacy )

Perceived severity

A06, A18, A21, A22, A27, A34 (6)

Response cost

A05, A09, A21, A27 (4)

Perceived vulnerability

A06, A09, A22, A34 (4)

Response efficacy

A06, A22, A27, A33, A34 (5)

Perceived behavioral control

A17, A26 (2)

Perceived threat

A09 (1)

Organizational culture

Peer influence

A03, A04, A10, A12, A15, A20 (6)

Attachment to organization

A02, A08, A11, A32 (4)

Table 3

Themes, subthemes and affiliated publications for RQ1 (quantity in parentheses)

5.1. What are the motivating factors that promote the employees’ information

security awareness and their behavior?

The themes, subthemes, and the affiliated publications for RQ1 can be found in Table 3. In answering
the first research question, the defined themes shown in Table 3 can be described as the following:
Organizational support: This theme addresses the fact that the organization has a certain responsibility
to support the employees in enhancing the information security awareness within the organization.
The subtheme for this theme is described below:

« Management’s support are mentioned repeatedly, where it is stated that the management has a
positive influence on employee’s intention to comply with security policies, and on the organiza-



Themes Subthemes Affiliated publications
Self-efficacy A21, A31, A33 (3)
. Response cost A21 (1)
Psychological factors Perceived vulnerability A31, A33(2)
Perceived severity A31(1)
. . Lack of consequences Al11, A14 (2)
Attitude and beliefs Negligence A04, A11, A16, A19, A24, A31 (6)
Time Time pressure A14, A18, A21, A33 (4)

Table 4
Themes, subthemes and affiliated publications for RQ2 (quantity in parentheses)

tion’s information security culture (A01, A02, A04, A05, A07, A10, A11, A13, A14, A15, A25, A29,
A32, A35). Furthermore, it is stated that when the management is committed and proactive in
security, it shapes the employees’ behavior to follow the same practices in their own work (A01,
A02, A04, A05, A07, A10, Al11, A13, Al4, A15, A25, A29, A32, A35).

Psychological factors: This theme addresses different psychological factors that influence how employees
perceive, understand, and act on security-related issues. All the subthemes of the theme Psychological
factors for RQ1 are described below:

One publication (A04) mentions that perceived responsibility is one psychological factor making
an employee feel personal responsibility for security. Furthermore, an employee having a personal
responsibility for security and understanding security risks leads to a higher probability to follow
security protocols (A04).

Self-efficacy is the most prominent aspect, where it is mentioned that the employee’s belief in its
ability to carry out security tasks is a strong motivator for complying with a secure behavior and
security protocols (A06, A21, A22, A23, A27, A28, A30, A33, A34).

Perceived severity is another psychological factor mentioned repeatedly, and is about the em-
ployees’ perception of the severity of potential security breaches or threats, a higher perceived
severity leads to an employee taking security seriously, and behaving more securely (A06, A18,
A21, A22, A27, A34).

Response cost is described as the involved effort in securing systems or taking different security
measures influencing whether employees act in a secure and compliant manner (A05, A09, A21,
A27). This psychological factor is also described as a key motivator in determining an employee’s
compliance with security protocols (A05).

The perceived vulnerability is the psychological factor and the perception of individuals feeling
more at risk of cyberattacks are more likely to engage in security behavior, more alert, and more
likely to engage in secure behavior (A06, A09, A22, A34).

Response efficacy is the belief in the effectiveness of security actions (e.g., strong passwords,
reporting phishing), and if the security actions actually works, the employees are more likely to
do them and act more securely (A06, A22, A27, A33, A34).

Perceived behavioral control is described as an individuals ability to comply (A17), and are a
strong predictor of an employee’s compliant intentions and subsequent behavior (A26).
Perceived threat is the perception of employees believing in cybersecurity breaches as significant
threats, and contributes to the employees into being motivated to act more securely (A09).

Organizational culture: This theme addresses the culture within the organization by emulating the
practices of its peers, and feeling an attachment to the organization. The subthemes for Organizational
culture are described below:

Peer influence is the influence of the employee’s peers, and if the peers are practicing good
security behavior, the employees may follow (A03, A04, A10, A12, A15, A20).



« An employee’s attachment to the organization is described as a factor in promoting an employee’s
information security awareness and their behavior. An employee who is attached, committed,
and has personal belief is indicators strengthening the psychological and emotional connection
to the organization and its security policies (A02). Another publication (A32) mentions that when
employees have a feeling of support within the organization, they tend to behave more securely.
Employees who understand the organization’s information security situation are also more likely
to comply with information security policies (A08). Lastly, (A11) mentions that if employees are
willing to report security incidents, it is mainly due to their understanding of the organizational
culture, and security risks, and the belief of being supported within the organization.

5.2. What are the main factors that lead to non-compliant employees’ behavior?

The identified themes in Table 4 have been used to answer RQ2 by dividing them into subthemes for
better structure and understanding.

Psychological factors: The theme psychological factors has the same description mentioned for the
psychological factors in Section 5.1. All the subthemes for the theme Psychological factors for RQ2 are
described below:

« Self-efficacy describes the lack of confidence employees have in their ability to act effectively,
which could lead to avoidance or a risky behavior, and leading to an employee unlikely to adhere
to security protocols (A21, A31, A33).

» Response cost is when employees believe the cost of complying as too high, in terms of effort
and resources, which may result in unlikeliness to adhere to security protocols (A21).

+ Perceived vulnerability addresses an employee’s belief that they personally are not at risk, which
makes them undervalue security policies (A31, A33).

« Perceived severity is about an employee’s perception of the severity of a threat, and its potential
impact of the threat, which could influence an employee’s behavioral intentions (A31).

Attitude and beliefs: The theme addresses the importance of attitude and belief within cybersecurity,
which means that an individual who has a poor attitude and normative belief is more likely to not
comply with information security policies. The subthemes for this theme are described below:

« Lack of consequence addresses that employees do not believe non-compliance is a big deal (A14),
while another publication (A11) mentions examples, such as an employee not locking their screens
or ignoring software updates.

« Negligence addresses the aspect where employees fail to follow established security protocols
(A11). Employees being negligent believes that someone else will handle it (A19). Those employees
who lack a sense of organizational commitment could also be negligent, in terms of not being
motivated to adhere or take proactive security measures (A24). A potential factor leading to an
employee being negligent could be if the employee do not see security policies as relevant to their
role and/or tasks (A04). In publication (A16), it is mentioned that employees who believes negative
outcomes are less likely to happen to them could lead to an employee becoming negligent. Lastly,
it is mentioned that employees could fail to follow established security protocols if the employees
see policies as overly restricted, which could potentially lead to negligence (A31).

Time: This theme addresses the aspect of time, where time is an essential principle in how employees
perceive, prioritize, and structure its work tasks. The subtheme Time pressure is described below:

« Time pressure is described as a factor that reduces security knowledge, compliance effectiveness,
and indicates that an employee that is under high time pressure can overload their cognitive
resources, and sometimes bypasses rules just to get their work done faster, which leads to
non-compliant behavior (A14, A18, A21, A33)
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Figure 3: Adapted TPB model mapping subthemes to belief categories influencing employees’ information
security awareness and compliant behavior

6. Discussion

The results showcase different motivating factors promoting employees’ information security awareness
and their behavior, as well as different factors leading to employees being non-compliant in their behav-
ior, excluding factors, such as training programs and educating the employees. The identified themes
and subthemes are interpreted through the theoretical model TPB with its three beliefs: behavioral,
normative, and control beliefs. TPB contributes with a deeper understanding on how the motivating
factors promote an employee’s information security awareness and their behavior, and how different
factors leads to employees being non-compliant in their behavior.

6.1. Findings of motivating factors promoting the employees’ information security
awareness and their behavior

The results for RQ1 show different motivating factors promoting an employee’s information security
awareness and their behavior. The findings revealed different motivating factors, which were the
following: management’s support, perceived responsibility, self-efficacy, perceived severity, response
cost, perceived vulnerability, response efficacy, perceived behavioral control, perceived threat, peer
influence, and attachment to organization. See Table 3 for the motivating factors.

The findings revealed that the management’s support, peer influence, and the attachment to the
organization are different motivating factors promoting the employees’ information security awareness
and their behavior. These factors are considered normative beliefs within TPB, where [10] mentions
that normative belief is about the normative expectations of others, and produces a perceived social
pressure or a subjective norm. In all of the affiliated publications for management’s support, it was
highlighted that the support from the management shapes, and influences employees’ behavior into
working proactively with security. The findings also revealed that certain security behavior within the
organization is normative desirable within the organization. Additionally, social pressure from peers,
or a certain attachment to the organization highlights that having security behavior is the perception
as right or expected. This leads to a certain attitude being favorable, and affecting the subjective norm,
which is an important determinant of a person’s intention [10].
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Figure 4: Adapted TPB model mapping subthemes to belief categories contributing to employees’ non-
compliance behavior

Psychological factors were also revealed in the findings, where most psychological factors are
considered behavioral beliefs. The behavioral beliefs are described as [10]: the beliefs about the likely
consequences of the behavior, and that the beliefs produce either a favorable or an unfavorable attitude
toward the behavior. Perceived responsibility, perceived severity, response cost, perceived vulnerability,
response efficacy, and perceived threat are behavioral beliefs. These psychological factors affect an
employee’s attitude concerning its security behavior. Furthermore, the findings revealed that if an
employee shapes the perception of how serious a threat is, the perceived severity of the threat, how
likely it is that they will be affected, how efficient their security behavior is, and how expensive or
strenuous the behavior is, it will produce a favorable attitude towards a security behavior, and acting
more securely.

The two remaining factors self-efficacy, and perceived behavioral control are considered as control
beliefs. Control beliefs are described as [10]: the beliefs about the presence of factors that could impede
or facilitate performance of the behavior, and result in the perceived behavioral control or self-efficacy.
The findings revealed that when employees believes in their own ability to carry out security tasks,
and believes in their ability to comply with security protocols, it could lead to employees complying
with a secure and subsequent behavior. Support from the management could also impede or facilitate
performance of the behavior, the findings revealed that having a management being committed, and
proactive in security could facilitate performance of a security behavior from the employees.

See Figure 3 for the mapping of the subthemes to the belief categories concerning motivating factors
promoting the employees’ information security awareness and their behavior.

6.2. Findings of factors leading to employees being non-compliant in their behavior

For RQ2 the result shows different factors that lead to employees being non-compliant in their behavior.
These findings include non-compliant factors such as: self-efficacy, response cost, perceived vulnerability,
perceived severity, lack of confidence, negligence, and time pressure. See Table 4 for the non-compliant
factors.

Several psychological factors that lead to non-compliant employee behavior, in particular factors
such as having a low self-efficacy leading employees to lack confidence in their ability to act securely,



which makes them avoidant, and developing risky behaviors. Perceiving a high response cost, which
leads to the belief that the cost of complying is too high in terms of effort and resources. Perceived
vulnerability, and perceived severity, which makes employee’s undervalue security policies because
of their perception of the risk, its severity, and impact. All of these factors aligns with the behavioral
beliefs [10]. The findings revealed that the main factors of non-compliant employee behavior is due to
their own assessment of risks, capabilities, and effort to adhere to security protocols.

The result also revealed that an individual’s attitude and beliefs could be factors leading to an
employee being non-compliant in their behavior. Findings revealed that lack of consequence and
negligence calls upon employees’ perception that non-compliance is inconsequential, or that it is not
their responsibility, which could lead to non-compliance, examples such as not locking their screens or
ignoring updates. Lack of consequences aligns with the behavioral belief, while negligence aligns with
the normative beliefs

Lastly, the results revealed the concept of time pressure, which is considered as control beliefs. Time
pressure is considered as being a factor leading to non-compliant behaviors. The findings revealed
that employees being under time pressure could affect their ability to follow security protocols. One
example is that employees could bypass rules to get their work done faster, which also leads to a reduced
compliance effectiveness, and impede the performance of a security behavior.

See Figure 4 for the mapping of the subthemes to the belief categories concerning factors leading to
employees being non-compliant in their behavior.

7. Conclusions

The aim of the study was to critically examine, and synthesize existing research (SLR) on different
factors influencing an employee’s information security awareness and their behavior, with the exclusion
of effective training and education programs. This resulted in the findings of different factors, which
were the following: organizational support, psychological factors, organizational culture, attitude and
beliefs, and time. The findings revealed that there are different aspects influencing an employee’s
security behavior, in the context of an organizational and individualistic perspective. In conclusion,
if an organization creates a security culture, with support from the management, it could ultimately
enhance an employee’s psychological factors, attitude and beliefs, which could become an enabler for
employees to act in a secure manner, and adhere to security protocols and security policies.

From a future research perspective, the findings revealed different factors promoting the employees’
information security awareness and their behavior, as well as different factors leading to employees
being non-compliant in their behavior. There were more findings of different factors for RQ1 than RQ2,
which leads to a recommendation for further research, which is to explore and examine factors leading
to employees being non-compliant in their behavior. In this study, the majority of the information led to
uncovering the motivating factors promoting the employees’ information security awareness and their
behavior. Lastly, a recommendation for future research is to conduct a qualitative study, which could
be done through interviewing employees. By interviewing employees, a future study could contribute
with a deeper and nuanced understanding on which non-compliant factors are the most prominent in
practice, as well as contributing with an understanding on others factors that has not been covered in
this study.
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A. Appendix 1
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