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1 Introduction

With the modern era of communication and Information Technology (IT) new
technologies and challenges are uprising with the emergence of complicated
environments such as Internet of Things (loT), and the influence of Artificial
Intelligence (Al) (McLaughlin, 2023). There are certain amounts of concerns related to
the security of the information and assets to an organization (Li et al., 2019). The most
eminent threat or challenge lies in information security for an organization (Li et al.,
2019). Cybersecurity is getting more and more interest and in cybersecurity the
countermeasures taken to prevent the access of unauthorized parties are one of the first
concerns of organizations (Dasgupta et al., 2022). To mitigate this issue organizations
are obliged to adopt updated mechanisms and counter measures (Safitra et al., 2023).
One of those measures is the implementation of biometrics and other robust strategies
in authentication systems (Bergadano & Giacinto, 2023). The growing number of
cyberattacks and cybercrimes indicate that the flaws in the security systems of
organizations are still in place and according to a survey more than half of the
cyberattacks are caused by human factor (AON, 2023). This indicates that humans are
still vulnerable to cyberthreats. The researchers indicate that these attacks are the result
of traditional human nature that is to be in the comfort zone and avoid complicated
mechanism in authenticating themselves in mobile environment (Das, 2023).
Implementation of multifactor authentication has become a norm today and for
multifactor authentication there are several strategies used to authenticate a user into
the system (Suleski et al., 2023). One of the methods is biometric authentication system
in which the user is identified and authenticated for what he/she has such as fingerprint
identification, facial recognition, iris scan, palm print and voice recognition (Jha et al.,
2022).

1.1 Problem Description

The up-to-date world of cybersecurity needs a comprehensive study for the risks and
challenges associated with biometric authentication in multifactor authentication
(Admass et al., 2024). Biometric systems are very important assets to any organization,
and it can be a subject to variety of cyber-attacks (Sadhya & Singh, 2016). These risks
can be related to different perspectives, i.e. the risks and challenges can be felt or
recognized from different perspectives (Kindt, 2013). For example, in an organization
with the implementation of biometric authentication as a multifactor authentication
system, different individuals can behave differently (Marasco et al., 2023). If the data
is from an individual is compromised, it can cause a dent to the personal sphere or even
psychologically effect an individual (Fornaciari, 2018). Another article describes this
as, if the data from an individual is compromised, it can lead to humiliation for an
individual (Mordini, 2023). Biometrics has a significant threat if adversaries try to steal




or find a dropped card by the user (Royakkers et al., 2018)(Wu et al., 2024). The
protection is therefore the responsibility of the people managing and processing that
data (Shi, 2023). While there are many laws and regulations from legislation authorities
to cover the ethical issues, the need of awareness still exists to minimize the struggles
faced by individuals in the form of discrimination which can be caused by physical,
tangible, or intangible damages (Deliversky & Deliverska, 2018). With the introduction
to Internet of Things (10T) and digitalization of work environments, the supervision is
not well organized which means there is still the issues related to discrimination,
autonomy, human dignity and unbalance in power to attain privacy (Royakkers et al.,
2018).Thus, a holistic study is required to study and addressing these issues understand
the privacy and security issues related to the implementation and use of biometric in
multifactor authentication systems.

1.2 Purpose

The aim of this study is to explore the privacy and security challenges associated with
the use of biometric authentication, such as fingerprints or facial recognition, data in
multifactor authentication systems which is explained in chapter3. This study will
identify the main issues and concerns individuals have using their biometric data to
authenticate themselves over different platforms. The study will use the real and natural
experiences individuals face while using biometric authentication as a part of
multifactor authentication systems and show what methods are most effective, user-
friendly, and secure. The research will also propose methods of dealing with the
security and privacy issues that an individual can have using their unique data, i.e.

biometrics, while being accountable about handling this information. The study’s main
objective is to add to the knowledge in achieving a balance between strong security
using biometrics and protection of privacy. The discoveries can help organizations, and
technology companies to create better biometric authentication systems which can
result in user trust.

1.3 Research Questions
From the aims and problem description in the above text there are questions that arise
and make this study important and a bachelor’s level thesis is required to be able to
answer these questions. The questions are as follows.
1. What kinds of primary privacy and security concerns are associated with the use
biometric data in multifactor authentication systems on various platforms?
2. How do users experience the use of biometric authentication in multifactor

authentication systems?




1.4 Limitations

This research will focus on the privacy and security issues related to biometric
authentication systems such as fingerprints, facial recognition and other biometric ways
of authentication used in Multifactor Authentication systems (MFA). The research will
not be able to investigate other forms of authentication systems such as passwords,
PINs, or security tokens in detail. The primary focus will be on the experiences,
problems and consequences of using biometrics in multifactor authentication systems
over different platforms. The focus group will be individuals aged between 20 and 40
years who frequently use MFA in their daily lives. The views from different age groups
and professional areas could be more detailed differing in experiences and knowledge.
Although the research will give a comprehensive view, it will need to be able to explain
the technical details of the biometric authentication algorithm or system architectures.
The focus is still on user experiences, privacy risks, usability factors, and general
effects. Even the research is limited to generalized point of view, it will be of great
value in understanding the main privacy and security concerns and the expectations of
users in multifactor authentication systems with the addition of biometric
authentication.

1.5 Disposition

The following parts of study is structured as follows: Chapter 2 describes the method
of this study and the following ways to explore the area of research. Chapter 3 will be
the theory chapter where the theoretical framework will be presented which will give
the reader better understanding of the study area. Chapter 4 will explain and present the
collected data and the analysis of the collected data. Chapter 5 will consist of discussion
and results derived from those data and chapter 6 will present the conclusions.




2 Method and Implementation

This chapter will go through the methods utilized to make this study possible such as
the collection of information from existing literature and the methods used collecting
data from the respondents.

2.1 Data Collection

The research will be based on qualitative data collection method using conversational
interviews which is non structured and casual. Qualitative methods are good fit when it
comes to understanding of vague insider problems (Williams & Cutler, 2020). The data
collection will be conducted through unstructured interviews, where a set of questions
will be asked from all the participants to ensure the consistency and comparability of
the collected data. The interviews will be conducted in casual conversations through
informal chats. This approach builds up the environment where users don’t feel that
they are being interviewed which can result unbiased and natural answers
(Tomaszewski et al., 2020). This method facilitates opportunity to ask follow-up
questions which gives more in-depth information about the experiences, opinions, and
knowledge about the research topic (Tomaszewski et al., 2020).

2.2 Finding Respondents

The respondents for interviews were mainly students from the university and other
frequent users of MFA systems such as gamers and people that use MFA systems at
work, home, or school. As conversational interviews can be conducted anywhere, they
were conducted in public places as well such as outside university, a fellow traveler on
the bus and students that gather for refreshments in hostel area.

2.3 Data Analysis Method

For the data analysis the method used will be characterizing the data in different themes.
In this method the data is read multiple times to understand the main theme. Once
understood the data will be categorized in multiple categories (Naeem et al., 2023). The
themes made will then be categorized and managed in a way that leads to the main topic
of this research. Thematic analysis method is useful to understand the empirical base of
the study (Bryman, 2018).

According to Naeem et al. (2023), thematic analysis is done in different phases which
is as follows:

Phasel: Familiarizing yourself with the data

In this phase the collected data is read thoroughly to understand patterns and get key
sentences, that have clear relationships with the topic of interest. These sentences or
quotes are the main pillars of understanding the phenomenon.




Phase2: Generating initial categories

In this phase initial categories are made which can be identified with keywords derived
from them.

Phase3: Coding the data

In third phase data codes are formed. Codes are words or themes identified by words
that can be anything on mind such as colors. They are elements that ensure the
relationships towards the research questions.

Phase4: Theme development

In this step groups are formed to identify the patterns and relationships. Themes are
then identified emerging from the codes, which in other words are bigger categories
that consist of different codes that relate to each other.

Phase5: Conceptualization through interpretation of keywords, Codes, and themes

This phase consists of understanding and definition of concepts emerging from the data.
From those concepts definitions are formed with alignment to the research question.
These definitions should have qualities such as clarity, accuracy, reliability
applicability and should contribute to theories and practices.

Phase6: Development of Conceptual Model

In this step the final analysis of derived model. This consists of unique representation
of data and models that offer an answer to the research question. This step creates
significance and contribution to the existing knowledge.

2.4 Validity and reliability

Validity and reliability of data are two essential factors considered in research. Validity
can be described as the degree to which a measure reflects what it is intended to reflect.
Reliability refers to the degree of consistency of a measure across occasions, contexts,
or observers (Slrict & Maslakei, 2020). A valid and reliable measure should give valid
and reliable results. Researchers should consider validity and reliability while planning,
executing, and writing their research (Strlici & Maslakei, 2020).

2.4.1 Validity

Several activities will be carried out to ensure the validity of and correctness of this
research. Initially the data will be collected from individuals with different backgrounds
and experiences which will give a generalized idea of the topic of interest. The
interviews will be supported by the documents and literature that will be analyzed to
confirm and validate the interview findings.




2.4.2 Reliability

The reliability of this research will be ensured by some steps that will be taken
constantly while conducting the study. Primarily the literature findings will be limited
to most recent sources to provide the reliable data. The literature used to validate the
methods will be peer reviewed which ensures the reliability of literature and the
interview questions will also be through existing literature. The research process will
be thoroughly documented so it is replicable.

2.5 Research Approach

The research method has a direct impact on the results that are expected. There are
different types of research methods that can be used to explore different kinds of
problems and challenges. As our research is associated with security and user behavior
that are related to insider threats and challenges, which related directly to hidden and
vague problems the existing literature indicates that a qualitative approach is suitable
approach in finding such problems (Tomaszewski et al., 2020). Since privacy is an issue
with a great depth this approach would be reasonable to be utilized. Finding out issues
in greater depth qualitative approaches through interviews is an effective way (Denny
& Weckesser, 2022). The main qualities of qualitative approaches are descriptions and
analysis, allowing researchers to understand the complexity of processes which gives
desired results as it is inductive i.e. the researcher can derive theories from data (Aspers
& Corte, 2019; Bryman, 2018; Sharon et.al 2021).
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3 Theoretical background

This chapter discusses the main concepts used to make this study possible. Since the
focus of this chapter is to give the reader a better understanding of what the research is
about and what makes this research possible and valuable. Following the patterns from
previous studies, this chapter will include technical concepts related to the research
interest.

3.1 Authentication
Authentication is a process where a user confirms who they are who they say they are
(Tay, 2022). There are certain types of identity information used to confirm the stage
of authentication. There are three basic types of authentication metrics used for this
purpose:

1) Knowledge factor(passwords and unlock patterns)

2) Biometrics factor (fingerprints, facial recognition and other biological

characteristics)
3) Ownership factor (tokens and electronic cards)

The categorization of this hierarchy is illustrated in the image below.

Basic Authentication Metrics

Knowledge Factor Biometrics Factor Ownership Factor
(e.g., Password, PIN (e.g., fingerprint, (e.g., Physical Address,
and pattern) face, iris, gait, voice) software token)

Knowledge- Physiological Behavioral Two/Multi- Factor :
based Biometrics-based Biometrics-based Information :
Authentication Authentication Authentication Authentication | 1
1

|

|

o ——— ——

Mobile User Authentication Approaches

Figure 1 General authentication model (Wang et al., 2020a)

3.1.1 Knowledge Factor

Knowledge-based authentication is an authentication protocol that involves the use of
a set of questions that are specific to the user and then compared the answers given by
the user to the answers provided earlier (Kizza, 2024). It is commonly applied in cases
when a user has forgotten their password or in cases when a user needs an extra layer
of protection (Kizza, 2024). Passwords are a combination of letters numbers and special
characres, whereas, pins consist of numerical passwords (Wang et al., 2020). This
method has been proven effective in early stages of authentication but by the progress
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in technology and up-to-date techniques has made the adversaries able to gain access
to this knowledge by certain tricks that consist of attacks like rainbow table attacks and
brute force attacks (Ogbanufe & Baham, 2022).

3.1.2 Biometrics Factor

In this factor users are opted to confirm their identity through their body parts such as
face and fingers or hands (Wang et al., 2020). This method is implemented alongside
the knowledge factor authentication. For this method the user doesn’t have to memorize
codes or strings to authenticate (Marasco et al., 2022). The authenticating device i.e.
smartphones have dedicated sensors to identify the user by the body parts for instance,
for fingerprints fingerprint scanners are used or for iris scan depth cameras in
smartphone can determine the user by the pattern of iris (Stylios et al., 2021). This is
available only on high-end devices which created a limitation for their use (Marasco et
al., 2022). If the smartphones are not high-end users can face problems in authenticating
or there can be increase in errors which is later explained in chapter3.3 biometric
authentication.

3.1.3 Ownership Factor

In this factor the users authenticated by something that is in their possession. Sometimes
it can be called possession-based authentication method (Wang et al., 2020). In this
method user is prompted to authenticate through digital tokens which can be in the form
of software or a hardware (Marasco et al., 2022). While ownership authentication
method can be good it is often combined with knowledge-based authentication system
where the user is prompted to enter the password thereafter the user gets a code or
prompt in the authentication device in form of token or option to accept the
authentication process (Barkadehi et al., 2018).

3.2 Multifactor authentication

The traditional way to authenticate users in digital environments are giving them
username and passwords which is the legacy way to authenticate (Wang et al., 2020).
This process is being altered to generate a system which mitigates the risks of data
breaches and unauthorized access to the system (Ardichvili, 2017; Bartlomiejczyk et
al., 2019). In most cases implementation of MFA becomes complex, where the user is
prompted to authenticate via third party authentication such as tokens received by the
user (Vacca, 2017). MFA improves the level of security but makes the authentication
mechanism stronger and the users might sometimes find it frustrating (Bartlomiejczyk
et al., 2019; Vacca, 2017).

3.3 Biometric Authentication

Biometric authentication is a way to authenticate a user’s identity by the physical
features such as fingerprints, facial recognition, palm print or voice recognition
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(Ardichvili, 2017; Dasgupta et al., 2022; Kaur & Khanna, 2020). This method is more
secure as the biometric data on an individual is unique and the physical behavior is not
alterable and the user does not need to know any additional information to authenticate
(Ardichvili, 2017; Pagnin & Mitrokotsa, 2017). While this method is useful and reliable
there are certain types of errors a user might encounter while authenticating themselves
into the system.

3.3.1 False Acceptance Rate

This error occurs when an unauthorized person is identified wrongly by the
authentication device. This error is called type 11 error or false acceptance (Dasgupta et
al., 2022). This error is unlikely to be encountered in knowledge-based authentication
system that is why it is widely used in older devices.

3.3.2 False Rejection Rate

This error occurs when the authentication device is unable to identify the person and
rejects the authentication process (Dasgupta et al., 2022). This rejection rate on
fingerprint and iris scanner is relatively low that is why it is widely used for smart
phones (Wang et al., 2020a).

3.3.3 Equal Error Rate

Equal Error Rate (EER) is a measure of the performance of biometric security systems
that determines how accurately the system can identify a person. EER is the point where
FAR and FRR are equal (Anabor, 2022). This phenomenon is also called cross over
rate. This decides the accuracy of biometric system (Dasgupta et al., 2022).

3.4 Privacy

Privacy is defined by students at a university as “personal space”, or “the right to be
alone” (Hartzog, 2021).

According to Fornaciari privacy is based on moral conduct and is defined as necessary
component for psychological well-being as well as a requirement to preserve dignity
and personhood (Shibboleth Authentication Request, 2018). From the 18t century
privacy has been a debate as in early times privacy was defined as the way wealthy
people shaping their own identities and make their own choices. Then the author refers

to the most influential definition of privacy in that era which was, “right to be left alone”
(Matzner & Ochs, 2019).

3.5 Summary

This chapter is a detailed discussion of the basics that creates the foundation of primary
research. Its starts with the authentication methods that includes three main metrics,
knowledge-based (passwords, pins), biometric (fingerprints, facial recognition), and
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ownership-based (tokens, electronic cards). They key features of each method are
outlined. Although the multifactor authentication is a secure method to authenticate it
can be frustrating and complex, is also emphasized. The chapter further indicate that
biometrics, being a risky approach to the identity of an individual, is a highly secure
feature because of its unique physiological traits. However, the false acceptance and
rejection rates are also a possibility in this method of authentication (Anabor, 2022).
Lastly, privacy is discussed as it the main interest of implementing all the methods of
authentication, which elite people have the privilege initially, and later, it becomes a
fundamental right for well-being and dignity (Fornaciari, 2018).
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4 Results

This section will provide the results of the empirical research on biometric
authentication for multifactor authentication systems. It will start with analysing the
empirical data gathered from the user interviews as described in section 4. 1. This will
include the users’ interaction with the system, problems faced, their perception of the
reliability and security of the system, and their recommendations. Section 4. 2 will then
use thematic analysis to determine the main themes highlighted in the data collected.
The analysis will also compile the users’ opinions and give recommendations on how

the biometric authentication can be improved to meet the users’ expectations.

4.1 Presentation of Empirical Data

This section will describe the findings of the interviews conducted with the users
regarding their perception and experience of biometric authentication as part of
multifactor authentication systems using the empirical data. It will include aspects of
user experience, issues in implementation, perceived reliability and security, and
recommendations based on the analysis.

4.1.1 User Experiences

Most of the respondents mentioned that they had good experiences when they use
biometrics in MFA. The participants understood that using biometrics methods such as
fingerprints or facial recognition makes the authentication process much easier, faster,
and convenient, than using traditional authentication, which involves passwords and
PINs which sometimes can be hard to remember, or the possibility of forgetting is
always there. The main advantage of using biometric authentication is that users no
longer must remember and enter complex password which is forced to change
frequently (Finnegan et al., 2024). On the other hand, some participants had problems
with environmental conditions such as bad lighting that affected facial recognition, dirty
or wet fingers that caused problems with fingerprint scanning and low-end devices
which needed to be steady or on a flat surface to scan properly. Some participants had
no problem at all. Some participants ignored the questions and did not want to answer
as they were having a bad day or did not feel like continuing the conversation.

4.1.2 Implementation challenges

The first step of implementing biometric and training of biometric authentication was
easy for most participants. They introduced biometric authentication system with
fingerprint or facial recognition, that was operational from the first day without
technical issues. Among users who said that the biometric authentication had to be tried
several times or the settings had to be adjusted to make it perfect for their unique
application were.
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4.1.3 Reliability and Security Perceptions

Many participants thought that biometric authentication methods were more
trustworthy and secure than classic knowledge-based factors such as passwords or
PINs, which can be stolen, shared, or guessed by adversaries. Meanwhile some
mentioned about the possibility of biometric data being spoofed or faked by malicious
people and privacy violations that can be experienced from misuse or leaking of
biometric data. Undoubtedly biometric methods have its own risks, but it is an extra
security layer that can be used in multifactor authentication systems, which creates
another security layer for the adversaries to go through (Singh et al., 2021).

4.1.4 Improvement Suggestions

The participants had several ideas about the improvement and enhancement of
biometric authentication in MFA systems. The suggestion of enhancing the precision
and dependability of biometric sensors was frequently made to minimize the
authentication failure problem due to factors such as low light conditions. Furthermore,
the users wanted clear information on how biometric data is handled which in other
terms can be described as transparency of handling the biometric data. They also asked
the right to opt out of biometric as their preference. Some suggested the combination
of biometric authentication with voice assistants to facilitate convenience in specific
application areas.

4.2 Data Analysis

The collected data was analyzed with the method of thematic analysis in which,
researcher I identified the main themes and patterns of the users’ experiences,
implementation challenges, security or reliability perceptions, and expectations in
biometric authentication for MFA systems. The initial step of the thematic analysis
process was to get familiar with the data, which was done by reading the transcripts
many times. This helped to have the data in the picture and express the initial
impressions. The next step was coding, which was done by underlining, labeling, and
highlighting the key quotes from all interviews. Some of the first codes were

29 ¢c " cc

“convenience,” “failed attempts,” “privacy issues,

codes were thereafter grouped into themes by common ideas in contrast with coded data

2 13

extracts. First, the topics were “usability factors”, “security concerns”, “biometric

added security,” and so on. These

drawbacks”, and other relevant topics. The themes were then analyzed again by reading
the data extracted for each theme and patterns were identified. The themes were
identified under the formation of research questions too.

The thematic analysis of interview data showed that there are four main themes in this
research about multifactor authentication systems. The theme, “Useability Pros and
Cons”, is presented in the first part of the text, which describes the advantages of
convenience and simplicity of using biometrics alongside the drawbacks and issues
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users face. The other theme, “Security Benefits and risks”, includes the user perception
of the improved security aspects of biometric over traditional methods with the fear of
data being stolen or spoofed. The next theme, “Privacy concerns,” explained the user’s
concerns about their privacy being at risk. Users wish for more transparency in the
handling of their personal data which is biometrics data used for authentication as it is
crucial to protect against misuse. Final theme “Future Expectations,” is a summary of
users’ opinions on improvement of existing technologies that use biometrics to
authenticate users in multifactor authentication systems. This included accurate sensors,
the option of cancelling biometric information if required, and voice assistants for extra
convenience. The problems mentioned in this section are the main findings of biometric
authentication as part of multifactor authentication systems concerning participant’s
real-life experiences, worries and expectations.

5 Discussion

This chapter will include a comprehensive discussion in two sections. First section of
discussion will be on the results showing the key concepts derived from the interview
results and the analysis. The second section will be a comprehensive discussion on the
methodology approach for this research.

5.1 Discussion of results

The use of biometrics in MFA systems is becoming increasingly common. The primary
reason for this is the convenience and security benefits. On the other hand, the
popularity of biometrics is often controversial, which implies that several critical
problems need to be addressed. Users opt to use biometrics as they do not want to
remember long and complex passwords (Blanco-Gonzalo et al., 2018). On the other
hands the research found that, people are more pleased with the use biometrics for
crucial tasks such as payment methods than pin and password authentication methods.
There are factors that can cause inaccuracy in biometrics, such as environmental
conditions i.e. bad lighting and physical changes, such as injuries, can also affect the
accuracy of biometric recognition (Fernandez-Saavedra et al., 2015).

The introduction of biometric authentication systems is accompanied by wide range of
problems as well. Other vital issues include (FAR) false acceptance rate, (FRR) false
rejection rate, which impacts the system’s reliability (Anabor, 2022). False acceptance
rate can lead to the probability of unauthorized access, and false rejection rate can be
frustrating for users. The rates, which are main elements, should be balanced, therefore
the developers aim for (EER) equal error rate as a goal (Fornaciari, 2018).

One problem is the integration of biometrics in existing IT infrastructure. Operational
problems might occur in the process of integration which can be the jeopardy of
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security. The cost of setting up and managing biometric systems may hinder
organizations from adopting them (Gofman et al., 2021).

The reliability of biometric systems is a significant problem. Sensor quality, algorithm
robustness, and environmental factors are few of the many factors used to determine
system performance. Low-quality sensors may not provide accurate biometric data,
resulting in higher FRR (Cader et al., 2023).

Security remains another important consideration. Biometric data leaks are different
from passwords or PINs, which can be replaced or change. As they are permanent,
biometric data becomes a very luring target for adversaries (Alzahrani & Alsolami,
2019). In addition to this, the storing and transfer of biometric data can create serious
security issues. Therefor the data should be encrypted and stored in a safe environment
to prevent data breaches (Alzahrani & Alsolami, 2019).

Future technologies might overcome the problems and hurdles of biometric
authentication systems to an extent as machine learning and artificial intelligence will
be the driver for more accurate and reliable biometric recognition systems (Minaee et
al., 2023). There are other upcoming biometric authentication systems such as
behavioral biometric systems. These methodologies use the pattern of user behavior,
for example, typing speed and how the mouse is moving which gives an additional layer
of security (Polunina et al., 2024).

Along with this the privacy-preserving biometric systems are also becoming common.
The researchers are working on the technologies of homomorphic encryption systems
and secure multi-party computation that will strengthen the security of biometric data
and protect the privacy of their users.

Although biometric authentication has a lot of advantages, such as making things more
accessible and more secure, some problems need to be addressed (Harakannanavar et
al., 2019). User experiences reveal that the stress and the problems should be
emphasized more. However, the implementation challenges, which are mainly related
to integration and cost, cannot be ignored. Artificial intelligence and machine learning
might become the answer to these challenges, so the efficiency and security of biometric
authentication systems will be improved in multifactor authentication systems.

5.2 Method Discussion

The research technique employed in this study was qualitative research that involved
the administration of semi-structured interviews. Qualitative research is especially
suitable for studying users' experiences, attitudes, and beliefs about technological
systems unscripted and versatilely (Williams & Cutler, 2020). However, the
participants were selected based on their experience with multifactor authentication
systems and semi-structured interviews were conducted with the participants in a face-
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to-face manner. This enabled targeting users’ actual experiences regarding the
practicability, security, and privacy of biometric authentication. The interview was
conducted systematically with a set of questions, and the subjects were free to answer
in a limited number of ways. However, the interviewer could pursue matters that were
discussed during the interview. The interviews in this study were based on the literature
that has postulated that contextual user perspectives are helpful in technology
development. Qualitative research helps find out themes and concerns from the users
without assuming anything in advance (Nathan et al., 2019). The choice of semi-
structured interviews as the primary source of data collection made it possible to
consider how real users perceive the strengths and weaknesses of biometric
authentication in their everyday lives.

5.2.1 Conversational Interviews

In this case, it was necessary to interview people on a one-to-one basis to obtain
information for this study. Quantitative interviews are helpful when one wants to get
information that captures the perception and concerns of an individual (Tomaszewski
et al., 2020; Denny & Weckesser, 2022). Interviewing allows people to speak out about
their real-life experiences and things that they may not share with the public regarding
a particular issue. In this research, the interview conversations were natural. This
allowed the participants to say what they considered concerning using different sign-in
strategies. The researcher could ask additional questions as the participants reasoned on
essential issues. The advantage of the interviews is that they are flexible regarding the
information sought. This is useful when the topic of discussion is general, such as the
user experience of authentication. Interviews are the source of qualitative data that
assist in revealing the insider’s perspective, which may remain beyond the observer’s
notice (Brinkmann, 2020). This is why interviews were chosen to collect information
for this research.

5.2.2 Data Analysis: Thematic Approach

The interview answers were analyzed to identify themes and trends in the given topic.
This thematic analysis method enabled the examination of all the qualitative data
gathered in this study. The analysis was done in several steps. First, the researcher
reviewed all the interview answers several times to become more acquainted with them.
Then, important quotes were underlined with codes placed beside them. Such codes
were then clustered into possible themes. The themes were discussed again to ensure
that they captured the data appropriately.

This logical thematic analysis process made the findings reliable. Since the process
followed entails coding, familiarization, theme generation, and revision, the themes
mentioned above can be relied on. It enabled a detailed interview content analysis. This
method was appropriate for this research.
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5.2.3 Ethical Considerations

Ethical consideration was used as per the guidelines provided by ALLLEA and
Vetenskapsradet to maintain the participant’s anonymity, confidentiality, and well-
being. To maintain the anonymity of the participants, the participants were numbered
and given pseudonyms in the transcripts and the presentation of the results. The
participants were also informed of the purpose of the study, how their data would be
collected, used, protected, and, in case they would be involved, utilized in the study
(Vetenskapsradet, 2019).

To maintain the anonymity of the participants, all the identification data were
documented on a paper different from the transcription and coding. The participants did
not feel forced to consent to the study and were informed of their option to withdraw at
any time without any consequence (Manti & Licari, 2018). The interview questions that
were asked were not likely to be in any way problematic to the participants’
psychological or social well-being.

In the preparation stage of data collection, the relevant research ethics committee
approved the research. The study adhered to ALLLEA guidelines and national
guidelines, including integrity, respect for persons, beneficence, and justice
(Vetenskapsradet, 2019).

5.2.4 Triangulation and Confirmation

Data triangulation was used to ensure that the results obtained were consistent and to
enhance the study's validity. This technique assists in the confirmation that the results
that have been obtained are in concordance with other comparable studies (Bans-
Akutey & Tiimub, 2021). Triangulation is comparing data, theories, researchers or
methods involved in the research process. In this research, theoretical triangulation was
employed. These themes were then compared with the concepts from theories and other
papers on similar research. The topics and the perceived attitudes of the participants
regarding the ease of use, security, privacy, and the required improvements were similar
to the other studies on the attitudes towards biometric sign-ins. For instance, the concern
about biometric data and the desire to know how people's data is processed align with
the above-stated privacy concerns (loannou et al., 2020). Likewise, wanting to enhance
the sensor accuracy to reduce failed login attempts aligns with previous studies that
pointed out that accuracy influences users' satisfaction (Yang et al., 2019). This made
the results more reliable and valid than other theories and studies. It also ensured that
the identified themes captured users' thoughts, as highlighted in the literature review
section.
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6 Conclusions and Recommendations

This paper sought to understand the users' attitudes, anticipations, and perceptions
towards biometric authentication in multifactor authentication. The final part of the
study will provide the study's practical implications, scientific implications, and
recommendations for further research. Section 6. 1 will explain how the findings of this
study can be applied in real-life deployment of biometric systems. Section 6. 2 will
describe the scientific knowledge provided. Section 6. 3 will provide directions for
further research to extend the secure and privacy-preserving biometric authentication.

6.1 Practical Implications

The study has some practical implications for organizations and individuals who are
already using or planning to use biometric authentication as a factor in multifactor
authentication systems.

The gathered data from user experience research could be used by organizations for the
successful launch of biometric systems. Applying good-quality biometric devices and
taking into account environmental factors is the solution to false rejection rate and leads
to user satisfaction (Yang et al., 2019). Moreover, the users can be trained to the correct
way to use biometrics system for overcoming the useability issues.

Organizations are concerned about the biometric data breaches which leads them to
have robust security measures. This requires the use of latest encryption techniques for
biometric data storage and keeping the biometrics systems up to date to protect against
any security threats (Yang et al., 2019). In addition, organizations must apply
multimodal biometric systems, which utilize more than one biometric trait, to increase
security and minimize the possibilities of false acceptance rates (Gayathri et al., 2022).

However, organizations should conduct a complete cost-benefit analysis before they
implement or use biometric authentication. The initial cost might be high, but the
longterm advantages of increased security and user-friendliness are worthwhile
investments. Beside the expense that can be caused by data breaches and loss of user
trust, organizations should also consider the correct implementation of a biometric
system to minimize both issues.

6.2 Scientific Implications

The study covers the scientific knowledge about biometric authentication with the
following key points. The research firstly shows the problems and user experience with
the use of biometric authentication. This information can be utilized to develop a better
authentication system that use biometrics. In addition, factors that enable biometric
authentication systems to be reliable and secure are the subject of research and
experiments for a more thorough investigation (Capasso et al., 2022).
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This research points out the connection between all these authentication factors, which
include, knowledge based, biometrics, ownership etcetera. This collaborative approach
could be a good point of departure for further studies on combining these factors
between security and usability.

Moreover, the study points out that the ethical and privacy problems associated with
biometric authentication should be remembered. According to privacy value theory, the
worth of one’s data, to them, is compared with the benefits they can get from sharing it
and the value they get. They thus try to find the middle way by letting in some but not
too much and keeping some but not too much out (Payne et al., 2023). This option is
also possible, and it is possible to create a system of categories that would include
tradeoff between the usefulness of biometric technologies and the privacy risks of
monitoring. In the privacy calculation theory, people will tend to assess the benefits and
the disadvantages of biometrics to determine anonymity by just categorizing it is the
way of proving the validity of this hypothesis (Payne et al., 2023). In future, the
objective of scientific studies could be directed towards the development of methods
for biometric data security, which would not interfere with the performance of the
authentication systems.

6.3 Further Research

The results of this research have paved the way for more inquiries. Future research
should propose privacy-protecting methods of biometric authentication. These
techniques are strong encryption and secure multi-party computation. They are good
but must be tested for their practicality in real-life systems.

Future research should also investigate multi-model biometric systems based on
different biometric traits. This will help us understand how they can increase security
and reduce false acceptance rate and false rejection rate. Research needs to pay attention
to the trade-offs and pick the right biometric modes to implement (Gayathri et al.,
2022).

In addition, longitudinal studies that track the development of user acceptance and
experience with biometric authentication will be an invaluable source of data collection
about how perceptions are changing and what factors are maintaining user satisfaction
and trust (Lohr et al., 2022). They will help to identify past mistakes and improve the
new biometric systems and implementation techniques.

In addition, future research should consider the effect of new technologies, such as
artificial intelligence and machine learning, on biometric identification. Incorporating
these technologies has the great potential to make biometric systems more accurate and
reliable, and their use in multifactor authentication systems should be investigated
(Awad et al., 2024).
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These practical, scientific, and future research directions are the leading principles of
this research, which focuses on the extension and enhancement of biometric
authentication in multifactor authentication systems. These systems should be secure,

easy to use, and protect users’ privacy.
b
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