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Abstract 

The purpose of this thesis is, through an exploratory study, to examine how organizations can 

effectively comply with data regulations.  The following are the research questions: What are the 

elements of an effective compliance management system? In light of the elements of an effective 

compliance management system, how are organizations complying with EU data regulations? A 

holistic multiple case study approach was implemented where four companies with services 

handling personally identifiable information were interviewed and then requested to participate 

in a Likert scale questionnaire to find points of consensus. 

 

Based on literature the elements of an effective compliance management system were shortlisted. 
These elements are policies and procedures; communicate and train; culture; respond to 
incidents and prevent future incidents; resources; incentives and rewards; exercise due diligence 
to prevent and detect criminal conduct; governance; objectivity; risk management; prohibited 
persons; monitoring and auditing program effectiveness; ethics. Based on the interviews and 
questionnaire, organizations were not systematically managing compliance with EU data 
regulations. Also, there was not an awareness of the regulations. There was a lack of 
understanding on the details of the regulations and a drive to comply with these regulations. It 
was noted that issues that do come about due to data protection were handled on the go. To 
summarize the interviewees, there is a reactive mentality instead of a proactive one towards 
compliance with data regulations. 

From a regulator’s perspective, a means of including service providers in the process of data 

regulation may first help in creating awareness. On the note of awareness, it is necessary for 

organizations handling personally identifiable information to comply with the law. Again, this is 

not viewed as a priority for the organizations that have been interviewed or at least for 

organizations that are relatively small in size or in a startup phase.  

The value provided by this thesis is in providing an aggregated view of the elements of an effective 

compliance management system. 
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1 Introduction 

This chapter introduces a Governance, Risk and Compliance perspective and the current climate 

pertaining to compliance with data regulations. In this chapter the problem is highlighted, the 

purpose and research questions are then stated followed by delimitations, key definitions and a 

disposition of the thesis.   

1.1 Background 

Governance, Risk Management and Compliance usually abbreviated as GRC is an integrated 
approach that focuses on analyzing and mitigating risks in alignment with business and internal 
and external regulatory requirements (Salido & Voon, 2010b). The OCEG (Open Compliance and 
Ethics Group) states GRC is about establishing an approach that ensures the right people get the 
appropriate and correct information at the right times, that the right objectives are established, 
and that the right actions and controls necessary to address uncertainty and act with integrity 
are put in place. (Switzer, Mitchell, & Mefford, 2015, p. 10). Organizations in an attempt to 
maintain information security as well as to comply with complex regulations have sought for ways 
to balance their GRC approach. Most however still maintain a disparate GRC approach.  

Governance is a structured way of managing an organization (Lessard, 2011, p. 38) and is 
usually referred to in specific areas as project governance, information systems governance and 

data governance . Risk is a systematic process for identifying, analyzing, evaluating, remedying, 

and monitoring risk and dealing with risk (Salido & Voon, 2010b, p. 27) . Compliance refers to 
ensuring that current internal processes are in line with internal and external rules. GRC is 
nothing new but the idea of having these separate efforts support one another to achieve 
organizational objectives is widely being accepted by C-Suite executives as a top priority within 
large organizations.  

The OCEG in the GRC Capability Model (Switzer et al., 2015) points out the benefits of integrated 
GRC capabilities as improved alignment of objectives with mission, vision, and values of the 
organization; better decision-making agility and confidence; sustained, reliable performance and 
delivery of value; capital allocation to the right initiatives at the right time; top to bottom 
accountability for key objectives, risks, requirements, and related initiatives and meaningful cost 
savings within the integrated capabilities.  

GRC has gained traction due to the rapid changes in three major areas: information security, 
information privacy and complex regulatory and legal requirements (Salido & Voon, 2010b). 

Information Security has and continues to be a major concern among major corporations storing 
either personally identifiable, health related and/or financial information. The number of data 
breaches, security hacks and sometimes mistakes of staff members has led to numerous financial 
and reputation costs (Quick, Hollowood, Miles, & Hampson, 2016). 

Privacy has taken the center stage in this big data revolution that is seeing organizations manage 
personally identifiable and sensitive information with the consent of users. Consumers are 
questioning how their data is being managed and to what extent companies can exploit such data. 
At the same time, companies are charged with maintaining a culture of respect with their 
customers and also servicing their customers better. Obviously, this hasn’t been clear cut for 
either group and has been left to regulators to curve a working relationship for both parties. 

On that note, regulators and lawmakers have not only been calling for more effective 
international cooperation, but also have been gradually strengthening their own common 
identity, institutional capacity and infrastructure through annual meetings, participation in 
policy making and educating the public (Zalnieriute, 2016, p. 2). There are two major data 
protection regulations affecting EU servicing companies: 
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1. EU-US Privacy shield are principles by which US companies must 

comply by certifying themselves with privacy laws protecting 

European Union and Swiss citizens. The principles have recently 

been updated after the European Court of Justice (ECJ) rejected 

the Safe Harbor framework in October 2015 after accepting a 

complaint regarding Facebook’s processing of personal data in its 

Irish branch servers. The complaint stated in the light of the 

revelations made in 2013 by Edward Snowden concerning the 

activities of the United States intelligence services (in 

particular the National Security Agency (‘the NSA’)), the law and 

practice of the United States do not offer sufficient protection 

against surveillance by the public authorities of the data 

transferred to that country (European Court of Justice, 2015). 

This meant that US authorities could access European data without 

having to comply with safe harbor. As of February 2016 a new 

framework has been updated that satisfies EU Data Protection 

Directives. 

 

2. EU General Data Protection Regulation (EU GDPR) has two main aims 

which is to improve the data protection rights of individuals and 

to improve business opportunities by encouraging the free flow of 

personal data in the digital single market (Council of the European 

Union, 2015). The EU GDPR has been approved by regulators. 

 

1.2 Problem 

In a 2014 survey conducted by EY, chief compliance officers (CCOs) at 16 insurance companies in 
North America were interviewed in 2013 through early 2014. The survey focused on the structure 
and governance of the compliance function and core compliance program activities. The results 
stated that in the next three to five years regulatory pressures would continue to increase (Ernst 
& Young LLP, 2014). That is true as the above two mentioned laws have brought changes related 
to the issue of data privacy within the span of a month. Some of these existing laws apply to 
specific sectors such as the Health Insurance Portability and Accountability Act (HIPAA) that 
focuses primarily on the health sector. Not only are health related companies affected but sub 
contracted companies (processors) that process their data are expected to comply with such laws. 
It is the responsibility of each company to ensure that their data, irrespective of whose hands it is 
in, third party or not, is complaint with all regulations.  

In a European survey on IT professionals that polled to see how they fared against the draft EU 
GDPR; 68% stated that it is a financial burden to keep up with changing data regulatory 
requirements, 69% stated that in order to comply with new regulations they would have to invest 
in new technology and services and about 1/5 of businesses are still not aware if changes in the 
regulation will apply to them (IPSWITCH, 2015). 

Another key concern is noncompliance, which carries with it both financial and reputation loss. 
In terms of financial losses, the amount in fines that UK and US financial service companies have 
had to pay in 2013 are £424m and $60m respectively. For some companies it has led to an end of 
some of their business services. For example, HSBC transacted drug trafficking proceeds and 
funds from sanctioned countries. The cost of such actions was $1.9bn in 2012 and since HSBC has 
withdrawn from about 74 businesses that it considers too risky (English & Hammond, 2014). 
 
In light of this, the compliance management system has taken center stage in the minds of the 
largest organizations. The confidence that most C-Suite executives had in their compliance team 
has been diminished with the myriad of fines and public humiliation of top management in their 
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respective sectors. Therefore, firms are now more committed to providing the necessary resources 
for compliance and control activities. Therefore, one may ask what sort of compliance 
management system is necessary to withstand the ever changing regulatory landscape with an 
organization. 
 
On literature on the compliance management systems, there doesn’t seem to be much peer 
reviewed articles available on this topic. The available literature is in the form of articles from 
company websites focused on compliance or auditing per se. The advantage of these articles are 
that they are frequently updated in response to changes in their respective fields. A major 
disadvantage is the lack of references used as is customary in a peer reviewed journal paper. 
Therefore, there is no relation between the articles published, which means there is no continuous 
development of concepts, issues or theories in general. Therefore, in this thesis, there will be a 
focus to aggregate the elements of an effective compliance management system. 
 
 

1.3 Purpose and Research Questions 

The purpose of this thesis is, through an exploratory study, to examine how organizations can 
effectively comply with data regulations.  In order to address the stated purpose, the following are 
the research questions: 

RQ1 What are the elements of an effective compliance management system? 

RQ2 In light of the elements of an effective compliance management system, how are 
organizations complying with EU data regulations? 

 

1.4 Delimitations 

The scope of this investigation is on the compliance management system within active 

organizations. The focus of the data protection laws will mainly be on those affecting 

organizations based in the EU or running services in the EU. As some of these laws also extend to 

organizations that have services in the EU but are based outside the EU area, those organizations 

will be taken to account as well.  

The point of this investigation is not to create a one size fits all model of a compliance management 

system but rather one that fits today’s climate of regulation and risks. This thesis isn’t aimed at 

an approach on how to setup a compliance management system. 

The data protection laws in themselves are being used in relation to a compliance management 
system and so a review of these laws is not the prime focus. Finally, the results and conclusions of 
this investigation are focused on the compliance management system and therefore may not be 
applicable to other organizational operations. 

 

1.5 Definitions 

 Data controller means a person who, either alone or jointly or in common with other 
persons, determines the purposes for which and the manner in which any personal data 
are, or are to be processed (Salido & Voon, 2010b). 

 Data processor, in relation to personal data, means any person other than an employee 
of the data controller who processes the data on behalf of the data controller (Salido & 
Voon, 2010b). 
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 Processing, in relation to information or data means obtaining, recording or holding 
the information or data or carrying out any operation or set of operations on the 
information or data, including: 

a) organization, adaptation or alteration of the information or data, 
b) retrieval, consultation or use of the information or data, 

c) disclosure of the information or data by transmission, (Salido & Voon, 2010b) 

 Personally identifiable information: Any information that can be traced to a 
particular individual. Usually this type of information is identified through an 
identification block of data, such as a name, mailing address, phone number, Social 
Security number, or e-mail address. Personal user preferences tracked by a Web site via 
a cookie are also considered personally identifiable when linked to other Personally 
Identifiable Information provided by a user online (Salido & Voon, 2010a, p. 25). 

 

1.6 Disposition 

Introduction: This chapter introduces a Governance, Risk and Compliance perspective and the 
current climate pertaining to compliance with data regulations. In this chapter the problem is 
highlighted.  The purpose and research questions are then stated followed by delimitations, key 
definitions and a disposition of the thesis.   
Frame of Reference: This chapter provides a detailed view of an integrated form of GRC. It 
touches upon the data protection regulations affecting EU service providers. It then highlights 
through a literature review of what an effective compliance management consists of. 
Methodology: This chapter deals with the research methods that were used throughout the 
thesis. This chapter details the research approach, the research design, explains the collection and 
analysis of data. 
Results: This chapter provides a breakdown of all the data that was collected through the 
interviews and questionnaire. Each interviewee’s company and/or project is introduced. The 
interviews are summarized in the format in which the interview was conducted. Finally, the 
results of the questionnaire are displayed. Further analysis of this results is done in the following 
chapter. 
Analysis: This chapter reviews the results against the theory in the Frame of Reference. 
Conclusion: This chapter summarizes the purpose of the study, the research questions and their 
answers. Other points of analysis are also raised here. 
Discussion: In this chapter the results are discussed against other research done. The chosen 
methodology is also analyzed highlighting strengths and weaknesses. This is followed by 
suggestions for organizations to take up and finally ideas for future research. 
 
The next chapter will introduce the frame of reference  for the given purpose.  
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2 Frame of Reference 

This chapter provides a detailed view of an integrated form of GRC. It touches upon the data 

protection regulations affecting EU service providers. It then highlights through a literature 

review of what an effective compliance management consists of.  

2.1 GRC Perspective 

 
The focus in this section will be on recent events that have encouraged the integrated form of 
GRC. The term corporate governance was first mentioned in 1990s according to the 1992 British 
Cadbury Report, The financial aspects of corporate governance.  The definition used was the 
system by which companies are directed and controlled (IIA;AICPA;ACPFE, 2012, p. 10). The 
concept of corporate governance was widely accepted following the adoption of the report’s 
recommendations by major economic leaders such as the World Bank, the European Union and 
the US. The Cadbury definition of corporate governance is considered the most commonly used 
definition of governance (Lessard, 2011). 
 
In 1999, the Organization for Economic Co-operation and Development (OECD) further added to 
the definition of corporate governance as one that involves a set of relationships between a 
company’s management, its board, its shareholders and other stakeholders. Corporate 
governance also provides the structure through which the objectives of the company are set, and 
the means of attaining those objectives and monitoring performance are determined (OECD, 
1999, p.2). This term also focused on regulators as players in an organization’s governance.   
 
However, over time as organizations focused on adopting corporate governance or redefining it 
as in the case of IT governance, governance begun to encompass a range of topics including 
organizational structure, processes and enterprise risk management. The Open Compliance & 
Ethics Group (OCEG) in 2009 authored a framework that promotes a governance, risk and 
compliance (GRC) concept. 
 
The OCEG in their Red Book have a larger view of the organization when defining GRC. GRC is 
not seen as an end but rather the means in which an organization should adopt to achieve a certain 
state. This healthy and vigorous state that enables success (Switzer et al., 2015, p. 2) is known as 
Principled Performance. Principled Performance can only be achieved by setting common goals, 
aligning information and core functions, and supporting them with strong communication, 
effective technology, and development of the desired culture. It’s not enough to aggressively 
move toward established objectives. For success, we must consider the boundaries of laws, social 
mores, and uncertainties that arise with regard to potential risks and rewards. Nor can the 
management of performance, risk, compliance, and ethical conduct be separated from the 
objective-seeking activity; …... Everything must be brought into alignment and operate through 
fully integrated governance, risk management, and compliance capabilities (Switzer et al., 2015, 
p. 3).  
 

 

Figure 1 The Principled Performance View of Integration (Switzer et al., 2015, p. 3) 

 
Therefore, the concept of GRC is a collection of critical capabilities that must work together to 
achieve Principled Performance. GRC isn’t a new concept but the approach to the same activities 
(governance, risk and compliance) in supporting one another to achieve organizational objectives 
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is revolutionary. In the Red Book’s view GRC is viewed as a well-coordinated and integrated 
collection of all of the capabilities necessary to support Principled Performance at every level of 
the organization (Switzer et al., 2015, p. 4) 
 
According to the OCEG’s Capability Model, Red Book, 2.0 (April 2009), OCEG defines GRC as a 
system of people, processes, and technology that enables an organization to: 

 Understand and prioritize stakeholder expectations 

 Set business objectives that are congruent with values and risks 

 Achieve objectives while optimizing risk profile and protecting value 

 Operate within legal, contractual, internal, social, and ethical boundaries 

 Provide relevant, reliable, and timely information to appropriate stakeholders 

 Enable the measurement of the performance and effectiveness of the system (Marks, 

2010, p. 25) 

GRC processes range from high level activities of the top management to detailed managerial and 
staff activities. Some of these functions and processes typically included are governance, strategy 
and business performance management, risk management, compliance, internal control, 
corporate security, legal, IT, business ethics, sustainability and corporate social responsibility, 
quality management, human capital and culture, audit and assurance and finance.  
 
Although the OCEG defined a framework for GRC other organizations have tried to do the same. 
For instance, figure 2 illustrates Microsoft’s view on GRC. Each component of GRC has 
information exchanges between the other as illustrated in the image below (Salido & Voon, 
2010b).   
 
The OCEG’s definition is widely respected and accepted because of its credibility as a definition 
written by diverse practitioners. (Marks, 2010)  
 
 
 
 

 

Figure 2 Microsoft's Governance, Risk and Compliance (GRC) Overview 
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The main advantage of an integrated GRC approach is that it provides confidence to management 
as well as a competitive advantage. Confidence comes from knowing what is going on internally 
and externally so that informed decisions may be made. This is an agile approach in that 
organizations can make necessary calls in order to avoid threats/risk or take advantage of 
opportunities. When an organization and its decision makers are confident and understand the 
organization’s decision-making criteria and strategic goals, they can take advantage of risk in 
a way that others cannot, without going beyond established risk thresholds and tolerances 
(Switzer et al., 2015, p. 5). This is a competitive advantage. 
 
The previous silo approach brought with it a lack of information flow, which meant there was less 
likely a chance that critical information was being shared with strategic decision makers. The 
greatest risk isn’t even the lack of information but its effect which is wrong decisions being made 
causing the organization to face too much risk or miss opportunities. 
 

2.2 Data Protection Regulations 

There are three set of data protection regulations that have had major impact on European 

companies. These regulations are the Data Protection Directive, the EU General Data Protection 

Regulation and Safe Harbor or the EU Privacy Shield. 

The Data Protection Directive finally provided a means through which data protection laws would 

be harmonized among European member states and the right to uphold data privacy. However, 

as soon as the law was undertaken there were a lot of changes in terms of the pervasiveness of 

information technology. The environment in which these laws were heralded had rapidly changed 

and the principles of the directive was being threatened. Wilhem (2016) provides a simple graphic 

view of the pervasiveness of IT and the corresponding laws that took effect overtime.  

 

 

Figure 3 A brief history of the General Data Protection Regulation (Wilhem, 2016) 

Safe Harbor is enforced by U.S. law and self-regulated by U.S. corporations. However, there are 

numerous cases of the abuse of the Safe Harbor principles specifically where companies stated 
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(on their websites) that they abided by the principles but were in fact in non-compliance  (Weiss 

& Archick, 2015; Kulesza, 2014). 

According to the European Commission’s (European Commission, 2013) review of the Safe 
Harbor principles, three key deficiencies in transparency and enforcement of the arrangement 
were found: 

a) transparency of privacy policies of Safe Harbor members,  

b) effective application of Privacy Principles by companies in the US, and 

c) effectiveness of the enforcement.  

To infuriate matters, there were reports of U.S. intelligence agencies having surveillance access to 

servers where data from Europe was stored. This was in clear violation of the EU Data Protection 

Directive. To affirm those reports an Austrian citizen, Maximillian Schrems, a Facebook user since 

2008 lodged a complaint in light of the revelations made in 2013 by Edward Snowden concerning 

the activities of the National Security Agency (a U.S. Intelligence service) (European Court of 

Justice, 2015). He stated that the laws and practice of the U.S. do not offer sufficient protection 

against the surveillance by the public authorities of the data transferred to that country 

(European Court of Justice, 2015, p. 1). This is primarily viewed as a disregard to the fundamental 

right to the respect for private life and hence the European Court of Justice declared, on October 

6, 2015, the Safe Harbor decision invalid. 

Billions of dollars in trans-Atlantic trade hung in the balance for online companies such as Google, 

Facebook and Amazon and other large multinational corporations like Pfizer and General Electric  

(Scott, 2016). On 2nd February, 2016, a final agreement on a new framework for the transatlantic 

data flows, the EU-US Privacy Shield, was reached. For the first time, the US had provided in 

written form to the EU assurance access of public authorities for law enforcement and national 

security purposes will be subject to clear limitations, safeguards and oversight mechanisms. The 

new arrangement includes: strong obligations on companies handling Europeans’ personal data 

and robust enforcement; clear safeguards and transparency obligations on U.S. government 

access; effective protection of EU citizens’ rights with several redress possibilities; and an annual 

joint (US – EU) review mechanism to monitor the functioning of the Privacy Shield.(European 

Commission, 2016) 

Around the same time, the EU GDPR was introduced. The benefits for businesses on the updated 

data protection terms are a single pan-European law for data protection that is saving the EU an 

estimated €2.3 billion per year; a single supervisory authority for companies to deal with instead 

of the previous 28; the same rules for all EU serving companies irrespective of where they are 

established; and technological neutrality. This is coinciding with Europeans who have shared 

their desire to see the same data protection rights across the EU(European Commission, 2011). 

The EU GDPR is welcomed by both regulators and businesses. The European Commission is 

seeking to apply the regulation by the end of 2017, by which companies will have to have complied 

with all points in order to continue providing services within the EU. 

Data Protection Directive 95/46/EC  

The Council of Europe and the European Convention have been the frontrunners in the 

development of data protection laws within Europe. Their drive is powered by the fact that 

European governments acknowledged the need to have harmonized data protection laws across 

Europe. This harmonization primarily is set to fulfill two aims namely the protection of privacy 

and the maintenance of free flows of data (Room, 2007). 
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Data Protection Directive was introduced in 1995 (European Parliament, 1995). It is officially 

known as the Data Protection Directive 95/46/EC on the protection of individuals with regard to 

the processing of personal data and on the free movement of such data. It is viewed as an essential 

element of EU privacy and human rights law. EU member states were required to implement the 

corresponding provisions in national law by 1998 (Wilhem, 2016). 

Safe Harbor and EU-US Privacy Shield  

Safe Harbor is one of the laws that correspond to the data protection rights of storing data outside 

the EU or a third country. The Safe Harbor Principles govern the export of personal data to self-

certified organizations to the United States from the EU (Robinson, Graux, Botterman, & Valeri, 

2009). The Safe Harbor initiative is known as a self-regulatory approach. Under Safe Harbor, a 

U.S. Company can self-certify itself annually to the Department of Commerce that it has met all 

the seven basic principles and related requirements that comply with the EU.  

EU General Data Protection Regulation (EU GDPR) 

According to Wilhem (2016) there has been a major shift in information technology ever since the 

first Data Protection Directive was set in place. Great changes in the technologies used, the way 

information is processed and the amount of information generated are very different from the 

landscape in which the first directive was introduced. Social networking sites, cloud computing, 

location-based services and smart cards, leave digital traces everywhere. In this new world, the 

European Commission had set forward a proposal to update and modernize the principles 

established in the first Data Protection Directive. 

Basically the key changes are the right for an individual to have his/her data deleted from a 

service; easier access to one’s data; companies notifying on when data has been leaked unlawfully; 

data protection safeguards built into products and applications; and stiffer fines. 

See Appendix H for more details on the Data Protection Regulations. 

2.3 Effective Compliance Management System 

The purpose of today’s compliance management system is to ensure that an organization’s people 
and processes execution of their activities does not follow a random path but instead conforms to 
open, ethical and transparent corporate practices (Cano, 2013, p. 1). According to Cano (2013) 
the OCEG’s definition of compliance is adherence to and the capacity to show observance of 
directives, requirements defined by laws and regulations, as well as voluntary requirements, as 
a result of contractual obligations and internal policies (p. 1). 
 
Vicente & Mira da Silva (2011) see compliant organizations in need of an effective approach that 
conforms with external (standards, regulations) and internal policies. This approach is aided by 
risk management, which identifies and prioritizes risks that are aligned with corporate objectives. 
 

2.3.1 Approaches to Compliance 

A common observation is compliance being treated in a reactive sense than a proactive one. 
Hypatia Research Group (2014) in a review of GRC applications found that enterprise invest in 
GRC technologies in response to regulation; adherence to service-level agreements and in 
assurance of data protection. This reactive approach can get an organization by but misses on the 
opportunity of a proactive approach – to identify issues before they occur; understand risks before 
investing resources; prevent adverse events before they cause financial and/or reputation losses.  
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2.3.2 Benefits of Compliance 

In Aberdeen’s March 2012 GRC Survey, respondents were divided into three groups: Best-In-

Class, Industry Average and Laggard. The criteria for Best-In-Class was organizations that met 

product launch dates; had revenue growth; met development budget and had net change in time-

to-market. The top 20% aggregate performers were Best-In-Class; the middle 50% were Industry 

average and the bottom 30% were considered Laggard.  In the survey, a look into the benefits 

gained through investments in risk-averse and compliance was sought. The table below takes a 

look at how well Best-in-Class companies compare to their peers in gaining their returns on their 

GRC measures. 

 

Figure 4 Cost of Compliance vs New Revenue Generated 

From the three categories the Best-In-Class are more effective in leveraging their compliance 

infrastructure to generate new revenue. Laggards are 106% more likely than the Best-in-Class to 

lose money on a compliance investment, while the Best-in-Class are 220% more likely than 

Laggards to obtain a positive ROI from their compliance measures (Aberdeen Group, 2012). 

Hence not only is compliance a one-off investment but it can definitely be used to leverage 
financial benefits for an organization. 
 

2.3.3 Elements of Compliance 

Primarily, the question here is what is wholesome or what is effective? Paul J. McNulty, then 
Deputy Attorney General of the U.S. Department of Justice, in a memo to Heads of Department 
Components, U.S. Attorneys, asked these questions; Is the corporation’s compliance program 
well designed? and Does the corporation’s compliance program work? McNulty recommends 
certain key elements of an effective compliance program such as corporate governance 
mechanisms, independent reviews of corporate actions and the timeliness and accuracy of 
information made available to decision makers. Basically, McNulty’s recommendations are to 
prosecutors to be able to attest whether a corporation’s compliance program is just a paper 
program or whether it was designed and implemented in an effective manner (McNulty, 2007). 
 
A thorough literature review on the effective compliance management system was conducted and 
a list of elements were highlighted. These elements are: policies and procedures; communicate 
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and train; culture; respond to incidents and prevent future incidents; resources; incentives and 
rewards; exercise due diligence to prevent and detect criminal conduct; governance; objectivity; 
risk management; prohibited persons; monitoring and auditing program effectiveness; ethics. 
Refer to Appendix I (Concept Matrix) for a summary of the elements and the authors. Below is a 
brief description of these elements. 
 
Policies and Procedures 
Policies and procedures is primarily about establishing written policies, procedures and controls 
to prevent and deter fraudulent conduct (Evans, 2011; SAI Global, 2016; Zaret, 2011; Wray & 
Jones, 2013; Debold, 2010). This includes policies and procedures that are tailored to one’s 
business, risks, regulatory requirements and the conflicts of interest in one’s business model 
(Florio, 2011). According to Rowe & Gingerich (2011) a compliance program must provide 
guidance for employees on dealing with potential compliance issues, the process of 
communicating and reporting of compliance issues, and dealing with investigations by regulators. 
An example is the Institute of Internal Auditors practical guide for managing the business risk of 
fraud (IIA;AICPA;ACPFE, 2012).  
 
Sometimes policies and procedures may be in the form of codes of conduct (Ruelas, 2014) as 
stated by Wulf (2012). Codes of conduct are a way for organizations to define core values and 
rules which they require their employees to follow. A code defines the ground rules for ethical 
and legal behavior within an organization (Wulf, 2012, p. 49). Strict procedures may be set up 
in response to a policy such as a reporting mechanism for violations that occur within an 
organization.  
 
Policies and Procedures are viewed as a necessity within the compliance function. EY consider 
policies and procedures as a key activity and responsibility within the lifecycle of any compliance 
program (Ernst & Young LLP, 2014). Another perspective is where the compliance program is 
purposed with implement[ing] a strategy aimed at ensuring the organization and its em- 
ployees comply with the applicable laws, regulations, and standards (Brown, 2010, p. 33).  
 
Policies and Procedures that are not just stated on paper but actually take into account the 
evolving risks and circumstances (Ingerman et al., 2015, p. 4) as well as being communicated to 
employees are classified as effective (Baker, 2011; Hauser, 2014). Snell (2013) argues against 
ineffective programs that encourage check box compliance programs.  
 
Communicate and Train 
A SAI Global (2016) whitepaper advises organizations to take steps to communicate regularly 
(Evans, 2011; Hauser, 2014; Rowe & Gingerich, 2011; Snell, 2013; Stucke, 2014; Wulf, 2012; Zaret, 
2011) its standards and procedures, throughout the entire organization including senior 
management and the board of directors. Steinberg (2012), Florio (2011) and Debold (2010) agree 
with role based training but add that training should be tailored to specific business, risk and 
regulatory requirements.  
 
Ernst & Young’s 2014 Insurance CCO Survey, states that training is an activity under program 
development, which is a function that supports a robust compliance function. Also in the same 
report a key recommendation is to have the status of training updated on an enterprise 
compliance report. 
 
Awareness of fraud and misconduct can be conducted through regular assessment, training and 
frequent communication (IIA;AICPA;ACPFE, 2012). Bower (2011) proposes the following means 
of training: case studies; lecture approach using slides; talking head videos; roll playing videos; 
computer based or online training; written self-study. In assessing the training, Bower 
recommends a knowledge survey. A knowledge survey asks employees about their 
understanding of the compliance program and related concepts, as well as other key issues that 
are included in compliance training programs. As such, knowledge surveys can provide 
valuable evidence of compliance training effectiveness (Bower, 2011, p. 40). 
 
Brown (2010) focuses on having compliance awareness brought to the forefront by sharing 
learnings, celebrating successes, and linking outcomes to organization initiatives (Brown, 2010, 
p. 34). Wray & Jones (2013) encourage updated policies and procedures to be announced by the 
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CEO or senior management of an organization. They also advise that an employee hotline should 
be setup to take questions. 
 
Bartram (2015) on the other hand highlights the language used by senior management in setting 
goals. For example, a senior manager requesting sales targets to be reached at any cost might not 
directly encourage incompliance but is definitely creating an understanding that reaching goals is 
more important than compliance.  
 
Respond to Incidents and Prevent Future Incidents 
Wulf (2012) states that an organization cannot expect compliance to take effect within an 
organization through policies and procedures and a few posters. The compliance program should 
be flexible to update its policies to take into account wrongdoing (Evans, 2011; Zaret, 2011). Zaret 
(2011) states that procedures should be documented for mitigating vulnerabilities that prevent, 
detect, and effectively respond to incidences. Reviewing incidences and risks and developing 
remediation action plans are also elements mentioned. Rowe and Gingerich (2011) support this 
notion of having a well-documented response plan. 
 
One way of preventing incidents is having employees confidentially and anonymously report 
incidents without the fear of retaliation (Baker, 2011; Florio, 2011; M. Steinberg, 2012; SAI Global, 
2016). The channels that are needed to report such incidents should also be set in order to support 
such reporting (IIA;AICPA;ACPFE, 2012) as well as the standardized reporting tools, 
summarized outcomes (Brown, 2010, p. 34)  and reporting successes and risks to top 
management. 
 
Another way as stated by Bartram (2015) is in the expectations set by top management. Having 
an understanding that compliance is more important than sales targets for example prevents 
employees from taking drastic measures. 
 
Exercise Due Diligence to Prevent and Detect Criminal Conduct 
This feature consists of all the elements being taken into consideration in order to prevent and 
detect violations of the established policies and procedures(Baker, 2011; Snell, 2013). These 
include establishing standards and procedures, assigning a high-ranking individual within the 
organization to see compliance and the above mentioned elements of a compliance function 
(Debold, 2010; Florio, 2011). 
 
Krigsten (2011) states that an effective compliance and ethics program is one that permits an 
organization to (1) “respond appropriately” to criminal activity; and (2) “act appropriately to 
pre- vent” additional wrongdoing (Krigsten, 2011, p. 62). Ingerman et al. (2015) sees well-funded 
compliance teams with sufficient resources to carry out investigations on violations and a system 
for confidential internal reporting of compliance violations (Ingerman et al., 2015, p. 4) as one 
of the main foundations of an effective compliance program (Ingerman et al., 2015).  
 
Wulf (2012) encourages organizes to provide mechanisms through which whistleblowers may act. 
This view is shared by Baker (2011), Florio (2011), M. Steinberg (2012) and SAI Global (2016). 
 
Governance  
This element includes having appropriate oversight of the compliance management (Rasmussen, 
2007), having the top management set the right ideology and providing compliance programs 
with the necessary resources (Florio, 2011). 
 
Passey (2011) describes a compliance committee as a necessary governance function. The 
committee consists of senior management as having such adds credibility and leverage to the work 
of the committee. Passey (2011) recommends a compliance committee to be multi-disciplinary; 
have multi-level membership; relative size (based on the size of the organization); rotation based; 
to advise the compliance officer; updated on the latest trends; engage its members; report to a 
higher authority. 
 
Rather than the compliance committee, a more traditional approach is focusing on the boards of 
directors and senior management. Broome et al (2013) see this governance structure as the one 
tasked to put in place effective processes and the right culture to actually allow for strong, 
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effective compliance functions and other independent internal controls (Broome et al., 2013, p. 
300). 
 
Culture 
Culture is aimed at having ethics at the core of an organization (Bartram, 2015). Stucke (2014) 
points out that an ethical culture is a strategic competitive advantage in that it can help firms 
attract and retain customers, investors and employees. 
 
The task of setting and upholding the culture of the organization is mainly given to management 
(IIA;AICPA;ACPFE, 2012). The culture to uphold is one through words and actions where it is 
clear that fraud is not tolerated, that any such behavior is dealt with swiftly and decisively, and 
that whistleblowers will not suffer retribution (IIA;AICPA;ACPFE, 2012, p. 13). M.Steinberg 
(2012) also agrees with this view where management is tasked with setting the tone at the top. 
 
Snell (2015) monitors more than just the effectiveness of compliance program. He states that a 
good effectiveness evaluation is about evaluating whether the compliance culture is forming and 
maturing and that risks are systematically being mitigated by established controls in place 
(Snell, 2015, p. 66) 
 
Resources 
Resources are divided between technical and human resources. Cottos (2011) explains that as a 
strategy to develop an effective compliance program one must have a properly qualified interim 
compliance officer. The compliance offer should have experience and knowledge in applicable 
federal and state laws. As well as competent individuals, resources required for investigating and 
documenting allegations of violations are required (Ingerman et al., 2015) such as SAI Global’s 
GRC software. 
 
In support of the compliance officer there can be a compliance committee according to Evans 
(2011) and Rowe & Gingerich (2011). This compliance committee may be assigned to help identify 
compliance gaps. 
 
From a technical perspective, IT can bring the same benefits to the compliance function as it has 
to other functions: reduced costs; streamlined reporting; greater consistency in the execution of 
the program; insight to support sound business decisions (Ernst & Young LLP, 2014, p. 10). 
 
Incentives and Rewards 
The general purpose is to encourage compliance (Snell, 2013). Take for example, the United States 
Department of Justice’s approach to prosecutors towards declining criminal charges when an 
organization’s compliance efforts are sufficiently effective. In this way, organizations are being 
encouraged to focus on compliance efforts (Krigsten, 2011). 
 
Incentives and Rewards includes incorporating integrity and ethical values into performance 
management systems and compensation so the right behaviors are encouraged and rewarded, 
while inappropriate behaviors are firmly addressed (Florio, 2011, p. 7). Wulf (2012) and Debold 
(2010) agrees with Florio (2011) in using performance incentives while also holding disciplinary 
actions.  
 
Objectivity 
The compliance officer or one in charge of compliance activities must be able to withstand internal 
and external pressures and continue focusing on assurance activities and escalating matters to 
senior management (IIA;AICPA;ACPFE, 2012; Cano, 2013).  
 
Risk Management 
This involves identifying regulations and laws that affect an organization. This includes reviewing 
internal policies and procedures and probably interviewing personnel working in the organization 
for weaknesses. Once these issues are summarized the necessary controls should be set and 
reviewed with the consent and backing of senior management (Wray & Jones, 2013).  
 
Florio (2011) defines Risk Management as ensuring effective processes to identify, assess, 
mitigate and manage compliance and ethics risk across the organization (Florio, 2011, p. 5). 
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With risks and needs identified, resources can be placed where they will do the most good, 
bringing the risks down to acceptable levels (M. Steinberg, 2012, p. 7) 
 
Prohibited Persons 
Contrary to incentives and rewards there is responding appropriately to criminal conduct. 
Individuals who have a record for non-compliance are to be taken into account when delegating 
responsibilities and roles (Debold, 2010). IIA; AICPA; ACPFE (2012) in an evaluation form assess 
whether the HR department performs a background check on persons and that individuals with 
inconsistent cultures with the organization are not included in the hiring process. 
 
Evans (2011) doesn’t limit the prohibition to persons but to third party vendors, sales force and 
other agents. This can be done by verifying such parties against government exclusion databases. 
 
Monitoring and Auditing Program Effectiveness 
The aim is to focus on improving the program and assuring that it fulfils its purpose. Some of the 
key questions asked: How do we know the compliance program is working the way it should? 
What were the results from hotline and other reports of violations? Was the training provided 
effective in communicating compliance? (Kusserow, 2013) 
 
Wulf (2012) states that an organization should always ensure their program has ongoing 
maximum effectiveness and is not a one- time effort (Wulf, 2012, p. 109). M. Steinberg (2012) 
states that such monitoring and reporting exercises should be built into the core of the 
management process.  Management closest to the action should be aware of activities and 
monitor them in the normal course of managing the business (M. Steinberg, 2012, p. 8). 
 
Ethics 
Ethics is considered as part of a compliance program where individuals are encouraged to prevent 
unethical and illegal conduct (Wulf, 2012). SAI Global (2016) encourage there to be multiple 
layers of management in the compliance and ethics oversight where in each layer there are 
knowledge individuals of the compliance program.  
 
Firms can prevent unethical conduct by promoting an ethical organizational culture according to 
Stucke (2014). Although there is some empirical evidence, the empirical foundation remains 
incomplete due to the fact that quantifying ethical values is difficult.  
 
In this chapter, literature supporting GRC and compliance in particular has been mentioned. 
Major EU data protection regulations have been briefly described as well. Finally, the elements of 
an effective compliance management system have been discussed touching on literature. In the 
next chapter, a description of the research approach and design, data collection and analysis used 
in carrying out this research is provided. 
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3 Methodology 

This chapter deals with the research methods that were used throughout the thesis. This chapter 
details the research approach, the research design, explains the collection and analysis of data. 

3.1 Research Approach 

 
Since the purpose of the study is to gain insights on the subject from a practical perspective and 
due to the fact that the analysis focuses on the subjective and socially constructed meanings about 
the phenomenon under study the guiding philosophy is interpretive. The nature of the research 
questions points towards an exploratory study (Yin, 2003).  
 
The process of gaining insights might follow different approaches. According to Saunder, 
Thornhill & Lewis (2012) deduction deals with theory and then data while induction handles data 
then theory. An abductive approach moves back and forth, in other words it combines deduction 
and induction. In this case, the data regulation and compliance issues were first sought. After 
gaining an understanding on the issues, research on the subject of compliance management 
systems was done. This provided a better understanding of the field, the players involved and 
their issues. After a few iterative steps the suitable research strategy and methodology was chosen. 
 
 

3.2 Research Design  

The research design covers: the methodological choice (multimethod); research strategy (case 
study); and time frame (cross sectional). 
 

3.2.1 Multimethod Research 

A multimethod approach improves the efficiency of the research process and [increases] the  
likelihood of reaching conclusions that are relevant, valid, and generalizable (Stange, Miller, 
Crabtree, Connor, & Zyzanski, 1994, p. 279). 
 
Two forms of data collection have been used in this research: interviews (qualitative) and 
questionnaire (quantitative). The interviews were first conducted followed by the questionnaire. 
The purpose of using the multimethod approach is to first to learn about the respondents and 
their condition in relation to the phenomena using the interview and then using the questionnaire 
to create consensus between the interviewees.  

3.2.2 Case Study Research Strategy   

Yin (2003) points out relevant situations that can be used to identify a suitable research strategy. 
The strategies in place are experiment, survey, archival analysis, history and case study. The three 
conditions that are considered are the type of research question posed; the extent of control an 
investigator has over actual behavioral events; and the degree of focus on contemporary as 
opposed to historical events. 
 
In regard, to the research questions, they follow an experiment, history and case study approach. 
In terms of behavioral events, only the history and case study strategy satisfy the purpose of this 
thesis. And finally, contemporary events or how organizations are complying with current data 
regulations are the focus of this thesis. Hence a case study approach satisfies the research 
questions (Yin, 2003). 
 
Yin (2003) defines a case study as an empirical inquiry that investigates a contemporary 
phenomenon within its real-life context, especially when the boundaries between phenomenon 
and context are not clearly evident. The case study inquiry copes with the technically distinctive 
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situation in which there will be many more variables of interest than data points, and as one 
result relies on multiple sources of evidence, with data needing to converge in a triangulating 
fashion, and as another result benefits from the prior development of theoretical propositions 
to guide data collection and analysis (Yin, 2003, pp. 13–14). The case study is thus a 
comprehensive research strategy. More detail on the data collection and validity can be found in 
the next section. 

In order to gain insights on the subject from a practical perspective the approach is to focus on 
multiple organizations (cases). The unit of analysis is on compliance management systems, a 
holistic case. Hence, the approach is a multiple holistic case design (Yin, 2003). 

 

3.2.3 Cross-sectional study 

In order to understand how organizations are complying with EU data regulations a cross-
sectional time horizon has been chosen. The aim is to understand how organization are complying 
at a particular time rather than over a period of time (Saunder, Thornhill, & Lewis, 2012).  
  

3.3 Data Collection 

In this section, the primary and secondary methods of data collection will be briefly described. 
 

3.3.1 Secondary Data (or Literature Review) 

According to Webster & Watson, a review of prior literature is necessary in any academic work in 
order to create a solid background for advancing knowledge. It supports theory development, 
nullifies areas where lots of research exists and uncovers areas where research is needed (Webster 
& Watson, 2002).  
 
With this in mind and in respect to the research questions a review of existing literature on 
compliance management systems and data regulation was done. For literature on the compliance 
management systems, there is disparate information and hence, there will be a focus to try and 
merge these elements on an effective compliance management system. A concept matrix detailing 
the major concepts within an effective compliance management system is the output (Webster & 
Watson, 2002). 
 
As for the literature on the relevant regulations, the respective governing organizations will be the 
primary source of information. Reviews on these regulations including adoption of them will be 
considered as secondary sources. 
 
Tertiary literature, also known as ‘search tools’, has been used to locate these primary and 
secondary literature. These tertiary sources include search engines, in this case, the online 
University Library service which uses the tool Primo. In the case of the guidelines, the respective 
government body’s web portal will be used. Key words that will be used to search for secondary 
literature are ‘effective compliance’, ‘effective compliance function’, ‘effective compliance 
program’, ‘effective compliance monitoring’, ‘compliance management system’, ‘EU GDPR’, ‘Safe 
Harbor’, ‘EU General Data Protection Regulation’. Secondary literature that are a result of these 
search terms will be evaluated. Other search criteria include: 

 Language of publication – English 

 Subject Area – Compliance Management System  

 Business Sector – N/A 

 Geographical Area – Europe and North America 

 Literature Type – Books, Journals, Articles, Conference Proceedings, Whitepapers 

 Year: 2010 – 2016 

Articles were shortlisted by first considering the title, then abstract and the snippets of the body 
of text. Therefore, articles that stated elements of compliance management were selected while 
others were rejected. The relevant articles considered were then appended onto the concept 
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matrix till a substantial amount of evidence was collected to justify the recommended elements of 
a compliance management system.  
 

3.3.2 Primary data (or Interviews and questionnaire) 

 
The data collection for this case study is based on interviews and a questionnaire. An interview is 
a discussion between two or more people, where one is the interviewer and the other(s) is a 
respondent. An interview’s purpose is to understand the respondent’s perspective on the 
situation. Interviews can be formalized and structured using standardized questions or they may 
be informal and unstructured conversations. Interviews may be categorized as: structured 
interviews; semi-structured interviews; unstructured or in-depth interviews (Kumar, 
2011;Saunders, Lewis, & Thornhill, 2009). 
 
Semi-structured interviews are the chosen method for this thesis as the goal is to cover certain 
key areas (elements) of an effective compliance management system. Therefore, the interviewee 
is expected to share their experience within the given area as much as possible.  
 
The themes of the interview questions were based on the elements of a compliance management 
system. These selected elements are based on the analysis of the literature review (see 3.3.1 
Literature Review) on an effective compliance management system. For each of the respective 
elements there is a list of open ended questions available to the respondent to answer. Prior to the 
interviews, information was made available to the respondents detailing the nature of the 
interview (in depth semi structured), the purpose of the interview (to understand how the EU 
GDPR is being implemented within the elements of an effective compliance management system) 
and the general themes (elements of an effective compliance management system). Refer to 
Appendix A for the interview questions. 
 
Selection of Companies 
 
The organizations that are the focus of interviews were those having services within the EU. A 
criterion was that the service has to be affected by the EU GDPR. The organization may have a 
processor that also has to comply with EU-US Privacy Shield. Each of the respondents was 
contacted directly via email or in person after confirming that their service fit this research’s 
purpose.  
 
 

Position Organization Date of 
Interview 

Date of 
Questionnaire 

  
CEO and Founder 
 

Company A 
 

19-April-2016 04-May-2016 

CEO and Founder 
 

Company B 21-April-2016 10-May-2016 

Co-Owner and Mobile  
Developer 
 

Company C 27-April-2016 04-May-2016 

Android Developer 
 

Company D 27-April-2016 04-May-2016 

Table 1 List of Respondents 

 
The Questionnaire 
 
A questionnaire was generated using Google Forms which consists of information provided by the 
respondents in the interviews. The questions were based on the categories generated through the 
data analysis of the interview data. The questionnaire was based on a 5 point Likert scale. As a 
result of this questionnaire, areas of agreement and disagreement were identified (Hsu & 
Sandford, 2007). 
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A pretest was conducted for understandability. This was done to ensure that the questions were 
clear and that the platform used to conduct the test was working as desired. 
 
See Appendix B for the full questionnaire. 
 
 

3.4 Data Analysis 

According to Saunder et al. (2012) a generic approach to qualitative data analysis is first 
identifying categories or codes that allow you to comprehend your data; attaching data from 
disparate sources to appropriate categories or codes to integrate these data; developing 
analytical categories further to identify relationships and patterns; developing testable 
propositions; drawing and verifying conclusions (Saunder et al., 2012, p. 557). 
 
The above approach has been modified accordingly: 

 Identifying codes on transcribed data 

 Aggregating similar codes into a category in order to identify relationships and patterns 

 Using these categories to develop testable propositions in the form of a questionnaire in 

order to reach a consensus 

 Finally drawing and verifying conclusions from the categories and results of the 

questionnaire. 

Below are the steps that were undertaken as part of the data analysis. 
 
Transcribe Interviews 
 
A voice recorder was used in the interviews (with the respondent’s consent) to record the 
conversation between the interviewee and interviewer. The same interviews were later 
transcribed with a focus on the main points. 
 
Arrange Responses 
 
A summary of all the responses was first done in order to summarize how the respondents fared 
against the elements of an effective compliance management system (See 5.1 Analysis of the 
interviews). 
 
In order to interpret the transcript, it first needs be organized. Microsoft Excel was used in order 
to analyze the responses. The conventional data analysis approach was used. In this approach, 
responses from the interviewee are broken down into meaning units then into shorter condensed 
meaning units then into brief codes then to categories (See Appendix G). 
 
Based on the generated categories a list of questions was developed. A five point Likert scale based 
questionnaire was developed in order to find the points of agreement and disagreement among 
the interviewed companies. The questionnaire was hosted on Google Forms (See Appendix B for 
the full questionnaire). The same results were exported on to a Microsoft Excel sheet for analysis. 
 
Draw Conclusions 
 
Using the questionnaire’s results, the points of agreement and disagreement can be calculated 
based on measures of central tendency (such as the mean, median and mode) and level of 
dispersion (standard deviation and inter-quartile range) (“Analysing Likert Scale/Type Data,” 
n.d.). In this case, the mean and mode will not provide the right results and hence the percentage 
agree and percentage disagree will be used. 
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3.5 Quality Evaluation of the Research Design 

Validate with Participants 
 
The transcript of the interviews was emailed to the respective respondents for verification. The 
email stated:  
 
Please find attached the transcript for the interview.  If you have any more points to add or 
modify please do feel free to get back to me. 
 
If a positive response was received, then analysis of the transcript would be done. In all cases a 
positive response was received and hence analysis of the transcribed interviews was done. 
 
Likert Scale 
Likert scales are subject to distortion from several causes; 

 Avoidance of using extreme response categories -central tendency bias 

 Agreeing with statements as presented - acquiescence bias 

 Attempt to portray themselves or their organization in a more favorable light-social 

desirability bias (“Analysing Likert Scale/Type Data,” n.d., p. 2) 

In order to deal with the distortion, the questionnaire was developed from the analysis of the 
transcribed interviews from their respective companies. Hence, respondents could easily relate to 
the questions encouraging them to provide unbiased responses. 
 
Construct Validity 
 
According to Yin (2003), in order to ensure construct validity these three elements need to be 
administered; multiple sources of evidence, chain of evidence and draft case study report 
reviewed by key informants (Yin, 2003). 
 
Two primary sources of evidence have been used to study how features of an effective compliance 
management system are being implemented in light of data protection regulations, namely 
interviews and a questionnaire. The interviews were first conducted and from those interviews a 
conventional data analysis was conducted resulting in categories. From these categories 
respective questions were developed into a five point Likert scale that were again distributed to 
the same interviewees. The results from the questionnaire further validated the information 
collected in the interview. This use of mixed methods supports data triangulation (Yin, 2003). 
 
The chain of evidence involves stating all sources from the case study database in the case study 
report. All sources used in the literature review (Appendix I) have been stated throughout this 
report. The circumstances in which the data was collected are indicated in the Methodology and 
Results chapter. 
 
After each interview a transcript was written and sent out to the respective interviewee for 
verification. Interviewees were asked to verify statements made for error. Each transcript was 
analyzed only after receiving consent from the interviewee. 
 
Internal Validity 
 
According to Yin (2003), internal validity is only for explanatory or causal studies only. In this 
research, exploratory form is used. 
 
External Validity 
 
The extent to which the findings from a case study can be analytically generalized to other 
situations that were not part of the original study (Yin, 2014, p. 248) is known as external 
validity. For case studies, this is done through analytic generalization. Analytical generalization is 
posed at a conceptual level rather than a specific case. Hence, in this thesis, (conceptual level) an 
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extensive literature review was conducted that provided a basis to develop a frame of reference 
that was used to develop questions for the data collection and analysis phase. The same literature 
and conclusions may be analytically generalized to other situations. 
 
Reliability 
 
According to Yin (2003), reliability is established primarily if an investigator can repeat the same 
case study. The emphasis is not on replicating the same results but undergoing through all the 
same procedures. For this all the procedures need to be documented. All procedures taken from 
the research design to the interview/questionnaire approach have been detailed in this chapter 
with supporting evidence in the Appendices. 
 

3.6 Research Ethics 

Each company that was contacted either via email or in person was requested to participate in an 
interview. The email stated the purpose of the research study, why the company was selected to 
participate, the duration of the interview and the possibility of having the interview over VoIP or 
telephone. 
 
Before the interview, the consent of the interviewee was sought to record the interview. All 
interviewees complied. After the interview an email was sent with the transcribed interview 
requesting the interviewee to verify the statements made. After receiving their consent, analysis 
was done. 
 
Anonymity is the protection of a research participant’s or site’s identity (Mills, A. J., Durepos, 
G., & Wiebe, 2009, p. 22). Anonymity has been upheld in order to avoid negative views towards 
the service and the company. Each of the respective company names have been replaced by a 
pseudonym, Company X. Each of the respective interviewees’ names have been replaced by their 
position. 
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4 Results 

This chapter provides a breakdown of all the data that was collected through the interviews and 

questionnaire. Each interviewee’s company and/or project is introduced. The interviews are 

summarized in the format in which the interview was conducted. Finally, the results of the 

questionnaire are displayed. Further analysis of this results is done in the following chapter. 

 

4.1 Interviews 

Generally, interviews were conducted with a specific product owners or co-owner of a service that 
is available online or in the production phase. In all cases, the services stored personally 
identifiable information and were serving the EU, hence were affected by the EU data regulations. 
The questions asked in the interviews were categorically divided into the elements of an effective 
compliance management system. Not all elements were asked directly. 
 

4.1.1 Company A 

 
Company A’s online service helps individuals (users) to get in touch with companies (companies) 
seeking staff in the profession and the place of the user registered. As a user, it's always free to use 
Company A. Negotiations between companies and users are the responsibility of the two parties. 
Company A was launched in 2015, ten months prior to this interview. 
 
Company A’s internal team consists of three individuals. The CEO and the co-founder (hereinafter 
CEO of Company A). CEO of Company A focuses on candidates, who are job-seekers in this case. 
The other co-founder focuses on recruiters. There is also one developer. CEO of Company A was 
interviewed. 
 
The interview began by an introduction of the organization, Company A, and the roles of the team 
members. CEO of Company A recognized that there is one regulation known as the Personal Data 
Act or Personuppgiftslag, which details the handling of personal information. He states Everyone 
signing up [to the service] needs to agree to the terms, which align with the Personal Data Act. 
However, when asked if he knew of other regulations in place he stated he knew of a regulation 
that customers should be able to delete their data. More details of the regulation were not known 
to him. 
 
See Appendix C for the full interview. 
 
Policies and Procedures 
 
In terms of internal policies and procedures covering data protection there was none mentioned. 
Although the organization has a culture document, which points out who we are and what we 
stand for as an organization. This document is considered central in recruiting new employees.  
 
Communicate and Train 
 
CEO of Company A stated that he is updated on new regulations through posts he views in social 
media particularly Facebook and LinkedIn. Sharing such new information would be done 
informally and only to the developer as he is interested. Although sharing such information was 
something CEO of Company A would definitely do. However, after sharing, both CEO of Company 
A and the developer would decide if it suits [them].  
 
A key point he mentioned is that at this step it is more about us being aware about what changes 
are made and responsibilities we have. 
 
Respond to Incidents and Prevent Future Incidents 
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Data loss to system downtime are all issues services face. CEO of Company A’s primary focus was 
on assuring that they not end up there. However, he also stated that he found it improbable that 
his service would be a target. 
 
There is a dependence on the skills and experience of the developer to assure that the technical 
service of the system is secure. CEO of Company A states that [the] developer is experienced and 
he doesn’t make regular mistakes. I know he is into security. As a limited resource the developer 
can’t put much time on security as he will need to focus on other parts. 
 
In terms of dealing with violators there was no clear cut procedure in place but more of a 
subjective stance that would be up to the situation. 
 
Exercise Due Diligence to Prevent and Detect Criminal Conduct 
 
The organization monitors the loading time of their page to assure that they aren’t facing DDoS 
attacks. Apart from that there are no other tools or procedures in place to monitor any sort of 
incidents.  
 
Company A hosts its service and data on Amazon. When asked if Amazon complied with data 
protection regulations the response was Its Amazon!. 
 
Governance 
 
Investors are influential in the decisions that CEO of Company A and his team make. The investors 
are more focused on the strategy of the company as well as changes it might want to take. Investors 
were not concerned about data regulation.  
 
In terms of evaluating whether their efforts till date were useful the response was to just depend 
on our developer. 
 
Culture 
 
There is not much that is discussed within the company on data regulation. It is considered a 
small part and expected to be working because we are using Amazon. 
 
Reflection 
 
CEO of Company A felt that he would invest resources and time in compliance with data 
regulation if there was a major breach among a startup company or someone I could relate to. 
To be more exact he said If I could feel the weight here, that I could be damaged in the same way, 
I would invest in it. 
 
As a final point he felt that his company isn’t part of the process when such data regulations are 
developed.  
 
 

4.1.2 Company B 

COMPANY B helps people to create local communities that are working together to increase safety 
and security within their neighborhoods. If something happens within the neighborhood, this 
information is quickly and easily communicated to people who are in the area or follow the same 
group. The service is available as a free application that runs on both iOS and Android platforms. 
The overall vision is to create a safer everyday life for many people. 
 
COMPANY B’s team consists of the CEO and founder (hereinafter CEO of Company B). He is fully 
responsible for all activities within the organizations and takes the final decision on everything 
and [he takes] the risk for everything. There is a Finance Head, in charge of all financial activities. 
Finally, there is a Chief Technology Officer who handles all application related activities and leads 
four developers.  
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The interview begun with the CEO of Company B detailing the service Company B, the structure 
of the organization and the roles and responsibilities of its members. The organization’s 
experience and view on data regulation is limited as stated right now no one does that. CEO of 
Company B was aware that any offensive material on his service may count him as liable. 
CEO of Company B uses RSS Feeds from the European Commission site to learn about changes 
or updates to data regulation within the EU. He also has configured specific key words in Google 
Alerts that generates emails to him when updated information within those specific key words are 
found. 
 
When asked about the EU GDPR in relation to COMPANY B, he stated that it has been quite hard 
for us in prioritizing the team’s efforts. He says Do we implement a feature that the user wants 
or should we be on the right side of the law? He concludes that it if the data regulation wasn’t 
there he would be able to focus on other things primarily improving the COMPANY B service. His 
position on data regulation is in his words to be on that thin line…. that’s how I take decisions. 
His view on the EU GDPR is that it is a new legislation it doesn’t affect us right now…. therefore, 
I am not stressed out now. 
 
See Appendix D for the full the interview. 
 
Policies and Procedures 
 
There are no internal procedures and policies that the organization in terms of data protection. 
The policy that is on the homepage is a copy and paste from other services. CEO of Company B 
has tried to use consultants in developing general policies within the organization but has found 
that their lack of technical expertise makes the task time consuming for all individuals involved. 
He insists that it is better to write such policies together with the developers as they should know 
the text written against their technical work.  
 
Communicate and Train 
 
There is no specific procedure in place in sharing data protection policies and procedures within 
the organization. In the case of the EU GDPR, the CTO forwarded the information to CEO of 
Company B. The effectiveness of such efforts is hard to measure. Currently the developer takes 
the lead in assuring that from a technical perspective the service is not illegal. The viewpoint is 
that We may need that in the future but today we are more simple than that.  
 
Respond to Incidents and Prevent Future Incidents 
 
In the case of an incident, it’s a meeting with everyone. The issue is investigated and a control 
procedure is incorporated into their common tasks. In some cases, responsibilities are designated 
and accountability assured through the signing of papers.  
 
Such cases are hard to measure in detail, however, if someone has responsibility then they have 
a talk with CEO of Company B who has the overall responsibility. In the case where it is an issue 
of prioritization, CEO of Company B decides. 
 
In dealing with particular violators, it depends on the person and who well I know him/her and 
how I can recognize that the person has viewed the situation. CEO of Company B states that his 
approach is the Swedish leader way. He deals with it on a personal level.  
 
Exercise Due Diligence to prevent and detect criminal conduct 
 
There are a lot of measurement tools in the backend that are used to check if the COMPANY B 
service is facing an attack. In the case when its serious, the CTO calls and requests CEO of 
Company B to come to the office. 
 
At times, the customers will call and say that things aren’t working. CEO of Company B keeps 
close contact with the customers via SMS or call. Although he doesn’t have contact with all of 
them he keeps close contact with about 10o of them or so.  
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CEO of Company B chose Amazon to host their service. He hopes Amazon is complaint with data 
regulations. He states that the reason he chose a large player is to avoid worrying about such 
terms and regulations. 
 
Governance 
CEO of Company B considers his customers as the people he should respond to. COMPANY B 
doesn’t have a board. He has received requests from customers on data protection. 
 
Monitoring and Auditing Program Effectiveness 
 
CEO of Company B has the desire to invest more in data regulation. However, he sees that this is 
an issue when the company becomes a larger player.  
 
Culture 
 
CEO of Company B believes that there is a really strict culture on data regulation. He sees having 
a high level of data protection through strong password. However, he admits that it could be 
better also.  
 
Incentives and Rewards 
 
There are no known procedures to encourage individuals within the company to focus on data 
policies and procedures.  
 
Resources 
 
There are no designated resources (personnel and/or technical) assigned to comply with current 
data regulations. CEO of Company B sees that at the stage the organization is at they have to 
prioritize other things. 
 
Reflections 
 
CEO of Company B sees that in order to improve on data regulation he could have data regulations 
as a topic in their bi-weekly meetings. 
 
As a final point he felt that his company isn’t part of the process when such data regulations are 
developed. 
 

4.1.3 Company C 

Company C is a mobile application that tracks runners as they train. The application is also used 
for organizing sports events. As a sport event organizer, the organizer can view in real time the 
location of all participants. In case participants are in need of attention they can alert the 
organizer through the application as well. 
 
The application is available on iOS, Windows and Android platforms. 
 
The organization consists of eight developers and a designer. Every member is an equal owner of 
the application. Two members are dedicated to the iOS application, two other members are 
dedicated to the Windows phone application, two other members are dedicated to the Android 
application and two members are dedicated to server activities. The beta version of the application 
will be available in about one month’s time from this interview. 
 
The interviewee is a member of the team that specializes on Android Development. 
 
See Appendix F for the full interview. 
 
When asked about how the organization comes to know about which data regulation affects their 
business, Developer at Company C pointed out that data created by the application isn’t 
necessarily under regulation. The only data that is regulated is the personal data supplied by the 
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users such as their name, pictures, email and personal card number. Developer at Company C 
was aware of the law where users may request to have their delete (if any) deleted. 
 
Policies and Procedures 
 
Data that is provided by the users is encrypted directly. In the case where there is a data breach 
the hackers may be able to view the data but they will not be able to read the data at all. The 
application is updated directly whenever a new version is released and each developer is alerted 
on the same. 
 
Developer at Company C agrees that these procedures have to be written after the laws that guide 
them in order not to be illegal. 
 
Communicate and Train 
 
Information isn’t shared within others in the company. 
 
Respond to Incidents and Prevent Future Incidents 
 
The system is analyzed to understand where the breach is and it is quickly addressed.  Developer 
at Company C is more relaxed in that the user data is encrypted in the database so no one can 
analyze it not even the organization. 
 
In order to prevent incidents, Amazon Web Service is used as a backup in case their primary 
service is not operational. 
 
However, there are no clear procedures in place to handle violators. The focus again is on fixing 
the issues immediately. 
 
Exercise Due Diligence to prevent and detect criminal conduct 
 
In preventing and detecting criminal actions, the WebAPI will only verify requests from the 
application, all other requests are rejected. 
 
In terms of backup there are two databases that store data. These two are managed and belong to 
the company, hence no use of a third party. Amazon Web Service is only used to run the service 
but not to store information. 
 
Governance 
 
Every month the team presents a status of the work they have done to their supervisors. This is 
an overall presentation. However, every two months a technical assessment is carried out in where 
the code for the application is reviewed.  
 
In these meetings, data regulation isn’t a topic of discussion. 
 
Monitoring and Auditing Program Effectiveness 
 
The team carefully monitors each connection. In case of an unauthorized connection an 
automatic email will be sent to all team members while the leader of the group receives an 
automated call. 
 
Culture 
Developer at Company C believes that his team will do all it can to comply with the law. However, 
he recognizes that the company has to have some procedure in place to do so. 
 
Incentives and Rewards 
There are no activities in place to encourage data regulation compliance within the team. 
Developer at Company C considers it to be the responsibility of each developer to just secure the 
data. 
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Resources 
 
Developer at Company C sees it as the whole team’s responsibility to investigate issues. There isn’t 
one individual fixed on finding issues with the server. 
 
Reflection 
 
Developer at Company C begins by raising concerns on having a secure backup for the database 
system if the database is unavailable. 
 
As a final point he felt that his company isn’t part of the process when such data regulations are 
developed. 
 
 

4.1.4 Company D 

 
Company D is an application that is currently in its development stages. The application is being 
developed by students in the Master’s program of Software Product Engineering as part of their 
coursework.  
 
The application will be used to capture prospective student’s data during the Jönköping 
University fairs. The users of the system will be Marketing team members that travel representing 
Jönköping University during university fairs. This form of the application is only available for 
tablets.  Another key functionality will be for prospective students who will be able to update their 
personal information as well as view the status of their application using a web or mobile interface. 
A communication module is being developed, where bulk or customized emails can be used to 
contact with particular groups. 
 
The team behind Company D consists of two developers. The interviewee is Developer at 
Company D who is an Android Developer. His tasks are developing and maintaining the mobile 
side of our application. The team reports to their professor on a weekly basis and the marketing 
team for requirements, verification of implementation and approval. 
 
Developer at Company D isn’t aware of the EU General Data Protection Regulation. 
 
See Appendix E for the full the interview. 
 
Policies and Procedures 
 
One of the key procedures that support data regulation is saving users data in encrypted form. 
Another key procedure is maintaining the integrity of the database. 
 
Communicate and Train 
 
At this stage and size of the team all matters are discussed verbally though there is a plan to record 
all regulations in document form. 
 
Respond to Incidents and Prevent Future Incidents 
 
The application will be used by the marketing team at this stage and hence they don’t have a case 
where someone might try to violate the data integrity, but as a precautionary measure 
Developer at Company D and co. are using expression checks on all input fields. 
 
Exercise Due Diligence To Prevent And Detect Criminal Conduct. 
 
The system will have the facility to send bulk emails to prospective students whose information is 
registered in Company D. In case an unauthorized person got a hold of these email addresses and 
begun sending spam emails then Developer at Company D’s team will know because each email 
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is logged.  Information about each email such as the time it was delivered and sent, the status of 
the email, whether it is sent, pending or denied. Overall, proper validations are being used so 
nobody can hack in our systems. 
 
Governance 
 
The class supervisors have raised the issue of requesting a user’s consent of handling and 
processing information, however, no other points have been raised. 
 
Monitoring and Auditing Program Effectiveness 
 
There are a few techniques Developer at Company D uses to check the effectiveness of the 
application. These techniques are used to know about the cases where the application might crash. 
 
Culture 
 
Developer at Company D states that the culture on data protection is very relaxed. 
 
Incentive and Rewards 
 
That hasn’t been considered at this stage. 
 
Resources 
 
Developer at Company D sees all efforts coming directly from the personal level. 
 
Reflection 
 
Developer at Company D sees that there is a strong needs to comply [with] data protection 
regulations…. [as the application] will become more vulnerable to attacks. Developer at 
Company D views that the assistance of a consultant will be required in handling data regulation.  
 

4.2 Questionnaire 

 
Based on the generated categories a list of questions was developed. A five point Likert scale based 
questionnaire was developed in order to find the points of agreement and disagreement among 
the interviewed companies. The following grading scale was used: 
 
1 - Strongly Disagree 
2 - Disagree 
3 - Neutral 
4 - Agree 
5 - Strongly Agree 
 
A list of all the questions is available in Appendix B in the same format they were administered to 
the interviewees. 
 
The table below shows the responses for each question by each company.  
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Category No. Question Responses 

Company A Company C Company D Company B 

Perception Q1 My organization has a data 
protection culture. 

1 4 4 3 

Q2 My service is NOT 
attractive to potential 
attacks from external 
groups. 

1 1 3 3 

Awareness Q3 My organization is 
knowledgeable on the data 
regulations affecting its 
service. 

2 4 4 2 

Importance Q4 Data protection is a priority 
for our service. 

4 5 4 3 

Q5 My organization has 
policies/procedures on 
compliance with data 
regulation. 

2 4 3 1 

Future Q6 I will integrate data 
protection into the 
organization. 

2 5 5 5 

Q7 I will consider acquiring 
more technical and human 
resources in complying 
with data regulation. 

1 5 2 3 

Resources Q8 My organization has the 
technical and human 
resources to comply with 
data regulation. 

4 3 4 2 

Q9 My organization will need 
more technical and human 
resources to comply with 
data regulation. 

1 5 2 3 

Q10 My organization does not 
have a documented 
approach of dealing with 
incidents (data breach, data 
loss, malicious attacks, etc). 

4 5 3 5 

Designation Q11 Roles and responsibilities 
are designated within my 
organization. 

5 5 4 2 

Q12 Stakeholders including 
clients are concerned about 
how my service complies 
with data regulation. 

1 5 4 4 

Information Q13 I have a procedure in place 
to know about new or 
updated information on 
data regulation. 

1 1 4 3 

Security Q14 I feel my service is secure. 3 5 3 3 

Q15 I feel my organization 
(people, processes and 
systems) is secure. 

3 5 3 2 

Table 2   Company responses to questionnaire 

 
Below is a table showing various measures of central tendency on the responses given. The article 
Analysing Likert Scale/Type Data recommends using the mode in order to analyze the results of 



 

29 
 

the Likert scale. However, in this case, that is not a consistent result and hence will not be used. 
The median is also not advisable as it fails to take into account extreme responses. 
 

CATEGORY NO. QUESTION MEAN MODE MEDIAN 

PERCEPTION Q1 My organization has a data 
protection culture. 

3 4 3.5 

Q2 My service is NOT attractive to 
potential attacks from external 
groups. 

2 1 2 

AWARENESS Q3 My organization is 
knowledgeable on the data 
regulations affecting its service. 

3 2 3 

IMPORTANCE Q4 Data protection is a priority for 
our service. 

4 4 4 

Q5 My organization has 
policies/procedures on 
compliance with data regulation. 

2.5 #N/A 2.5 

FUTURE Q6 I will integrate data protection 
into the organization. 

4.25 5 5 

Q7 I will consider acquiring more 
technical and human resources 
in complying with data 
regulation. 

2.75 #N/A 2.5 

RESOURCES Q8 My organization has the 
technical and human resources 
to comply with data regulation. 

3.25 4 3.5 

Q9 My organization will need more 
technical and human resources 
to comply with data regulation. 

2.75 #N/A 2.5 

Q10 My organization does not have a 
documented approach of dealing 
with incidents (data breach, data 
loss, malicious attacks, etc). 

4.25 5 4.5 

DESIGNATION Q11 Roles and responsibilities are 
designated within my 
organization. 

4 5 4.5 

Q12 Stakeholders including clients 
are concerned about how my 
service complies with data 
regulation. 

3.5 4 4 

INFORMATION Q13 I have a procedure in place to 
know about new or updated 
information on data regulation. 

2.25 1 2 

SECURITY Q14 I feel my service is secure. 3.5 3 3 

Q15 I feel my organization (people, 
processes and systems) is secure. 

3.25 3 3 

Table 3  Calculated measures of central tendency of the individual responses 

  
Below is a table displaying the percentage of agreement, neutrality and disagreement for each 
question among participants of the questionnaire. The percentage of agreement is calculated by 
first counting all the answers for the given question that are either equivalent to four or five. This 
is then divided by the total number of participants who answered the question. The percentage of 
neutrality is calculated by first counting all the answers for the given question that are equivalent 
to three and then dividing that by the total number of participants. The percentage of 
disagreement is calculated by first counting all the answers for the given question that are either 
one or two and then dividing that by the total number of participants. All values are then 
multiplied by 100% to provide a percentage.  
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Percentage Agree = (Total number of answers > 3 / Total number of respondents) * 100% 
 
Percentage Neutral = (Total number of answers = 3 / Total number of respondents) * 100% 
 
Percentage Disagree = (Total number of answers < 3 / Total number of respondents) * 100% 

 
 

CATEGORY NO. QUESTION % 
AGREE 

%  
NEUTRAL 

% 
DISAGREE 

PERCEPTION Q1 My organization has a 
data protection 
culture. 

50% 25% 25% 

Q2 My service is NOT 
attractive to potential 
attacks from external 
groups. 

0% 50% 50% 

AWARENESS Q3 My organization is 
knowledgeable on the 
data regulations 
affecting its service. 

50% 0% 50% 

IMPORTANCE Q4 Data protection is a 
priority for our 
service. 

75% 25% 0% 

Q5 My organization has 
policies/procedures 
on compliance with 
data regulation. 

25% 25% 50% 

FUTURE Q6 I will integrate data 
protection into the 
organization. 

75% 0% 25% 

Q7 I will consider 
acquiring more 
technical and human 
resources in 
complying with data 
regulation. 

25% 25% 50% 

RESOURCES Q8 My organization has 
the technical and 
human resources to 
comply with data 
regulation. 

50% 25% 25% 

Q9 My organization will 
need more technical 
and human resources 
to comply with data 
regulation. 

25% 25% 50% 

Q10 My organization does 
not have a 
documented 
approach of dealing 
with incidents (data 
breach, data loss, 
malicious attacks, 
etc). 

75% 25% 0% 

DESIGNATION Q11 Roles and 
responsibilities are 
designated within my 
organization. 

75% 0% 25% 
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Q12 Stakeholders 
including clients are 
concerned about how 
my service complies 
with data regulation. 

75% 0% 25% 

INFORMATION Q13 I have a procedure in 
place to know about 
new or updated 
information on data 
regulation. 

25% 25% 50% 

SECURITY Q14 I feel my service is 
secure. 

25% 75% 0% 

Q15 I feel my organization 
(people, processes 
and systems) is 
secure. 

25% 50% 25% 

Table 4 Points of Consensus 

  



 

32 
 

5 Analysis 

This chapter reviews the results against the theory in the Frame of Reference.  
 

5.1 Summary of the Interviews 

This analysis of the interviews will be carried out based on the elements of an effective compliance 
management system that was developed in the literature review. 
 
Policies and Procedures 
There were no written policies, procedures and controls to prevent and deter fraudulent conduct 
in place among the interviewees. Although some tasks were already put into practice or in the case 
of Company B agreed and signed on these weren’t written let alone tailored to one’s business, risks 
and regulatory requirements that Florio (2011) considers necessary. 
 
Communicate and Train 
SAI Global (2016) encourage organizations to communicate their policies and procedures within 
the organization. This was not found to be in practice within any of the interviewees. In terms of 
data regulation, information was usually retrieved through informal methods. The most formal 
methods used was Company B’s CEO. He used Google alerts and RSS Feeds to stay updated. 
 
Respond to Incidents and Prevent Future Incidents 
Although there were stated response mechanisms no standard response mechanisms to incidents 
were present. Most of the responses required the efforts of multiple team members and the 
involvement of the CEO (if available). Each response was treated based on the response rather 
than Zaret’s (2011) approach, which is a set procedure for mitigating vulnerabilities that 
effectively respond to incidences. 
 
Exercise Due Diligence to prevent and detect criminal conduct 
Preventing and detecting criminal conduct against the established policies and procedures is 
Zaret’s definition of exercising due diligence. This action existed in the undocumented but formal 
procedures that the respective companies undertook. For example, Company C implemented 
security features on their WebAPI so that only valid requests are accommodated.  
 
Governance  
There was no consistency or established hierarchy that carefully examined data regulation 
compliance within the organization. In Company B’s case there were customers that requested 
further information on how the service handled their data 
  
Culture 
Orchestrating efforts to have ethics at the core of the organization wasn’t visible in most of the 
interviewees. Company A’s CEO does mention a culture document, which acts as a strategic tool 
as well as a recruitment tool. In general, there was a great trust attitude among members of the 
company. 
  
Resources 
No one organization had an assigned compliance officer or one individual knowledgeable in 
applicable data protection regulations. In most interviewees case, the mechanism in place would 
be to learn of a data regulation and assess if it had any effect on their company. No external 
resources were sought at this point. 
 
Incentives and Rewards 
There were no known procedures to encourage individuals within the company to focus on data 
policies and procedures.  
 
 
Objectivity 
Due to the fact that there weren’t any documented data protection policies and procedures most 
decisions were handled in a subjective matter.  
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Risk Management 
The first step in Risk Management is identifying the regulations and laws that affect the 
organization and then developing controls. Identifying the regulations and laws was informal for 
most of the organizations. Company B’s CEO was the only interviewee that had a formal approach. 
 
Prohibited Persons 
This feature wasn’t stated throughout the interview as it was unlikely that companies with limited 
resources may be in the position to consider such a feature. 
 
Monitoring and Auditing Program Effectiveness 
This feature wasn’t taken seriously at the stage that the organizations were at. They mainly viewed 
themselves as small players with limited resources. Therefore, their focus and energy is geared 
towards the service. 
 
Ethics 
In order to prevent unethical or illegal conduct, certain technical measures were set. In Company 
D’s case, there was a log of each email sent and this could be used to detect spamming activities 
from their system. However, from a documented procedural view, such activities weren’t stated. 
 

5.2  Categories Developed in the Conventional Data Analysis of the 
Interviews 

 
The four interviews were first transcribed. The next step was in analyzing the text for particular 
patterns. A conventional data analysis approach was chosen. First, key pieces of text also known 
as meaningful units were highlighted and copy/pasted onto the first column of an excel 
spreadsheet. From this meaningful unit a shorter text highlighting the key concept is identified 
and copy/pasted onto the adjacent column. From reading these condensed meaningful units a 
common code that represents these units emerges.  Codes are then sorted into categories. 
 
In order to support a smoother analysis, one code and one category per condensed meaningful 
unit was done.  
 
From the given transcripts, eight categories were generated. Below is a description of these 
categories. 
 
Designation 
 
Responsibility and the Lack of Governance are two codes that developed this category. 
Responsibility is mainly aimed at thoughts and concepts that look into tasks that specific 
individuals undertake. For example, in Company A there is a dependency on the developer’s 
experience and knowledge to handle security matters. While in Company B there is the same sort 
of dependence stated as internal responsibility although the CEO maintains overall 
responsibility. In Company C and Company D, the developers undertake the more technical tasks 
of handling security and integrity of their services. 
 
Lack of Governance is the absence of a stakeholder that is interested in data regulation activities 
within the organization. In Company A, the investors do have influence on decisions but like the 
rest do not focus on data regulation.  
 
 
Awareness 
 
The category is supported by the code aware. This code has to do with the regulations that the 
interviewee has identified in order to seek compliance with.  
 
 
Security 
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This category is predominantly supported by the code ‘Sense of security’. This is built on thoughts 
that the interviewees had on their service or organization in general. Company A’s CEO says that 
the level of security they have is at the level of experience of the developer, while Company B’s 
CEO believes there is a strict culture around data security. Company C and Company D depend 
more on the technical aspect when security is raised. 
 
Perception 
 
Is characterized mainly by how the interviewee views an issue or their own organization. Company 
A’s CEO views their services as not the best site out there compared to banks. He also doesn’t 
think Company A is an attractive service for hackers or for malicious attacks.  
 
Company C views internal policies and procedures as documents that need to be written against 
the laws. 
 
Resources 
 
This category consists of codes that mainly have to do with tools, capacity, mechanism and policies 
that are either in place or are required. The codes include Existing Tools, Lack of Resources, Lax 
Policies and Lack of Capacity. 
 
Existing Tools are the existing procedures or technical tools in place to support data regulation 
activities. Company A’s team closely monitors the loading time of our page in order to detect any 
unusual performance issues. Company B’s team also maintains measurement tools in the 
backend to identify performance issues as well. Company C’s Developer at Company C states that 
they will receive an automatic email in case of an unauthorized connection to their primary 
server, while both Company C’s and Company D’ team saves user information in encrypted form.  
 
Lack of Resources entails the procedures, tools and personnel that the interviewee has mentioned 
or implied of having the need of. In the case of a breach I don’t know how we could monitor that 
says the Company A CEO. Company B’s CEO understands that there is a need to work more on 
data regulation activities but agrees that they also need to prioritize. Company C points out the 
same issue and Company D clearly identifies the need to take help of a consultant who is [an] 
expert in these matters. 
 
Lax Policies are seen as steps that are accepted but not carried out consistently. In dealing with 
violators, both Company A and Company B’s CEO put a lot of emphasis on the situation. 
 
Lack of Mechanism points to a procedure that is considered necessary but isn’t implemented. In 
Company C’s case the organization doesn’t share data regulation with its members. In Company 
B’s case, they find that it’s hard to measure in detail the procedures necessary to handle an 
incident. 
 
Importance 
 
This category consists of the codes Lack of Attention and Priority. 
 
Lack of Attention focuses on the activities that need to be addressed but are not. In mentioning 
the EU GDPR to Company D’s developer, he stated that he didn’t have any idea. On a data 
regulation culture, he deemed it relaxed. No one does that said Company B’s CEO when asked 
about sharing his experience in complying with data regulation within his organization. In 
receiving updated information on data regulations Company A’s CEO expected Facebook and 
LinkedIn to be his primary source. 
 
Priority deals with the activities or reasons that are given precedence over other activities. In 
Company B’s case, the fact that the company is in its startup phase means its efforts need to be 
aligned towards its services functionality. Data regulation is therefore an issues of prioritization. 
Company A’s CEO sees that in order to invest in data security he would have to feel that their 
service could be a target while Company D’ developer sees data regulation as something not to be 
considered at this stage. 
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Information 
 
The only code that supports this category is Sharing Information. This primarily has to do with 
how information on updated data regulation or issues relating to data security are shared within 
the company. In Company A’s case, it is more about [them] being aware than it is about seeking 
compliance with data regulation but in general data regulation is nothing [they] discuss at work. 
The same thought exists within the other interviewee companies. 
 
Future 
 
The only code that supports this category is Desire. This code covers a desired state the 
interviewee would like to see his company and service fulfilling. In Company A’s case, a key desire 
is in not ending up in a position where they are non-compliant with data regulation. Company B’s 
CEO recognizes aspects that their service may improve on such as [having data regulation] as a 
topic during their meetings. Company C sees having a secure backup for the database system as 
a desire while Company D plans to document data regulation within their organization. 
 
For a full breakdown of the Conventional Data Analysis refer to Appendix G. 
 
 

5.3 Analysis of the Questionnaire 

 
The prime purpose of the questionnaire was to find a consensus on the points the interviewees 
had raised. Likert scales can provide an understanding of existing attitudinal views towards a 
given topic. The results of the questionnaire are analyzed below. 
 
Points of Agreement 
 
This section will focus on points where the percentage of agreement, neutrality or disagreement 
is 75%. Therefore, the highest percentage concocts a consensus. 
 
Q1. My organization has a data protection culture. 
 
The notion of an ethical behavior towards the service and as an organization was mentioned by 
the respective interviewees. Company A’s CEO specifically mentions a culture document, which 
guides the organization in recruitment as well as in making future decisions. All interviewees also 
mention having some sort of team-centered approach in dealing with incidents instead of blaming 
or not having any response at all. A team-centered approach provides a sense of collaborative 
responsibility, which contributes towards an ethical culture. 
 
Q4. Data protection is a priority for our service. 
 
Each interviewee mentioned a particular mechanism in place that they use to monitor their 
service against either unauthorized access or service disruption.  The Company D’s team uses 
regular expression, which checks on all the input fields. Most of the implemented techniques are 
technical configurations that only the developers can handle. This puts more responsibility on the 
developer’s expertise, knowledge and experience in managing security.  
 
Data Protection is mainly being viewed as the role of someone with technical knowledge. This is 
a one dimensional view, which limits organizations into seeing other aspects through which they 
can encourage data protection. For example, setting data protection policies and procedures that 
provide functional and technical guidance with effective training is one way of providing an 
organization wide data sensitive culture.  
 
Although most respondents viewed data protection as a priority they considered their current 
stage in terms of development as an excuse to focus on their products instead of regulations. In 
brief, Company A’s CEO said If I could feel the weight…. I would invest in it. 
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Q6. I will integrate data protection into the organization 
 
This includes understanding the current data regulations that affect the current companies. Most 
respondents in the interview didn’t have a clear idea of the data regulations that they were subject 
to. Neither did they consider it as an immediate concern. 
 
Q10. My organization does not have a documented approach of dealing with incidents (data 
breach, data loss, malicious attacks, etc.). 
 
75% agree. There is a lack across all the interviewed company in this respect. Not one had an 
actual documented approach in dealing with incidents. Hence, the company acted as they saw fit.  
 
Q11. Roles and responsibilities are designated within my organization. 
 
75% agree. Each organization had clearly defined the roles of the various members of the 
organization well. There was a clear demarcation of responsibilities primarily between technical 
tasks and functional/strategic tasks. The developers (Company D & Company C) were more 
concerned with technical tasks while the CEOs (Company A & Company B) with the overall 
responsibility of the organization. 
 
Q12. Stakeholders including clients are concerned about how my service complies with data 
regulation. 
 
75% agree. Company B’s CEO mentioned that he received calls from concerned customers on how 
data was handled within the organization. He said that it was tricky managing how much 
information he could share without giving out too much.  
 
Q14. I feel my service is secure. 
 
75% neutral. Company A’s CEO mentioned discussing a possible security assessment with a third 
party but never got around to it. Although most security related activities are dependent on the 
developers, it means that there isn’t much confidence in the security work done on their service.  
 
Points of Disagreement 
 

This section will focus on points where the percentage is split by 50% between the percentage of 
agreement and the percentage of disagreement. This difference means there are split opinions 
and hence disagreement. 
 

Q5. My organization is knowledgeable on the data regulations affecting its service. 

 

The Personal Data Act Plan was mentioned and so was some sections of the EU GDPR, however, 

there wasn’t a knowledge base of existing regulations within any of the companies interviewed. 

There are attempts such as in Company B’s case of using RSS feeds and Google alerts to be more 

aware of data regulation news. 

 

In general, we see that there is a consensus towards data protection taking priority within the 

organization. Customers are concerned about how their data is being handled. However, there 

aren’t any policies and procedures to guide an organization through this process. Hence, the first 

step would be in first creating a knowledge based for the data regulations that concern the 

company. From there developing data protection policies and procedures that are companywide.  
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6 Conclusion 

This chapter summarizes the purpose of the study, the research questions and their answers. 

Other points of analysis are also raised here. 

The purpose of this thesis is, through an exploratory study, to examine how organizations can 
effectively comply with data regulations.  The following are the research questions with 
summarized answers. 
 
RQ1 What are the elements of an effective compliance management system? 
 
The elements are Policies and Procedures; Communicate and Train; Culture; Respond to 
Incidents and Prevent Future Incidents; Resources; Incentives and Rewards; Exercise Due 
Diligence to prevent and detect criminal conduct; Governance; Objectivity; Risk Management; 
Prohibited Persons; Monitoring and Auditing Program Effectiveness; Ethics. 
 
RQ2 In light of the elements of an effective compliance management system, 
how are organizations complying with EU data regulations? 
 
Generally, organizations are managing compliance with EU data regulations poorly. There isn’t 
an awareness of the regulations, an understanding of the details of the regulation and a drive to 
actually make an effort. Most issues that come about due to data protection are handled on the 
go. There is a reactive mentality towards compliance with data regulations. 
 
Compliance as a reactive tool 
Compliance is viewed as a reactive tool than a proactive tool. Organizations are only seeking to 

comply with regulations as long as they exist. Organizations are missing on the opportunity of 

acting beforehand. Organizations may identify issues before they occur; understand risks before 

investing resources; prevent adverse events before they cause financial and/or reputation losses. 

 

Understanding data regulation from a top management vs a technical perspective 

 

One key point that was quickly highlighted was in the profession/responsibility of the interviewee. 

In Company A’s and Company B’s case, the CEOs are the interviewee while in Company D’ and 

Company C’s case they are developers. The expertise that each of these interviewees has puts a 

limitation in their perspective on data regulation as well as their focus on the organization. While 

the CEO may focus on purely functional items that has them handling multiple areas the 

developer never leaves the technical box.  

 

The CEOs mention entrusting most security efforts to their developers. The dependence on the 

developer’s expertise and experience is evident in their responses. The developers on the other 

hand clearly put their confidence on the technical measures they have implemented. 
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7 Discussion 

In this chapter the results are discussed against other research done. The chosen methodology 

is also analyzed highlighting strengths and weaknesses. This is followed by suggestions for 

organizations to take up and finally ideas for future research. 

7.1 Results Discussion 

 
All the organizations interviewed lacked most of the elements of an effective compliance 
management system. Although there was an awareness for the data protection regulations the 
necessary detail required for a service provider wasn’t met. 
 
One key survey that shows similar results is the Preparing for the EU’s General Data Protection 
Regulation by IPSwitch (Bevan & Castiglione, 2015). 300 European IT professionals from 
businesses with over 1,000 employees were polled. The survey was conducted in July 2015 in the 
UK, France and Germany with 100 responses from each country. The major findings relate to this 
study as well. The first major finding is that almost a fifth of the businesses affected by the EU 
GDPR do not know whether changes in the regulation will apply to them. From the respondents 
in this research, few understood to what extent the EU GDPR or data protection regulations had 
an effect on their business. The survey stated that 69% will invest in new resources to prepare for 
the business impact of the EU GDPR. The interviewees in this research didn’t mention acquiring 
resources or hiring services for compliance with the EU GDPR.  
 
The survey states that two thirds say that maintaining compliance with changing data regulatory 
requirements is a burden. Even though that wasn’t stated by the respondents the attitude in place 
stressed a lack of resources in the direction of data protection compliance and so investing or 
allocating time in such an activity was considered burdensome. The survey states that one third 
of businesses have not allocated a training budget to help staff understand and comply with EU 
GDPR. All respondents didn’t allocate funds let alone have a training program in place. 
 
According to EY’s report on the Chief Compliance Officer One of the cornerstones of a robust 
compliance program is an inventory of the key laws and regulations with which the 
organization must comply(Ernst & Young LLP, 2014, p. 9). Considered as a basis, none of the 
companies interviewed considered having a repository of the data protection regulations or other 
regulations that affected them. A passive attitude existed to regulation and how it was obtained. 

 

7.2 Methods Discussion 

 
The multimethod approach was used in this study. An interview (qualitative) was used to get an 
in depth response on respondent’s view and the questionnaire (quantitative) was used to 
understand attitudes towards an issue. The benefit of this approach is the more valuable data that 
is collected to make valid, relevant and generalizable conclusions. However, a clear disadvantage 
is the fact that it is time consuming to undertake and requires more resources to work on. 
 
The case study strategy is relevant if [one wishes] to gain a rich understanding of the context of 
the research and the processes being enacted (Saunder et al., 2012, p. 179). In that regard, the 
respondent’s (context) businesses and services were well covered and the questions were similar 
throughout but tailored to fit the respective services. The use of a questionnaire was also helpful 
in building a consensus among multiple cases. Hence, in depth data was collected due to the case 
study approach. 
 
Semi structured format of interviews was used in the data collection. This form of interview is 
flexible in that the questions may be tailored to fit the respondent’s context. In this research, the 
major elements of an effective compliance management system were mentioned in every 
interview but the questions were tailored specifically to the interviewee and their services.  
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The questionnaire was based on the categories developed in the conventional data analysis phase. 
From these categories a few questions were developed into a Likert scale. The purpose was to 
build a consensus among all the interviewees. 
 
In all correspondence with the interviewees, English was the language of communication. English 
isn’t the first language of the respective interviewees and so the information shared was limited 
to the English proficiency of the interviewees. To circumvent this, more questions requesting the 
interviewee to elaborate were asked. In this way, the intended ideas of the interviewee were fully 
expressed. 
 

7.3 Limitations 

 
At the outset of the research study, the hope was to be able to meet organizations that were 
implementing most of the elements of the effective compliance management system. These tend 
to be larger organizations that can afford to have a full time compliance officer or someone in a 
similar position. Such organizations have experience managing compliance efforts and that 
experience was missed in this study. 
 
Therefore, a limitation with these cases is that they do not represent organizations that have active 
compliance functions but rather seem to resemble young organizations who consider data 
protection and compliance a non-priority. In this case, generalizability of the cases is limited but 
external validity is still maintained at a conceptual level as stated in the Methodology. 
 
According to Yin (2003) all the three elements required for construct validity have been 
administered. However, in terms of the sources of evidence, since the companies interviewed 
weren’t keen on documenting policies and procedures, such documentation was lacking in the 
data collection. Lack of documentation would have surely uncovered more information on which 
to analyze and further act as a basis for the questionnaire.  
 
 

7.4 Implications for Practice 

The last question that was included in most of the interviews was ‘whether the organization felt 

they were included in the development of data protection regulations?’. All answered that they 

didn’t feel included at all. From a regulator’s perspective a means of including service providers 

in the process of data regulation may first help in creating awareness. 

On the note of awareness, it is necessary for organizations handling personally identifiable 

information to comply with the law. Again, this isn’t viewed as a priority for the organizations that 

have been interviewed or at least for organizations that are relatively small in size or in a startup 

phase. 

Finally, compliance is viewed as a reactive tool. Organizations are missing out on the benefits of 

a proactive approach to compliance. The onus is on leaders to view compliance as a means of 

creating value within their organization.  

7.5 Future Research 

A few points that researchers may undertake based on the research done in this paper: 

 Investigate whether an effective compliance management system leads to a better compliant 

organization. 

 Investigate how organizations with limited resources may be able to maintain a complaint 

organization. 
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 Investigate different means that regulators may use to build a more data protection aware 

environment. 

 Investigate different means that regulators may include organizations in the development of 

the data regulations. 
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Appendix A – Interview Questions 

 
Opening 
Please state your name, position and key responsibilities. 
How is your organization structured? 
Would you share your experience in complying with data regulation?  Which regulations?  
 

EU General Data Protection Regulation 
 
How do you go about knowing which data protection regulations affect your business? 
How does the EU General Data Protection Regulation relate to your organization? 
 

Elements of a Compliance Management System 
 
Policies and Procedures 
What data protection policies and procedures do you have in place? 
How do you keep them updated? 
How do you feel such policies and procedures should be written? 
 
Communicate and Train 
How do you share data protection policies and procedures with others in the organization? 
How do you evaluate such actions? 
 
Respond to Incidents and Prevent Future Incidents 
What happens after an incident (data breach or leak) occurs? 
What do you do to prevent future incidents? 
How do you deal with violators? 
 
Exercise Due Diligence to prevent and detect criminal conduct 
How would you be aware of an incident? 
How do you handle your data (third party processor)? 
 
Governance 
How is the board involved in this process of compliance with the EU GDPR? 
How do you communicate with the board/top management?  
 
Monitoring and Auditing Program Effectiveness 
How do you know your efforts are effective? OR How do you know the data protection compliance 
program is working the way it should? 
 
Culture 
How do you feel about your team’s culture on data regulation? 
 
Incentive and Rewards 
What do you do to encourage compliance efforts? 
 
Resources 
What (human and technical) resources do you use to comply with current data regulations? 
 
 

Reflection 
 
Further possibilities for improvements? 
Further comments and corrections?  
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Appendix B – Questionnaire  
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Appendix C – Interview I – Company A 

Introduction 

CEO of Company A, CEO of Company A. Company A was founded 10 months ago. Company A is 

a recruiting service that helps organizations find the right candidates. Currently, focusing on 

healthcare.  

Three people in the organization. The developer, Co-founder and CEO of Company A. CEO of 

Company A focuses on the candidates. Co-founder focuses on the recruiters. 

Which data protection regulations affect your organization? 

Affected by the regulation, Personuppgiftslag, on how they handle personal information. 

Everyone signing up needs to agree to the terms.  

How the terms are presented to the users? 

How we comply with the law, what data is being saved and the purpose of saving data. 

Is the Personuppgiftslag, the only data protection regulation affecting your 

organization? 

I think so. I’m aware of the regulation that states that customers should be able to delete their 

data. However, we do not have that automated yet. 

Are you aware of other terms? 

No. 

Elements of a Compliance Management System. 

Policies and Procedures: 

There is a culture document. The culture document points out who we are and what we stand for 

as an organization. It is central in recruiting new employees. 

Culture document is about long term success. It focuses on our responsibility of how we should 

learn from one another and teach one another. There is a part on business being fun. As long as 

we are fun everything is good. That also affects how we reach our goals. If we have fun, it will be 

a lot better. 

Communicate and Train 

How would you go about knowing about new regulations? 

I just expect to be updated via Facebook and LinkedIn. 

How would you share such regulations with others in the regulation? 

I wouldn’t do that. I would share it with my developer because I know he is interested. I would 

share the link with him. I would do that definitely. 

After sharing, is there any communication on that? 

No. If it suits us. At this step it is more about us being aware about what changes are made and 

responsibilities we have. 

 

If I could be particular, have you discussed ‘deleting user data’ with your developer? 

Yes. It has not been automated. I know Google hasn’t done it. We are a company made of 

candidates and recruiters. We are interacting only with people. This is important for us. At the 
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same time, we just made a shift. We had a deregister where you can unregister before, that would 

not delete your data it would make you unavailable. If the user came back, we wouldn’t know if 

Bruke is Bruke. However, that did not comply with the law. 

Respond to Incidents and Prevent Future Incidents 

The focus will be on how can we not end up there. The hard time is seeing us make something 

before something happens. 

Prevent? 

Nothing. Our developer is experienced and he doesn’t make regular mistakes. I know he is into 

security. When we hired him, there was a web agency that made the first version of our site. The 

developer said that they made normal problems/mistakes that I know he changed. I would say 

that we are on a level of security that is at his level of experience. I know he is experienced to some 

extent. 

You are dependent of the developer for prevention. Who can access the data?  

Only the developer. 

The developer is keeping up to date on security. 

I know he is partly into that. It is not valuable thing for our company right now. He cannot put a 

lot of time into it we need to focus on other parts. 

How would you deal with violators? 

It would be up to the situation. We are a company made of up the information we have. An online 

service deleted all users on Facebook it would be worth nothing. If you deleted all our users, we 

would also be worth nothing. So it is important, and it is one of the more serious breaches that 

our employees could do. 

Exercise Due Diligence to prevent and detect criminal conduct. 

How would you be aware of an incident? 

We closely monitor the loading time of our page. That could be a DDoS attack. For a breach.I don’t 

know how we could monitor that. 

Do you have a contact form in case of an incident? 

We don’t have that. I know the developer is monitoring some irregular activities but I don’t know 

how he does it. 

How do you handle your data? How do you know the third party service comply with 

certain regulations? 

Third Party Service. We don’t know if they follow data regulations for sure but I think they do. Its 

Amazon! 

Governance. 

Top Management you respond to? 

We have investors. To some extent they have influence on decisions we make. Not concerning 

security but more on direction of the company or changes we want to make. 

Investors concerned about data regulation? 

No. 

The efforts you are taking to comply with data regulation. How do you know they 

are working? 
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Just depend on our developer. I would have been more concerned…but I know he is interested in 

this to some extent it is not his best part but I know he likes to discuss those things. 

Culture 

How do you feel is your team’s culture on data regulation? 

It is nothing we discuss at work. It is a small part. It is something that we expect to be working 

because we are using Amazon. It is not part of our culture. 

Resources 

We don’t have any resources. I just expect facebook and LinkedIn to tell me about them. I know 

there is a big company in Sweden working with…a hacker service that can test your website. I also 

visited a big company in San Francisco, a month ago. They are a community of hackers that can 

hack a site. They test to see what your weaknesses and strengths are. Then they say that they can 

correct this and that and it will cost you this much.  

Did you make use of them? 

No. Not at this point. We are too small for that. We are handling personal information and we are 

open for that. 

Ways you encourage compliance in your organization apart from sharing 

information with developer? 

No. 

Reflection 

Possible for improvement/correction in data regulation in your organization. 

Its great getting updated on things like this. I know anyone can get hacked. We are not the best 

site out there compared to banks or those sites. But other reflections I don’t know. 

What point would you feel comfortable in investing more in data regulation? 

A big breach…if a startup company or someone I could relate to was up to a fault or breach. If I 

could feel the weight here, that I could be damaged in the same way, I would invest in it. I don’t 

think we are attractive. We are a competitor to LinkedIn but we are only in healthcare. LinkedIn 

isn’t attractive to hackers as all information is open. We are that kind of company for hackers. 

How do you feel about the data regulation climate and an organization like yourself? 

For us making changes, it is necessary to regulate it by data protection laws. 

Do you feel like you are part of the process when these regulations come out? 

No. 

What possibilities do you see for improvement? 

From a personal perspective, I would like to see everything a company saves about you. Walmart 

and these companies make suggestions about who you are from what you are buying and I think 

it would be nice to regulate what these companies are saving about you. It would be great to 

regulate and know what this company is saving about you. I think it would be important to 

regulate to change…see….delete all that data and be confident to know that everything is deleted. 

  

Appendix D – Interview II - Company B 
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Opening 
Please state your name, position and key responsibilities. 
CEO of Company B, CEO and Founder. I am fully responsible for the organization. I decide 
everything and I take the risk for everything. 
 
Company B is an application for digital neighborhood watch. We create geographical networks in 
the neighborhood, in case strange things happen or just in order to keep in contact. 
 
How is your organization structured? 
CEO of Company B 
Finance Head 
CTO and four Developers 
 
Would you share your experience in complying with data regulation?  Which 
regulations?  
Right now no one does that. But we have to adopt to the new legislation. We have to adopt to 
people leaving our database, that is a feature we do not have right now. 
 
The regulation where you can’t be offensive in general. We have to handle that or else we will be 
held liable.  
 

EU General Data Protection Regulation 
 
How do you go about knowing which data protection regulations affect your 
business? 
RSS Feeds from European Commission site. 
Google Alerts for specific key words. I receive emails when there are changes. 
 
How does the EU General Data Protection Regulation relate to your organization? 
This has been quite hard for us. This has to do with priority for us. Do we implement a feature 
that the user wants or should we be on the right side of the law? If we don’t have to do the law we 
can focus on other things. We want to be on that thin line…that’s how I take decisions. I compare 
this to the PirateBay process, where they you can’t do this to PirateBay and they continued 
working and then new information came about and this set new information for the stage…. This 
is a new legislation it doesn’t affect us right now. It’s a new regulation and therefore I am not 
stressed out now. 
 
Compliance by the end of 2017! 
They have said that many times that’s why I compare it to PirateBay. 
 

Elements of a Compliance Management System 
 
Policies and Procedures 
What data protection policies and procedures do you have in place? 
No one. Nothing. 
One policy for our homepage. One policy for Apple. 
The one on the homepage is a basic one. To be honest, copy and paste from others. 
 
How do you keep them updated? 
I need to update them right now. We have to update it and send it to Apple. Since our features 
have changed we have to update it. We only do it when we have to and not before. 
 
Any internal policies? 
No. 
 
How do you feel such policies and procedures should be written? 
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I think it is important to do it together with the developers. They should know the text written 
against their technical work. You need to prioritize so that you don’t take too much time from 
anyone. The best way is to do it with the technical team.  
 
I have tried to use consultants but it takes more time. They don’t understand the technical aspect. 
So it takes a lot of time asking me and the developers and that is time consuming.  
 

Communicate and Train 
How do you share data protection policies and procedures with others in the 
organization? 
On the EU legislation it is the CTO that forwarded it to me. Usually talk about it over a cup of 
coffee. If it doesn’t affect our work, I just give them a heads up. 
 
Is it open in the way you receive this information? 
Yes, no specific process. 
 
How do you evaluate such actions? 
It always hard to measure this sort of things. We have some situations where they saw some things 
in the backend that we need to handle, which means we are illegal. They [developers] see 
everything and they come to me and I’ll decide what is more important to focus on. We may need 
that in the future but today we are more simple than that. 
 
Respond to Incidents and Prevent Future Incidents 
What happens after an incident (data breach or leak) occurs? 
It’s a meeting with everyone. Next time this happens we need to handle this. Then we add this 
into the normal process. Then we were stricter. Then we signed papers and even designated 
responsibilities. 
 
It’s hard to measure in detail but if someone has responsibility then they come to me and say we 
have this kind of mistake and we are trying to fix it. That person has that internal responsibility 
but I have the overall responsibility.  
 
Sometimes it could be an issue of prioritization. Then they come to me. 
 
How do you deal with violators? 
It depends on the person and how well I know him/her and how I can recognize that the person 
has viewed the situation. If the individual is stressed about the situation, then I don’t need to add 
more to the feeling but if the individual doesn’t care then I’ll be more intense. I think it’s the 
Swedish leader way. It depends on the person.  
 
How I can give the person the right idea in the right way so that I don’t get disappointed anymore. 
It depends on the situation and the person. 
 
I deal with this on a personal level. 
 
Exercise Due Diligence to prevent and detect criminal conduct 
How would you be aware of an incident? 
We have a lot of measurement tools in the backend. We can see if we are facing an attack. So when 
the traffic gets intense without any specific reason then we check directly. We have a simple push 
notification system. 
 
Almost every time it’s when the CTO calls and requests that I come to the office. 
 
Customers start calling and say that things aren’t working. I have close contact with the 
customers. We are 5500 users and I don’t have contact with all of them. I have contact with a 100 
of them or so. Most of the time they send SMS or call because they know I am slow in responding 
to emails.  
 
How do you handle your data (third party processor)? 
A third party processor manages their data.  
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Is the third party compliant? 
I hope Amazon is…but I don’t know. That is the reason we chose a large player because we don’t 
have the time to read everything so if we chose Amazon then we are free. 
 
Governance 
Do you respond to anyone? 
No…I respond to the users. I think they are my board. I don’t need a guy in a suit to tell me what 
I have to do. The people who say what I have to do are my board.  
 
Has any customer asked if you are complaint with any data regulation? 
Yes. I have received two emails from customers. One was a data protection specialist for the 
Goteborg government.  
 
Sometimes it is tricky because you can’t tell much. 
 
Monitoring and Auditing Program Effectiveness 
How do you know your efforts are effective? OR How do you know the data 
protection compliance program is working the way it should? 
I think I can’t be 100% that it is working. I can have a feeling about it but I know we need to work 
more on that. However, we also need to prioritize. I think this is a question of when we become a 
larger player. It is a highlighted part of the company but not a priority. I want to measure it in a 
more specific way in the future but not right now. 
 
Culture 
How do you feel about your team’s culture on data regulation? 
They are really strict because they don’t tell anyone. It’s a policy we have. We don’t speak about 
what anyone has done on the application. They have a high level of data protection. Their 
passwords are too long for me to….it could be better also. 
 

Incentive and Rewards 
What do you do to encourage compliance efforts? 
Nothing today 
 

Resources 
What (human and technical) resources do you use to comply with current data 
regulations? 
No. I don’t think so. 
We send out a transaction email in case our app crashes. This is sent to the users and this is 
automatic. 
 

Reflection 
 
Further possibilities for improvement on data regulation within your organization? 
We work in sprints and every second week we have a long meeting. We should have it as a topic. 
That is what I am learning from this meeting as well. 
 
In the phase we are as a company we have to prioritize other things.  
 
Do you feel you are part of the process when such regulations are released? 
No. 
 
Further comments and corrections?  
Nothing at this point. 

Appendix E - Interview III – Company D 

Opening 
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Developer at Company D,  
Position: Android Developer, 
Key Responsibilities: Developing and maintaining the mobile side of our application. 
Organization: Team of 2 Developers. 
Data Regulations: At this stage we haven’t really thought about it, the only thing we considered 
was to take consent of user that we will use their contact information to send them promotional 
emails later. 
 
What services do you run? 
 
A tablet application which will be used to capture student’s contact information, interests, 
program of interest in the fair. This application would replace the manual data entry and which 
do not only speed up the process but also mitigate the chances of any errors. On the other hand, 
we would also be able to capture data such as images which is not possible in manual data entry. 
By using a centralized database, we are making sure that this process is not device dependent and 
the application can be used on multiple devices just by logging in.  
 
We are also developing a module keeping in view the perspective of students who have entered 
their data into this application. They would also be able to update their information, contact with 
university and see the status of their application using the web or mobile interface of our 
application.  
 
A communication module is being developed for university, where they can contact with 
particular groups of students through bulk and customized emails. This application would also 
give functionality to for data analysis.  
 
Basically there are 2 people to whom we report,  
 
1) our professor who is coming to weekly standup meetings to see whether we are doing stuff 
according to the course load, 
 
2) we have a product owner from university marketing team, he is the one who give us 
requirements, verify the implementation, and tell us the changes 
 

EU General Data Protection Regulation 
 
Don’t have any idea about this thing. 
 
 

Elements of a Compliance Management System 
 
Policies and Procedures 
Saving users data in encrypted form. 
Maintaining the integrity of database. 
 
Communicate and Train 
As we are just two, so we discuss them verbally but we are planning to record them in the 
documentation. 
 
Respond to Incidents and Prevent Future Incidents 
As our mobile app will be used under the supervision of a moderator so right now we don’t have 
a case where somebody might try to violate the data integrity, but as a precautionary measure we 
are using regular expression checks on all the input fields. 
 
 
Exercise Due Diligence to prevent and detect criminal conduct 
Frankly speaking, not at this stage. But it would be part of the system. For example, we have 
contact info of students. They hack their information and use that information to send spam 
emails…..obviously….First of all, we are logging each email. What time it was delivered and what 
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time it was sent, is it sent, pending, denied. To avoid the hacking, we are using proper validations 
so nobody can hack in our systems.  
 
Governance 
Do your supervisors discuss data regulation? 
 
They have discussed such in one class in which users have to provide their consent in order to 
avoid issues. There are no other points that have been raised. 
 
Monitoring and Auditing Program Effectiveness 
Well to know the effectiveness, we perform the rigorous testing which includes load testing and 
integration testing by complying Boundary Value Analysis techniques to know about the cases 
where our application might crash. 
  
Culture 
Relaxed 
 
Incentive and Rewards 
Haven’t thought about that, 
 
 
Resources 
It’s normally the effort at personal level 
 
 

Reflection 

For future, I think there is a strong need to comply the data protection regulations because we 

will launch the student version of application along with the access to web portals. So at that time, 

system will become more vulnerable to attacks. My idea is to take help of a consultant who is 

expert in these matters and then with his/her help we will define the steps and incorporate them 

in our existing system to make it safe and secure. 
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Appendix F - Interview IV – Company C 

 

Opening 
Please state your name, position and key responsibilities. 
 
Developer at Company C, Co-owner and mobile developer. 
My key responsibilities are to develop the mobile application for the Android platform and to 
protect the data store into the smartphone and the data send from the smartphone to the server 
that analyses them. 
 
Company C is a mobile application to track people during their training. The application is also 
for the sport event’s organizer. With the application, the organizer can see, in real time, where are 
all the participants of the event. Also, if a participant has a problem, he can send an alert to the 
organizer from the application and the organizer can send help directly, the participant doesn’t 
have to wait the end of the event to get help 
 
The service is expected to be in beta in one month’s time. 
 
How is your organization structured? 
 
8 peoples are in the organization; everyone own a part of the application. 2 peoples are on the iOS 
application, 2 people are on the Windows phone application, 2 people on the Android application 
and 2 people on the server part. 
 
Would you share your experience in complying with data regulation?  Which 
regulations? 
  
EU General Data Protection Regulation 
  
How do you go about knowing which data protection regulations affect your 
business? 
 
The data created by the application are not under any regulation. The only data under regulations 
are the personal data from the users, their name, pictures, email and personal card number. The 
laws with these data say that user own them and have the right to ask to us to delete them. 
 
How does the EU General Data Protection Regulation relate to your organization? 
 
Read above. 
  
Elements of a Compliance Management System 
  
Policies and Procedures 
What data protection policies and procedures do you have in place? 
 
The data of the application is own by the organization, these data are not encrypted and are saved 
in a database system or on the smartphone. But the data from the users are encrypted directly 
when they put them in. The credential of the users to connect to the application are send to the 
server with an encryption. Also, some data like the password of the users are encrypt into the 
database. With this system, if someone breaches our system, they will be able to get the data but 
they will not be able to analyze them. 
 
How do you keep them updated? 
 
The system is update directly when a new version comes out, an alert is send to us. 
 
How do you feel such policies and procedures should be written? 
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These procedures have to be written after the laws about these data were read entirely to be sure 
to don’t be illegal. 
  
Communicate and Train 
How do you share data protection policies and procedures with others in the 
organization? 
 
The organization doesn’t share this. 
 
How do you evaluate such actions? 
  
Respond to Incidents and Prevent Future Incidents 
What happens after an incident (data breach or leak) occurs? 
 
The system is analyzed to understand where the breach is and is fixe. As said above, the only 
critical data are the password and the personal card number, and these data are encrypted into 
the database system so no one can analyses it, even the organization. 
 
What do you do to prevent future incidents? 
 
AWS is a backup service in case the primary service is down.  
 
How do you deal with violators? 
 
Fix the issues immediately and find justice. 
  
Exercise Due Diligence to prevent and detect criminal conduct 
How would you be aware of an incident? 
 
We have multiple security in place. The WebAPI can verify the requests from the app. All other 
requests are rejected. Also, we only accept connections through an internal IP and if I want to 
connect to a server I have to connect to a VPN of the server and it provides an internal IP. Then I 
can connect to the server. 
 
How do you handle your data (third party processor)? 
 
We have multiple database; mongoDB and a RubyonRails database. This is our own server. 
We use AWS in case of an emergency.  
  
Governance 
How is the board involved in this process of compliance with the EU GDPR? 
 
In two years we have to be able to launch a product. This is our thesis. 
We report to the Lab EIP. We do not report to anyone for data. 
 
How do you communicate with the board/top management? 
 
Each month we have a meeting with them to know the status of our work. In this we show a 
presentation. Each two months we have a technical assessment, where we show what we have 
done. In this meeting we show the code. 
 
Monitoring and Auditing Program Effectiveness 
How do you know your efforts are effective? OR How do you know the data 
protection compliance program is working the way it should? 
 
We have a monitoring of each connection into our server. We have a log file where we monitor it 
in real time. Imagine if someone can access our server using SSH with an external IP, we receive 
an automatic email and the leader gets an automatic call. 
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Culture 
How do you feel about your team's culture on data regulation? 
If someone asks that we delete their data, we will. We don’t want to have any problems with the 
law. We won’t just accept an email requesting deleting data they will need to prove who they are. 
  
Incentive and Rewards 
What do you do to encourage compliance efforts? 
 
Not really. We just decided to be a secure as possible. As a developer it was our view to just secure 
the data. 
 
Resources 
What (human and technical) resources do you use to comply with current data 
regulations? 
  
If we have an issue, we will investigate it. We don’t have someone who is 24hrs want is happening 
to the server. 
 
Reflection 
  
Further possibilities for improvements? 
 
Having a secure backup for the database system if the database goes down we will be able to run 
the application. 
 
Do you feel that you are included when these regulations come about? 
 
No. 
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Appendix G – Conventional Data Analysis 

A. Company A 

Meaningful units Condensed meaning 

units 

Code Category 

I think so. I’m aware of the 

regulation that states that customers 

should be able to delete their data. 

However, we do not have that 

automated yet 

 I’m aware of the regulation 

that states  

Aware Awareness 

There is a culture document. The 

culture document points out who we 

are and what we stand for as an 

organization. It is central in 

recruiting new employees. 

The culture document points 

out who we are 

Policies Perception 

Culture document is about long term 

success. It focuses on our 

responsibility of how we should 

learn from one another and teach 

one another.  

Culture document is about 

long term success.  

Desire Future 

I just expect to be updated via 

Facebook and LinkedIn. 

I just expect to be updated Lack of 

Resources 

Resources 

I wouldn’t do that….I would share it 

with my developer because I know he 

is interested. I would share the link 

with him. I would do that definitely. 

I would share it with my 

developer because I know he 

is interested. 

Sharing 

Information 

Information 

No. If it suits us. At this step it is 

more about us being aware about 

what changes are made and 

responsibilities we have. 

At this step it is more about us 

being aware 

Sharing 

Information 

Information 

If the user came back, we wouldn’t 

know if Bruke is Bruke. However, 

that did not comply with the law. 

However, that did not comply 

with the law. 

Lack of 

Capacity 

Resources 

The focus will be on how can we not 

end up there. The hard time is seeing 

us make something before 

something happens. 

The focus will be on how can 

we not end up there. 

Desire Future 

Nothing. Our developer is 

experienced and he doesn’t make 

regular mistakes. I know he is into 

security. When we hired him, there 

was a web agency that made the first 

version of our site. The developer 

said that they made normal 

problems/mistakes that I know he 

changed. I would say that we are on 

a level of security that is at his level 

of experience. I know he is 

experienced to some extent. 

Our developer is experienced 

and he doesn’t make regular 

mistakes. 

Responsibility Designation 
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 I would say that we are on a 

level of security that is at his 

level of experience 

Sense of 

security 

Security 

I know he is partly into that. It is not 

valuable thing for our company right 

now. He cannot put a lot of time into 

it we need to focus on other parts. 

It is not valuable thing for our 

company right now 

Lack of 

attention 

Importance 

 He cannot put a lot of time 

into it we need to focus on 

other parts. 

Lack of 

attention 

Importance 

  Lack of 

attention 

Importance 

It would be up to the situation. We 

are a company made of up the 

information we have. 

It would be up to the situation Lax policies Resources 

We closely monitor the loading time 

of our page. That could be a DDoS 

attack. For a breach….I don’t know 

how we could monitor that. 

We closely monitor the 

loading time of our page 

Existing Tools Resources 

  For a breach….I don’t know 

how we could monitor that. 

Lack of 

Resources 

Resources 

We don’t have that. I know the 

developer is monitoring some 

irregular activities but I don’t know 

how he does it. 

We don’t have that. Lack of 

Resources 

Resources 

 monitoring some irregular 

activities 

Existing Tools Resources 

We don’t know if they follow data 

regulations for sure but I think they 

do 

We don’t know if they follow Lack of 

Capacity 

Resources 

To some extent they have influence 

on decisions we make. Not 

concerning security but more on 

direction of the company or changes 

we want to make. 

To some extent they have 

influence on decisions we 

make.  

Lack of 

Governance 

Designation 

Just depend on our developer. I 

would have been more 

concerned…but I know he is 

interested in this to some extent it is 

not his best part but I know he likes 

to discuss those things 

Just depend on our developer Responsibility Designation 

 I would have been more 

concerned 

Lack of 

attention 

Importance 

 but I know he is interested in 

this to some extent it is not 

his best part 

Lack of 

Resources 

Resources 

It is nothing we discuss at work. It is 

a small part. It is something that we 

expect to be working because we are 

It is nothing we discuss at 

work 

Sharing 

Information 

Information 
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using Amazon. It is not part of our 

culture. 

 It is a small part. Lack of 

attention 

Importance 

 It is not part of our culture. Lack of 

attention 

Importance 

We don’t have any resources. I just 

expect facebook and LinkedIn to tell 

me about them.  

We don’t have any resources. Lack of 

Resources 

Resources 

 I just expect facebook and 

LinkedIn to tell me about 

them.  

Lack of 

attention 

Importance 

No. Not at this point. We are too 

small for that. We are handling 

personal information and we are 

open for that. 

Not at this point. Lack of 

attention 

Importance 

 We are too small for that.  Lack of 

Capacity 

Resources 

Its great getting updated on things 

like this. I know anyone can get 

hacked. We are not the best site out 

there compared to banks or those 

sites.  

Its great getting updated on 

things like this. 

Desire Future 

 We are not the best site out 

there compared to banks or 

those sites. 

Inner 

Perception 

Perception 

A big breach…if a startup company 

or someone I could relate to was up 

to a fault or breach. If I could feel the 

weight here, that I could be damaged 

in the same way, I would invest in it. 

I don’t think we are attractive.  

If I could feel the weight here Lack of 

attention 

Importance 

 that I could be damaged in 

the same way 

Priority Importance 

 don’t think we are attractive Inner 

Perception 

Perception 

It would be great to regulate and 

know what this company is saying 

about you. I think it would be 

important to regulate to 

change…see….delete all that data 

and be confident to know that 

everything is deleted. 

It would be great to regulate 

and know what this company 

is saying about you 

Desire Future 

 be confident to know that 

everything is deleted 

Desire Future 
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B. Company B 

Meaningful units Condensed 

meaning units 

Code Category 

I am fully responsible for the organization. I 

decide everything and I take the risk for 

everything. 

I am fully 

responsible 

Responsibility Designation 

Right now no one does that. But we have to 

adopt to the new legislation 

no one does that Lack of attention Importance 

 have to adopt Desire Future 

RSS Feeds from European Commission site. 

Google Alerts for specific key words. 

 Existing Tools Resources 

This has been quite hard for us. This has to do 

with priority for us.  

quite hard for us Lack of capacity Resources 

 priority for us Priority Importance 

This is a new legislation it doesn’t affect us 

right now 

new legislation Lack of attention Importance 

 doesn’t affect us 

right now 

Lack of attention Importance 

No one. Nothing. Nothing Lack of attention Importance 

To be honest, copy and paste from others copy and paste from 

others 

Lack of attention Importance 

We only do it when we have to and not before. do it only when we 

have to 

Lack of attention Importance 

The best way is to do it with the technical 

team.  

with the technical 

team 

Team Effort Resources 

I have tried to use consultants but it takes 

more time.  

use consultants but it 

takes more time 

External 

Resources 

Resources 

Usually talk about it over a cup of coffee. If it 

doesn’t affect our work, I just give them a 

heads up 

Usually talk about it Sharing 

Information 

Information 

 I just give them a 

heads up 

Sharing 

Information 

Information 

It always hard to measure this sort of things hard to measure Lack of 

Resources 

Resources 
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They [developers] see everything and they 

come to me and I’ll decide what is more 

important to focus on 

They [developers] 

see everything 

Responsibility Designation 

 I’ll decide what is 

more important 

Responsibility Designation 

We may need that in the future but today we 

are more simple than that. 

We may need that in 

the future 

Desire Future 

 we are more simple 

than that. 

Priority Importance 

It’s a meeting with everyone.  meeting with 

everyone 

Shared 

responsibility 

Designation 

Then we signed papers and even designated 

responsibilities 

designated 

responsibilities 

Responsibility Designation 

It’s hard to measure in detail  hard to measure in 

detail 

Lack of 

mechanism 

Resources 

That person has that internal responsibility 

but I have the overall responsibility 

internal 

responsibility but I 

have the overall 

responsibility 

Responsibility Designation 

Sometimes it could be an issue of 

prioritization 

an issue of 

prioritization 

Priority Importance 

It depends on the person and how well I know 

him/her and how I can recognize that the 

person has viewed the situation 

It depends on the 

person 

Lax policies Resources 

 I can recognize that 

the person has 

viewed the situation 

Lax policies Resources 

We have a lot of measurement tools in the 

backend.  

measurement tools 

in the backend 

Existing Tools Resources 

Almost every time it’s when the CTO calls and 

requests that I come to the office 

CTO calls and 

requests 

Responsibility Designation 

Customers start calling and say that things 

aren’t working 

Customers start 

calling 

Responsibility Designation 

I hope Amazon is…but I don’t know I don’t know Lack of capacity Resources 
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No…I respond to the users. I think they are my 

board 

respond to the users Responsibility Designation 

I think I can’t be 100% that it is working.  I think I can’t be 

100% 

Lack of capacity Resources 

I know we need to work more on that. 

However, we also need to prioritize 

we need to work 

more on that 

Lack of 

Resources 

Resources 

 we also need to 

prioritize 

Priority Importance 

They are really strict because they don’t tell 

anyone.  

really strict Sense of security Security 

it could be better also could be better Desire Future 

Nothing today Nothing Lack of capacity Resources 

No. I don’t think so. I don’t think so. Lack of 

Resources 

Resources 

We should have it as a topic. That is what I am 

learning from this meeting as well. 

We should have it as 

a topic. 

Desire Future 

 I am learning from 

this meeting as well 

Desire Future 

we have to prioritize other things we have to prioritize Priority Importance 

 

C. Company C 

Meaningful units Condensed meaning 

units 

Code Category 

The only data under regulations are 

the personal data from the users 

data under regulations aware AWARENESS 

the data from the users are 

encrypted directly when they put 

them in.  

the data from the users 

are encrypted directly 

encrypted directly SECURITY 

if someone breaches our system, 

they will be able to get the data but 

they will not be able to analyze them 

not be able to analyze 

them 

not be able SECURITY 

These procedures have to be written 

after the laws 

written after the laws the laws PERCEPTION 
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The organization doesn’t share this doesn’t share this Lack of 

mechanism 

RESOURCES 

The system is analysed to 

understand where the breach is and 

is fixed 

analysed to understand Responsibility DESIGNATION 

AWS is a backup service in case the 

primary service is down 

in case the primary 

service is down 

Sense of security SECURITY 

Fix the issues immediately and find 

justice 

immediately and find 

justice 

Sense of security SECURITY 

We have multiple security in place multiple security Existing Tools RESOURCES 

We have multiple database multiple database Existing Tools RESOURCES 

We report to the Lab EIP. We do not 

report to anyone for data 

We report to the Lab 

EIP 

Responsibility DESIGNATION 

 We do not report to 

anyone for data 

Responsibility DESIGNATION 

we receive an automatic email and 

the leader gets an automatic call 

automatic email Existing Tools RESOURCES 

 automatic call Existing Tools RESOURCES 

If we have an issue, we will 

investigate it 

we will investigate it Responsibility DESIGNATION 

We don’t have someone who is 

24hrs  

We don't have someone Lack of Resources RESOURCES 

Having a secure backup for the 

database system  

Having a secure  Desire FUTURE 
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D. Company D 

 

Meaningful units Condensed 

meaning units 

Code Category 

Don’t have any idea about this 

thing. 

Don’t have any 

idea  

Lack of 

attention 

IMPORTANCE 

Saving users data in encrypted 

form 

encrypted form Existing Tools RESOURCES 

Maintaining the integrity of 

database 

integrity of 

database 

Existing Tools RESOURCES 

we discuss them verbally  discuss Sharing 

information 

INFORMATION 

we are planning to record them in 

the documentation 

we are planning desire FUTURE 

so right now we don’t have a case 

where somebody might try to 

violate the data integrity 

don’t have a case Priority IMPORTANCE 

regular expression checks on all 

the input fields 

checks on all  Sense of 

Security 

SECURITY 

Frankly speaking, not at this 

stage 

not at this stage Priority IMPORTANCE 

To avoid the hacking, we are 

using proper validations  

To avoid the 

hacking 

Sense of 

Security 

SECURITY 

There are no other points that 

have been raised 

no other points Lack of 

attention 

IMPORTANCE 

we perform the rigorous testing rigorous testing Sense of 

Security 

SECURITY 

relaxed relaxed Lack of 

attention 

IMPORTANCE 

haven't thought about that haven't thought  Lack of 

attention 

IMPORTANCE 

the efforts at personal level personal level Responsibility DESIGNATION 
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there is a strong need to comply 

the data protection regulations 

there is a strong 

need to comply 

desire FUTURE 

system will become more 

vulnerable to attacks 

become more 

vulnerable 

Sense of 

Security 

SECURITY 

take help of a consultant who is 

expert in these matters  

take help lack of 

resources 

RESOURCES 
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Appendix H - Data Protection Regulations 

A. Data Protection Directive 95/94/EC 

The Directive aims to protect the rights and freedoms of persons with respect to the processing of 

personal data by laying down the key criteria for making processing lawful and the principles of 

data quality. Data Processing is lawful when 

 the data subject has unambiguously given his consent; or 

 processing is necessary for the performance of a contract to which the data subject is 
party; or 

 processing is necessary for compliance with a legal obligation to which the controller is 
subject; or 

 processing is necessary to protect the vital interests of the data subject; or 

 processing is necessary for the performance of a task carried out in the public interest 
or in the exercise of official authority vested in the controller or in a third party; or 

 processing is necessary for the purposes of the legitimate interest pursued by the 
controller or by the third party, except where such interests are overridden by the 
interests for fundamental rights and freedoms of the data subject which require 
protection.(EUR-Lex, 2014) 

 The principles of data quality that govern the Data Protection Directive 95/46/EC: 

 personal data must be processed fairly and lawfully, and collected for specified, explicit 
and legitimate purposes. They must also be adequate, relevant and not excessive, 
accurate and, where necessary, kept up to date, must not be stored for longer than 
necessary and solely for the purposes for which they were collected; 

 special categories of processing: it is forbidden to process personal data revealing racial 
or ethnic origin, political opinions, religious or philosophical beliefs, trade-union 
membership, and the processing of data concerning health or sex life. This provision 
comes with certain qualifications concerning, for example, cases where processing is 
necessary to protect the vital interests of the data subject or for the purposes of 
preventive medicine and medical diagnosis.(EUR-Lex, 2014) 

B. EU-US Privacy Shield 

This agreement (European Commission, 2016) includes: 

Strong obligations on companies and robust enforcement: the new arrangement will be 

transparent and contain effective supervision mechanisms to ensure that companies respect their 

obligations if they do not comply. The new rules also include tightened conditions for onward 

transfers to other partners by the companies participating in the scheme. 

Clear safeguards and transparency obligations on U.S. government access: for the 

first time, the U.S. government has given the EU written assurance from the Office of the Director 

of National Intelligence that any access of public authorities for national security purposes will be 

subject to clear limitations, safeguards and oversight mechanisms. 

Effective protection of EU citizens' rights with several redress possibilities. Any 

European citizen has a right to file a complaint with the company if they feel their data is being 

misused. Companies will have 45 days to respond.  
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Annual joint review mechanism. The European Commission and the U.S. Department of 

Commerce will conduct the review and associate national intelligence experts from the U.S. and 

European Data Protection Authorities. 

C. EU General Data Protection Regulation 

The key changes in the latest EU-GDPR: 

“A "right to be forgotten": When an individual no longer wants her/his data to be processed, 
and provided that there are no legitimate grounds for retaining it, the data will be deleted. This is 
about protecting the privacy of individuals, not about erasing past events or restricting freedom 
of the press. 
 
Easier access to one's data: Individuals will have more information on how their data is 
processed and this information should be available in a clear and understandable way. A right to 
data portability will make it easier for individuals to transmit personal data between service 
providers. 
 
The right to know when one's data has been hacked: Companies and organizations must 
notify the national supervisory authority of data breaches which put individuals at risk and 
communicate to the data subject all high risk breaches as soon as possible so that users can take 
appropriate measures. 
 
Data protection by design and by default: ‘Data protection by design’ and ‘Data protection 
by default’ are now essential elements in EU data protection rules. Data protection safeguards will 
be built into products and services from the earliest stage of development, and privacy-friendly 
default settings will be the norm – for example on social networks or mobile apps. 

Stronger enforcement of the rules: data protection authorities will be able to fine companies 

who do not comply with EU rules up to 4% of their global annual turnover.”(European 

Commission, 2015) 
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  Elements of an Effective Compliance Management System 
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1 (O’Rourke, 2011) X X   X   X X     

2 (Florio, 2011) X X X X  X X X  X    

3 (Evans, 2011) X X  X X  X X   X X  

4 
(IIA;AICPA;ACPFE, 
2012) X X X X  X   X  X X  

5 (Kusserow, 2013)            X  

6 (Stucke, 2014)  X X   X       X 

7 
(Rowe & Gingerich, 
2011) X X  X X  X X      

8 (M. Steinberg, 2012)  X X X  X X X  X  X  

9 
(Ernst & Young LLP, 
2014) X X  X X  X X    X  

10 (SAI Global, 2016) X X  X   X    X X X 

11 (Snell, 2015)   X     X      

12 (Moeller, 2011) X X     X     X  

13 (Cottos, 2011)     X         

14 (Wulf, 2012) X X X X X X X X  X X X X 
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15 (Lafferty, 2010)   X     X      

16 
(Frongillo, Eskow, & 
Simons, 2010)    X   X X      

17 (Bower, 2011)  X            

18 (Brown, 2010) X X  X   X     X  

19 (Zaret, 2011) X X  X   X X    X  

20 
(Wray & Jones, 
2013) X X        X  X  

21 (Bartram, 2015)  X X X    X      

22 
(Broome et al., 
2013) X  X     X      

23 
(Ingerman et al., 
2015) X X   X  X X      

24 (Snell, 2013) X X  X  X X X   X X  

25 (Ruelas, 2014) X      X       

26 (Baker, 2011) X X X X   X X      

27 (Krigsten, 2011)      X X X    X  

28 (Debold, 2010) X X X X X X X X   X X  

29 (Passey, 2011)        X      

30 (Hauser, 2014) X X      X  X  X  
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