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Abstract 

Within the last five years, the market of cloud computing has shown rapid growth. 

However, despite the increasing popularity, researchers highlight numerous concerns 

regarding limited interoperability of systems hosted by different cloud providers as 

well as restricted customization of cloud solutions. In order to counter aforemen-

tioned challenges, this study investigates the idea of introducing a marketplace for 

cloud services that leverage the service-oriented architecture (SOA) paradigm and of-

fers software solutions, computing capabilities from cloud providers, components 

developed by third parties, as well as access to integration and audit services. The 

goal of the study lies in conceptualizing the idea and the evaluation of demand it may 

raise from the key cloud actors. In this regard, existing frameworks of cloud compu-

ting and SOA contributed to the development of an initial model that was further 

improved through the interviewing process. The results of this study include a capa-

bility-based framework for the cloud marketplace which not only clarifies the role 

and activities of the different actors but also contains the necessary features of the 

marketplace that are needed to ensure the proper workflow. In addition to that, the 

actors’ incentives and concerns regarding the marketplace were analyzed by applying 

SWOT-analysis. While the analysis revealed both positive interest and present de-

mand among the actors, the identified weaknesses and threats highlight the need for 

further investigations in order to put the idea into practice. 
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1 Introduction 

In this chapter the problem, purpose, research questions, delimitations and definitions are defined. The prob-

lem highlights the main focal areas on which the research is reasoned, and the purpose limits the scope of the 

paper by defining the main area of investigation. To further specify what to expect from the paper, the re-

search questions provide a common theme. They provide guidance to the reader and are answered in the end 

of this study. The delimitations specifically exclude certain areas of interest that are not part of the research. 

Finally, the definitions determine the terminology to ensure a common sense of certain concept interpreta-

tions. 

In the last decades, there has been a tremendous shift in the extent to which companies in-

vest into Information Technology (IT). The following figures for American companies 

highlight this trend. While in 1965, the IT expenses of American companies amounted to 

less than 5%, in the early 1980s, this percentage had risen to 15%. In the early 1990s, it had 

already reached 30% and nearly touched 50% by the end of the decade (Carr, 2003). Ac-

cording to Gartner’s “Worldwide IT Spending Forecast”, the global IT expenditures are on 

pace to reach $3.875 trillion in 2014, representing a growth of 4% compared to the previ-

ous year. Both in 2013 and 2014, Gartner forecast the greatest growth in expenses for en-

terprise software, namely 6.4% and 6.6%, respectively (Gartner, 2013).  

These numbers imply that IT means more than just support for today’s companies and 

now presents a vital and integral part of every business plan. Especially in terms of enter-

prise software companies exhibit their individual needs to facilitate and implement their 

business processes. While there exist basic software applications representing a necessity in 

almost each organization, many require more sophisticated tools depending on their busi-

ness and the industry they are acting in. Those applications range from basic communica-

tion software like email and video-conferencing systems to inventory management, data 

management, and customer relationship management systems, for instance. Many big soft-

ware companies built on this fact by developing and providing huge software systems that 

combine and link the major needs. These so-called enterprise resource planning (ERP) sys-

tems assemble areas like order management, manufacturing, human resources, financial 

systems, and distribution with suppliers and customers in a tightly integrated system shar-

ing data and visibility (I. J. Chen, 2001). 

Besides the major benefits that ERP systems bring along, including cost reduction, cus-

tomer service improvements, better resource management, and improved decision making 

and planning (Shang & Seddon, 2000), Trimi et al. (2005) also mention several drawbacks 

that companies need to consider before launching an ERP system implementation project. 

On the one hand, due to their complexity, many implementation projects exceed their pre-

viously planned installation time and cost. On the other hand, organizations have to pro-

vide proper infrastructure which allows the system to run seamlessly. This in turn might 

require the acquisition of additional hardware as well as hiring new staff to run and main-

tain the system (Trimi, Lee, Olson, & Erickson, 2005).  
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This led many companies to reach their business needs through different channels. Besides 

outsourcing ERP systems to external application service providers (ASPs), making use of 

cloud computing is becoming increasingly attractive alternative (Buyya, Yeo, Venugopal, 

Broberg, & Brandic, 2009; Trimi et al., 2005). Cloud computing allows companies to access 

business applications as sophisticated services over a network such as the Internet, for in-

stance (Buyya et al., 2009). Unlike deploying an on-premise ERP system, there is no need 

to worry about the infrastructure or maintenance since the responsibility of providing and 

maintaining the needed infrastructure lies on the provider side. Furthermore, the start-up 

costs are comparatively low which also enables small companies to afford the expense. Ac-

cording to North Bridge Venture Partners’ “Future of Cloud Computing Survey”, scalabil-

ity (54.5%), agility (54.3%), and cost (48.1%) present the main drivers for cloud adoption 

(Skok, 2013). 

While the process of introducing a set of industry-wide standards for cloud computing is 

currently being carried out by numerous organizations and technology vendors, the primary 

effort in this direction was done by the National Institute of Standards and Technology 

(NIST) in 2011 with publishing ‘NIST Cloud Computing Reference Architecture’ (Liu et al., 

2011). Together with a reference cloud computing taxonomy, architectural components 

and main aspects of service deployment and orchestration, the document introduces a clas-

sification of the actors of cloud computing market, namely: cloud consumers, providers, 

brokers, auditors and carriers. Each of them has unique interests (sometimes conflicting 

with other actors) and represents a driving force of cloud computing industry (Abdollah et 

al., 2011). 

Despite the fact that many issues connected with cloud computing remain unresolved, re-

cently published figures highlight the increasing popularity of cloud computing. By now, 

545 public cloud services are in use by an organization on average (Woods, 2014) and 

Gartner expects the expenditures on public cloud services to increase from $91 billion in 

2011 to $207 billion in 2016 (Hardy, 2012). Furthermore, throughout the next five years, 

the expected annual growth in workloads for the cloud amounts to 44%, in contrast to the 

expected annual growth of 8.9% for on-premise computing workload (Woods, 2014). In 

addition to that, 63% of companies are using Software-as-a-Service (SaaS), presenting a 

15% growth compared to 2012 (Skok, 2013). As a consequence, many different providers 

have emerged on the market offering diverse SaaS solution for companies of every size. 

According to Gartner, the market is going to increase further on. They predict a growth in 

global SaaS spending from $13.5 billion in 2011 to $32.8 billion in 2016 (Columbus, 2013).  

1.1 Problem 

However, same as on-premise software, cloud computing exhibits specific drawbacks. Tsai 

et al. (2010) highlight existing issues with current clouds. Among others, they state that us-

ers of cloud services are tied with one provider since applications are developed for a spe-

cific cloud platform. On the other hand, current cloud implementation does not allow us-

ers to “build” their own cloud application by selecting from a variety of different available 

services. It is rather the case, that users are stuck to services that are provided on the spe-
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cific cloud platform they are using. This in turn prohibits the flexibility to customize (Tsai, 

Sun, & Balasooriya, 2010). 

The interoperability issue has been widely addressed by applying Service-Oriented Archi-

tecture (SOA) principles. In such way, software solutions are developed as a set of loosely 

coupled services that communicate with each other through the network using open proto-

cols (TCP/IP, HTTP, etc.) and data standards (XML, JSON, CSV, etc.). This allows for 

separate services to be deployed even in the most heterogeneous settings (on- and off-

premise, on different clouds, using diverse programming languages and technology stacks), 

while still being interoperable, provided that each service corresponds to its contract. 

With the increasing application of cloud computing, involving diverse technology stacks 

and variety of vendors, deepen the relationships and interdependencies between services. It 

leads to the emergence of cloud ecosystems, which are cross-channel and heterogeneous in 

their nature, operating in the space with fuzzy organizational borders. It poses new re-

quirements for service mediation, aggregation and visibility and calls for new methods of 

governing such ecosystems. 

In the government sector of the US and the UK, this problem was addressed by introduc-

ing an intermediary that could be referred to as a cloud store, allowing the government 

agencies to search and purchase SaaS private and public offerings that were certified com-

pliant with the corresponding information policies from technological, financial, security 

standoffs, etc. (Figliola, P. M. & Fischer, E. A., 2014). However more advanced variations 

of this idea that would for instance include Platform-as-a-Service (PaaS) and Infrastructure-

as-a-Service (IaaS) services and would support managing interdependencies between them 

were neither researched nor implemented yet. 

1.2 Purpose 

The purpose of this study is to explore the opportunity of introducing a concept of the 

cloud marketplace as an intermediary entity between actors of the cloud computing market. 

The application of SOA style to the marketplace offerings, among others, is intended to 

address the mentioned interoperability problem. The offerings themselves are considered 

as both complete services as well as their components to determine customizability. 

1.3 Research questions 

This study aims at answering the following research questions: 

Question 1: How could the ecosystem be conceptualized in respect to its key capabilities 

as delivered by both the cloud marketplace and the actors involved?  

Question 2: Is there demand for such a solution from the key actors in the cloud market? 

What are their incentives? What are their concerns? 
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1.4 Structure 

Chapter 2 introduces key terms, such as cloud computing and SOA. Furthermore, it pre-

sents several frameworks from previous research combining cloud computing and SOA. 

The chapter is finalized by the establishment of an initial theoretical cloud marketplace 

framework. 

Chapter 3 describes the methodological approach. In this context, the chosen research de-

sign and research model are justified, followed by the description of the sample, research 

instrument, and analysis process. Moreover, the chapter illustrates how validity of the re-

sults were ensured. 

Chapter 4 presents the results of the data collection and highlights those received data 

which were most important for the research at hand. 

In Chapter 5 the results are analyzed. In this context, statements from different cloud 

computing actors of the same actor category are compared and contrasted by conducting a 

SWOT-analysis. Furthermore, the final empirical framework of the cloud marketplace is 

presented. 

Finally, chapter 6 discusses the results and their implications for research and practice. Fur-

thermore the above-mentioned research questions are answered. Additionally, it contains 

methodological limitations and gives suggestions for further research. 

1.5 Delimitations 

This study explores the problem by referring to cloud computing based on the definitions 

by the National Institute of Standards and Technology (Mell & Grance, 2011) and to SOA 

according to The Open Group (TOG, 2011b). 

In addition, we will focus on those cloud consumers participating in the ecosystem that 

recognize service-orientation as a goal in their architecture development and cloud provid-

ers whose technology stack is fit to support SOA. 

Furthermore, this study does not research the technical feasibility and the business model 

associated with the cloud marketplace itself, but rather solely focuses on the necessary ca-

pabilities as delivered by both the cloud marketplace and actors. 

1.6 Definitions 

The area of investigation yields different terms and term-interpretations depending on the 

individuals working with them. This situation makes it necessary to establish a common 

understanding of the used concepts. Therefore, this section defines the terminology and 

the crucial concepts. 
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Business Ecosystem: ‘In a business ecosystem, companies coevolve capabilities around a new 

innovation: they work cooperatively and competitively to support new 

products, satisfy customer needs, and eventually incorporate the next 

round of innovations’ (Moore, 1993, p. 76). 

Cloud Auditor: ‘A party that can conduct independent assessment of cloud services, in-

formation system operations, performance and security of the cloud im-

plementation’ (Liu et al., 2011, p. 20) 

Cloud Broker: ‘An entity that manages the use, performance and delivery of cloud ser-

vices, and negotiates relationships between Cloud Providers and Cloud 

Consumers’ (Liu et al., 2011, p. 20). 

Cloud Carrier: ‘The intermediary that provides connectivity and transport of cloud ser-

vices between Cloud Providers and Cloud Consumers’ (Liu et al., 

2011, p. 20). 

Cloud Computing: ‘Cloud computing is a model for enabling ubiquitous, convenient, on-

demand network access to a shared pool of configurable computing re-

sources (e.g., networks, servers, storage, applications, and services) that 

can be rapidly provisioned and released with minimal management effort 

or service provider interaction’ (Mell & Grance, 2011, p. 2). 

Cloud Ecosystem: A cloud ecosystem is ‘a business ecosystem of interacting organiza-

tions and individuals – the actors of the cloud ecosystem – providing and 

consuming cloud services’ (FG Cloud, 2012, p. 7). 

Cloud Infrastructure: A cloud infrastructure is the collection of hardware and 

software. It contains both a physical layer, consisting of the 

hardware resources that are necessary to support the cloud 

services being provided (server, storage, and network com-

ponents), and an abstraction layer, consisting of the software 

deployed across the physical layer (Mell & Grance, 2011). 

Cloud Service Consumer: ‘Person or organization that maintains a business relationship with, 

and uses service from, Cloud Service Providers’ (Liu et al., 2011, p. 

20). 

Cloud Service Provider: ‘Person, organization or entity responsible for making a service available 

to service consumers’ (Liu et al., 2011, p. 20) 

Ecosystem: An ecosystem is ’the complex of a community of organisms and its 

environment functioning as an ecological unit’ (Merriam-Webster, 

2014). 
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Enterprise Service Bus 
(ESB) 

‘… provides the implementation backbone for an SOA,… it provides 

a loosely coupled event-driven SOA with a highly distributed universe of 

named routing destinations across a multiprotocol service bus’ (Chap-

pell, 2004, p. 2) 

Infrastructure-as-a-
Service: 

With IaaS, consumers access processing, storage, networks, 

and other fundamental computing resources where the con-

sumer is able to deploy and run arbitrary software including 

operating systems and applications. The consumer does not 

manage or control the underlying cloud infrastructure but 

has control over operating systems, storage, and deployed 

applications; and possibly limited control of selected net-

working components such as host firewalls, for instance 

(Mell & Grance, 2011). 

Platform-as-a-Service: With PaaS, consumers can deploy onto the cloud infrastruc-

ture consumer-created or acquired applications that are cre-

ated using programming languages, libraries, services, and 

tools supported by the provider. The consumer does not 

manage or control the underlying cloud infrastructure but 

has control over the deployed applications and possibly con-

figuration settings for the application-hosting environment 

(Mell & Grance, 2011). 

Service: ‘a mechanism to enable access to one or more capabilities, where the ac-

cess is provided using a prescribed interface and is exercised consistent 

with constraints and policies as specified by the service description’ 

(OASIS, 2006, p. 12). 

Service-Oriented  
Architecture: 

‘a paradigm for organizing and utilizing distributed capabilities that 

may be under the control of different ownership domains. It provides a 

uniform means to offer, discover, interact with and use capabilities to 

produce desired effects consistent with measurable preconditions and ex-

pectations’ (OASIS, 2006, p. 29). 

Software-as-a-Service: With SaaS, consumers use the provider’s applications run-

ning on a cloud infrastructure. The applications can be ac-

cessed from various devices through either a thin client inter-

face (e.g. web browser), or a program interface. The con-

sumer does not manage or control the underlying cloud in-

frastructure with the possible exception of limited user-

specific application configuration settings (Mell & Grance, 

2011). 
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2 Theoretical Framework 

This chapter provides the reader the required foundations that are needed in order to facilitate the under-

standing of subsequent chapters. According to that, it introduces key terms, such as Cloud Computing and 

Service-Oriented Architecture and presents their combination by focusing on Service-Oriented Cloud Com-

puting. The chapter is finalized by the establishment of a framework for the cloud marketplace incorporat-

ing different elements from the concepts introduced in the first three subchapters. 

2.1 Cloud Computing 

This subchapter focuses on cloud computing by firstly introducing a common definition of 

cloud computing and its related concepts. After that, the term cloud ecosystem is explained 

and different cloud ecosystems presented. This subchapter closes by presenting common 

opportunities and challenges associated with cloud computing. 

2.1.1 The NIST Definition of Cloud Computing 

In order to introduce and discuss the nature of cloud computing, it is necessary to provide 

a common definition of the term and its related concepts. To date, there exist a variety of 

cloud computing definitions and many of them seem only to focus on certain aspects of 

this technology (Geelan, 2009). Though, Mell and Grance (2011) from the National Insti-

tute of Standards and Technology (NIST) have developed a definition that appears to in-

clude key common elements widely used in the cloud computing community. Their defini-

tion will serve as a point of reference for the rest of this study: 

They define cloud computing as ‘a model for enabling ubiquitous, convenient, on-demand network ac-

cess to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and 

services) that can be rapidly provisioned and released with minimal management effort or service provider in-

teraction’ (p. 2). This model is characterized by five essential characteristics, namely (1) on-

demand self-service, (2) broad network access, (3) resource pooling, (4) rapid elasticity, and 

(5) measured service. (1) On-demand self-service refers to the possibility of unilaterally ac-

cessing computing capabilities as needed without having to humanly interact with service 

providers. (2) Broad network access means that computing capabilities are available over a 

network and can be accessed through standard mechanisms that facilitate the use by heter-

ogeneous thin or thick client platforms such as mobile phones and laptops, for instance. (3) 

Resource pooling concerns the pooling of the provider’s computing resources, such as 

storage, processing, memory, and network bandwidth, to serve multiple consumers based 

on a multi-tenant model. (4) Rapid elasticity refers to the elastic provision and release of 

capabilities to scale rapidly outward and inward proportionate with demand. (5) Finally, 

measured service means that the cloud systems automatically control and optimize resource 

use by leveraging a metering capability (typically on a pay-per-use basis) at some level of 

abstraction appropriate to the type of service. 
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There exist three common service models through which cloud computing capabilities are 

delivered to cloud consumers. These are Software-as-a-Service (SaaS), Platform-as-a-

Service (PaaS), and Infrastructure-as-a-Service (IaaS). With SaaS, consumers use the pro-

vider’s applications running on a cloud infrastructure. The applications can be accessed 

from various devices through either a thin client interface (e.g. web browser), or a program 

interface. ‘A cloud infrastructure is the collection of hardware and software that enables the five essential 

characteristics of cloud computing’ (p. 2). It contains both a physical layer, consisting of the 

hardware resources that are necessary to support the cloud services being provided (server, 

storage, and network components), and an abstraction layer, consisting of the software de-

ployed across the physical layer. In the context of SaaS, the consumer does not manage or 

control the underlying cloud infrastructure with the possible exception of limited user-

specific application configuration settings. With PaaS, on the other hand, consumers can 

deploy onto the cloud infrastructure consumer-created or acquired applications that are 

created using programming languages, libraries, services, and tools supported by the pro-

vider. Same as with SaaS, the consumer does not manage or control the underlying cloud 

infrastructure but has control over the deployed applications and possibly configuration 

settings for the application-hosting environment. Finally, with IaaS, consumer access pro-

cessing, storage, networks, and other fundamental computing resources where the consum-

er can deploy and run arbitrary software including operating systems and applications. Also 

here, the consumer does not manage or control the underlying cloud infrastructure but has 

control over operating systems, storage, and deployed applications, and possibly limited 

control of selected networking components such as host firewalls, for instance. 

Mell and Grance (2011) further distinguish between four different cloud computing de-

ployment models. These are private cloud, community cloud, public cloud, and hybrid 

cloud. With private cloud, the cloud infrastructure is provisioned for the exclusive use by a 

single organization and may be owned, managed, and operated by the organization, a third 

party, or some combination of them. Furthermore, it may exist on- or off-premise. Com-

munity cloud is similar to private cloud. The difference is that, with community cloud, the 

cloud infrastructure is provisioned for the exclusive use by a specific community of con-

sumers from organizations that have shared concerns such as mission, security require-

ments, policy, or compliance considerations. It may be owned, managed, and operated by 

one or more of the organizations in the community. With public cloud, on the other hand, 

the cloud infrastructure is provisioned for open use by the general public. It may be owned, 

managed, and operated by a business, academic, or government organization, or some 

combination of them and solely exists on the premises of the cloud provider. Finally, with 

hybrid cloud, the cloud infrastructure is a composition of two or more distinct cloud infra-

structures (private, community, or public) that remain unique entities, but are bound to-

gether by standardized or proprietary technology that enables data and application portabil-

ity. 

After having defined cloud computing and its associated service and deployment models, 

the next step is to take a deeper look into the interconnections between different actors in-

volved in cloud computing. The next section focuses on this interplay by elaborating on the 

cloud ecosystem. 
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2.1.2 Cloud Ecosystem 

The term cloud ecosystem is composed of two distinct concepts. On the one hand, it con-

sists of “cloud” or “cloud computing” as defined and explained in the previous section, 

and, on the other hand, “ecosystem”, rooted in the domain of biology. The Merriam-

Webster dictionary defines ecosystem as ‘the complex of a community of organisms and its environ-

ment functioning as an ecological unit’ (Merriam-Webster, 2014). However, in the context of this 

study, ecosystem is viewed from a business point of view. The Focus Group on Cloud Compu-

ting (FG Cloud) from the International Telecommunication Union (ITU) takes the business per-

spective into account by defining cloud ecosystem as ‘a business ecosystem of interacting organiza-

tions and individuals – the actors of the cloud ecosystem – providing and consuming cloud services’ (FG 

Cloud, 2012, p. 7). According to Moore (1993), ‘in a business ecosystem, companies coevolve capa-

bilities around a new innovation: they work cooperatively and competitively to support new products, satisfy 

customer needs, and eventually incorporate the next round of innovations’ (Moore, 1993, p. 76). 

There exist different models illustrating the connections of different actors in the cloud 

ecosystem. For instance, ITU’s cloud ecosystem model is comprised of three actors. These 

are cloud service users such as consumers, enterprises, and governmental/public institu-

tions; cloud service providers such as providers of SaaS, PaaS, and IaaS; and cloud service 

partners such as application developers, content/software/hardware/equipment providers, 

system integrators, and auditors (FG Cloud, 2012). Letaifa, Haji, Jebalia, and Tabbane 

(2010) also identify three actors in cloud computing, namely vendors, developers, and end 

users. Their relationship to each other is illustrated in Figure 2.1. 

 

Figure 2.1 – Actors of cloud computing 

NIST’s Cloud Computing Reference Architecture, on the other hand, provides a more detailed 

model consisting of five major actors (Cloud Service Consumer, Cloud Service Provider, 

Cloud Broker, Cloud Auditor, Cloud Carrier) carrying out unique and specific cloud com-

puting activities as illustrated in Figure 2.2 (Liu et al., 2011). Unlike the former two pre-
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sented models, NIST’s model also includes the activities and responsibilities of the actors 

involved:  

A Cloud Service Consumer can be defined as a ‘Person or organization that maintains a busi-

ness relationship with, and uses service from, Cloud Service Providers’ (Liu et al., 2011, p. 20). Its 

principle activities are purchasing and using services from the Cloud Service Provider or a 

Cloud Broker.  

The Cloud Service Provider in turn is a ‘Person, organization or entity responsible for making a 

service available to service consumers’ (Liu et al., 2011, p. 20). It is concerned with providing ser-

vices, management of resource allocation and control, and the physical resource layers that 

make up the cloud. Furthermore, they are also in charge of managing the cloud as shown in 

the Cloud Service Management section.  

 

Figure 2.2 – NIST Cloud Computing Reference Architecture 

Since the integration of cloud services can be very complex for cloud consumers, a Cloud 

Broker can help in facilitating this process playing a dual role in the model. A Cloud Bro-

ker is ‘An entity that manages the use, performance and delivery of cloud services, and negotiates relation-

ships between Cloud Providers and Cloud Consumers’ (Liu et al., 2011, p. 20). When a Cloud Bro-

ker interacts with the consumer it behaves as a provider and when interacting with a pro-

vider it behaves as a consumer. Its predominant activities are Service Intermediation, oc-

curring when the Cloud Broker enhances a service by improving an existing one or provid-

ing other value-added services to consumers; Service Aggregation, by enhancing existing 

service or combining multiple services together to produce a new service; and Service Arbi-

trage that is similar to Service Aggregation except that the services being aggregated are not 

fixed.  

A Cloud Auditor is ‘A party that can conduct independent assessment of cloud services, information sys-

tem operations, performance and security of the cloud implementation’ (Liu et al., 2011, p. 20). It is re-
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sponsible for evaluating the services provided by a cloud provider in terms of security con-

trols, privacy impact, and performance ensuring the controls are implemented correctly, 

operating as intended and producing the desired outcome with respect to security require-

ments for the system.  

Finally, the Cloud Carrier is ‘The intermediary that provides connectivity and transport of cloud ser-

vices between Cloud Providers and Cloud Consumers’ (Liu et al., 2011, p. 20) by providing access to 

the network, telecommunication and other access devices (Liu et al., 2011). 

This study is based on the NIST Cloud Computing Reference Architecture, which will 

serve as a point of reference. 

After having identified the different actors in the cloud ecosystem and their relationships to 

each other, it is reasonable to take a deeper look at the positive outcomes, as well as draw-

backs associated with cloud computing. The following section will conclude this chapter by 

presenting common opportunities and challenges of cloud computing referring to existing 

research. 

2.1.3 Opportunities and Challenges 

The increasing popularity of cloud computing and the growing market of cloud services are 

an indication for the benefits and opportunities that the actors of the cloud ecosystem are 

striving to realize. Besides technical advantages, Aymerich, Fenu, and Surcis (2008) state ar-

chitectural advantages as well as advantages for the user and for companies: 

Technical advantages include the easy handling of peak load situations without the need for 

additional hardware infrastructures. Furthermore, when storing data in the cloud, it is pos-

sible to use the processing power of the cloud, which allows things that traditional produc-

tivity applications cannot do (i.e. instantly searching over Gigabytes of e-mail). Cloud com-

puting also allows the use of traditional servers and commodity Personal Computers (PCs) 

which are both more economical in terms of infrastructures and easy to maintain and re-

cover. With regard to advantages for users, there is no longer an obligation to use a tradi-

tional computer to access or run applications. In the foreseeable future, cloud-based appli-

cations will be accessible by any device with Internet access. In addition to that, users of 

cloud services do not have to worry about maintenance issues such as storage capacity or 

compatibility. In the context of architectural advantages, Aymerich et al. (2008) highlights 

the adoption of innovations accelerated and fostered by cloud computing. They claim that 

cloud computing alleviates the need of innovators to find resources to develop, test, and 

make their innovations available to the user community. Cloud computing allows innova-

tors to focus on the innovation itself rather than the process of finding and managing re-

sources, enabling innovation. Besides, cloud computing increases profitability by improving 

resource utilization. On the one hand, costs are cut since resources are pooled into large 

clouds and, on the other hand, utilization is increased by delivering resources only for the 

time they are needed. Furthermore, since the cloud infrastructure is location-independent, 

it can be located in areas with lower costs of space and electricity. Finally, in terms of ad-

vantages for companies, Aymerich et al. (2008) state that cloud computing is particularly 
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beneficial for those businesses, where effective and affordable IT tools are critical without 

investing much money into in-house resources and technical equipment. Furthermore, oth-

er reasons for companies to move to cloud computing include cost savings, remote access, 

ease of availability, and real-time collaboration capabilities. 

In addition to the benefits stated by Aymerich et al. (2008), Grossman (2009) further men-

tions a lower barrier to entry and realized economies of scale allowing a more efficient pro-

vision of operations, business continuity, and security. 

Besides, the above-presented benefits and opportunities, many authors highlight challenges 

and drawbacks associated with cloud computing that still demand further investigations. 

For instance, Dillon, Wu, and Chang (2010) explain several challenges regarding security, 

costing model, charging model, Service Level Agreements (SLAs), and the interoperability: 

Besides the common problem of putting data or running software at someone else’s hard 

disk, the authors state two further security issues associated with the multi-tenancy model 

of cloud computing. On the one hand, since resources like hard disks and data are shared 

on the same physical machine, there is the risk of unexpected side channels between a ma-

licious resource and a regular resource. Furthermore, a bad conduct of a user of the cloud 

will be attributed to all users since they may share the same network address. Regarding the 

costing model, Dillon et al. (2010) argue that, while the cloud significantly reduces infra-

structure costs, it raises the cost of data communication such as the cost of transferring an 

organization’s data to and from the public cloud, for instance. Concerning the charging 

model for cloud services, the authors mention that the elastic resource pool has made the 

cost analysis a lot more complicated compared to regular data bases. Especially for SaaS 

providers, a strategic and viable charging model is crucial since the cost of developing mul-

ti-tenancy within their offering can be very substantial. Although cloud consumers have no 

control over the underlying cloud infrastructure, they still need to ensure quality, availabil-

ity, reliability, and performance. Defining and signing SLAs with the provider helps in en-

suring these requirements. A SLA needs to be defined in a way so that it can cover most of 

the consumer expectations and is relatively simple to be weighted, verified, evaluated, and 

enforced by the resource allocation mechanism on the cloud which might raise implemen-

tation problems for the cloud provider.  

Furthermore, besides Dillon et al. (2009), also other authors state the cloud interoperability 

issue as a major drawback of cloud computing (Nelson, 2009; Pallis, 2010; Tsai et al., 2010; 

Ullah & Xuefeng, 2013). By now, each cloud provider dictates its own way on how cloud 

clients/applications/users interact with the cloud. This hinders cloud consumers to choose 

from alternative vendors simultaneously in order to optimize resources at different levels 

within an organization (Dillon et al., 2010). Nelson (2009) describes this phenomena as the 

“Many Clouds” scenario characterized by several cloud providers creating separate, uncon-

nected cloud platforms based on proprietary technologies making it difficult for data and 

software on different cloud platforms to be combined with each other. He highlights the 

benefits of an “Open Cloud” characterized by the use of open standards, open interfaces, 

and open-source software enabling thousands of different organizations linking their infra-

structure into a single, global cloud. As a result, collaboration would be maximized and us-
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ers were able to assemble software and data into services that meet their particular needs 

(Nelson, 2009). Existing research focusing on the interoperability issue of cloud computing 

proposes two main approaches to tackle to problem. These are the introduction of an in-

termediary layer in the cloud services taxonomy as well as a combination of cloud compu-

ting and service-orientation or a combination of both (e.g. Harmer, Wright, Cunningham, 

& Perrott, 2009; Sotomayor, Montero, Llorente, & Foster, 2009; Tao, Zhang, Venkatesh, 

Luo, & Cheng, 2011; Tsai et al., 2010). 

This section has clarified that even though cloud computing provides obvious opportuni-

ties and benefits, there still exist a number of issues and challenges that remain unsolved 

and require further research. About the interoperability problem of cloud computing, pro-

gress has been made by researchers in the field by proposing the introduction of an inter-

mediary layer as well as applying SOA principles. In this context, the next chapter will take 

a deeper look into SOA by presenting and explaining the major associated concepts that 

are needed for the further course of this study. 

2.2 Service-Oriented Architecture 

SOA is an architectural style that supports service orientation. Although it originates from 

software development practices such as object-oriented programing and aspect-oriented 

programming its key benefits lie in enabling business agility and addressing changing busi-

ness priorities (Choi, Nazareth, & Jain, 2013). This section will introduce SOA-related con-

cepts relevant for the research at hand. 

2.2.1 SOA Defined 

The community of researchers from both academia and industry generally adopt one of the 

two main standpoints regarding SOA: technological perspective or business viewpoint. 

The first one (i.e. a narrow scope of SOA) limits its principles to the technology layer in en-

terprise architecture. For instance Krafzig, Banke, & Slama (2005, p. 57) define SOA as ‘a 

software architecture that is based on the key concepts of an application frontend, service, service repository, 

and service bus’. Erl (2005, p. 54) supports this notion by defining the concept in the follow-

ing way: ‘SOA is a form of technology architecture that adheres to the principles of service orientation, 

when realized through the Web Service technology platform; SOA establishes the potential to support and 

promote these principles throughout the business process and automation domains of an enterprise’. 

On the other hand, the business perspective on SOA extends this paradigm ‘to transmute or-

ganizational structures and behavioral practices’ (Bieberstein, Bose, Walker, & Lynch, 2005). This 

viewpoint is tightly connected to the concept of Service-Oriented Enterprise (SOE), which 

is a vision of an enterprise that responds to the challenges of the changing business re-

quirements and technological disruptive forces by having its capabilities and business pro-

cess logic modularly componentized into sets of interacting services (Cherbakov, Galam-

bos, Harishankar, Kalyana, & Rackham, 2005). To this point SOA can be defined as ‘an ar-

chitectural style promoting the concept of business-aligned enterprise service as the fundamental unit of de-

signing, building, and composing enterprise business solutions’ (Rosen, Lublinsky, Smith, & Balcer, 

2008, p. 30). 
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However, SOA principles do not limit themselves within the context of a single enterprise. 

According to OASIS (2006), service-orientation can be potentially used to address a num-

ber of issues in cross-organizational domains as well. The correspondent reference model 

defines the concept under investigation as follows: 

‘Service-Oriented Architecture is a paradigm for organizing and utilizing distributed capabilities that may 

be under the control of different ownership domains. It provides a uniform means to offer, discover, interact 

with and use capabilities to produce desired effects consistent with measurable preconditions and expecta-

tions.’ (OASIS, 2006, p. 29) 

Considering that one of the goals of this study is the application of the service-orientation 

paradigm to improve interoperability and reduce complexity in relation between different 

actors of the cloud ecosystem, this definition is found to be well aligned with the scope of 

the research and will be used as a reference. 

All mentioned perspectives on SOA agree that the concept of Service is the basic building 

block and one of the key concepts related to the paradigm. The Open Group SOA Ontol-

ogy defines service as ‘a logical representation of a repeatable activity that has a specified outcome. It is 

self-contained and is a ‘black box’ to its consumers’ (TOG, 2011a, p. 21). This definition is based 

on OASIS standard, which is more general and specifies that ‘a service is a mechanism to enable 

access to one or more capabilities, where the access is provided using a prescribed interface and is exercised 

consistent with constraints and policies as specified by the service description’(OASIS, 2006, p. 12). The 

latter definition corresponds to the adopted viewpoint on SOA and will be referenced 

throughout the research. 

2.2.2 SOA Drivers 

The main drivers for SOA adoption correspond to the role of the enterprise architecture as 

a facilitator of the manageable growth of enterprise information systems, which SOA 

promises to deliver through its inherent ability to scale and evolve (OASIS, 2006). There 

can be distinguished between three main groups of such drivers: the ones related to IT 

flexibility, cost reduction and business model evolution. 

As business needs of the enterprises alter rapidly, the supporting IT system is expected to 

answer such changes with the required elasticity in both horizontal and vertical aspects. To 

this point, not only the ability to support large-scale growth matters, but also the possibility 

to enable the contraction of the business model when the necessity arises. In practice it 

means that the enterprise architecture in place should permit seamless acquisition of new 

IT assets, incorporation of emergent technologies and consecutive development of the 

business model as well as the identification of redundant activities or unutilized IT capabili-

ties with their following isolation and removal from the enterprise context. 

While non-SOA application systems can be more resource-efficient, delivered faster and 

with less modelling effort (i.e. ‘from scratch’), they commonly result in so-called silo archi-

tectures that miss capabilities for adaptability and communication between processes that 

cross functional boundaries (TOG, 2011b). The SOA approach, on the other hand, is 

based on modularity theory and is more suitable for dynamic delivery of IT capabilities 
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(Choi et al., 2013) and access to integrated information (TOG, 2011c). In addition, the in-

tegration level of SOA allows it to support the functioning of legacy systems and at the 

same time to provide the possibility to adopt new technologies and information channels. 

Although SOA-based applications are generally more expensive to develop, they have been 

proven to be much more cost efficient in terms of integration, evolution and maintenance 

over a long period. As was concluded by BIAN (2012, p. 4) in the domain of financial ser-

vices ‘78% of banks believe the adoption of a service oriented architecture will result in a 25-50% reduc-

tion in banking IT costs. 56% of vendors are confident that SOA standards will reduce these costs by up to 

25%’. Furthermore, standardization and virtualization that comes with SOA, as well as bi-

lateral support with cloud computing, (see 2.3) provide additional cost saving and im-

provement of flexibility. 

Apart from the other opportunities provided by SOA, its ability to reshape business models 

gets increasing attention from business professionals and academicians, especially in the re-

cent years (Choi et al, 2013, PwC, 2009). SOA represents the necessary foundation to grad-

ually improve the outsourcing of business processes and support global process networks 

(Beimborn, Joachim & Muenstermann, 2009). It is also well suited for the incremental evo-

lution (TOG, 2011c) in contrast to the so-called ‘big bang’ approach in architecture devel-

opment. Moreover, according to Strada, Lasagni & Habermann (2008) with the continuous 

commoditization of IT and the advent of its more utility-like delivery models (e.g. cloud 

computing), SOA delivers a framework for organizations to approach their architecture de-

velopment in a business-driven way, without the need to place much consideration on its 

technological aspects. 

2.2.3 SOA Principles 

The main idea of SOA is distributing software capabilities between interacting services. 

This enables flexibility and reuse of architectural components regardless of the underlying 

technology (TOG, 2011b). Although there is no common agreement on the principles of 

such service-orientation, Erl (2005) summarizes a number of guidelines related to service 

design: 

 Services abstract underlying logic — each service is defined by the correspond-

ent contract. It specifies a set of business requirements that the service satisfies. 

The underlying logic and its specific implementation are considered irrelevant. 

 Services share a formal contract — the interoperability of the services is depend-

ent on the compliance of their contracts that among others define the terms of in-

formation exchange. 

 Services are autonomous — the logic associated with the service governance re-

sides and is executed within the service domain and is independent on the other 

services. 

 Services are stateless — services should not manage their state information. If the 

state management is still required, it should be done by the integration layer. 
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 Services are reusable — each service can be potentially reused in the different 

contexts if its contract satisfies correspondent requirements. 

 Services are loosely coupled — the service design must avoid tight cross-service 

dependencies. 

 Services are compassable — each service recursively is a subsystem that may also 

support SOA and comprise with other services. It enables vertical scalability by en-

abling different layers of abstraction. 

 Services are discoverable — all the information describing the service contract 

and its availability should be available and understood by both human and non-

human service requestors, so that their logic could be used. 

2.2.4 SOA Reference Architecture 

The notion of SOA exists already for more than a decade. By this moment many organiza-

tions and leading industry vendors have developed numerous specifications, guidelines and 

best practices related to SOA. Although they all conceptualize SOA in a similar way, they 

differ in the perspective they take on SOA (see 2.2.1). In order to avoid any misconcep-

tions, current research uses a reference architecture for SOA, developed by The Open 

Group (TOG, 2011b), as well as concepts as defined by the correspondent ontology 

(TOG, 2011a). Apart from academicians, The Open Group professionals represent com-

panies such as IBM and Oracle that jointly control about 70% of the global SOA middle-

ware market share (Winter Green Research, 2013). This makes TOG standards widely ac-

cepted and relevant. 

The SOA Reference Architecture (SOA RA) is structured into nine layers that correspond 

to the nine clusters of considerations and responsibilities that, according to TOG (2011b), 

are typical for SOA solutions or general enterprise architecture (EA) practice. 
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Figure 2.3 – Logical view of SOA RA (TOG, 2011b, p.19) 
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Figure 2.3 illustrates SOA as a number of interacting layers. It is worth mentioning that it 

represents a partially-layered architecture as each level is not solely dependent on the levels 

below. A consumer may be given access not only to Consumer Interfaces but also to Busi-

ness Processes layer. The restrictions differ depending on a particular architectural style and 

related constraints. 

The nine levels of the SOA RA form two groups: five horizontal (Consumer Interfaces, 

Business Processes, Services, Service Components and Operational Systems), which are 

more functional in their nature and provide capabilities for SOA solution, and four vertical 

ones (Integration, Quality of Service (QoS), Information and Governance) that support 

cross-cutting concerns running across all functional layers as wells as independent notions 

specific to the architectural style. Among the horizontal layers, the two upper ones are 

within the domain of the customer, and the two lower ones are concerns for the provider, 

while the Services layer is the area of mutual responsibility. 

However it is important to note that depending on the maturity level of the EA and under-

lying requirements of the organization, some layers might not be initially included but can 

be dedicated later when the architecture evolves. The extent to which the implemented EA 

corresponds to the SOA RA depends on a particular business case. 

As TOG (2011c) specifies, both the provider and the consumer may lay outside of the or-

ganizational boundaries. Moreover, there are no restrictions whether or not they support 

SOA in their architectures. This is a very important statement regarding the ability of SOA 

to provide foundations for cloud computing and SaaS (see 2.3), which is of a specific inter-

est to the research at hand. 

The following sections will focus in detail on each level of SOA RA. 

2.2.4.1 Operational Systems Layer 

This layer hosts all runtime components of the architecture including infrastructural ele-

ments of upper layers, the infrastructure itself (e.g. Operating Systems, DBMS, etc.), and 

functional components of services. In this way, this layer provides the architectural building 

blocks that support the operation of vertical layers and deliver functional capabilities to 

horizontal layers. 

Operational Systems Layer is the point of intersection between the logical part of SOA and 

the actual runtime infrastructure or Infrastructure-as-a-Service, when it is taken to the 

broader context of cloud computing. The key capabilities that need to be delivered by this 

layer include: service delivery, runtime environment, virtualization, and infrastructure ser-

vices. 

2.2.4.2 Service Component Layer 

This layer acts as a container for software components implementing services of parts of 

their operations. It enables IT flexibility by reinforcing loosely coupled connections in the 

system. It also hosts functional and technical components that allow a service component 

to be utilized by multiple services. Each component corresponds to both functional and 
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non-functional (e.g. quality of service) requirements of the service it represents. In that 

way, it guarantees the alignment of the service contract and its implementation in the Op-

erational Systems Layer.  

Service Component Layer is expected to provide the following capabilities: service realiza-

tion and implementation, service publication and exposure, service deployment, service in-

vocation, service binding. 

2.2.4.3 Services Layer 

The Services Layer is a horizontal layer within the SOA RA that describes interfaces for 

functional capabilities of the services. It plays a substantial role in the design phase of the 

architecture development when assets such as service descriptions, contracts, and policies 

need to be defined. It provides a container for services, a registry that centralizes and virtu-

alizes the runtime service call-backs, and a repository to house the service design-time in-

formation. 

Although the runtime capabilities are defined in the Service Layer, their instances are host-

ed in the Operational Systems Layer. However the main role of this specifications is to en-

able discovery and invocation of business functions by consumers. As a rule, it is done re-

gardless of the platform or the underlying technology. 

Services Layer is expected to provide the following capabilities: service definition, service 

runtime enablement, policy management, access control, service clustering. 

2.2.4.4 Business Process Layer 

The main idea behind the Business Process Layer is to externalize the business process 

flow into a separate architecture layer making it both independent of concrete software 

components or user interfaces as well as more responsive to the external conditions 

change. A typical business process is constructed by composing interactions with loosely-

coupled services into sequences. These interactions can be made either as part of data or 

control flow and may run within an enterprise or across organizational context. 

The composition of services may be done following two strategies: as a choreography of 

atomic services from Service Layer or as an orchestration of their elements from the Ser-

vice Component Layer. 

The process-level handling is performed in a three-dimensional manner: top-down, bot-

tom-up, and horizontal. In top-down direction, the layer facilitates the breakdown of busi-

ness requirements and goals into tasks forming an activity flow which can then be realized 

through the existing business processes, services, and service components. From a bottom-

up perspective, the layer enables the composition of functional SOA elements into business 

processes. And horizontally, the Business Process Layer provides facilities for collaboration 

between business processes, services, and service components to enable information and 

control flows. 

The Business Process Layer provides a number of capabilities to support service-oriented 

choreography and orchestration: process definition, event handling, process runtime ena-
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blement, process information management, decision management, process integration, se-

curity and policy management, decision management, process integration, security and pol-

icy compliance, process monitoring and management. 

2.2.4.5 Consumer Layer 

The Consumer Layer represents the entry point for those consumers of the services that 

are considered external to SOA. It enables the architecture to decouple the user interfaces 

and provided capabilities by rendering them through one or more channels, thus support-

ing the client-independent implementation and channel-agnosticism of functionality. The 

examples of such channels vary from human-centric (web front-ends, mobile apps, etc.) to 

machine-centric (APIs, Web Services endpoints, etc.). In addition, the Consumer Layer is 

also a point where client requests are asserted to correspond to security and QoS policies 

before they are brought into the SOA context. 

The SOA Reference Architecture specifies the following set of capabilities that the Con-

sumer Layer is expected to provide: consumer services, presentation services, backend in-

tegration, caching and streaming content, security and privacy, information access. 

2.2.4.6 Integration Layer 

The Integration Layer provides SOA with mediating capabilities that support routing of 

service request from the service consumers to correspondent service providers and ensure 

correct data transformation and protocol conversion. It is a key element that enables SOA 

to run in the most heterogeneous settings, takes away the integration-associated overhead 

from the horizontal layers and allows them to be implementation-independent. This is par-

ticularly reached by the use of adapters and virtualization techniques. 

The typical capabilities provided by the Integration Layer include service interaction and in-

tegration, message processing, quality of service, security, management. 

2.2.4.7 Quality of Service Layer 

The SOA architectural style inherits many characteristics of modern computer systems in-

cluding service federalization, virtualization, multi- and cross-channel information flow, the 

need to impose, and translate IT metrics into business ones, etc. These characteristics cre-

ate certain complications for implementing quality-of-service mechanisms and require spe-

cial consideration within the architecture. In SOA, such concerns are addressed by the 

Quality of Service Layer which is responsible for monitoring and managing key policies and 

performance indicators of both the business and IT domain of the architecture in order to 

ensure the consistency and wellbeing of the implemented solution. 

The Quality of Service Layer runs across all functional layers of SOA and delivers the fol-

lowing capabilities: command and control management, security management, IT systems 

monitoring and management, application and SOA monitoring and management, business 

activity monitoring and management, event handling, policy monitoring and enforcement, 

configuration and change management, data repository. 
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2.2.4.8 Information Layer 

The Information Layer provides a unified representation of information assets and infor-

mation flows within SOA. Its main role is to ensure information consistency in terms of 

both its data and quality as well as to provide a number of capabilities including: infor-

mation services, information integration, basic information management, information secu-

rity and management, business analytics, information definition and modelling, information 

repository. 

2.2.4.9 Governance Layer 

The Governance Layer of SOA aims at assuring the consistency of the service and solution 

portfolio as well as associated lifecycle processes. Its function is to put the concrete mech-

anisms in place in order to define, monitor, and implement governance from the viewpoint 

of both SOA as a whole and each service in particular. 

The set of capabilities provided by the Governance Layer includes: governance planning, 

governance definition, governance enablement and implementation, SOA metadata storage 

and management, policy definition and management, monitoring, workflow. 

The next section will explore the relation and mutual support of SOA and cloud compu-

ting in detail. 

2.3 Service-Oriented Cloud Computing 

After having introduced and explained both cloud computing and SOA, it is time to pre-

sent the combination of both concepts. Tsai et al. (2010) explain the relationship as fol-

lows: ‘SOA is an architectural pattern that guides business solutions to create, organize and reuse its com-

puting components, while cloud computing is a set of enabling technology that services a bigger, more flexible 

platform for enterprise to build their SOA solutions. In other words, SOA and cloud computing will coex-

ist, complement, and support each other’ (Tsai et al., 2010, p. 686). Similarly to Tsai et al. (2010), 

Zhang and Zhou (2009) also consider SOA to play a very important role in the revolution-

ary phase of cloud computing. They claim that ‘in order to construct scalable Cloud Computing 

platforms, we need to leverage SOA to build reusable components, standard-based interfaces, and extensible 

solution architectures’ (Zhang & Zhou, 2009, p. 608).  

On the other hand, Wei and Blake (2010) state several challenges occurring when combin-

ing the two paradigms. Firstly, since services now reside on cloud providers’ infrastruc-

tures, maintaining a high service availability can present a problem because the availability 

and responsiveness not only depend on the service provider, but also on the cloud provid-

er. Providing end-to-end secure solutions represents another challenge. As the underlying 

infrastructure of service providers resides with cloud providers, there are significant negoti-

ations required between end users, cloud service consumers, and cloud providers to define 

a certain level of security. Finally, since current cloud providers do not offer user-

customized management and monitoring mechanisms built into their infrastructures, man-

aging longer-standing service workflows is significantly aggravated because service devel-
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opers have to provide programs and utilities to manage and monitor services (Wei & Blake, 

2010).  

Several authors propose different architectures and frameworks composed of elements of 

both discipline allowing them to work together. For instance, The Open Group has devel-

oped the Service-oriented Cloud Computing Infrastructure (SOCCI) Framework (Abdollah 

et al., 2011). They define SOCCI ‘as service-oriented, utility-based, manageable, scalable on-demand 

infrastructure that supports essential cloud characteristics, service, and deployment models’ (Abdollah et 

al., 2011, p. 7). The goal is to provide recommendations and guidelines enabling the provi-

sioning of infrastructure as a service in SOA solutions and cloud computing environments. 

Their framework combines service-oriented and cloud architectures by means of a con-

sistent “as-a-Service”-mechanism for all types of cloud services and can be viewed as a ser-

vice-oriented infrastructure (SOI) adoption for cloud (see Figure 2.4).  

 

Figure 2.4 – Service-Oriented Cloud Computing Infrastructure 

SOI is characterized by business-driven infrastructure on-demand, operational transparen-

cy, service measurement, and consumer provider model. Furthermore, SOCCI is an exten-

sion of SOI mapped to the SOA Reference Architecture as introduced in the previous sec-

tion (Abdollah et al., 2011). 

In Zhang and Zhou’s (2009) Cloud Computing Open Architecture (CCOA) cloud provid-

ers, cloud partners, and cloud clients work together based on seven principles defining the 

ten major architectural modules and their relationships as illustrated in Figure 2.5. 

The first principle, the Integrated Ecosystem Management for Cloud, consists of four 

components. The cloud ecosystem management (1A) manages the cloud vendor (1B), 

cloud partner (1C), and cloud client (1D) dashboard and its tasks include the registration of 

cloud vendors, partners and clients, for instance. The cloud vendor dashboard (1B) pre-

sents an interface for the providers allowing them to access important information. Since 

most of the cloud providers do not work alone anymore, a cloud partner dashboard (1C) is 

needed to enable cloud partners to interact with the cloud vendors and clients. Cloud cli-

ents will be using the cloud client dashboard (1D) to interact with cloud services or offer-

ings. 
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Figure 2.5 – Cloud Computing Open Architecture 

The second principle, the Virtualization for Cloud Infrastructure, is responsible for as-

sessing and allocating the amount of resources needed. This might happen through hard-

ware or software optimization. ‘Virtualization refers to technologies designed to provide a layer of ab-

straction between computer hardware systems and the software running on them’ (Waters, 2007). It ‘is the 

creation of a virtual (rather than actual) version of something, such as an operating system, a server, a stor-

age device or network resources’ (Rouse, 2010). 

The goal of Principle 3, Service-Orientation for Common Reusable Services, is to use re-

usable services to make the cloud more efficient. There are two major types of reusable 

services: cloud horizontal and vertical business services. 

Principle 4, Extensible Provisioning and Subscription for Cloud, is responsible for both 

distinguishing between service providers and service consumers and handling the user sub-

scriptions. 

Principle 5, Configurable Enablement for Cloud Offerings, concerns the main services 

that the cloud provider gives to its customers. 

The sixth principle, Unified Information Representation and Exchange Framework, con-

cerns the goal of having a unified information framework. It enables the collaborative and 

effective features of cloud computing. Technologies like Resource Description Framework 

(RDF), Web Services Resource Framework (WSRF), and Extensible Markup Language 

(XML) might help in implementing this framework. 
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Finally, Principle 7, Cloud Quality and Governance, monitors all performance of the cloud 

and the servers while ensuring that the cloud servers run efficiently. Furthermore, it takes 

care of quality and determines necessary changes in the design, deployment, operation, and 

management of the cloud offerings. 

Tsai et al.'s (2010) Service-Oriented Cloud Computing Architecture (SOCCA) consists of 

four layers, making up the architecture (see Figure 2.6).  

 

Figure 2.6 – Service-Oriented Cloud Computing Architecture 

The Individual Cloud Provider Layer presents the layer in which individual cloud pro-

viders host their hardware, software, and resources. Unlike in CCOA each provider manag-

es its own software and hardware. In this context, the providers use a request dispatcher 

which, by means of a Virtual Machine (VM) Monitor and a Service/App Governance Ser-

vice, allocates the requests to the available resources. The Cloud Ontology Mapping 

Layer is intended to mask differences between separate clouds from the layer below and to 

help the migration of applications from one cloud to another. It consists of three ontology 

systems. While the storage ontology deals with data manipulation including data update, date 

insert, data delete and data select, the computing ontology is responsible for defining concepts 

and terms in relation to distributed computing on the clouds. The communication ontology in 

turn defines concepts and terms related to the communication among clouds including data 
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encoding and message routing. Similarly to the client dashboard of CCOA, the Cloud 

Broker Layer deals with information for each cloud provider (offers, prices, etc.). Unlike 

in NIST’s Cloud Computing Reference Architecture (see section 2.1.2), here, cloud brokers 

are responsible for cloud provider information publishing, ranking, dynamic SLA negotia-

tion, and on-demand provision model. Finally, the SOA Layer deals with ideas of SOA 

and implementing them into SOCCA. The difference of this layer to traditional SOA is that 

service providers no longer host the published services. The services are rather published 

as deployable packages that can be replicated and redeployed to different cloud hosting en-

vironments. Depending on the application, single tenancy or multi-tenancy will be provid-

ed (Tsai et al., 2010). 

After having introduced three frameworks combining service-orientation and cloud com-

puting it becomes clear that, especially when considering CCOA and SOCCA, there exist 

several similarities and differences highlighting the early research stage of service-oriented 

cloud computing. Nevertheless, the presented frameworks constitute a valuable point of 

reference for the further course of this study as they contain important, relevant elements. 

This section concludes the introduction of the three major building blocks of this study, 

namely cloud computing, service-orientation, and the combination of both. By building on 

those concepts, the following section establishes an initial model of the cloud ecosystem 

including different actors and the intermediate “cloud marketplace”. 

2.4 Introducing the Cloud Marketplace 

According to the adopted methodology (see 3.1) the initial part of the research is conduct-

ed in theory building manner aiming to introduce the Cloud Marketplace concept based on 

conclusions and assumptions derived from the preceding studies. This section will bring 

together the key notions relevant for the marketplace and describe the underlying idea. 

2.4.1 Design Approach 

One of the biggest challenges on the way of building the cloud marketplace in terms of its 

architectural principles is to shift the focus from the parts of the cloud ecosystem to it as a 

whole. This requires to derive a set of ecological principles or systematic characteristics, 

which are essential for the ecosystem but at the same time could be irrelevant for the 

standalone actors (Meadows, 2008). In order to tackle this problem and the associated 

complexity the study applies a holistic approach consisting of systems thinking, platform 

thinking and place making. 

According to the undertaken research process, the first step in outlining the architecture of 

the cloud marketplace lies in defining the boundaries and the environment in which it op-

erates. Meadows (2008) suggests applying a systems thinking approach as a comprehensive 

strategy to achieve this by analyzing the main stakeholders (organizations or individuals) 

involved in the ecosystem, their behavior, expectations and aspects of influence. 
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Figure 2.7 – Systems Map for Cloud Computing Ecology 

Correspondingly the conceptual design phase commenced with building a system map 

(Wilson, 2001) for the cloud computing ecology (see Figure 2.7, based on Liu et al., 2011; 

Mell & Grance, 2011). It is worth to mention that the model at hand was derived from 

NIST’s cloud computing reference documents, as well as own interpretation of available 

information and does not account for the findings derived in the further stages of research. 

According to the definition adopted by the study (see 1.7), a cloud ecology may be also 

considered as a platform, i.e. ‘the set of architectural rules and technology elements that enable multiple 

product offerings and define the basic value proposition, competitive differentiation, capabilities, cost struc-

ture, and life cycle of these offerings’ (McGrath, 2000, p. 33). Thus the development of conceptual 

model can benefit from applying platform thinking approach. Sawhney (1998) outlines 

such advantages of platform thinking as speed and costs saving through component reusa-

bility, coherence of platform derivatives, design quality thought standardization, reference-

ability, and option value (flexibility in innovation). 

Sawhney (1998) proposes a method for platforms design that implies the development of 

an ecosystem around a platform’s core capabilities along with five directions (see Figure 

2.8), namely: 

 The product platform – is a set of capabilities and interfaces that function within a 

common architectural framework that can be utilized in the development of the de-

rived products and services (McGrath, 2000). 

 The customer platform – the customer basis used for extension across the targeted 

customer segment and beyond it by introducing relative product offerings. 
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CORE PLATFORM

The Process 

Platform

 

Figure 2.8 – Platform Development Strategy (Sawhney, 1998) 

 The process platform – the set of specific arrangements in the design, development, 

and distribution that enables efficient product and service delivery within platform 

 The brand platform – uses the driver brand and a common set of values to extend 

firm’s brands portfolio into adjoined markets. 

 The global platform – consist of a core offering that remains unchanged across global 

markets and those elements that can be localized to country-specific conditions and 

customer preferences. 

Among others, Ghazawneh and Henfridsson (2011) analyzed the case of Apple’s iOS plat-

form and its evolution and strategies behind the platform thinking approach. The results of 

this study regarding the role of Apple’s App Store in this process made substantial contri-

bution to the development of the idea of this study. 

It is important to mention that while the relations within cloud ecosystems have a high de-

gree of complexity, incorporating the notion of SOA and considering the cloud market-

place in terms of service components rather than complete solutions involves additional 

design challenges. A particular cloud ecosystem could be viewed as an information ecology: 

it exists within cyberspace, is populated by software systems and devices and has the notion 

of energy which is relevant for its biological analogues, replaced by information (Lucas, 

Ballay, & McManus, 2012). Nonetheless, the involvement of people stays high and it is a 

requirement of the marketplace to empower the most simplistic and natural interaction 

from the user’s perspective as well as to reduce the complexity of relevant information lo-

cation and comprehension. Lucas et al. (2012) refer to this challenge as felicitousness (i.e. 

designing for people) and advocate the use of information architecture to address it. 

A particular approach that was adopted by the study is the notion of place making, which 

derives from the domain of pervasive information architecture introduced by Resmini and 

Rosati (2011). According to the authors, in ubiquitous ecologies, it is of great importance to 

structure the user experience process in the scope of continuously flowing place. It has the 
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potential ‘to help users reduce disorientation and increase legibility and way-finding in digital, physical, 

and cross channel environments’ (Resmini & Rosati, 2011, p. 66). 

2.4.2 Conceptual Model of Cloud Marketplace 

Prior to introducing the framework (see section 2.4.3) the study took an effort in conceptu-
alizing the idea of a marketplace for cloud services. Such concept intended to leverage SOA 
paradigm to enable modularity, reusability of components and standardization of interfac-
es. Such marketplace would offer software solutions and computing capabilities from cloud 
providers, components developed by 3rd-parties as well as access to integration and audit 
services. Figure 2.9 represents a conceptual view of the idea (i.e. Iteration 0, see 3.1). The 
Cloud Marketplace acts as an intermediary between five actors of a cloud ecosystem: 

Cloud Consumer – an organization that consumes IT capabilities from the cloud. Within 
the research at hand we are focusing on those consumers that adopted SOA approach to 
design and govern their enterprise architecture. 

Cloud Provider – an entity that delivers IT capabilities within the cloud ecosystem and 
makes them available by publishing in the cloud marketplace. 

Cloud Partner – third party that provides components to cloud providers, value-added 
services to the cloud clients or takes responsibility for technical support. 

Cloud Broker – an entity that carries out service intermediation, aggregation and arbitrage 

in the cloud as well as participates in integration in terms of SOA. 

  Cloud Marketplace

Cloud Partner

Cloud Provider
Cloud Consumer

Cloud Auditor

Cloud Broker

IaaS

PaaS

SaaS

Integration-as-a-Service

 

Figure 2.9 – Conceptual Model of Cloud Marketplace 

Cloud Auditor – a party that evaluates the services consumed from the cloud ensuring the 
controls are implemented correctly, operating as intended and correspond to the security 
requirements. 

Additionally the model accounts a possibility for a particular organization to play a role of 
different actors at the same time. 
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2.4.3 Framework for Cloud Marketplace 

The developed conceptual model not only contributed to the idea refinement but also to 

the selection of appropriate perspective for framework design. Guenther (2012) outlines 

four framing aspects that could be used to guide conceptual modelling direction: business, 

people, function and structure. Although they are intended and encouraged to be used to-

gether, the study at hand focused explicitly on the function frame and the development of 

capability based framework, as more aligned with the scope of this study (see 1.3, 1.4) and 

methodology adopted (see 3.1). Such approach allows ‘to clarify the purpose of a project as an ex-

plicit and shared idea, and to design the behaviors to fulfill that purpose. A key challenge is to determine 

and capture function in definite requirements’ (Guenther, 2012, p. 211). 

The developed framework (see Figure 2.10) concentrates on the purpose of each actor of 

the cloud ecosystem and the marketplace as its focal point. It comprises of capabilities 

(goals, components, processes) both specific to cloud computing market and those relevant 

for the ecosystem containing the marketplace. As suggested by the methodology, the 

framework at hand is neither comprehensive nor final. It is derived from the conceptual 

model and theory building effort within the theoretical framework. Regarding the notation, 

the small rounded rectangles represent the key capabilities, while the edged rectangles stand 

for notions that exist independently of the ecosystem but are essential for the model. 
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Figure 2.10 – Initial Theoretical Framework for Cloud Marketplace 

Following the platform thinking approach and adapting some of the elements of CCOA 

(see section 2.3) the study identified four capabilities of the marketplace intended to form 

Ecosystem’s Core: 

Ecosystem Governance corresponds to a class of activities by which the ecosystem is di-

rected and controlled in order to align the interests among the actors and guarantee that the 
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context of cloud market environment is reflected by correspondent policies, standards, and 

monitoring mechanisms. It is a key enabler of Governance level in SOA terms. 

Ecosystem Management comprises of capabilities that control content of the market-

place. It relates both to the onboarding of new members, and to publishing new services in 

the marketplace, which need to be compliant with quality and interoperability standards. 

Cloud Quality of Service represents a set of quality, security policies and performance in-

dicators as well as mechanisms for their enforcement, monitoring and managing. This class 

of capabilities corresponds to context independent capabilities of SOA QoS Layer. 

Cloud Information Architecture (IA) represents both architecture for data (models, 

standards, protocols), with the intension of securing the interoperability between services 

and components (SOA Information Layer), as well as architecture for information in a 

broader sense, designed to improve comprehension of human users and streamline their 

user experience. The later meaning becomes increasingly important when striving to incor-

porate the feeling of a place into actor-marketplace interaction. 

The capabilities delivered by the marketplace explicitly to the actors are conceptualized 

within the framework as Dashboards. It is important to mention that the corresponding 

dashboards should not be viewed as informational silos. In the contrary, they should be 

considered as actor-specific manifestations of the principles defined by Cloud IA. While 

each dashboard represents a multi-channel information flow, it is the responsibility of 

Cloud IA to enable and enforce cross-channel communication within the ecosystem. This 

is a key difference that the study made when adapting these concepts from CCOA (see sec-

tion 2.3). 

Cloud Broker, in correspondence with SOCCA, provides capabilities essential for deliver-

ing component integration as a service and those residing in SOA Integration Layer. 

A generic Cloud Consumer considered by the framework has four main components rep-

resenting its information system: in-house, externally hosted and cloud-sourced services as 

well as legacy systems, which interoperate through SOA layer. Corresponding horizontal 

layers of SOA (see section 2.2.4) are distributed throughout the ecosystem, while vertical 

ones derived from the marketplace. 

The framework views Cloud Provider as a supplier of cloud computing capabilities 

through one or several delivery modes (see section 2.1.2). Furthermore, its domain includes 

value adding solutions (development tools, libraries, etc.) as suggested by CCOA. 

The capabilities relevant for Cloud Auditor and Cloud Partner were found among the 

least researched and were set to be explored in the following part of the study. 
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3 Methods 

This chapter describes the methodological approach. In this context, the chosen research design and research 

model are justified, followed by the description of the sampling process. Moreover, the chapter presents the 

processes of analysis and introduces the applied research instruments in more detail. 

3.1 Research Design 

Creswell (2009) defines research designs as ‘plans and the procedures for research that span the deci-

sions from broad assumptions to detailed methods of data collection and analysis’ (Creswell, 2009, p. 3). 

Building a research design starts with the general decision of whether to base it upon a 

qualitative or quantitative approach (Hoe & Hoare, 2012). Creswell (2009) extends this 

view by describing three types of research designs: qualitative research, quantitative re-

search, and mixed methods research. While qualitative research helps in “exploring and under-

standing the meaning individuals or groups ascribe to a social or human problem […], quantitative re-

search is a means for testing objective theories by examining the relationship among variables” (Creswell, 

2009, p. 4). He furthermore states that both approaches should not be seen as opposites; 

rather a ‘study tends to be more qualitative than quantitative or vice versa’ (p. 3). Mixed methods ap-

proaches, in turn, are incorporating elements from both approaches. Choosing an appro-

priate research design is depending on the nature of the research problem or issues being 

addressed, but it also includes the researchers’ experiences, and the audience of the study 

(Creswell, 2009). 

This study follows a qualitative approach. The aim of this study was to investigate both 

how the architecture of the cloud marketplace should look like and whether and why there 

exists a demand or no demand for the marketplace in practice. Yin (2011) lists five features 

of qualitative research including (1) ‘Representing the views and perspectives of the people’ (p. 7); (2) 

‘Covering the contextual conditions within which people live’ (p. 7), and (3) ‘Contributing insights into ex-

isting or emerging concepts that may help to explain human social behavior’ (p. 7). When considering 

the research questions of this study it becomes clear that the three stated features of quali-

tative research are needed to properly investigate the issues. In order to build the architec-

ture for the marketplace, different views and perspectives (1), as well as insights into existing and 

emerging concepts (2) of different practitioners, were needed. In order to understand the way 

how cloud solutions are provided and consumed by now, contextual conditions within which 

people live (3) had to be revealed. The latter also helps in justifying the demand for the cloud 

marketplace. 

Furthermore, a mix of inductive and deductive approach was used in this study. In contrast 

to an inductive approach where data lead to the emergence of concepts, in a deductive ap-

proach ‘the concepts […] lead to the definition of the relevant data that need to be collected’ (Yin, 2011, 

p. 94). The initial theoretical framework of the cloud marketplace which has been created 

as a result of existing research and theories in the previous chapter represents the deductive 

part of this study. In this context, parts of existing frameworks and architectures concern-
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ing cloud computing and its relation to SOA respectively were assembled to a new model, 

the initial theoretical framework of the cloud marketplace as illustrated in Figure 2.10. This 

framework defined the relevant data that needed to be collected and narrowed the research 

onto that specific model. The sources of which this model was made up were the second-

ary data sources of this study. Best and Kahn (2006) state that secondary sources of data 

are usually of limited worth because they are passed from person to person giving potential 

for errors to occur (Best & Kahn, 2006). As a consequence, in order to strengthen the va-

lidity of the created model, it was then refined constituting the inductive approach of the 

study. The basis for the refinements was the data that was collected through the applied re-

search method representing the primary data source of this study. Primary sources of data 

are ‘those items that are original to the problem under study’ (Cohen, Manion, & Morrison, 2007, p. 

161). Data in this case were the statements related to the three above-mentioned features 

of qualitative research that were drawn from the data collection. The result of this process 

was the final empirical framework of the cloud marketplace which is presented at the end 

of this study. Figure 3.1 illustrates the applied research approach. 

 

Figure 3.1 – Methodological Approach 

3.2 Research Method 

Regarding the qualitative research design of this study, Yin (2011) proposes four different 

data gathering methods. Those are interviewing and conversing, observing, collecting, and 

feeling. While in conducting interviews the researcher usually has a verbal conversation 

with the interviewee, she or he rather takes a passive role when conducting an observation 

by only observing a phenomenon. Collecting refers to compiling objects such as docu-

ments, artifacts, and archival records, for instance, which are related to the research topic. 

Feeling, on the other hand, means ‘covering a variety of traits within yourself that are potentially im-

portant in your research and that you should not ignore’ (Yin, 2011, p. 150). 

In this study, interviews were conducted in order to grasp the thoughts, perspectives, and 

views of the interviewees. The nature of the research questions imposed the usage of inter-

views as the data collection method since they require the feedback and opinion from ex-
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ternal subjects. Regarding interviewing, Yin (2011) distinguishes between structured and 

qualitative interviews. When conducting structured interviews the researcher uses a formal 

questionnaire listing every question to be asked and tries to adopt the same consistent be-

havior when interviewing every participant. Qualitative interviews, on the other hand, differ 

in several ways from structured interviews. Here, there is no formal questionnaire contain-

ing all the lists of questions to be asked to an interviewee. The researcher rather has a men-

tal framework of questions serving as an informal guide for the interview while the actual 

verbally asked questions might differ between different interviewees depending on the con-

text and setting of the interview. In this study, both qualitative and structured interviews 

were conducted.  

3.2.1 Qualitative interviews 

Four semi-structured interviews with open-ended questions were conducted in order to fa-

cilitate the emergence of constructive discussion and to give further insights regarding the 

interviewees’ application of cloud computing and subjective opinion of the theoretical 

cloud marketplace framework at hand. According to Cohen (2007), this open-ended ap-

proach allows the interviewee to go into depth if desired, it tests the interviewee’s 

knowledge; it more easily clears up misunderstandings, it encourages cooperation and it al-

so gives the researcher the opportunity to achieve a better assessment of the interviewee’s 

believes (Cohen et al., 2007). In addition to that, Patton (2001) states that this approach re-

sults in both an increased comprehensiveness of the data and a systematic data collection 

for each respondent. However, since the interview follows a certain guideline, there is a risk 

to omit important and salient topics. Besides that, due to the interviewers flexibility in for-

mulating the questions the results might substantially differ reducing the comparability of 

responses (Patton, 2001). During the interviews, we, therefore, gave the interviewees the 

opportunity to elaborate on the topics they considered as important while at the same time 

trying not to drift off the interview guideline too far. 

While one out of those four semi-structured interviews was conducted in person at the in-

terviewee’s office, the rest was conducted through Internet calls using the software ‘Skype’. 

The reason for conducting three out of four semi-structured interviews via Skype was that 

all three interviewees were living abroad. According to James and Busher (2009), this repre-

sents one of the most reasons why researchers conduct structured or semi-structured inter-

views by using the Internet (James & Busher, 2009). However, besides the advantage of 

saving traveling time relative to personal interviews, there is the risk that something of the 

rapport and richness of the interaction may get lost (Rowley, 2012). Nevertheless, accord-

ing to a study conducted by Bertrand and Bourdeau (2010), Skype interviewing can be con-

sidered as a valid research method. 

3.2.2 Structured interviews 

In addition to the four verbal semi-structured interviews, two non-verbal structured inter-

views were conducted via email. The reason for using email interviewing was that the two 

respondents did not want to participate in a verbal interview but instead were willing to an-

swer the questions via email. While structured interviews have several advantages including 
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an increased comparability of responses, reduced interviewer effect and bias in case of sev-

eral interviewers, and a facilitated organization and data analysis, they only offer little flexi-

bility in relating the interview to particular individuals and constrain and limit the natural-

ness and relevance of questions and answers (Patton, 2001). Email interviews, in particular, 

have the advantage that they allow extended access to participants due to their asynchro-

nous communication (Opdenakker, 2006). They, therefore, allow researchers to interview 

respondents who are not willing, or do not have the time, to conduct a synchronous inter-

view as it was the case in this study. Another advantage is that no disturbing background 

noises are recorded and that interviewees can answer the questions at their own conven-

ience (Opdenakker, 2006). Besides that, also due to their asynchronous nature, respondents 

can take their time for answering the questions which might result in more meaningful re-

sponses compared to a synchronous interview which is usually restricted to a short period 

(Opdenakker, 2006). James and Busher (2006) stress that the opportunity for respondents 

to think about their responses and the ability to draft and redraft what they want to write 

constitutes much of the value of email interviews. Since the interviewees in this study were 

confronted with the initial theoretical framework of the cloud marketplace, they were able 

to take their time to understand the idea and to build their own opinions about the model. 

On the other hand, email interviews are criticized for their perceived lack of depth and 

their ability to mimic the spontaneous probe of the face-to-face interview (Reid, Petocz, & 

Gordon, 2008). Nevertheless, in their study, Reid et al. (2008) conclude that this method is 

beneficial in international settings where participants may have different levels of familiarity 

with the language of the researchers as it was the case in this study. 

3.3 Sampling 

According to Miles and Huberman (1994), in contrast to quantitative research where re-

searchers aim for larger numbers of cases to seek statistical significance, in qualitative re-

search the sample is rather small and nested in the context as well as studied in-depth. Be-

cause of that, qualitative samples rather tend to be purposive instead of random. The sam-

pling process usually consists of two stages. First, cases need to be defined which will 

probably include examples of what the researchers want to study. Second, the frame needs 

to be created which helps to uncover, confirm, or qualify the basic processes or constructs 

that undergird the study (Miles & Huberman, 1994). In this study, selective and purposeful 

sampling (Coyne, 1997) was conducted. In this regard, the five actors (cloud auditors, cloud 

consumers, cloud brokers, cloud providers, and cloud partners) of the initial framework of 

the cloud marketplace constituted the cases which were qualified as a sample for this study. 

Considering the available time frame for this research, the desired sample size amounted to 

ten cases. In order to compare and contrast different perspectives from the same actor cat-

egory, the goal was to conduct two different interviews with two different actors of each 

category. After having identified potential actors to interview (mainly by the help of 

‘Google’ and private recommendations and personal experiences), we contacted them. In 

this context, depending on the available contact information and location, we either called, 

sent an email, or visited their offices in person. In order to introduce the potential inter-

viewees to the topic of this study, we prepared a brief information document (including our 
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contact information), illustrating the main research idea, which we either appended to the 

emails or handed over in person (see Appendix A).  

Eventually, we conducted six interviews with three of the interviewees representing cloud 

partners, while the remaining three interviewees involved one cloud auditor, one cloud 

consumer/provider, and one consumer, respectively. Table 3.1 contains more details about 

the conducted interviews including the name of the interviewee, the company he or she 

was working for, the location of the company, a company and interviewee description, the 

type of the interview and the language in which it was conducted, and the length of the in-

terview. 

Table 3.1 – Interview Details 

Name/ 
Company/ 
Location 

Description 
Interview 

type 
/Language 

Length 

Magnusson, 
Per  

EY  

Jönköping, 
Sweden 

EY is a multinational professional services firm 
operating as a network of legally independent 
companies in the areas of audit, tax advice, and 
business consulting. While Per Magnusson is an 
authorized accountant, he more and more moved 
into IT audit during the last 10 years and exhibits 
experience in outsourcing and cloud computing. 
Regarding the cloud marketplace framework, he, 
therefore, can be classified as a cloud auditor. 

Personal  
Interview, 

English 

1h 

acmeo 

Hannover, 
Germany 

acmeo is a growing cloud-distributor from Han-
nover, Germany and sells innovative SaaS- and 
IaaS solutions to IT service providers in Germany, 
Austria, and Switzerland. Besides that, acmeo of-
fers training, marketing support, templates for 
cloud services contracts, and technical support to 
more than 1000 partners. Since acmeo is not 
manufacturing the cloud products itself but rather 
acts as an intermediary between manufacturers 
and resellers, regarding the cloud marketplace 
framework, it can be classified as a cloud partner. 

 

 

Götsch, 
Dennis 

Dennis Götsch is working as a salesperson at ac-
meo and is responsible for the distribution of Mi-
crosoft-hosted solutions including MS Exchange, 
V server, and Outlook. 

Skype      
Interview, 

German 

45 min 

Hufnagel, 
Sascha 

 

Sascha Hufnagel is working for the technical sup-
port at acmeo and is responsible for mainly hosted 
solutions, Busymouse, and a bit ASP. 

 

Skype      
Interview, 

German 

 

45 min 
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Olexandr 

Kharkiv, 
Ukraine 

Olexandr is a 28-years old software systems archi-
tect working for a middle size software outsourc-
ing provider in Kharkiv, Ukraine. He has more 
than 10 years of experience in software develop-
ment the last two of which he has been engaged in 
software architecture development. Additionally 
he takes side projects as a freelance developer and 
is among the top 1% of oDesk developers. He can 
be classified as a cloud partner. 

Skype      
Interview, 

English 

50 min 

Dikarev, 
Sergiy 

MRC,  

Kharkiv, 
Ukraine 

Market Report Company (MRC) founded in 2003 
in Kharkiv, Ukraine. It specializes in research and 
analysis of polymer markets in Russia, Ukraine 
and CIS countries. MRC consumes a wide range 
of SaaS solutions and data from the web and, 
therefore, can be considered as cloud consumer. 
Sergiy is an external IT consultant currently in-
volved in the application portfolio management 
project at MRC. 

Email      
Interview, 

Russian 

- 

Tkachenko, 
Sergiy 

ControlPay, 

Ukraine 

The company ControlPay is a Europe-based 
freight audit provider with headquarters in Breda, 
the Netherlands. It delivers a broad set of services 
through online portals: freight audit, payments, 
business intelligence, order management, and IT 
systems maintenance. Sergiy Tkachenko is a 26-
years old IS Analyst. His area of expertise includes 
development of complex systems for business in-
telligence support. Considering that ControlPay 
consumes computing infrastructure from the 
cloud as well as provides some of its products 
(FRED, TESS, BI) as cloud services, it can be 
classified as both a cloud consumer and cloud 
provider. 

Email      
Interview, 

Ukrainian 

- 

3.4 Research Instrument 

Appendix B contains the interview guidelines that were used for the semi-structured inter-

views. However, they only served as an orientation, a boundary for the conversation. The 

goal was to let the interviewees color it by vocalizing their respective priorities (Yin, 2011). 

It is very important to carefully think about the questions to ask and also about the way 

they are phrased. Holstein and Gubrium (1995) state that an interview leads to the creation 

of knowledge by the interviewee along with the interviewer, rather than an extraction of 

experimental information which might be the researcher’s initial intension. Because of that, 

when creating the interview guidelines, a lot of attention was paid on the phrasing of the 

questions as well as on the order of the questions in order the answers not to be biased by 

the way or order the questions were asked. For instance, the introduction of the initial the-

oretical cloud marketplace framework was placed at the end of the interview guideline in 
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order not to direct the rest of the conversation towards or around the model and the asso-

ciated issues. The questions were designed in a way that ensures the interviewees to answer 

the same question the same way in every situation. Furthermore, in order to avoid short 

answers like “Yes” or “No”, only open-ended questions were used “forcing” the interview-

ees not to limit their answers to a single word. 

In this study, two different interview guidelines were used. One for EY representing a 

cloud auditor and one for acmeo and Olexandr representing cloud partners. Depending on 

their position in the cloud ecosystem, the way they are dealing with cloud computing obvi-

ously differs. Therefore, the questions had to be adapted for each actor to match their posi-

tion and relation to cloud computing while the main structure of the interview guide re-

mained the same for everyone. The interview guidelines were structured as follows. They 

consisted of four parts. While the first part was rather intended to get familiar with the in-

terviewee and the company she or he is working for, the second part went deeper into 

cloud computing by asking for a way how the interviewee and her or his company are deal-

ing with cloud computing and how they interact with other actors of the cloud computing 

market. The third part of the interview guide put SOA into play and focused on the very 

topic of this study itself by introducing the model of the cloud marketplace and asking for 

their opinion and feedback. Finally, the fourth and last part gave the interviewees the pos-

sibility to add additional comments and to ask questions about the study.  

Before we introduced the initial theoretical cloud marketplace framework (part 3 of the in-

terview guideline), the interviewees did not know how the model looked like. They were 

only provided with a brief introduction document (Appendix A) which they received when 

we contacted them for the first time. For a personal interview, we brought a printed ver-

sion of the framework and for the interviews via Skype, we shared our computer screen 

with the interviewee and presented him the model this way. 

Appendix B contains the questionnaire used for the email interview. It contained seven 

questions. While question one and two aimed at the companies’ usage of cloud computing 

and SOA, questions three to six rather focused on the framework of the cloud marketplace. 

Question seven was intended to give the interviewees the opportunity to state additional 

comments. Unlike the semi-structured interviews where we only introduced the cloud mar-

ketplace framework in the middle of the interview, for the email interview, we attached the 

model of the cloud marketplace to the email containing the questionnaire. 

After asking for the interviewees’ permission, all semi-structured interviews were recorded. 

For the single interview which was conducted in person a simple audio recorder was used. 

For the three interviews which were conducted via Skype the software ‘Pamela for Skype’ 

was used. Following this, all interviews were transcribed and translated into English in or-

der to facilitate the analysis. The email interviews did not require transcription since we re-

ceived the responses in written form. Since they were conducted in Ukrainian and Russian, 

respectively, they only required translation into English. The transcribed interviews and the 

responses to the email interviews can be found in Appendix C. 
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3.5 Analysis 

The analysis of all interviews, whether it be semi-structured or structured email interviews, 

was conducted by coding using the software NVivo. Coding can be defined as the transla-

tion of question responses and interviewee information to specific categories for the pur-

pose of analysis (Kerlinger, 1970). In this context, the responses were divided into six cate-

gories. This was conducted by both of the authors of this study in order to avoid biased 

subjective interpretations. The first category was related to general problems the interview-

ees experienced with cloud computing, while the second consisted of the answers concern-

ing general benefits of cloud computing. The third category concerned experienced prob-

lems that could be solved by the help of the cloud marketplace. The fourth category con-

tained the problems which the interviewees related to the cloud marketplace, while the fifth 

category contained the benefits which the interviewees related to the cloud marketplace. 

Finally, the sixth category concerned features which the marketplace should or could con-

tain. In this regard, the numerical order of the categories was of no relevance but was ra-

ther chosen randomly.  

With regard to the first research question aiming at the framework of the cloud market-

place, especially the data of the sixth category, concerning the features that should be in-

cluded in the marketplace, were considered. However also the data from category one 

(general challenges of cloud computing) and four (problems associated with the market-

place) were analyzed in order to come up with solutions that could be implemented in the 

marketplace to solve those issues.  

Regarding the second research question aiming at determining whether there exists a de-

mand among the actors or not, especially category four and five, problems and benefits as-

sociated with the marketplace, were of higher interest. 

The analysis was conducted according to the interviewed actors of the marketplace. In this 

context, the statements of each interviewee were contrasted with those of the other inter-

viewees within the same actor category. The analysis follows the approach of a SWOT-

analysis (Strengths, Weaknesses, Opportunities, and Threats) in order to provide a view 

from four different perspectives. 

3.6 Validity and Reliability 

According to Yin (2011), a ‘valid study is one that has properly collected and interpreted its data, so 

that the conclusions accurately reflect and represent the real world […] that was studied’ (Yin, 2011, p. 

78) and the best way of achieving a satisfying validity is to avoid as much bias as possible 

(Cohen et al., 2007). Cohen lists several possible sources of bias. These include the atti-

tudes, opinions, and expectations of the interviewer; misperceptions on the part of the in-

terviewer of what the interviewee is saying; and misunderstandings on the part of the inter-

viewee of what is asked. Oppenheim (1992) further adds alterations to the sequence of 

questions; inconsistent coding or responses; and selective or interpreted recording of da-

ta/transcripts. As already mentioned above, in this study several approaches were applied 

to minimize the amount of bias. For instance, the initial model of the cloud marketplace 
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was an assembly of elements of many different existing concepts created by previous re-

search. By creating a model based on existing frameworks and architectures, the resulting 

initial model leaves only little room for bias resulting of the researchers’ individual subjec-

tive opinions and views. Furthermore, when creating the interview guides and question-

naires, much attention was put on the phrasing, understanding and sequence of the ques-

tion in order to avoid biased responses from the interviewees. In addition to that, in those 

parts of the study that required interpretations based on a person’s own perspective, peer 

review was applied. For instance, the analysis of interviews presents an opportunity for bi-

as. Here, both of the researchers conducted coding to guarantee an objective result. Finally, 

instead of refining the model after each interview and presenting the refined version to the 

subsequent interviewees only the initial version of the cloud marketplace framework was 

presented to the interviewees. By doing this, we avoided the risk of different results based 

on the order in which the interviews were conducted. Furthermore, this approach also en-

sured that all interviewees provided feedback to the same model which facilitated the com-

parison of results. On the other hand, a study is reliable when ‘the process of the study is con-

sistent, reasonably stable over time and across researchers and methods’ (Miles & Huberman, 1994, p. 

278). In order to ensure reliability of this study, we formulated clear research questions and 

designed the study according to them. In addition to that, we clearly described the role of 

the researchers and the process of the research in order to illustrate our research approach 

in a transparent way. We also conducted coding checks to guarantee a common agreement 

and understanding among the researchers. Furthermore, we clearly demonstrated the re-

sults of the empirical research and their connection to the theory.  
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4 Results 

This chapter illustrates the results of the data collection by firstly providing more details about the respective 

interview partners and then focusing on the most important points, regarding the purpose of this study, which 

could be drawn from each interview. 

4.1 Interview with Cloud Partner I 

Dennis Götsch is working as a salesperson for acmeo and is responsible for the distribu-

tion of Microsoft-hosted solutions. acmeo is located in Hannover, Germany, and is one of 

Germany’s biggest cloud distributors. They are exclusively operating in German-speaking 

areas including Germany, Austria, and Switzerland. In the supply chain, acmeo is located 

between manufacturers and resellers. That means that they sell the manufacturers’ products 

to several resellers which in turn serve end consumers with those products. acmeo provides 

a 24/7 support for their clients and, according to Götsch, their support presents a substan-

tial competitive advantage compared to other actors in the same industry. If a client faces a 

problem with a product, she, or he contacts the reseller who in turn contacts acmeo. If ac-

meo is not able to solve the problem by themselves – through an interactive dashboard, 

acmeo has access to the servers on which the products are hosted – they contact the manu-

facturer who will eventually solve the problem. One of the biggest problems that acmeo is 

facing occurs due to Germany’s comparatively slow Internet connections which hinders 

potential customers to do the shift into cloud computing. This especially applies to cus-

tomers from areas where the high-speed Internet is insufficiently covered. Besides creating 

dedicated lines to companies’ facilities, Götsch does not see a solution until now. 

“In contrast to Sweden, it's mainly the German Internet connections. […] For a lot of customers 

it's not possible due to the bad connection here, especially in the rural areas. I think it's going to 

change in three or five years because Telekom will then shift to voice-over-IP. Then every big com-

pany needs a big line. But until then, it's not possible even though the people would like to do it. 

That's the problem in Germany. Regarding this, we are still a developing country. […] There is 

only the solution for the individual companies that they look for a cheap provider which wires a 

dedicated line to their buildings. So far there is no other solution. It's up to the lawmaker to pre-

scribe that it has to be like that.” 

According to Götsch, one of the main reasons why customers buy acmeo’s products, and 

thus become cloud consumers is the cheaper price compared to alternative options such as 

acquiring the necessary hardware by themselves. 

“If a client wants to have Exchange, he needs a big server only for Exchange, maybe for 10 email 

boxes. So for example, we are then providing a 25 GB email box to a reseller for less than 5 Eu-

ros which the reseller can sell to his end clients for a bit more. And if you calculate the hardware 

costs plus the software costs from a regular MS server, this is the cheaper option. So in that way we 

are helping the clients.” 



  

 
40 

While discussing the model and idea of the cloud marketplace, it appeared that Götsch saw 

several issues. From a salesperson point of view, he saw a problem concerning the pricing 

of the cloud solutions on the marketplace. Since the cloud market also contains actors like 

acmeo which are not serving end consumers, there has to be a possibility to differentiate 

between resellers and end consumer since in reality whose are paying different prices for 

the products. 

“The problem is how to do the boundary on the marketplace. Because we offer the prices for resellers 

and not for end clients. That means we have to avoid that an end client accesses the marketplace. 

The reseller should of course earn some money with that and therefore we offer it cheaper for them 

which we would not do for the end client. Therefore access restrictions should be in place.” 

Another revealed issue concerns the transparency on the marketplace. This starts with the 

opportunity for providers to stand out. Since different providers offering similar products 

would certainly provide similar product descriptions, it would be difficult for consumers to 

differentiate between the offerings since written descriptions do not tell anything about the 

actual quality. In order to solve this issue in reality, acmeo is offering trial versions of their 

products. 

“And how should we describe our offering on the marketplace? For example that our Support is 

very good? Everybody else tells the same. However we also provide the test phase in which the client 

can test everything including the support. So in the end, we are able to describe it, however others 

will describe their offering in a similar way and thus my offering goes down. So there should also be 

the possibility for providers to stand out.” 

Another possible solution to the above-mentioned issue directly leads to the next transpar-

ency issue related to user feedback and ratings of offered products. Götsch mentioned the 

idea of an evaluation portal on which consumers could both provide feedback to the prod-

ucts they use and rate them. However, this might bring along the problem of subjective us-

er ratings that occur due to a failure. However, since not all failures occur due to the prod-

uct itself, there should be a possibility to highlight the background of problems. One solu-

tion is the closer collaboration with providers or giving providers the opportunity to state 

the existence and reasons of breakdowns.  

“You might have to connect it with a portal where customers express their impressions of the pro-

viders, like an evaluation portal. […] For instance, you could allow the customer to highlight the 

good and bad things and indicate their rating on a scale from one to five, for example. […] It 

should also be possible to regard the backgrounds of problems. For example, if the entire network 

of Hannover breaks down it doesn't matter how redundant the datacenter is, from that moment on 

nothing will work anymore. And this is not a regular Support case. However, customers would still 

write that their service was not available. Therefore, you should maybe include the providers which 

can notify you and confirm that the datacenter is offline at the moment due to this or that reason. 

Then you could discard this rating or notify the rater that this problem occurred due to a network 

breakdown and not due to the product itself. Something like that should be included to make it 

fair. Otherwise, the biggest provider with the most money wins since they have several datacenters in 

different regions which are connected as well.” 
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While the above-mentioned problems mainly concern the ability of providers to both con-

vince consumers of their offerings and exculpate themselves in case of breakdowns, some-

times it is just the price which consumers are interested in. On the other hand, there are al-

so consumers who prioritize data protection. 

“The problem that we sometimes see is that people are only interested in the price and nothing else. 

For them it doesn't matter where their data is located. They would be also satisfied with a Gmail 

account as long as it is for free. For the other group, though, data protection is very important there-

fore they would prefer not to place their servers somewhere outside their office.” 

Especially considering data protection there is the problem of different data protection 

regulations existing across countries. Regarding this, Götsch suggested the idea to establish 

or make use of data centers in the respective countries of operation with each underlying 

its own regulations as prescribed by the different governments. 

“If you want to do it within the entire EU you take a datacenter in each country on which you lo-

cate that marketplace. And every country has its own ending. '.de' for Germany and '.ch' for Swit-

zerland, for instance. And if someone wants to offer his products throughout the EU, you could of-

fer a marketplace with the ending '.eu' which then underlies European data protection regulations. 

This would then be the best.” 

Finally, regarding the service orientation of the marketplace, Götsch agrees that the possi-

bility for consumers to combine different services from different providers is a necessity in 

order to provide more flexibility and to avoid monopolistic statuses of providers. 

“A building block system should be the foundation so that a customer can combine products from 

A and B with products from provider C. And if this is not possible and the customer had to buy 

all three parts from one provider, this provider should accommodate the consumer with the price 

since he or she then owns the monopole in that case. ” 

4.2 Interview with Cloud Partner II 

After being self-employed for more than ten years, Sascha Hufnagel is now also working 

for the cloud distributor acmeo. Hufnagel is working at the technical support and is mainly 

responsible for hosted solutions, Busymouse, and a bit ASP. 

For Hufnagel, the main reason why their customers use cloud computing is the permanent 

availability of their data, no matter where they are.  

“I think the main reason is the constant availability. If you think about a company whose building 

is burning, where are your data? On a simple computer. That does not happen with cloud compu-

ting. No matter where you are, you have always access to your data, they are constantly available, 

and the data cannot get lost. […] Being available every time, is the essential thing to be able to re-

act.” 

He also considers the threat of getting spied on representing the other side of the coin. At 

the same time, though, Hufnagel claims that this risk has shrunk with the advancement of 

today’s datacenters. 
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“These benefits are balanced out by the threat to get spied out. I think that the security precautions 

are good enough that this will not happen anymore and if, then only on a big scale like the NSA 

where you just can't avoid it. While many people say that they don't have anything to hide, it's still 

their own data. But today, datacenters have become that good that people now trust the cloud and 

availability is their main concern.” 

Regarding the main challenges for cloud computing, Hufnagel agrees to his colleague by 

stating that the bandwidth in Germany represents the main problem on consumer-site. 

Other problems include data protection and especially the way how it is governed by the 

government and authorities. 

“The main problem that I see is the bandwidth in Germany. In Germany, we still have this 'rot-

ten' DSL. For example, if a customer has a 2 Mbit DSL line on which he or she wants to con-

nect 20 computers, this is not possible. […] So I would say on consumer-site the data line is the 

main problem. Problems that I see myself include data protection in general. If you look at the way 

how authorities or governments treat this issue. They don't think about it that much and they are 

not really into the topic which I see as problematic. Because their decision makers are mostly stu-

dents. And how can a student, who is studying politics or something similar, make decisions for 82 

million citizens? That's not possible and he or she gets not checked. That's something where I have 

difficulties, especially regarding cloud computing.” 

Despite the above-mentioned problems, Hufnagel sees no way to stop the distribution of 

cloud computing. 

“But besides that I don't see any possibilities to stop the cloud. It will be THE strategy of the fu-

ture for the next 30 years, I think. Unless there is something better, but that's going to be diffi-

cult.” 

Concerning the model of the cloud marketplace, Hufnagel highlighted several issues in-

cluding the limited possibility for cloud providers to stand out on the marketplace, and 

mainly the problem of creating a customer relationship in order to achieve a customer re-

tention. Similar to common mobile phone application stores, for instance, Hufnagel mainly 

sees the risk that customers would switch providers more frequently without caring whose 

products they are buying representing a serious problem for providers and manufacturers. 

The problem that I see in this model is that, for cloud providers, there is no way to stand out. […] 

If you have three, four providers which differ in diverse details, it might be possible to say 'Here, I 

like the support more but I prefer the logo of the others or the possibility of populating my own offic-

es'. […] You had to find a possibility to create a superior position or an additional interface to 

highlight the unique features. Especially the manufacturers and providers would like that. […] If 

you look at mobile phone Apps, mobile phones, or operating systems, there is no customer retention. 

Customers are jumping from one provider to another and they don't care from which provider they 

are buying. Companies are losing customer retention which I see as a danger for the future. Because 

if a customer doesn't care from which provider they are buying, it's easy to lever out a company and 

lead it to bankrupt with simple methods. This is something which you have to keep in view and 

think about what to do against it.   
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Closely related to the problems mentioned above is the difficulty of demonstrating the 

quality of the products on the marketplace. In this regard, Hufnagel suggests the idea of in-

troducing a rating system. However, from his technician point of view, rating systems can-

not be always trusted due to too many bad previous experiences where ratings were not ob-

jective. 

“You know nothing about the quality behind it. For instance, there are 20-30 providers of hosted 

exchange. How do you want to know which one the best is? This is the problem. Everyone is offer-

ing the same but in the end it's the quality that counts. And you can't demonstrate the quality on 

the marketplace. Ok, you could think about a rating system. However, rating systems have gotten 

out of control often. For instance, Amazon is faking ratings, and rating systems for doctors and 

lawyers got forbidden from the lawmaker because it's not allowed to rate in these industries. […] 

There is a need for a rating system which can't get levered out. But many have been foundering on 

that previously. I like the idea itself. No doubts. However, I as a technician have the concern 

whether the rating is correct or not.” 

With regard to the service orientation of the cloud marketplace, Hufnagel welcomes the 

idea that consumers are able to choose between services from different providers allowing 

them to get their preferred services for the cheapest price while at the same time having the 

opportunity to buy complete solutions from one provider. In order to put this into prac-

tice, though, he highlights the need to assign a great role to cloud partners which should 

serve as intermediaries between cloud consumer and cloud providers. This especially ap-

plies to consumers whose solutions are assemblies of services from different providers in 

order to facilitate the support for them. 

“The customer can benefit from that. He gets the service which he wants to have for the cheapest 

price. […] But I noticed that many of our customers strive to take everything from the same pro-

vider even if it's a bit more expensive.” 

“This [Allowing consumers to also buy complete solutions on the marketplace] would 

make sense. Because then, you would also get the customers which want to have everything out of 

one hand. Because if they have a solution from several manufacturers, cloud partner needed to be 

more involved. They had to serve as a main contact person regarding support. Because if a customer 

has different products from different manufacturers he doesn't know who to contact. And therefore, 

it would be ideal if the partners receive a great place by serving as a main contact person for the cus-

tomers. […] So if something fails, you should have one contact person.” 

Hufnagel further states several requirements and expectations that should be fulfilled by 

the marketplace in order to make it secure, reliable, and steady. These expectations concern 

the standards to which the marketplace should correspond including encryption, perfor-

mance, speed, and failure safety of the marketplace. 

“The first thing I technically expect is that it corresponds to most recent standards. So it should be 

at least SSL-encrypted and certified for data protection. The computers behind it should be reacha-

ble and fast. Everything has to run steady. The connection should be big enough. Maybe it would 

be good to operate it decentralized on several computers. […] That's feasible and it would be relia-
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ble. There is nothing worse than a customer entering to website to buy 350 mailboxes and all of a 

sudden the website is not accessible anymore. In order to avoid something like that, a decentralized 

system would be excellent.” 

All in all, Hufnagel finds promising words for the marketplace and sees an opportunity not 

only for cloud partners but also consumers and providers. However, there are still im-

portant parts that need to be considered in order to put the idea into practice. 

“There are a lot of problems and I usually see the negative site first before seeing the positive site. 

There is a market for that and I strongly assume that acmeo would be totally interested in that. 

[…] There are just a lot of things that need to be reconsidered. But the cloud market itself is mas-

sively growing. Everywhere new ideas emerge and that's exactly the interesting thing about cloud 

computing. […] You only need to consider the risks. But we even learn from them. […] That's 

why I consider this idea itself brilliant. There are just few things that need to be considered. acmeo 

would most certainly join as well.” 

“The biggest problem that I see marketing-wise is the customer retention. The biggest problem that 

I see technically is the failure. The biggest benefits I see include the financial regard and the decision 

opportunities for customers which are tremendous. From a partner point of view I see the chance 

that good partners can gain many new customers and add more products to their portfolio. I see that 

as a chance. And for the providers I see it also as a big chance, to get more customers if they have a 

great product.” 

4.3 Interview with Cloud Partner III 

After having started as a Java developer, Olexandr is now working as a systems architect 

for a Ukrainian outsourcing provider in Kharkiv, Ukraine. The company comprises ap-

proximately 150-200 technicians and has two main clients: a bank and a telecommunication 

company. Besides that, Olexandr has been working as a freelancer for seven years and is 

among the top 1% developers at oDesk, a global job marketplace. The main reason why he 

decided to do freelancing in addition to working as a systems architect is, besides the finan-

cial aspect, to work with and experience latest technologies. He exhibits three to four years 

of experience in cloud computing. The company he is working for works with several 

cloud solutions. On the one hand, they develop services which can be hosted on virtually 

all current IaaS and PaaS and, at the same time, they make use of SaaS for the develop-

ment. As a freelancer, he mainly works with Google App Engine and Amazon Web Ser-

vices but also does integration with other cloud services. In addition to that, during his 

work as both systems architect and freelancer, Olexandr had also dealt with SOA and thus 

is familiar with several issues that need to be considered.  

According to Olexandr, it were the customers which made his company to move into 

cloud computing. This required them to perform some changes internally by acquiring ad-

ditional systems, for instance. In this regard, especially data migration constituted a difficult 

part due to different standards used by different providers. 

“It’s quite funny, but we actually were forced to move to it [cloud computing] by our clients. 

They changed their hosting to Amazon, because it was cheaper. For us there were no problems with 
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redeployment, but data migration was a headache. We were also adding a BI system based on in-

memory DB and it was also delivered from the cloud. Putting it together was not the easiest task. 

Each vendor sort of wants to keep clients to their solutions by using proprietary protocols and data 

formats, even though they claim to be all about open standards. So when you start to put together 

things that should’ve complemented each other really well, instead you receive a Frankenstein with 

integration code outweighing the production code. But it’s getting better in that regard lately.” 

Olexandr further highlights the problem of an uneven demand for computing capacity as 

an issue which can be best solved through cloud computing. Cloud computing allows con-

sumers to receive additional computational power instantly. And since with cloud compu-

ting consumers only have to pay for the capacity they consume, this represents a much 

cheaper alternative than acquiring the necessary hardware by themselves.   

“For instance there are certain problems that nowadays are impossible to solve without cloud. For 

instance if you need […] cloud bursting. That means that when your IT systems experience uneven 

loading in certain periods of time and you need much computational power really fast, you can get it 

only from the cloud. […] If you would invest money in the necessary infrastructure on your own, it 

would stay idle most of the time and just not perform according to the investment.” 

Regarding the problems and challenges related to cloud computing itself, Olexandr men-

tioned two common issues. The first problem concerns security, privacy and the distrust of 

consumers into their data being safe. But according to him, everybody should be aware of 

the fact that if something is connect to the Internet, there always exists a threat. The sec-

ond problem is related to emerging interoperability issues when sourcing from several dif-

ferent cloud providers. Providers incorporate proprietary formats and interfaces in order to 

exacerbate switching to other providers which in turn leads consumers to stick to the same 

provider. In this context, Olexandr names and elaborates on SOA as a solution that might 

be helpful. 

“The first thing that comes into my mind is security and privacy. But that’s nothing new. That has 

always been a concern. Before, they were afraid of hosting in Ukraine because ‘Nobody trusts Rus-

sians’, now they are concerned that the NSA will steal their data from the cloud datacenters in the 

US. I mean security should never be an afterthought, but clients have to realize that, at the moment 

they expose their systems to the Internet, it’s not secure anymore.” 

“Another thing is interoperability when sourcing from different clouds. Everybody says that they are 

using industry standards and their cloud solutions are fully interoperable. The thing is that this is 

not true most of the times. A cloud vendor wants to bind clients to their offerings by all means pos-

sible. They build their own ecosystems around their platforms with proprietary interfaces and for-

mats that make it harder to switch the providers. […] Interoperability is of course achievable, but 

performance-wise and cost-wise it’s better to stick to one provider. […] A good architecture may 

help. For instance SOA does solve some issues.” 

He also highlights the increasing popularity of building cloud platforms based on SOA. 

This considerably facilitates the integration of new subsystems compared to working with 

existing systems which are not necessarily based on SOA. 
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“All current cloud platforms are built keeping SOA in mind. But ‘new system’ is never the case. 

Most of the time you are adding a new subsystem and linking it with what is already in place and 

pray that the architecture created before you is good, because otherwise you are up for some integra-

tion hell.” 

When it comes to service integration, Olexandr also state some concerns with regard to the 

model of the cloud marketplace. While seeing the similarity to common application stores, 

he assumes that the integration of services might require as much effort as creating com-

plete new systems. At the same time he suggests the solution to set up restrictions which 

hinder solutions, not complying with the standards specified by the marketplace, to enter 

the marketplace. Therefore, all providers would have to develop their offerings accordingly. 

“It’s like an App Store, but for cloud services and SOA components. Would be cool. If you solve 

the integration issues. Something tells me that integrating those Lego pieces [service components] 

could be just time and resource consuming as developing a system from scratch. […] Of course, set-

ting up some restrictions would make the integration easier but require more work from the provid-

er-side.” 

In addition to that, he emphasizes to consider each actor of the cloud marketplace sepa-

rately and assign the different SOA capabilities to them.  

“You already have storage, compute and ESB. That’s good in general. But if you think about in-

tegration in terms of SOA, you need to talk more about integration of services, processes, and in-

formation. Configuration and version resolution would be also done here [points at Cloud Bro-

ker]. You need to ask this question about every actor. This case is very interesting: you will have 

all layers of SOA distributed among all actors and the role which an actor acts, will be fully de-

termined by those capabilities that it provides. I guess that you’ve considered that an organization 

may have several roles at a time.” 

According to Olexandr, versioning is another challenge that needs to be addressed by the 

marketplace. The co-existence of different versions of the same service or a component 

may adhere to the complexity. His advice is to apply principles behind modern automatic 

assembly tools, such as Apache Maven. 

“If a service gets an update. Let’s say it complies with the marketplace rules but will conflict with 

some business rules of a particular integrated solution. Do you keep the old one also? Of course you 

do. But then you will have so many versions of the same service in the marketplace. You should 

think of that. I’d suggest you to borrow some ideas from Maven.” 

Regarding the information that the marketplace could provide Olexandr states the follow-

ing: 

“We would also appreciate if we could get some statistics from it. Nothing that conflicts with priva-

cy. Just at technologies are being used the most, what architectural archetypes, how different cloud 

platforms perform in different usage scenarios…” 
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Olexandr also talks about introducing a rating system, while at the same time referring to 

the threats associated with the differentiation between prices and other features of prod-

ucts. 

“Rate partners, providers, services on a 10-scale, with 5 stars, or make it more complex. Just re-

member to differentiate them and their products with something else than the price. Because in terms 

of costs we have no chances to compete with India. We try to communicate to the client that we pro-

vide better quality and better support. If the marketplace will become a place where they find us, 

they need to aware of our strengths.” 

4.4 Interview with Cloud Auditor 

Per Magnusson is an authorized accountant with more than 10 years of experience in IT 

audit, particularly in evaluating security policies as well as backup and recovery measures. 

The interview commenced with Magnusson explaining how IT audit is conducted in gen-

eral. There are many areas under consideration, including policy management, change man-

agement, testing, access control and historical perspective over failures. 

“…we want to see policies which prescribe how to behave as a user and how to behave as an IT 

department. When we come deeper into the different areas, the first big one is the change manage-

ment. The change may cause problems or will affect the whole company or systems further away 

[…] so when they have done a change, have they tested it enough so that they know that the system 

will still work as they wanted or intended” 

“We also look into who has access to make sure that it is the right user who has access to the 

things he or she should do.” 

“when we look at application controls...If we are going to trust those application controls, we need 

to know whether they have been working the whole year as the company intended […] Sometimes 

we really look into a log file and see what kind of changes have been done to this control.” 

According to Magnusson, although companies are primarily concerned with the financial 

reporting regarding their IT systems use, non-financial benefits of IT should be assessed as 

well: 

“If we look at the financial reporting, disaster recovery is not that interesting because it will not 

change the figures in the financial reporting. But it may do in the future for a company to survive.” 

Notably, when the competence over IT is taken outside organizational boundaries the 

comprehensive IT audit becomes less viable. Instead continuous reporting could become a 

solution. 

“Normally, in the cloud or outsourcing agreement they have that the buying company's auditor are 

allowed to do review at the outsourcer. But the problem is that the outsourcers say that they have to 

pay to help with the audit. Normally that would be so expensive so they leave it then. […] The 

good thing is to have some kind of report from the outsourcing provider.” 
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Regarding cloud computing, Magnusson highlights the importance of the management to 

understand that while IT capabilities are delivered from the cloud, the responsibilities over 

security and business and IT alignment are still present within the organization. The im-

portance of audit increases. 

“It's still the management's responsibility regarding security and making sure that the business has 

what it needs. […] [Companies] think they buy something and they are so sure that they will get 

what they have bought. But they should also make sure that the service provider can fulfill the con-

tract.” 

Additionally, since the advent of cloud computing simplifies the purchase of new systems, 

the decisions over IT become more decentralized. This leads to very broad application 

landscapes, which are not always interoperable. 

“The IT department normally was involved in all the IT initiatives. Now it's any department in a 

company that buys services from everywhere and who has controlled the accesses they want? […] 

The plan was to outsource nearly everything and in the end they moved it back because they real-

ized that they can't make different systems from different service providers talk to each other. […] 

But of course different buyers use different other systems and if they want to connect their individual 

systems to their standard system it will be a problem.” 

Magnusson sees an opportunity to solve the interoperability issue through a standardized 

platform: 

“If there would be some kind of a common language or common system that everyone agrees on, 

where it is easy to transform information into a standard format between different systems that 

would probably boost the business” 

After an introduction to the concept of the cloud marketplace, Magnusson noted that while 

seeing many opportunities in this approach, there are many challenges to be addressed. 

First of all, as an auditor he sees an additional challenge in evaluating SOA components 

separately and as a part of a concrete solution: 

“I think you really want to make sure that the thing that you buy from the marketplace works as 

intended. And if you put different [SOA components] together, what should we review? Should 

we write a report for the individual [SOA components] or their combination? And since the 

buyer could choose the [SOA components] and gets the report as well...or do they buy those two 

and those two will work differently together?” 

Additionally Magnusson emphasizes the need for the marketplace to provide transparency 

over the change management process and testing. 

“[…] often we see that a change in one system affects something further away. The inflow or out-

flow of information could be changed and […] the information may be a little bit different and it 

doesn't work anymore.” 

“[The solution] would be a very clear change management process, I guess. To make sure what's 

included in the scope and what parts we have. How have they planned for the change and how have 
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they tested? Testing is very important and also that we need to understand how and what they have 

tested.” 

Regarding customer’s evaluation of different providers and services, Magnusson considers 

as an opportunity for audit to become an additional differentiation factor for the market-

place, apart from price. 

“In the cloud marketplace, you have the cloud audit, the independent part who looks into those 

processes, […] who goes in and looks into this part and where you can release a report to everyone 

who really wants to use it […] to make someone sure that he or she will receive the information or 

the service, an audit report, indicating that this provider can provide the service, and has security, 

and has change management and so on, will help in understanding that this provider will be able to 

deliver the service.” 

Although being certified by an independent external party could provide benefits for a pro-

vider, Magnusson doesn’t view it as a necessary requirement to enter the marketplace: 

“If they have a standard, we can say to the consumer that it's a controlled area and that they can 

be surer what they get for the things they buy from there. This will give some kind of security in a 

way” 

“I think in the short it will probably be cheaper if they don't follow any standard. So if [custom-

ers] have to choose a [certified] provider or a non-[certified] provider, it will probably be cheap-

er to buy from the non-standard provider” 

However in a strategic perspective, standards have vital importance for the marketplace to 

deliver cost effective services. Moreover, in terms of certification of providers there is a 

possibility of reusing already available standards. 

“I think standardization is the most important part. […] in the long run it will be cheaper for all 

of them if standards are followed. […] [Absence of standards] will create a big uncertainty in 

the whole market. It will cost too much to make sure that this business partner is good enough. I 

think this will be the problem here as well. So if everyone uses the same standard everywhere it will 

be cheaper to make a new change.” 

“There is an international standard […]. It's quite commonly used. It's a standard which an ex-

ternal auditor, for example, follows when doing the review. There are two different areas. One con-

cerns the current state of the system and the other looks at the period.” 

Additionally Per gave suggestions on how the standardization and performance measure-

ment within the cloud marketplace could be implemented: 

“If we look at the COBIT framework. There you had a lot of measures...how to measure different 

controls. And I think it should be possible to look into those and see what kind of areas could be 

interesting for service providers to see how the provider will be able to provide this kind of service.” 

“Some things might be measured by the marketplace, some things might be given feedback by peo-

ple. […] But then the provider needs so many consumers. If they just have three or five...” 
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In the concluding part of the interview Magnusson mentioned a possibility for the market-

place to contribute to the adaption of SOA by companies. 

“I think it should be possible to do it in that way. It depends how you look at SOA. SOA was 

very popular a couple of years ago and at the end it was not so easy. We have some companies that 

try to use it but it has not been so easy. But it may be easy in the future when you have a package 

that's much clearer.” 

4.5 Interview with Cloud Provider/Consumer 

Sergiy Tkachenko, an IS Analyst for business intelligence, was our contact at ControlPay, 

Ukraine. The company has experience in both sourcing from the cloud and delivering their 

product offering as SaaS solution. 

“Regarding cloud computing ControlPay acts both as consumer and provider of cloud services. We 

consume platform and infrastructure services. It allows substantial reduction of infrastructure ex-

penditures and contributes to the global availability of our services. In addition our database system 

operates within in-memory DBMS environment, which is currently available exclusively via the 

cloud. ControlPay offers a broad range of SaaS solutions to support logistics line of business […]” 

As stated by Tkachenko, although services provided by the company do not comply with 

the reference SOA, their integration in SOA landscapes is a popular use case and is sup-

ported. 

“Our products comprise of many modules and are highly customizable. Nevertheless their architec-

ture does not follow pure SOA style. However the support for systems integration with most of the 

major architectural landscapes including SOA is a major strength of our services. Although the 

range of our offering does not include ESB, our policy to use open standards of data interexchange 

allows the interoperability with ESBs that our clients selected, among which approximately ¾ ap-

ply centralized approach in the architecture development. The rest are either invoking services di-

rectly or using our systems as silos.” 

Regarding the possibility of sourcing infrastructure and platform services from the market-

place from consumer perspective Tkachenko was pessimistic. However he stated that it 

might be more relevant for other types of actors, such as Partner and Broker. 

“Concerning the consumption of cloud services, we are currently bound with strategic partnership 

agreements with our providers and experiencing no setbacks that would make us consider an alter-

native way of cloud sourcing. In general, I don’t think that there would be a convenient way for a 

consumer to source infrastructure or platform from the marketplace. Since it requires additional de-

velopment effort, I believe that this is something, a partner and broker would be involved.” 

According to Tkachenko, the possibility for a company to join the ecosystem will depend 

on the demand from the customer side as well as availability of complementary products 

and services through the marketplace: 
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“for distributing our services it does seem viable, provided the interest from our current and poten-

tial customers in such way of sourcing. Also, we have especially good integration with certain ERP 

solutions. I think if they will be represented, we will have more incentive to join as well.” 

Tkachenko views the marketplace as a possible source of data for business intelligence 

purposes: 

“I am an expert in business intelligence and this is a possibility that I see in such marketplace. 

For instance, we have internal benchmarking capabilities in our products, but if we could see how 

they are used in complex with other modules on the consumer side – that would give us many op-

portunities for optimization and further development of our offering.” 

In addition Tkachenko suggests that the marketplace could benefit from incorporating bill-

ing functionality: 

“In my opinion billing could be added. There are many modes of payment that could be used. I 

think it would be good for customers to see how they money got spent and for providers – which ser-

vices (directly or indirectly) bring them the most.” 

4.6 Interview with Cloud Consumer 

Sergiy Dikarev, an external IT consultant, was our contact at Market Report Company 

(MRC). The company is a provider of market research and analysis for Eastern-European 

polymer markets. According to Dikarev, many of computing capabilities at MRC are 

sourced from the cloud and are used both in horizontal and vertical lines of the business: 

“Although MRC is relatively small company, the range of software solutions being used here is 

quite wide. When it comes to cloud, I would outline three main types of services that are in use. 

Firstly, most of the data that is used by the company comes from external databases, which are 

rarely accessed directly, mostly through cloud-based aggregation tools. Secondly, the data processing 

is done via Amazon EC2. They need it 4 times a year for quarter reports and one time for the 

annual one, so here pay-per-use becomes really convenient. And lastly, there are many commonly 

used cloud services like Dropbox, Google Docs, etc.” 

Regarding SOA, Dikarev noted that while service-orientation is not a reality for MRC yet, it 

is seen as a strategic goal. The foundation of modular architecture is already implemented 

for data collection and processing. The biggest opportunities seen in SOA are in the do-

main of business-to-business (B2B) integration. 

“I would say that MRC doesn’t have SOA now. Service-orientation is something we are striving 

to achieve, mostly because it would help us to better integrate with our clients. We are a business-

to-business company and see many opportunities here. Nonetheless, regarding data collection and 

processing, it is done with a high amount of modularity and if it’s not SOA, it is quite close.” 

Sergiy Dikarev is involved in application portfolio management project at MRC. This is the 

area where he sees many challenges for the company, especially regarding management and 

interoperability of publicly available SaaS solutions; and this is the primary area that could 

be improved with a help of the marketplace. Additionally he adheres the importance to 
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have comprehensive management over integration of marketplace services with in-house 

IT systems. 

“[Regarding public SaaS], here it goes a bit into chaos, since there are no standards of what to use 

and how to use it. Different services are not that well linked to each other. Some of data is trans-

ferred by copy-pasting, which disrupts the information flow and should be eliminated.” 

“[Regarding Cloud Marketplace], it’s a great idea. This is something we want to do internally, 

but in much more humble scope and without SOA. What we need is some kind a platform for 

managing our application portfolio, whether we are talking about cloud or usual software. If such 

platform would be delivered via SaaS mode, I think this is something we would be interested in. 

Still, I think, it would be necessary that the marketplace would support management over our on-

premise applications as well.” 

According to Dikarev’s viewpoint, while having SOA as a preliminary architectural style of 

the ecosystem is a viable option, it might be unbearable criteria for such consumers as 

MRC, which does not comply with the reference model. Supporting SOA requires addi-

tional investment and although integration delivered via marketplace could be possible so-

lution, requirements for data protection might become an issue. 

“I think if the requirement for SOA will be strict, we will definitely have problems joining. Of 

course you need to set up some architectural standards and SOA here is a good fit. But for us it 

will be much easier if we could use services directly, without a need for investing in those SOA 

components, whose goal is to serve the architecture and not the business. Alternatively integration 

could be done via broker. However in our particular case that is less attractive, since we have many 

systems sensitive to security.” 

In order to be useful the marketplace needs to provide comprehensive information about 

services it offers. Transparency of relations between different services is another feature 

that is required of the marketplace according to Dikarev. 

“We would need to access each service by different criteria: what value can we get out of it, how this 

service performed within time frame and how can we anticipate its behavior if we purchase it. It 

will certainly be helpful if I could see all the dependencies between different modules. If this could be 

put in a framework like Gardner TIME – that would be precious.” 

In addition, as stated by Dikarev, data integration capability could be added to a set of 

competences of Cloud broker. 

“In our work we deal with integration of data that is heterogeneous in many ways. In the case of 

the marketplace this is something that could be in the area of broker.” 
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5 Analysis 

This chapter builds on the results as presented in the previous chapter. It is structured in accordance to the 

perspectives that different actors have regarding the marketplace. Such perspectives were evaluated based on 

both direct input from the corresponding actor as wells as indirect assumptions made by other actors regard-

ing one’s behavior. In this context, SWOT-analysis is conducted in order to contrast positive and negative 

points while at the same time providing room for possible solutions to be identified and incorporated into the 

model. The chapter concludes with a revised framework for the cloud marketplace and elaboration on the 

changes made. 

5.1 Cloud Partner’s Perspective 

1. Weaknesses 

W1. How to distinguish between different products? 

One of the main weaknesses that all three cloud partners saw in the model concerns the 

limited ability to stand out on the marketplace. Since only textual descriptions can be pro-

vided to the products offered, similar products from different providers would most likely 

be equipped with similar descriptions. On the one hand, this would hinder customers to 

make grounded decisions about which products to buy since textual descriptions cannot 

prove the actual quality of the products and tell nothing about other important side-

features such as support, for instance. On the other hand, providers would have a hard 

time to demonstrate their distinguishing competencies. This weakness entails the threat 

that providers offering their products to the cheapest price would have a crucial competi-

tive advantage. This becomes clear considering the fact that cost saving represents one of 

the main reasons why companies move to the cloud (Aymerich et al., 2008) supporting 

Cloud Partner I’s observation that many customers only care about the price. In addition to 

that, the facilitated ability for cloud consumers to exchange services from different cloud 

providers (enabled by SOA, see section 2.2) supports Cloud Provider III’s concern related 

to the increased difficulty of achieving customer retention due to greater competition. 

Therefore, besides the price and a textual product description, there must be a feature in 

place which allows both customers to make more grounded decisions and providers to at-

tract attention. All interviewed cloud partners suggested the same opportunity to establish a 

certain transparency to solve/mitigate this problem, namely the introduction of a rating 

system. This would allow cloud consumers to report about the experiences they made with 

both the products itself but also with side-features such as availability, support, and ease of 

use, for instance. However, also rating systems come along with certain threats. This espe-

cially applies to e-commerce where customers use others’ experiences as guidance for their 

decisions (M. Chen & Singh, 2001). On the one hand, there might occur the risk that con-

sumers would report about bad experiences which they made with a certain product due to 

service unavailability, for instance. However, since service unavailability does not always 

occur due to a product itself, there should be a possibility to distinguish between cases of 
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failure due to the product and those due to other external reasons. On the other hand, rat-

ings cannot always be trusted. Chen and Singh’s (2001) statement, claiming that creating 

fake ratings in order to boost scores is a typical cheating behavior, supports Cloud Partner 

II’s warning of unreliable ratings. In addition, as was mentioned by Auditor (see 4.4) relia-

ble feedback from customers would require them to be many in numbers, which in the case 

of highly specialized services will not be achievable, even if the overall consumption is 

high. 

W2. How to distinguish between resellers and end-consumers? 

In reality, the end consumer is rarely placed right after the manufacturer in the supply 

chain. Depending on the industry, intermediaries such as retailers or resellers might exist 

which receive goods from manufacturers which they in turn sell to end consumer for a 

slightly higher price, for instance. The same applies to the cloud computing industry. With 

regard to the cloud marketplace, this raises the issue of how to distinguish between reseller 

and end-consumers? And is there still a need for resellers? Alternatively should customers 

be restrained from entering the marketplace and only consume the products from resellers? 

So far, the cloud marketplace has no solutions in place representing the second weakness 

from a cloud partner point of view. 

W3. How to ensure proper support? 

According to the definition of SOA used in this study, SOA allows ‘organizing and utilizing 

distributed capabilities that may be under the control of different ownership domains’ 

(OASIS, 2006, p. 29). According to that, cloud consumers are able to assemble several ser-

vices from different providers representing the next weakness from a cloud provider point 

of view. Especially on consumer-site, this may raise considerable issues when it comes to 

support. For instance, when thinking about a solution which consists of services from four 

providers - which provider should the consumer contact in the case of failure? It might not 

be obvious whose provider’s service failed and, on the other hand, according to Cloud 

Partner II, often consumers do not know whose products they consume. Therefore, in or-

der to free consumers from these issues, a solution needs to be in place. 

W4. How to ensure interoperability of products from different providers? 

Several authors have mentioned the limited interoperability of cloud products from differ-

ent providers as a major problem of cloud computing (e.g. Nelson, 2009; Pallis, 2010; Tsai 

et al., 2010; Ullah & Xuefeng, 2013). Also, Cloud Provider III stated concerns that the in-

teroperability of different products would be difficult to achieve on the marketplace. This is 

mainly due to providers using proprietary standards to make their customers stick to their 

products. While the service orientation of the marketplace is intended to solve this prob-

lem, Cloud Provider III still sees challenges especially when it comes to integrating and 

combining different products from different providers. In his opinion, it might require 

fewer resources for building a new system than integrate different services from different 

providers. As mentioned in section 2.4.3, the core of the cloud marketplace, among others, 

contains ecosystem governance whose purpose includes to specification of policies and 
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standards. Therefore, only if all cloud providers correspond to those standards, interopera-

bility would be guaranteed. According to that, the marketplace has to have a process in 

place which ensures that all products comply with the standards specified on the market-

place. This was not the case in the initial model and, therefore, represents another weak-

ness. 

Threats 

T1. Security and Data Protection 

All cloud partners raised concerns regarding security and data protection on the cloud mar-

ketplace. This is in accordance to Dillon et al. (2010) who count those issues to the main 

challenges of cloud computing. This problems can be considered from several perspectives. 

It starts with the data protection regulations which differ across country borders. While a 

certain setup of the marketplace might conform to the regulations in place, in one country, 

it could violate data protection regulations of another country. This threat particularly 

emerges when the marketplace is intended to operate on a transnational basis. 

Besides different data protection regulations, the cloud partners also highlighted concerns 

when it comes to security, privacy, and the risk of getting spied on. They especially referred 

to recent generally known incidents involving the National Security Agency (NSA) which 

increased cloud consumers’ awareness of risks associated with cloud computing. Indeed, 

recent news indicate that the NSA revelations change cloud computing priorities of con-

sumers (GoGrid, 2014). However, despite those fears, cloud computing usage continues its 

growing trend (Tozzi, 2014). Even if the marketplace complies with the most current secu-

rity standards, there is no guaranteed total security for data. Therefore, Cloud Partner III’s 

statement, saying that ‘at the moment they [cloud consumers] expose their systems to the Internet, 

it’s not secure anymore’ finds its validity here. 

T2. Internet Speed 

Both Cloud Provider I and Cloud Provider II have mentioned the issue that many potential 

cloud consumers are not able to use cloud computing products due to the insufficient 

speed of their Internet connection. While this represents a clear threat to the marketplace, 

it is up to countries’ governments and authorities to solve that issue. The fact that both 

cloud providers mentioning this concern are from the same country might imply that it var-

ies from country to country. 

T3. Failure due to external circumstances 

As with all hosted platforms, also the marketplace is exposed to the risk of failure due to 

external circumstances. These threats range from electricity breakdowns because of storms 

to damaged servers due to fire, for instance. While in the former case servers would simply 

not be accessible anymore, the latter might result in more severe outcomes like lost data. 

The marketplace has, therefore, to take this threat into consideration in order to avoid the 

illustrated possible scenarios. 
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Strengths 

S1. Service orientation of the Cloud Marketplace 

As mentioned above, the service orientation of the marketplace comes along with issues, 

especially when it comes to support and integration. On the other hand, though, the cloud 

partners also see a big strength in this. For instance, Cloud Partner III stressed the increas-

ing combination of SOA and cloud computing when establishing new cloud computing 

platforms. This is in accordance with several different authors who highlight the resulting 

benefits when both concepts are used complementarily (e.g. Tsai et al., 2010; Wei & Blake, 

2010; Zhang & Zhou, 2009). In addition to that, Cloud Partner II said that the increased 

availability of different services would result in benefits for cloud consumers, cloud provid-

ers, and cloud partners. Since cloud consumers would have the opportunity to choose be-

tween a variety of cloud services, this would result in both financial benefits, since they 

were able only to buy those services that they need, and also business benefits, since they 

could combine those services which best match their individual needs. This in turn would 

result in more customers for providers who offer a distinguishing service. Partners could 

add more products to their portfolio and, by doing that, increase their customer base as 

well. 

S2. Cloud Computing as the Strategy of the Future 

Besides the strengths of the marketplace itself, all cloud providers have highlighted the in-

creasing popularity of cloud computing, while Cloud Provider III labeled it as ‘THE strategy 

of the future for the next 30 years’. Also, Pallis (2010) emphasizes cloud computing’s prosperous 

future as one of the most significant industries. While Cloud Provider I especially high-

lighted cost benefits when moving to the cloud, Cloud Provider II stated the constant, lo-

cation-independent availability of data. Cloud Provider III, in turn, listed cloud bursting as 

one distinguishing capability of cloud computing. All those benefits correspond to the ones 

demonstrated by Aymerich et al. (2008). According to Cloud Provider III, it is exactly the 

fast growing cloud computing market which makes every new idea interesting and wel-

come. 

Opportunities 

The after analyzing the conducted cloud partner interviews regarding weaknesses and 

threats, in total four main weaknesses of the cloud marketplace and two external threats 

could be identified. During the conversation with the cloud partners, also possible solu-

tions to each of the presented downsides could be revealed. 

O1. Implementation of an objective and reliable rating system 

Regarding the first weakness related to the limited ability for both cloud consumers to dis-

tinguish between different offerings and cloud providers to allow their products to be in 

contrast to competitive products, all cloud partners discussed the idea of introducing rating 

system. However, it has to be provided that the rating system is objective and reliable. This 

would provide cloud consumers with an independent source of information on which pro-
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viders have no influence. Especially cloud providers offering high-quality products would 

benefit from such a system. 

O2. Provision of trial versions 

In addition to that, Cloud Provider I suggested the provision of trial versions of products. 

If there would exist a trial version for each product, restricted to a limited period of time 

but with the complete functionality, for instance, cloud consumers could try the products 

themselves and see which one satisfies their needs the most. 

O3. Implementation of authentication process 

Regarding the second weakness concerning the differentiation between resellers and end-

consumers, Cloud Partner I suggested the idea of implementing access restrictions. How-

ever, this would require an authentication procedure to identify the actors. Once the actors 

were identified, they could be treated differently in terms of prices and other regards. As a 

result, nobody needed to be restricted from entering the marketplace. 

O4. Cloud partners as support intermediaries between cloud consumers and cloud pro-

viders 

The third weakness is related to the hampered ability to receive support due to cloud solu-

tions representing assemblies of several services from different providers. To solve this is-

sue, Cloud Partner II suggested the idea to place cloud partners as intermediaries between 

cloud providers and cloud consumers serving as single contact persons for consumers. In 

order to make this idea work, cloud partners had to be provided with information about 

which cloud products from which cloud providers the cloud consumers are using. Cloud 

partners would then contact the respective cloud provider(s) on behalf of the cloud con-

sumers. 

O5. Establishment entry barrier for cloud services not corresponding to the specified 

standards and policies 

The fourth weakness is related with the interoperability of cloud services from different 

cloud providers. While the cloud marketplace specifies certain policies and standards that 

cloud providers should comply with when developing their products for the marketplace, 

there is no guarantee that providers would follow those standards. Considering this issue, 

Cloud Provider III suggested establishing entry barriers for products not corresponding to 

the specified standards. This would considerably facilitate the integration of different ser-

vices from different providers since they would all be based on the same standards. 

O6. Host of cloud marketplace in each country of operation 

Besides the four weaknesses concerning the cloud marketplace itself, two external threats 

were identified. The first threat is related to different data protection regulations as they ex-

ist in different countries. In order to make the cloud marketplace available in every country, 

Cloud Provider I suggested hosting it on a datacenter in each country of operations while 

conforming to the regulations in place of the respective countries. 
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O7. Compliance with most recent security standards 

The second threat related to safety precautions to avoid getting spied on can only be coun-

tered by the cloud marketplace complying with most recent security standards. However, 

while decreasing the risk, this would not represent a total protection of security breaches. 

O8. Decentralized operation of the cloud marketplace 

In order to counter the threat of failure due external circumstances, Cloud Provider III 

suggested to implement the cloud marketplace decentralized by using datacenters in differ-

ent remote locations. In that way, a failure occurring in one datacenter would have no ef-

fect on the availability of the marketplace and data since it would continue to run on the 

servers of another isolated datacenter. 

Table 5.1 illustrates a summary of the SWOT-analysis from cloud partners’ perspective. 

Table 5.1 – SWOT-Analysis from Cloud Partner’s Perspective 

Strengths (S) Weaknesses (W) 

S1. Service orientation of the cloud mar-

ketplace 

S2. Cloud computing as the Strategy of the 

Future 

W1. How to distinguish between different 

products? 

W2. How to distinguish between resellers 

and end-consumers? 

W3. How to ensure proper support? 

W4. How to ensure interoperability? 

Opportunities (O) Threats (T) 

O1. Objective, reliable rating system (coun-

ters W1) 

O2. Provision of trial versions (counters 

W1) 

O3. Authentication process (counters W2) 

O4. Cloud partners as support intermediar-

ies (counters W3) 

O5. Entry barriers for products (counters 

W4) 

O6. Marketplace hosted in each country of 

operation (counters T1) 

O7. Compliance with recent security stand-

ards (counters T1) 

O8. Decentralized operation of the cloud 

marketplace (counters T3) 

T1. Security and Data Protection 

T2. Internet Speed 

T3. Failure due to external circumstances 
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5.2 Cloud Auditor’s Perspective 

Weaknesses 

W1. High cost of cloud audit 

According to the interviewed Cloud Provider, audit process in the cloud is quite complex 

and associated with considerably high costs. This serves as a reason for low demand for 

such services in traditional settings and sequentially is a weakness for the marketplace. 

W2. Complexity 

There are two main domains of complexity that the cloud marketplace can add to auditor’s 

line of work. Firstly there is an extra effort needed to analyze a solution that potentially 

may comprise out of many service components, which can be developed, integrated and 

hosted by different parties. Secondly it becomes more complicated in regard to change 

management process when a particular component is subjected to modification or re-

placement. 

Threats 

T1. Limited access to cloud back-end 

Although in the case of the outsourcing agreement normally there is a possibility for audi-

tor to examine a provider by consumer’s request, this is not applicable in the cloud context, 

unless a provider would invest into its audit. 

Strengths 

S1. Differentiation of providers 

As was emphasized by each interviewed partner and provider, there is a definite need for 

them to be able to differentiate their offering with some qualitative features and not only 

the price. According to Cloud Auditor, external certification by auditing parties can bring 

this differentiation and help the providers with the most secure and excellent service to 

stand out and would motivate them to make correspondent investment (counters T1). This 

statement was supported by claims of Cloud Provider I and II. 

S2. Sustainability of the ecosystem 

According to Cloud Auditor, the adherence of the audit practice to the marketplace has 

long term benefits that would help to build more secure and reliable services with a clear 

change management process. 

Opportunities 

O1. Automated reporting 

The marketplace has a possibility to implement a set of measurement mechanisms that 

ought to assess performance of providers and their services. Such information can give un-



  

 
60 

biased quantitative assessment of the corresponding entities and will be able to counter to 

some extent limited access to the provider side of the marketplace (T1). 

O2. Transparency of interconnections 

The ability of the marketplace to provide a clear overview of service dependencies and 

cross-service data streams is an essential capability, definitive for the ability of Cloud Audi-

tor to function effectively in the ecosystem. The high level of transparency has possibility 

to hinder some weaknesses of the marketplace (W2 –directly and W1 - indirectly). 

O3. Reuse available standards 

As was mentioned by Cloud Auditor, there are already available standards that help audi-

tors to evaluate and certify cloud computing services and corresponding providers. 

Table 5.2 illustrates a summary of the SWOT-analysis from a cloud auditor’s perspective. 

Table 5.2 – SWOT-Analysis from Cloud Auditor’s Perspective 

Strengths (S) Weaknesses (W) 

S1. Differentiation of providers 

S2. Sustainability of the ecosystem 

W1. High cost of cloud audit 

W2. Complexity 

a. Service dependencies 

b. Change management 

Opportunities (O) Threats (T) 

O1. Automated reporting 

O2. Transparency of interconnections 

O3. Reuse available standards 

T1. Limited access to cloud back-end 

5.3 Cloud Consumer’s Perspective 

Weaknesses 

W1. Additional integration costs 

As was noted by both Cloud Consumer and Cloud Partner III, the integration of inde-

pendently developed services may involve additional integration effort and in particular 

cases even outweigh the work needed for the development of a new system or costs re-

quired to purchase packed solution with unutilized functionality. The extent to which this 

weakness will manifest itself depends on the strictness of SOA standards adopted by the 

marketplace, which will also directly influence the balance in the workload between service 

providers and brokers. 

W2. Costs to support SOA 

The implementation of reference SOA architecture can be associated with additional in-

vestments into middleware, enterprise service bus, registries and repositories (see section 

2.2.4). Besides of enabling SOA, such investments do not have any direct impact on com-

pany’s business and are hard to evaluate. This was one of concerns expressed by the inter-
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viewed Cloud Consumer, which would see the necessity of fully adjusting the internal en-

terprise architecture to the principles of service orientation as an obstacle in joining the 

ecosystem 

W3. Performance decrease due to heterogeneity 

The interview with Cloud Partner III implies that, in general, the implementation of SOA 

based on a platform, middleware and toolset from a single provider has better performance 

in comparison to its more heterogeneous analogue, which would require additional levels 

of virtualization and integration. 

Threats 

T1. Security 

While security issue is common for all cloud computing scenarios, regarding the one at 

hand, it poses additional threats by hindering the opportunity of a consumer to receive in-

tegration from the cloud (O2). As stated by Cloud Consumer, the subsystems with high re-

quirements for data protection will not be able to benefit from such possibility. 

T2. Internet connection speed 

Broad network access is among five essential characteristics of cloud computing in general 

(Mell & Grance, 2011) and is of much relevance to support service consumption from the 

cloud marketplace in particular, which was pointed out by majority of interviewees (see 4.1-

4.4). 

T3. Service unavailability 

Partner I and Partner II emphasized that unavailability of services can occasionally occur 

and is normal in the web environment. Nevertheless both ators agree that this is a threat 

for services and the marketplace as a whole to be perceived of a high quality by consumers. 

Cloud Auditor adhered that the complexity of interdependencies between service compo-

nents enhances this threat and complicates the process of correspondent risk assessment.  

T4. Strict SOA requirements 

As was discussed in the interviews with Cloud Auditor, as well as all three partners, a co-

herent ecosystem management process would require setting some restrictions on the entry 

of different actors. One of the categories of such constraints relates to the level of corre-

spondence to reference SOA architecture. The interview with a Cloud Consumer highlight-

ed that too strict requirements would become an obstacle for some consumers to partici-

pate in the marketplace. 

T5. Versioning 

Depending on a change management strategy adopted by the marketplace, there is a possi-

bility of co-existing between different versions of the same service or a component (see 
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4.3). This can add a certain level of complexity to the ecosystem and is considered by the 

study as a threat. 

Strengths 

S1. Cost reduction 

This strength has two main sides. The first one corresponds to the general characteristics 

of cloud computing that allows to shift IT expenditures from capital to operational at the 

same time reducing the later ones by utilizing economy of scale. The second one relates to 

the SOA foundation of the marketplace that allows consumers to provision highly custom-

ized cloud solutions with the possibility to use and reuse only those service components 

that are relevant for a particular business case (see 4.1, 4.3). 

S2. Freedom of choice 

One of the implications of the cloud marketplace that was identified by all partners is the 

increased visibility over available solutions in a given business area. Although it was charac-

terized by the partners as a challenge in terms of customer retention, for a Cloud Consum-

er it encompasses an advantage, as it will drive competition and contribute to the offering 

both quantitatively and qualitatively. 

S3. Clear applications control 

Both Cloud Partner III and Cloud Auditor outlined a problem of vague decision making in 

regard to cloud applications portfolio management and agreed that a centralized approach 

provided by the cloud marketplace can contribute to resolving this issue. 

S4. Service provisioning from a controlled area 

As can be concluded from the interview with Cloud Auditor, the ecosystem management 

capability of the cloud marketplace can create a controlled area for services and their com-

ponents. Solutions provisioned from this are will have an advantage of being more secure, 

reliable and of higher quality than delivered directly from providers. 

Opportunities 

O1. Standardization 

The marketplace has a possibility through ecosystem management capability to impose cer-

tain standards that every cloud provider and each published service need to comply. The 

nature and the severity of such standards will influence the ability of the opportunity at 

hand to hinder or augment weaknesses W1, W2 and threat T4. 

O2. Integration from the cloud 

Integration of services and components with on-premise systems of customers can be de-

livered as a cloud service with correspondent cost benefits. This has the possibility to coun-

ter the weakness W1. However, data security requirements (T1) can be an obstacle. 
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O3. Security audit 

As was stated by Cloud Auditor, audit carried out by en external party can increase the se-

curity of provided services and increase trust from consumers (counters T1). 

O4. Application portfolio management 

A particular area of expertise of the interviewed Cloud Consumer (see 4.6) helped to high-

light the possibility of utilizing the cloud marketplace not only as a platform for managing 

cloud services, but also in a broader context, a cloud-based tool for application portfolio 

management over the whole landscape of customer solutions (including on-premise ones). 

O5. Direct service invocation 

In terms of SOA requirement for cloud consumers’ architecture, both Cloud Partner III 

and Cloud Provider noted that the case when their customers do not have SOA in place 

and invoke services avoiding ESB is not rare. Moreover, as can be concluded from the in-

terview with Cloud Consumer, allowing marketplace services to be called directly, outside 

of the SOA context, can potentially counter setbacks such as W2 and T4. 

O6. Transparency 

The transparency of relations between the services was identified by Cloud Consumer as an 

essential characteristic of the marketplace. This fully complies with the statements received 

from the interviews with all the partners and the Cloud Auditor as well as the initial idea 

that the cloud marketplace ought to reduce the complexity associated with both SOA and 

cloud. 

Table 5.3 illustrates a summary of the SWOT-analysis from a cloud consumer’s perspec-

tive. 

Table 5.3 – SWOT-Analysis from Cloud Consumer’s Perspective 

Strengths (S) Weaknesses (W) 

S1. Cost reduction 

a. Less capital investment 

b. Customizable solutions 

S2. Freedom of choice 

S3. Clear applications control 

S4. Service provisioning from a controlled 

area 

W1. Additional integration costs 

W2. Costs to support SOA 

W3. Performance decrease due to heteroge-

neity 

Opportunities (O) Threats (T) 

O1. Standardization 

O2. Integration from the cloud 

O3. Security audit 

O4. Application portfolio management 

O5. Direct service invocation 

O6. Transparency 

T1. Security 

T2. Internet connection speed 

T3. Service unavailability 

T4. Strict SOA requirements 

T5. Versioning 
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5.4 Cloud Provider’s Perspective 

Weaknesses 

W1. Differentiation challenge 

The vast majority of the respondents identified that one of the challenges that cloud pro-

viders will encounter in the marketplace is the price being the main differentiation factor 

for services. According to Cloud Auditor, the price is a primary concern for the customers 

and often makes them neglect other qualitative characteristics regarding the outsourced 

service. However, the interviewees agree that there much more perspectives on providers 

and their services that need to be communicated in order for a customer to make the right 

decision. 

W2. Customer retention 

As was mentioned before, one of the goals of the marketplace is to increase interoperability 

and eliminate technological dependencies on a particular provider. As was stated by all in-

terviewed partners delivering this promise will pose a challenge for providers, as it will be 

easier for a customer to move to another service, with fewer integration costs. In such way, 

the competition on the market will increase, which can be considered as a weakness by 

cloud providers. 

W3. Challenges in PaaS and IaaS publishing 

According to Cloud Consumer, it is hard to imagine a convenient way of consuming plat-

form and infrastructure in service-oriented manner. Moreover, all the other interviewees in 

their responses referred to the offering in the marketplace as delivered by SaaS mode. This 

calls for a reassessment whether or not PaaS and IaaS can be a viable part of the market-

place. 

Threats 

S1. Need to incorporate SOA 

While some of the currently available could services are design to support SOA integration, 

the others are not. This is a particular case with the interviewed Cloud Provider that sees a 

need to modify their services in order to be compliant with marketplace standards as unde-

sirable. 

S2. Local difference in policies 

All but one respondents mentioned the issue of the requirement for cloud services to com-

ply with location specific regulations of consumers. This challenge is common for cloud 

computing in general and is relevant for the marketplace as well. 

S3. Internet speed 
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The quality of the internet connection is outside of the influence of both cloud provider 

and the marketplace. However, it influences directly the quality of services delivered from 

the cloud. 

S4. Unreliable rating 

As was mentioned by Cloud Auditor and Cloud Partner II, the system of social feedback 

(O1) has many downsides, requires many customers to be accurate and can be counterfeit-

ed. This hinders the related opportunity. 

S5. Lack of demand 

The interview with Cloud Provider implies that the primary interest of providers to partici-

pate in the ecosystem is a corresponding interest of the customers. In case it is found insuf-

ficient, it will be difficult to receive high engagement of the providers. 

Strengths 

S1. Increased service consumption 

From the provider’s perspective, the cloud marketplace is yet another distribution channel 

for its services. A convenient way for users to provision services has potential to increase 

the service consumption and sequentially the revenue of providers. 

Opportunities 

O1. Rating system 

As was discussed during the interviews, a reliable rating system, based on customer’s feed-

back can become a part of the solution to the differentiation challenge (W1). 

O2. External certification 

The aforementioned benefit of auditor’s participation in the ecosystem contributes another 

possibility for provider and service differentiation (hinder W1). 

O3. Indirect increase in consumption (for PaaS and IaaS) 

Although service-oriented consumption of platform and infrastructure services was not 

found convenient by the respondents, the background information of the interviewed 

partners and provider suggests that an increase in consumption of those SaaS that utilize 

computational resources from PaaS and/or IaaS will indirectly increase the consumption of 

later ones (hinders W3). 

O4. Market research 

There is a wide range of information that can be collected and provided by the marketplace 

that was mentioned relevant by the interviewees. In particular, from Cloud Provider’s point 

of view it is important to get telemetry on how their services are used as well as the other 

information that can reveal new business opportunities. 
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O5. Complementary services 

The interview with Cloud Provider highlighted an essential detail about the relationships 

between services. As one of the statements implies, services from different providers can 

be complementary towards each other. Such relation is important to consider for an ap-

propriate ecosystem management. 

Table 5.4 illustrates a summary of the SWOT-analysis from a cloud provider’s perspective. 

Table 5.4 – SWOT-Analysis from Cloud Provider’s Perspective 

Strengths (S) Weaknesses (W) 

S1. Increased service consumption W1. Differentiation challenge 

W2. Customer retention 

W3. Challenges in PaaS and IaaS publishing 

Opportunities (O) Threats (T) 

O1. Rating system 

O2. External certification 

O3. Market research 

O4. Indirect increase in consumption (for 

PaaS and IaaS) 

O5. Complementary services 

T1. Need to incorporate SOA 

T2. Local difference in policies 

T3. Internet speed 

T4. Unreliable rating 

T5. Lack of demand 

5.5 Cloud Broker’s Perspective 

Although there exist a number of companies that conduct their business according to the 

reference cloud broker model (see section 2.1.2), the effort of contacting them regarding 

the study was not successful. Therefore, the Cloud Broker’s perspective is not covered with 

direct interviews, which adheres certain weaknesses to the research and will be further 

elaborated in the discussion chapter. The notions of interoperability, service and data inte-

gration, which according to the model (see section 2.4.2) correspond to a Cloud Broker, 

were considered of much importance by every interviewee. Moreover, certain respondents 

refer to the broker (see section 4.3, 4.5, and 4.6) and its possible functions within the eco-

system. However, in order to avoid speculative judgments the analysis of Cloud Broker’s 

perspective will be omitted. 

5.6 Final Framework of the Cloud Marketplace 

The additional information and feedback received through the interviews contributed to 

the further development of the framework (see section 2.4.3). Figure 5.1 represents the fi-

nal framework of the cloud marketplace (notation similar to section 2.4.3). Although the 

original general nesting structure and distribution of capabilities remains, the recommenda-

tions given by the interviewees and the identification of opportunities, strengths, and 

weaknesses as outlined above allowed the framework to be improved by additional capabil-

ities. This section will introduce the changes made and provide arguments to support such 

decision. 
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Figure 5.1 – Final Framework of the Cloud Marketplace



  

 
68 

According to the adopted changes, there were outlined three capabilities within Ecosys-

tem Governance:  

 Qualitative Differentiation refers to the capability that allows the differentiation be-

tween different products in terms of quality (derived from Partner::O1, Provider::O1, 

Auditor::S1, Auditor::O1) 

 Key Performance Indicators (KPIs) covers capabilities that carry out performance 

measurements in accordance with Quality of Service Standards (derived from Audi-

tor::O1). 

 Ecosystem Telemetry refers to the capability that allows quantifying and collecting 

data of interest for the actors in correspondence with Policy Management (derived 

from Auditor::O1, Consumer::O4, Provider::O3) 

Ecosystem Management is comprised of four capabilities: 

 Identity Management refers to the capability that provides each actor with an identity 

meaningful in the ecosystem’s context (derived from Partner::O1, Partner::O3, Audi-

tor::S1, Provider::O1, Provider::O2) 

 Entry Barrier denotes a capability that ensures actors’ and services’ compliance to the 

specified standards and policies (derived from Partner::O5, Partner::O7, Auditor::S2, 

Consumer::S4, Consumer::O1) 

 Service Publication and Exposure and SOA Metadata Storage and Management 

are corresponding capabilities of service component and governance layers of SOA RA 

(see section 2.2.4) advised to be included in the framework by Cloud Partner III. 

The new revision of Cloud Information Architecture includes four capabilities: 

 Data Architecture refers to a set of standards for information interexchange and in-

teroperability support (derived from Consumer::S4, Consumer::O1 and original inten-

tion – see section 2.4.3). 

 Transparency capability is to ensure that all relationships within the ecosystem are vis-

ible and the impact of service and component change can be traced and assessed (de-

rived from Auditor::S2, Auditor::O2, Consumer::S3, Consumer::O4, and Consum-

er::O6). 

 Ecosystem Intelligence comprises of capabilities intended to derive relevant infor-

mation out of data collected by Ecosystem Telemetry and KPIs (derived from Audi-

tor::O1, Consumer::O4, and Provider::O3). 

 Service Clustering refers to the ability to categorize and distribute services according to 

specified criteria (corresponds to the service layer of SOA RA, suggested by Cloud Part-

ner III). 

Cloud Quality of Service is comprised of two categories of capabilities (derived from 

Consumer::S4, Consumer::O1, Consumer::O2 and suggestion of Cloud Partner III): 

 QoS Standards refers to quality standards for services and actors of the ecosystem. 
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 SOA Compliance refers to quality management in terms of SOA. 

In addition, the study identified s set of capabilities expected to be provided by the ecosys-

tem’s actors. 

The following capabilities expand the scope of Cloud Auditor is comprised of five capa-

bilities: 

 Cloud Auditing Standards refers to the standards that cloud auditors use to evaluate 

the cloud services (derived from Auditor::O3). 

 Security Audit – a set of activities directed towards ensuring the compliance of ser-

vices and actors with the security standards and policies in place (derived from Audi-

tor::S2, Consumer::S4, and Consumer::O3). 

According to the suggestion of Cloud Partner III about the distribution of certain SOA ca-

pabilities among the ecosystem’s actors the next elements were added to the framework: 

 Cloud Partner’s capabilities were extended with Service Definition and Service Re-

alization and Implementation from SOA RA service and service components layers 

correspondingly. 

 Cloud Consumer’s SOA Layer received Business Rules Definition, Process Defi-

nition, Service Invocation (derived additionally from Cloud Auditor’s comments on 

consumer responsibilities and Consumer::O5). 

 Cloud Broker’s scope was expanded with Information Integration (corresponds to 

SOA RA information layer, additionally derived from Cloud Consumer’s interview) and 

Configuration and Change Management (corresponds to SOA RA QoS layer, addi-

tionally derived from Cloud Auditor’s interview) 

Lastly, in accordance with the Partner::O4, the capabilities of Cloud Partner were extend-

ed by Support – human-aided assistance in resolving issues that may arise in service con-

sumption. 

Appendix D illustrates how the different elements within the ecosystem are related to each 

other. 
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6 Discussion 

6.1 Result discussion 

The aim of this study was to investigate the idea of a service-oriented marketplace for 

cloud computing solutions on which five key actors of the cloud computing market come 

together. In this context, the initial theoretical framework of the cloud marketplace was 

created by combining elements of existing research frameworks of the fundamental con-

cepts of this study (cloud computing, SOA, and service-oriented cloud computing). After 

having talked to a number of key actors of the cloud market, this initial theoretical frame-

work was further refined and resulted in the final empirical framework as presented at the 

end of the previous chapter. It was exactly this framework at which the first research ques-

tion of this study aimed by asking for the key capabilities the cloud marketplace and the ac-

tors should deliver. After having coded the data, we conducted a SWOT-analysis of the re-

ceived responses from the interviewees of the same actor category in order to identify op-

portunities which served as the main source for answering the first research question. In 

such way, there was identified a number of capabilities that should be delivered by the 

marketplace and the actors. The cloud marketplace contains the ecosystem core consisting 

of Ecosystem Management, Information Architecture, Ecosystem Governance, and Quali-

ty of Service. While the Ecosystem Governance ensures the qualitative differentiation of 

cloud services, the definition and measurement of KPIs, as well as automated measure-

ments and data collections, the Information Architecture provides standards for infor-

mation exchange and interoperability, ensures the visibility and traceability of changes, 

draws relevant information from collected data, and categorizes and distributes services ac-

cording to specified criteria. The Ecosystem Management identifies each actor and ensures 

the compliance of actors to specified standards and policies. Quality of Service specifies 

quality standards which services and actors have to comply with and manages the SOA 

quality. In addition to core marketplace competencies, the introduced framework contains 

capabilities relevant for the actors of the cloud ecosystem. Section 5.6 provides their de-

tailed description. 

The second research question of this study firstly asked for the existence of a demand 

for the cloud marketplace among the key actors of the cloud market, and secondly, for the 

incentives and concerns that determine the demand. The answer to this research question 

is generally positive, there is a demand in the cloud marketplace. However, there are many 

open issues that need to be solved in order to make the idea realizable in practice. The col-

lected data revealed that the actors’ main concerns regarding the cloud marketplace it-

self were related to  

 Differentiation between products and actors. 

 Provision of support. 

 Interoperability and integration. 

 Auditing costs. 

 Complexity in terms of service dependencies and change management. 
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 Performance sustainability. 

 Achieving customer retention. 

 Challenges in PaaS and SaaS publishing. 

In addition to those internal cloud marketplace challenges, the actors stated several con-

cerns regarding external issues that the marketplace has no immediate influence on. 

These main external threats are related to 

 Security. 

 Data protection and data protection regulations. 

 Failure (availability/reliability). 

 Internet connection. 

 Versioning. 

 SOA and service integration. 

 Ratings. 

On the other hand, provided those concerns to be solved, the actors also see many 

strengths in the cloud marketplace representing incentives for participation. The actors’ 

main incentives are related to 

 Service orientation (provision of service components). 

 Cloud computing as the strategy of the future. 

 Quality of service. 

 Sustainability. 

 Cost reductions. 

 Decision control. 

 Business transformation. 

 Guaranteed interoperability. 

 Integration-as-a-Service. 

The result of the second research question has shown that while the main actors of cloud 

computing see a variety of opportunities and benefits in the cloud marketplace, there still 

exist many issues that need further investigations and consideration. The first research 

question presented several capabilities that are intended to both solve the identified weak-

nesses and, at the same time, support the strengths of the cloud marketplace. Only if those 

capabilities are successfully implemented, the cloud marketplace is of interest for the actors. 

After all, the results of this study have again confirmed the increasing popularity of cloud 

computing and the openness of actors for new ideas. However, there are several limitations 

that are discussed in the following. 

6.2 Methods discussion 

Deciding about the methodology requires to make compromises that determine the alloca-

tion of spent time and resources. Firstly, necessary capabilities of the cloud marketplace 
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needed to be identified and, secondly, determined whether and why there exists a demand or 

no demand among the key actors for the cloud marketplace. As discussed in chapter 3, the 

nature of the research questions led to the conduct of a qualitative approach, rather than a 

quantitative approach. It turned out that the selected research approach was appropriate 

for both answering the first research question and determining why the interviewed actors 

exhibited a demand or no demand for the marketplace. However, in order to being able to 

generalize a statement about whether there exists a demand among all actors, a quantitative 

approach might be a better choice to reach a broader audience. This results in a limited re-

liability of the answer to the second research question. 

Furthermore, it should also be considered that those actors who agreed on an interview 

most likely had some interest in the idea of the cloud marketplace. Therefore, the respons-

es might be more positive towards the idea. Potential interviewees who had viewed the 

cloud marketplace as not feasible would have probably ignored the interview request.  

In addition to that, the goal of interviewing at least two different subjects from each actor 

category was not reached. Instead of conducting two independent interviews with cloud 

auditors, cloud brokers, cloud consumers, cloud partners, and cloud providers, respectively, 

we ended up interviewing three cloud partners, one cloud auditor, one cloud consumer, 

and one cloud consumer/provider. While the three interviews with cloud partners allowed 

a comparison of different statements from different interviewees, the remaining interview 

results might be biased by the respective experience, location, culture, or activities of the 

interviewees. Besides that, the conducted interviews did not include cloud brokers. There-

fore, the assigned capabilities to cloud brokers in the final framework have a rather limited 

validity since they were mainly drawn from existing frameworks which were the results of 

different research approaches and focuses. 

The conduct of email interviews represents another limitation of this study. Besides the 

benefit that interviewees can complete the interview at their own convenience, there is no 

room for observation of emotions and, compared to face-to-face interviews, there is the 

risk of receiving narrow responses. Furthermore, ensuring that the interviewees understand 

the questions the same way as the researchers becomes more difficult (McCoyd & Kerson, 

2006). Also, the conduct of Skype interviews comes along with certain risks. Despite, the 

increasing number of authors labeling VoIP interviews as an appropriate alternative to 

face-to-face interviews (e.g. Bertrand & Bourdeau, 2010; Hay-Gibson, 2010), researchers 

have to be aware of the increased difficulty of building rapport due to the lack of visual 

cues, for instance. (Deakin & Wakefield, 2013) While both email and VoIP interviews pro-

vide an opportunity to talk to otherwise inaccessible participants, like it was the case in this 

study, the results might have been different when all interviews were conducted face-to-

face. 

In addition to that, the fact that the interviews were conducted in four different languages 

and then translated into English came along with the risk of inappropriate translations of 

concepts. The decision on how to translate certain statements of interviewees was exclu-

sively made by the authors which presents another limitation of the study. 
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6.3 Implication for research 

This study represents an exploratory research of a novice idea of a marketplace for cloud 

services that leverage SOA paradigm to enable modularity, reusability of components and 

standardization of interfaces. Its results contribute to bodies of knowledge in domains of 

cloud computing and SOA. It makes interest for researchers conducting studies in the cor-

responding areas and will be of importance for those focusing on the combination and mu-

tual support of these concepts. 

The study at hand has its theoretical base adopted from frameworks, standards and specifi-

cations widely accepted by academic communities in domains of cloud computing and 

SOA. It utilizes models and concepts from NIST cloud computing reference architecture 

and ontology, OASIS, CCOA, SOCCA frameworks as well as SOA RA and SOCCI devel-

oped by TOG (see section 2.1 - 2.3). The use of the commonly accepted vocabulary allows 

the knowledge derived from the study to be more easily communicated and incorporated in 

following studies within the same and adjacent domains that relate to equivalent notions. 

6.4 Implication for practice 

As was identified during the study, there is a number of ongoing efforts to implement simi-

lar marketplaces by IT industry experts. Such projects are currently carried out by Banking 

Industry Architecture Network and Deutsche Börse. In the former case the focus is on 

leveraging SOA in order to decrease integration costs and save investments on services that 

are commoditized within the banking industry, however with no regard to the cloud. The 

later example, on the contrary, is concerned with cloud computing and does not account 

for SOA. The results of this study can be of interest for such projects as well as for similar 

initiatives. 

6.5 Future research 

The cloud marketplace concept represents an innovative idea for the cloud computing 

market. The current research scope was able to address a limited amount of issues that in-

fluence overall viability of such solution in its static state. While the study at hand has iden-

tified the interest of the cloud actors to join the marketplace as rather positive, there are 

more dimensions that need to be researched before the final conclusion can be drawn. 

Firstly, as it was previously mentioned in the methods discussion, the results are to some 

extent incomplete since Cloud Brokers were not considered. This is a particular side of the 

study that may benefit from additional research. Secondly, the analysis of the role of the 

cloud marketplace is not full without modeling of the ecosystem in dynamics. Thirdly, the 

business viability of the marketplace should be assessed and corresponding business model 

developed. The interviews conducted imply that the interest of the cloud actors to take part 

in the marketplace ecosystem is largely dependent on the involvement of customers, which 

are perceived as the main source of revenue by the other participants. Therefore the further 

research in regard to business viability of the marketplace idea can benefit from shifting the 

focus on the cloud customers. Lastly, the question of technical feasibility of the introduced 
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idea should be tested. However, as can be drawn from the conducted interviews, this is a 

complicated matter that poses numerous problems and requires substantial research effort. 
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Appendix B: Interview Guidelines and Questionnaire 

Interview Guideline for acmeo and Olexandr 

Introduction and Background 

 Do you agree to this interview being recorded? Is there anything you would like us to 

leave out of the transcript? 

 Please introduce yourself and your company (position, experience). 

 Could you describe your business? 

o What is your offering? Who are your biggest clients? 
______________________________________________________________________ 

Cloud/SOA-related Questions 

 How do you manage relationships with the clients? 

 How do you relate to the open innovation and 3rd-party development? 

 Is there an audit process implemented on your offering? 

 In what way do you cooperate with other cloud providers? 

 What challenges are you facing?  

o What are you doing to overcome them? 

 Could you describe your experience with SOA?  
______________________________________________________________________ 

Model-related Questions 

 Introduction of our research and model: 

o In our thesis we are focusing on investigating an idea of a marketplace for 

cloud solutions… [presenting and explaining the model] 

 As a cloud provider, do you see any opportunities in this approach? 

 What kind of data would you expect to receive from the marketplace? 

 What would be essential in the marketplace to achieve better engagement of providers 

(characteristics, policies, standards, etc.)? 

 Given your mentioned requirements as provided, in what way would this marketplace 

be attracting from a cloud provider point of view as a resource in your practice? 

 What issues/challenges do you see? 

 What would you recommend to mitigate them? 

______________________________________________________________________ 

Closure 

 Do you have any comments or additions that you consider as important? 

 Do you have any questions about our study? 

 Could you recommend anyone else who might be qualified for participating in our re-

search? 
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Interview Guideline for EY 

Introduction and Background 

 Do you agree to this interview being recorded? Is there anything you would like us to 

leave out of the transcript? 

 Please introduce yourself and your company (position, experience). 

 Please describe your experience in auditing IT sourcing in general and cloud sourcing in 

particular. 

______________________________________________________________________ 

Cloud/SOA-related Questions 

 Could you describe your experience with cloud computing? 

 Could you describe the auditing process in more detail? 

o Does it differ in the context of cloud computing? 

o What about the relationships with cloud providers and consumers? 

 How do you evaluate that a cloud solution complies with policies? 

o What are you focusing on? 

 Which problems/challenges do you/consumers face with regard to cloud computing? 

 Could you describe your experience with SOA?  

______________________________________________________________________ 

Model-related Questions 

 Introduction of our research and model: 

o In our thesis we are focusing on investigating an idea of an open marketplace 

for cloud solutions… [presenting and explaining the model] 

 As a cloud auditor, do you see any opportunities in this approach? 

o What would make it useful in your practice? 

 What kind of data would you expect to receive from the marketplace? 

 What would be essential in the marketplace to achieve better engagement of auditors 

(characteristics, policies, standards, etc.)? 

 Given your mentioned requirements as provided, in what way would this marketplace 

be attracting from a cloud auditor point of view as a resource in your practice? 

 What issues/challenges do you see? 

 What would you recommend to mitigate them? 

______________________________________________________________________ 

Closure 

 Do you have any comments or additions that you consider as important? 

 Do you have any questions about our study? 

 Could you recommend anyone else who might be qualified for participating in our re-

search (create contact)? 
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Email Questionnaire for ControlPay and MRC 

Cloud/SOA-related Questions 

Q1: How is cloud computing used at [company]? 

Q2: How is SOA implemented at [company]? 
______________________________________________________________________ 

Model-related Questions 

Q3: Do you see any opportunities in the Cloud Marketplace for your organization? 

Q4: What issues/challenges do you see? 

Q5: What kind of information do you consider relevant concerning your interaction with 

the marketplace? 

Q6: What, in your opinion, would be essential to improve in the model? 
______________________________________________________________________ 

Closure 

Q7: Any additional comments? 
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Appendix C: Interview Transcripts 

Interview with Per Magnusson, Senior Manager at EY, Jönköping 

Interviewer: I would like to start if there are any details we should leave out of the tran-
script later?   
 
Magnusson: No.   
 
Interviewer: Ok, could you please introduce yourself and your company.   
 
Magnusson: My name is Per Magnusson and I'm an authorized accountant. My basis is fi-
nancial audit but since 10 years, I moved more into IT audit. So more and more IT infor-
mation security in the companies. During the last year I’ve been mainly reviewing local 
banks.   
 
Interviewer: Could you describe your experience regarding sourcing and especially sourc-
ing especially from the cloud.   
 
Magnusson: So we go to the client when we do the financial audit and we want to under-
stand how they manage their information and their systems. And sometimes it's outsourced 
or they get the service from the cloud. For example the HR system.   
 
Interviewer: Could you describe the audit process in a bit more detail. So what should be 
done in general?   
 
Magnusson: First we look at the general IT and whether they have policies and how the 
top management manages the information system. Or it might be that the IT department 
only manages the information system. So we want the company management to show and 
tell what kind of risk they see and how they manage those risks. So we want to see policies 
which prescribe how to behave as a user and how to behave as an IT department. When 
we come deeper into the different areas, the first big one is the change management. "How 
do they make sure that the change is authorized at the right level in the company?" The 
change may cause problems or will affect the whole company or systems further away. 
They also accompanies testing. So when they have done a change, have they tested it 
enough so that they know that the system will still work as they wanted or intended. Or if 
they move information from one system to another, have they checked that the infor-
mation is correct and complete? We also look into who has access. For example if you have 
three different services areas: a development area, a testing area, and a production area. We 
then just want to make sure that the developers don't have access to the production area 
because they could do a change without testing and that shouldn't happen. So far to change 
management. The next part is access management to make sure that it is the right user who 
has access to the things he or she should do. Also that the internal control is enough. For 
example, do they want a certain person to do a payment or should at least two persons do 
this. When we look at the financial report at the end, we want to make sure how it has been 
done. Is it a single person who could do a lot of changes and there is no control? Or is it 
two different persons at the right level? Then of course we could trust those controls. Also 
when we look at application controls...If we are going to trust those application controls, 
we need to know whether they have been working the whole year as the company intend-
ed. And then we look at who has access to make changes to those application controls. 
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Sometimes we really look into a log file and see what kind of changes have been done to 
this control and hopefully it is none during the year. So we have an audit proof that it did-
n't change. When we tested it the previous year and it worked as we thought it should work 
then we have the audit proof that it has been working the following year as well. But we 
look more into how they manage their access and whether it is the correct person who was 
authorized new access. And if it's a thorough system and they have policies and it looks 
quite nice we might look into old users, for example. So if it's not a lot of old users and old 
strong users, we can see that they manage the access management quite well and then we 
can trust the system. The last point...on-site the company I'm mainly reviewing backup and 
disaster recovery. If we look at the financial reporting, disaster recovery is not that interest-
ing because it will not change the figures in the financial reporting. But it may do in the fu-
ture for a company to survive. Then it's quite important. But normally we look whether 
they have thought about it and what kind of documentation they have. If we look at bigger 
companies, we mainly look at the batch operations. So if there are different systems, how 
do they know that information from all these subsystems move correctly? So that they 
don't lose any information. So we look what kind of controls they have to make sure that 
all these batches have been running during the night for example.   
 
Interviewer: So if a part of the IT system is outsourced to some place. For example, let's 
say backup and recovery. When you do the audit, will it cover only the company or the ex-
ternal provider also?   
 
Magnusson: Normally, in the cloud or outsourcing agreement they have that the buying 
company's auditor are allowed to do review at the outsourcer. But the problem is that the 
outsourcers say that they have to pay to help with the audit. Normally that would be so ex-
pensive so they leave it then. But if we try to get some information then it would be service 
provider who delivers the information for us. For example if the backup is outsourced, we 
might ask for a log file for example to see how the last backup looked like. Was there a 
fault or were there any exceptions or problems? Or also to see when they did the last re-
trieve test and how it went, for example. So sometimes we get information from outsourc-
ing partners and sometimes we have to stop there. Sometimes we get indications that it 
doesn't look that good at the outsourcing provider. So normally, we stop there and don't 
do the audit we want, but unfortunately we have to do some more financial audit. For ex-
ample, if the access to application control is really good, the financial audit has to do more 
testing to make sure that the control has been working the whole year. The good thing is to 
have some kind of report from the outsourcing provider. Then we are fine.    
 
Interviewer: What would be the key things that you would concentrate in case that the 
outsourcing provider gives you the full access?   
 
Magnusson: For example, if we an outsourcing provider just runs the servers and does the 
backup, we want to see the access management of the company. Because normally we find 
really old users at the service and how does the outsourcing provider make sure that it's still 
just the person who works with that client who has access those servers. For example if 
they transit information, how do they make sure that this information will come just to the 
person who works with it and not to any of the other clients they have? For example if they 
have a lot of clients on the same server and sometimes they have to move around because 
a client wants more space and another one wants less for example. So we would mainly 
look at the process of access management, how it looks like with old users, and backup. 
And if the company is very dependent on the information, so the company will need to 
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have their systems running, we would also look at the disaster recovery and how they make 
sure to meet the agreed requirements. Because in the end, if the client gets some kind of 
payment reduction, it's still the end client who has to pay for it. We have seen too often 
that, if something fails, the service providers find ways that they don't have to pay. I think 
there should be a little bit more pressure on the outsourcing providers.   
 
Interviewer: How, in your opinion, does it change when going from outsourcing to cloud 
computing in terms of contract negotiations?   
 
Magnusson: It's still the management's responsibility regarding security and making sure 
that the business has what it needs. Even if responsibilities are outsourced, it's still their re-
sponsibility. They think they have outsourced and are happy with that. But how do they 
know that it will work, because the pain is still with them, not with the outsourcing provid-
er. So they must make sure what they want. That's one of the problems. They think they 
buy something and they are so sure that they will get what they have bought. But they 
should also make sure that the service provider can fulfill the contract. That's one point. 
The second part where we see more and more problems...The IT department normally was 
involved in all the IT initiatives. Now it's any department in a company that buys services 
from everywhere and who has controlled the accesses they want? So if they have access to 
a lot of different cloud providers and the company doesn't know which service provider a 
single user has access to and they quit the company...How do they cut down the different 
accesses to different service providers? And if the user goes to a competitor, it might still 
have access to the old employer's access into the service provider and could continue to 
look into information that could be very sensitive. And also if an employee leaves and there 
was a fight when he or she left, the former employee could maybe alter a lot of information 
of the old employer who has to pay for it. How do you stop that? The third one is how do 
you make sure that systems talk to each other. And I think that's one part that we have 
seen in a big company. The plan was to outsource nearly everything and in the end they 
moved it back because they realized that they can't make different systems from different 
service providers talk to each other. So it was easier to run their own systems and make 
them talk to each other.   
 
Interviewer: So if I understand it correct, it's an interoperability issue of proprietary tech-
nologies. What's the reason why they don't talk to each other? 
 
Magnusson: For example, if you have a production system where the user enters the time 
he has been working with the machine and then you have a HR system which you are buy-
ing and you want those hours to go directly into the HR system. Then you have two service 
providers who need to talk to each other and that's the problem. Because one service pro-
vider wants to make sure to have a very common platform and wants every user to use it in 
the exact same way since this would be the cheapest way for them to run their business. 
But of course different buyers use different other systems and if they want to connect their 
individual systems to their standard system it will be a problem. So if there would be some 
kind of a common language or common system that everyone agrees on, where it is easy to 
transform information into a standard format between different systems that would proba-
bly boost the business.   
 
Interviewer: Who you think would drive this kind of system, this kind of agreement?   
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Magnusson: I'm not sure. Someone needs to earn money with. Of course it would be 
possible to get paid for every transaction. But I guess the only problem could be that there 
are so many different standards and different languages. But it should go.    
 
Interviewer: I want to introduce a little bit more our model. Right now we have already 
done a substantial part of our research. This is the way we see the result of our thesis. We 
are coming up with a certain framework for the marketplace. It is capability driven and the 
marketplace will have capabilities that correspond to the ecosystem core which defines how 
the ecosystem functions. We also identified that in order to allow effective communication 
among different actors of this market, we need to have dashboards. As you can see, when it 
goes to cloud auditors and auditor dashboard, it's empty. This is something I want to get 
out of this interview. So I want to get to know what kind of capabilities a cloud auditor 
could contribute to this ecosystem. And what kind of capabilities would a cloud auditor 
expect to receive from the cloud marketplace in order to do the work more efficient and 
for this initiative to be more useful. Before we continue, do you have any question about 
the idea?   
 
Magnusson: Yes, when we have the marketplace. Is it the development of new applica-
tions? Or what do you have on the marketplace?   
 
Interviewer: Yes, the idea is, from the consumer side, that they have this kind of hybrid 
scenario where they have a part of their IT systems locally and some parts they outsource 
from the cloud. But we assume that cloud consumers are applying the concept of service-
oriented architecture when building their IT system which is modular and it's quite easy for 
them to take modules out from the cloud. So this marketplace should contain those ser-
vices. For instance, going back to your example, let's say backup and recovery service 
which companies could buy it from the cloud marketplace and easily integrate it to their IT 
system. Other actors like cloud providers publish those capabilities including infrastruc-
tures, a set of platform, or SaaS. Cloud partners in this regard are third-party developers, 
could be outsourcing providers. Let's say that one cloud consumer is building a solution 
and certain modules could be delivered from the marketplace but others should be devel-
oped additionally. Then a cloud partner could deliver value adding solutions based either 
on the other services available on the marketplace or based on the capabilities available 
from the cloud providers and also make it available on the marketplace and everything is 
then integrated by cloud brokers. So all these entities they don't have to be separate entities. 
It's also possible that a cloud provider could function as a cloud broker. What we want to 
talk about is the role of the cloud auditor. So what kind of information would you be inter-
ested to receive from the marketplace? And what would make it a success from your per-
spective? What would make auditors to be engaged in this ecosystem assuming that all ac-
tors are already in? So do you see any opportunities in this approach?   
 
Magnusson: Of course, but I see a lot of problems as well.   
 
Interviewer: That's good. That is also what we are looking for. A negative result is also a 
result.   
 
Magnusson: So they don't buy a service completely? They buy a part of SOA...   
 
Interviewer: Yes.   
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Magnusson: Do they build something with the help of those other people? Or is it that 
they say "We want this kind of backups"? So they just buy that part and those provide it 
and make some changes to it so that it will suit that customer? 
 
Interviewer: If take the analogy to the Apple App Store, which is quite often used in 
SOA...The cloud marketplace basically sells Lego parts which are build buy cloud providers 
and custom parts were made by cloud partners and cloud brokers are the one who put 
them together and integrate it to the cloud consumer's existing architecture.   
 
Magnusson: I think you really want to make sure that the thing that you buy from the 
marketplace works as intended. And if you put different Lego parts together, what should 
we review? Should we write a report for the individual Lego parts or their combination? 
And since the buyer could choose the Lego parts and gets the report as well...or do they 
buy those two and those two will work differently together. Of course, that report and that 
report will not be the same when you put the two Lego parts together. Then we have to re-
view it again and have a report for both because it will work differently. That's my under-
standing. 
 
Interviewer: So what kind of information do you need to evaluate it more effectively or to 
make it easier?   
 
Magnusson: It would be a very clear change management process, I guess. To make sure 
what's included in the scope and what parts we have. How have they planned for the 
change and how have they tested? Testing is very important and also that we need to un-
derstand how and what they have tested. So hopefully all occasions and all different ways 
how you will use that little part is tested. Too often you see that people just test how they 
intend to use a system for example. But you always have this, I don't want to say stupid, 
but different users that behave in another way and do things that you shouldn't do. Have 
they tested for those occasions as well? For example, when they had gone half the way in, 
they stop doing what they do because they get an email at the same time, the system should 
still work. So how do we know how they have tested and that it were experienced users 
who have tested it? I think that's one of the big parts. Of course, we need to know how it 
should be used. And if a little part can just be used in one way, then we can make a report 
and make sure that it works as intended.   
 
Interviewer: So if I understand it correct, it's not only about the specific SOA services, but 
also about their combination?   
 
Magnusson: Yes, I think so. Because often we see that a change in one system affects 
something further away. The inflow or outflow of information could be changed and if we 
have looked into one thing and then they use another one instead, the information may be 
a little bit different and it doesn't work anymore. For example, that may be a big change, 
but a typical hard one is when you buy in square meters and sell in kilos. Or you buy a 
package of something and you sell it in liters. So if something happens within the system is 
a typical thing where a change might occur. For example, when they have something which 
comes out as liters of milk, and here suddenly they sell it as kilos of milk, or cheese because 
that's still milk but in kilos. So when we are making a report it must be very clear what the 
input is and what the output is and hopefully then, when it's possible to have a standard-
ized information exchange…So when you have a System A, it's always kilos that goes out 
from that. It's not pounds or any other measure.   
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Interviewer: Talking about standardization, if the marketplace would be providing this 
kind of setup and rules that everything that goes in should be interoperable…Let’s take the 
analogy with Apple's App Store where basically every App that goes in is reviewed by a 
team of professionals. And only after a couple of months it goes in. But whenever you in-
stall it on the iPhone, whichever model it is, it's going to work. So if the cloud marketplace 
would solve this problem... 
 
Magnusson: So it would be in the same controlled area or standardized...   
 
Interviewer: Yes. Which other issues would you see?   
 
Magnusson: [Silence]   
 
Interviewer: Ok, let me ask something else. Going away from the exchange of information 
between different services, but going to the comparison of different services which should 
provide the same result. For example, you have a number of services that provide backup 
and recovery: what kind of information about them would you as an auditor be interested 
in, in order to evaluate which the best one is, or the one that complies with the policies the 
most? 
 
Magnusson: Again, it's really up to the consumer to set up their business needs. For ex-
ample, for some consumers, information which is one day old is really dead. But for some, 
you need to have it for a couple of years. Then it also depends on how the backup should 
look like. Because for the one of them it's enough to keep no backup for one day, because 
it's not interesting. But for a medicine company you need to keep track of them for 20 
years or something in order to know how it was produced. So the business needs. But I 
guess the cloud marketplace could have different costs. It may still be the same or you 
could add on. So for example we need to keep the backup for one day, one week, one 
month and you as a customer could buy what you need and you have to pay for it. And I 
guess it's the same when it comes to recovery. It's up to the consumer to set the limit for 
the system to be up and running again after a failure. And of course, those must show how 
we could make sure that we meet the requirements. Is it just that we have an agreement or 
can you really show that recovery is tested regularly and that, within two hours, the busi-
ness is up and running again after a total failure. In the cloud marketplace, you have the 
cloud audit, the independent part who looks into those processes, and could say 'Yes, they 
have tested it. They have tested it in a way that we agree to. And yes, they will be able to 
provide the service within two hours'. And if it should be flexible...If we look at recovery 
again, we had to look into the different processes to say 'Yes, they will be able to provide 
these flexible hours to different customers'. But if all the customers want their service back 
within two hours, it will be a problem. I guess the cloud provider will only be able to serve 
just a few within two hours and the rest within a couple of days. It will probably be more 
expensive than the costs they have set to those few customers. As an auditor, we have to 
look in that area as well and I think it will be harder to see the big picture there. Of course 
it is easy to just go into one process and see whether it looks nice and they have documen-
tation and problem management in place and tested the occasions. But at one moment 
these processes will not be enough because it will be such a big thing. So they will need an-
other organization, another process...I think that will be difficult to write a report on.   
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Interviewer: You mentioned that most of the time you don't get access to outsourcing 
providers. In cloud it's even worse because cloud providers are even more closed organiza-
tions. But we see the opportunity that the cloud marketplace could expose more infor-
mation about the providers. What kind of information would you need?   
 
Magnusson: I think, as they are a standard, for example this report where you have an in-
dependent auditor who goes in and looks into this part and where you can release a report 
to everyone who really wants to use it. I think that's one of the ways to go. Because I guess 
that's the one who provides the information or provides the services in the end. So to make 
someone sure that he or she will receive the information or the service, an audit report, in-
dicating that this provider can provide the service, and has security, and has change man-
agement and so on, will help in understanding that this provider will be able to deliver the 
service.   
 
Interviewer: So should there be a standard that all providers should comply to?   
 
Magnusson: There is an international standard, I think it's American. It's quite commonly 
used. It's a standard which an external auditor, for example, follows when doing the review. 
There are two different areas. One concerns the current state of the system and the other 
looks at the period. 
 
Interviewer: In this regard, what would you say about cloud partners and cloud broker? 
Should they also need to be certified and comply with the standard?   
 
Magnusson: I'm not sure. Because I guess the broker is just the link with the...   
 
Interviewer: Yes, he solves the problem of systems talking to each other. So if the data 
formats are different, the broker will solve that.   
 
Magnusson: Yes, of course. For example, if we have different systems talking to each oth-
er and you say this one will provide that service...Isn't that a kind of cloud provider but 
with another service?   
 
Interviewer: It is. But in the context of our Master Thesis we are following the National 
Institute of Standards and Technology's definitions and according to that the cloud broker 
is kind of an external partner responsible for integration...   
 
Magnusson: So if you have inflowing data and outflowing data and they do something 
with that data in between that...of course it will be interesting for that one how this works. 
When I buy something from one provider which goes in here, and then I want this infor-
mation going to another service provider, I want to make sure that the broker does the job 
all the time as I wanted it and if they do changes they have to make sure that it still works. 
It will affect the business if something happens here. And also if this one is the one who 
helps to develop things here and here. Of course, I want to make sure that they follow 
standards, that they do the job as they should do. Even if they work there or there or there. 
But I think that the people here trust these people totally. And they don't care. I'm so sur-
prised because it's a business system and the consultancy does it and they trust them. And 
then we go into the consultancy firm to see how it looks like and it's a mess sometimes. 
And they still trust them which I can't understand. It's so strange. Some of the people here 
are very junior and they don't know. And sometimes you start in a company and you have 
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to do it and during the first day you will not exactly know how to run it and if you have a 
bad manager, you have to figure it out by yourself and you do it in a bad way. This can 
happen there and there and there. So if you assign a lot of responsibilities to people in the 
beginning, it will probably be too much. Also you can have people having a bad Monday, 
and therefore you need to have thorough methodologies and controls in place to make sure 
that you deliver what you should deliver. And if you don't have it, it will be a problem. So 
of course, that one [the broker] should be interested to have some kind of review how it 
looks like. The more important information is there, the more important it is to have some 
kind of auditor report saying how these persons manage their business. So I guess, regard-
ing really sensitive information, you must make sure that this people do what they should 
do and it must not go wrong. Otherwise you are out of business. So it should be interesting 
to have those auditors as well.   
 
Interviewer: Do you see a way in which the auditor could contribute in shaping the mar-
ketplace to make it better?   
 
Magnusson: If there are standards everybody knows how we have done the audit and 
how it looks like. I think standardization is the most important part. The problem is when 
you have standards and people don't follow the standards and you think that they are fol-
lowing the standards.    
 
Interviewer: If this standardization would be implemented, should it be obligatory before 
a provider enters the marketplace for example? Or should it be informal...something that 
just goes out to cloud consumers?    
 
Magnusson: I think in the short it will probably be cheaper if they don't follow any stand-
ard. So if they have to choose a standard provider or a non-standard provider, it will prob-
ably be cheaper to buy from the non-standard provider. But I think in the long run it will 
be cheaper for all of them if standards are followed. I think it's the same for normal finan-
cial audit. Because we look at the companies and make sure that they report how they do in 
the business. If we were not there, no one could really trust the report from anyone. Be-
cause they can make up what they want. That will create a big uncertainty in the whole 
market. It will cost too much to make sure that this business partner is good enough. I 
think this will be the problem here as well. So if everyone uses the same standard every-
where it will be cheaper to make a new change. One problem is, though, that a standard is 
often something which is static, but the market is not static. It moves. If we look at infor-
mation security laws in Sweden. They are too old compared to how it looks like in reality 
and that may be a problem here as well. If you have a standard and you follow it, and the 
market keeps on developing, when should the standards be changed? If the standards 
moves too often, then it's not a standard.   
 
Interviewer: At one of the interviews before it was suggested to utilize the approach of the 
Google Play Store which is called ranking. So you don't really need to know much about 
the developer as long as you see that it's a five-star App. This is how most of the people are 
doing their choice. So based on the feedback of other people...   
 
Magnusson: I guess they have a lot of consumers. So the number of people or the num-
ber of companies should be enough. And it's just history that you can look at. If you have a 
failure and you don't meet the two hours, they get one star instead of five stars.   
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Interviewer: It might not be stars. It could be...   
 
Magnusson: If we look at the Cobit framework. There you had a lot of measures...how to 
measure different controls. And I think it should be possible to look into those and see 
what kind of areas could be interesting for service providers to see how the provider will be 
able to provide this kind of service. But then the provider needs so many consumers. If 
they just have three or five...   
 
Interviewer: Some things might be measured by the marketplace, some things might be 
given feedback by people...   
 
Magnusson: I think if we look deep into it, it should be possible to find measures. And 
still think it should be possible to look into Cobit to get some ideas. Sometimes it's really 
up to the consumer what's important for him or her. It depends on how their businesses 
look like. But of course you usually want to pick the best service provider, but this will 
probably be the most expensive one.   
 
Interviewer: Let's say if those issues about standardization and interoperability are 
solved...What would make you more actively engaged in this ecosystem. What would make 
you to recommend it to your customers in contrary to negotiating the service delivery of 
different cloud providers?   
 
Magnusson: If they have a standard, we can say to the consumer that it's a controlled area 
and that they can be surer what they get for the things they buy from there. This will give 
some kind of security in a way.   
 
Interviewer: Given the historical perspective definitely, any thoughts about how to kick 
start it when you don't have anybody?   
 
Magnusson: The problem is that the audit is quite expensive. Actually, I don't know be-
cause they may not care sometimes. Even if we say "This is so secure", they may choose 
another one anyway. But I would say, yes you should go in here [the marketplace] because 
it's a more secure area and there are reviews and all the providers and all the processes are 
good and thorough in a way. We could say that.   
 
Interviewer: What would be your thoughts about the ownership about the cloud market-
place? Should it be viewed as a separate entity in the middle or should it relate closely to 
some of the other actors? So around what should the ecosystem be build?   
 
Magnusson: It's interesting. If you look at Apple, they own all of it and people trust it. But 
you probably want this to be independent. How do we otherwise know that the ratings and 
so on are fair in here? And if you are going to have a full market system in here. For exam-
ple, when you come to a big shop and you talk to the seller there...you never know if the 
seller gets more paid for one product even if a different product might be better. You nev-
er know, you have to find out yourself. So if you want to marketplace to be close to reality, 
it should be independent and behave in an independent way. Is it just parts of things they 
buy here? Because they want to be more competitive compared to the one here.   
 
Interviewer: One of the inspirations we were sourcing for this thesis was the article "IT 
doesn't matter" saying that a great part of companies' IT systems don't really bring compet-
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itive advantage. We wanted to develop this concept in a direction that...for instance there 
are many concerns about privacy in the cloud. Certain systems are more concerned about it 
than others. So we consider it as a possibility to give those solutions to consumers that are 
valuable for their competitive advantage and in terms of security and privacy, but at the 
same time outsource componentized solutions from this marketplace without a need to in-
vest into development. Do you have any additionally comments?   
 
Magnusson: I think it should be possible to do it in that way. It depends how you look at 
SOA. SOA was very popular a couple of years ago and at the end it was not so easy. We 
have some companies that try to use it but it has not been so easy. But it may be easy in the 
future when you have a package that's much clearer.   
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Interview with Dennis Götsch, Sales Manager at acmeo, Hannover 

Interviewer: Please introduce yourself and your company. 
 
Götsch: Yes, my name is Dennis Götsch and I’m working for acmeo. I'm responsible for 
the Microsoft-hosted distribution. acmeo is a distributor for several cloud products, among 
others Microsoft-hosted products like Exchange, V-server, and Outlook.   
 
Interviewer: What are your general offerings that you sell?   
 
Götsch: We market the product Busymouse from Germany which has the advantage that 
we underlie German data protection regulations. The datacenter is here in Hannover. So 
theoretically it's possible to visit its data.   
 
Interviewer: So you are hosting the solutions?   
 
Götsch: Yes and no. It's not a datacenter of Busymouse, but rather an independent hous-
ing datacenter. And the solutions are hosted from there. So the servers belong to 
Busymouse but are just located in that datacenter. But it's also possible to do a direct in-
housing.   
 
Interviewer: And your clients are mainly resellers and no end clients right?   
 
Götsch: Yes exclusively resellers. Busymouse itself is serving end clients.   
 
Interviewer: Does there exist an audit process in your offerings. So are there external audi-
tors which come in and review your products?   
 
Götsch: No. We talk to resellers and if the reseller is interested he can get the test version 
for 30 days and has the possibility to arrange an installation appointment with us where the 
technical salespersons explain and demonstrate the product for the customer. Then there is 
the possibility to label the product for the reseller so that he can say "That's my product". 
This also includes a consulting day involving a consultant from Busymouse and one from 
acmeo. It's also possible to arrange the consulting day separately. And it is only sold in 
Germany, Austria, and Switzerland. So only in the German-speaking area since the manu-
facturer only provides German descriptions and since it's not in English yet, there is no 
need to extend the area. In addition to that, every country has different data protection 
regulations. The German is not that bad but in Austria, for example, it differs. The manu-
facturer is looking forward to acquiring a datacenter for Austria and Switzerland to be able 
to say "We have the German solution but it is hosted in Switzerland for you. Therefore not 
with the ending '.de' but 'ch' and '.at', respectively. Therefore they underlie Austrian data 
protection regulations, for example, and if customers have a branch in Germany, this 
branch underlies the German regulations. However, still is still being planned. So far, there 
is only the '.de' domain and it is hosted in Hannover.   
 
Interviewer: How does it look with 3rd-party developers? Do you develop you products 
alone or do also 3rd-parties have the opportunity to participate in the development?   
 
Götsch: Yes and no. We are selling Microsoft products which are developed by the 3rd-
party Microsoft. It is basically a web interface which was developed by Busymouse to man-
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age the whole thing. Besides that, only technicians from Busymouse and Microsoft devel-
opers, respectively, participate in the development. It's not Open Source what we are sell-
ing where everybody can participate.   
 
Interviewer: Which challenges and problems do you face?   
 
Götsch: In contrast to Sweden, it's mainly the German Internet connections. Regarding 
the environment protection and redundancy, the datacenter is better since we don't have to 
exchange the hardware that often. However, for a lot of customers it's not possible due to 
the bad connection here, especially in the rural area. I think it's going to change in three or 
five years because Telekom will then shift to voice-over-IP. Then every big company needs 
a big line. But until then, it's not possible even though the people would like to do it. That's 
the problem in Germany. Regarding this, we are still a developing country.   
 
Interviewer: And up to now there is no way to solve that issue?   
 
Götsch: There is only the solution for the individual companies that they look for a cheap 
provider which wires a dedicated line to their buildings. So far there is no other solution. 
It's up to the lawmaker to prescribe that it has to be like that. Back then, when those pro-
viders where state-owned, there was the Telecommunications Act which guaranteed that 
every German citizen has the right to receive telephone and television and it didn't matter 
where, the Post Office wired it to anywhere. This changed through the privatization and 
since then those problems exist. Which is also related to the quick bureaucratic decision 
making in Germany.   
 
Interviewer: How do your products help your clients?   
 
Götsch: This already starts with hosted Exchange. Microsoft is now going away from small 
business servers and the existing licenses are going to be bought in, not from Microsoft, 
but from different resellers. That means that 2021 at the latest, the 10 year licenses for 
small business servers are over and they won't exist anymore from there on. That means if 
a client wants to have Exchange, he needs a big server only for Exchange, maybe for 10 
email boxes. So for example, we are then providing a 25 GB email box to a reseller for less 
than 5 Euros which the reseller can sell to his end clients for a bit more. And if you calcu-
late the hardware costs plus the software costs from a regular MS server, this is the cheaper 
option. So in that way we are helping the clients. Microsoft itself would prefer to have eve-
rything in the cloud, thus in the datacenter in California which is an absurdity for many. 
For example, we have the lawyers which are tied by the German law to leave the data in the 
chancery. If, one day, Microsoft starts to move everything into the cloud, they will face a 
huge problem. The lawmaker should then at least allow the data to be located in a German 
datacenter. There is no way that we can compete with Microsoft's final product regarding 
the price. Office 365 is definitely cheaper, however there are two things where we are bet-
ter. On the one hand, we have our products hosted here in Germany which Microsoft has 
not. Because of that we underlie the German data protection policies. On the other hand, 
we have the German Support. For Office 365 the Support lies in Bratislava and if the client 
doesn't speak Russian and can only talk to a Russian speaking person, there is no Support. 
So in that way we have the advantage. Especially because the client usually has a good rela-
tionship with the reseller and knows that he or she can rely on the reseller. That's the ad-
vantage in this case. Regard the price, Office 365 is much cheaper however it might be out-
sourced to California. I experienced the opposite from our data protection officer. He was 
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active in the USA and moved servers to Germany. Because in the USA, the NSA can just 
come by unannounced and take the servers. That's bad luck for a company. This is not 
possible in Germany though and that's why they relocated their servers to Germany. They 
are also working in the cloud but here, the NSA cannot just come by and take the servers. 
Here, they need court orders and the owner is therefore informed and can make a backup 
in advance.   
 
Interviewer: Is it possible or do clients have the wish for their systems being able to com-
municate with other systems?   
 
Götsch: Yes and no. Regarding this the clients are mostly too small. For example, you can 
acquire a local license for Outlook and can install it on your PC. And if you are also using a 
CRM, for example, which hosted on the server of your company, you can create your own 
interface yourself.   
 
Interviewer: So it would be possible.   
 
Götsch: Yes. But mostly we pass it to the reseller who in turn serves a small craftsman, for 
example.   
 
Interviewer: So mainly small...   
 
Götsch: Small middle class, bigger middle class companies. Big companies usually have 
their own datacenter.   
 
Interviewer: Ok, now we would like to introduce what we are researching at the moment. 
So we are investigating the idea of introducing a cloud marketplace on which different ac-
tors of cloud computing come together. For example, the cloud providers offer their infra-
structures, platforms and software...   
 
Götsch: We have seen that there is something similar from the German stock exchange. 
There exists a stock exchange that also has this kind of cloud marketplace where different 
resellers can register and offer their products. I will send you the link.   
 
Interviewer: Thank you we will have a look at it. Our idea is that the marketplace is based 
on SOA. That means, that provider not only offer complete software solutions but also in-
dividual components which the consumer can then integrate into its internal IT system. 
Cloud partners, in this case, are considered as 3rd-party developers which tailor the services 
on the marketplace for the customer. Cloud brokers, in turn, are there to integrate those 
services from the marketplace into the clients' systems. Finally, cloud auditors check that 
the offered services fulfill their sense and purpose and comply with the policies which are 
prescribed from the marketplace. We created this model based on existing literature and 
frameworks and as you can see in the middle of the model there are those dashboards 
through which the actors can access the marketplace and both receive and provide infor-
mation. Do you have any questions so far concerning the model?   
 
Götsch: No, I can see already that this is good work.    
 
Interviewer: Ok, where would you place yourself in the model? Would it be cloud provid-
er or rather cloud broker?   
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Götsch: I would say rather cloud provider or cloud partner. Because we don't leave the cli-
ent alone but have the complete Support. If the customer uses our product, he or she has 
access to the complete Support. Our reseller, can for example, sell the product including 
the service to his customer. And in the end, we are the ones who provide the support. That 
means that the reseller calls us and tells us that a customer has a problem. We then gather 
the issue and try to solve it here. If that's not possible, we pass it to the manufacturer to 
solve the problem. The manufacturer then informs us and we inform the reseller.   
 
Interviewer: So you are basically placed in between the manufacturer and the reseller?   
 
Götsch: Exactly. And that's the nice thing about it. So in the end, the reseller has a nice 
product with a nice Support. And since the offering includes service remote management, 
the reseller doesn't have to be on-site the end client to solve a problem. Therefore, the re-
seller can check whether the batch management worked and we or the technician in the 
datacenter, respectively, do the rest. This is also very redundant for the client because if 
one server fails a second one boots and within a few seconds everything works again.   
 
Interviewer: Regarding the Support that you just described, do you see a possibility for 
that to work on the marketplace?   
 
Götsch: The problem is how to do the boundary on the marketplace. Because we offer the 
prices for resellers and not for end clients. That means we have to avoid that an end client 
accesses the marketplace. The reseller should of course earn some money with that and 
therefore we offer it cheaper for them which we would not to for the end client. Therefore 
access restrictions should be in place. So we usually have a look at the reseller and its 
homepage in order to ensure that he or she is a real reseller.   
 
Interviewer: Assuming that it is a reseller who is hosting the marketplace on which differ-
ent providers sell their product to the reseller. Do you think that would solve the problem 
or would that be better?   
 
Götsch: That's a good question. It had to be tested once to see whether it works. And how 
should we describe our offering on the marketplace? For example that our Support is very 
good? Everybody else tells the same. However we also provide the test phase in which the 
client can test everything including the support. So in the end, we are able to describe it, 
however others will describe their offering in a similar way and thus my offering goes 
down. So there should also be the possibility for providers to stand out which is only pos-
sible if you do it like Google, namely, that the providers that want to be located on top had 
to pay a certain amount of money. And you will have this problem because there are peo-
ple who want to be placed on top and then you might have to connect it with a portal 
where customers express their impressions of the providers, like an evaluation portal. And 
then the manufacturer in turn wants to avoid negative feedback but you have to be fair in 
that case in order to make it transparent for the end client or the reseller.   
 
Interviewer: Because of this reason, it would probably be better if the marketplace was in-
dependent. We also thought about a rating approach through the dashboards in order to al-
low customers to deliver their experiences. And in the end it will be the products with the 
best ratings which will be on top.   
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Götsch: Exactly. For instance, you could allow the customer to highlight the good and bad 
things and indicate their rating on a scale from one to five, for example. The problem will 
then be that it had to be divided according to the different classes of products. And it 
should also be possible to regard the backgrounds of problems. For example, if the entire 
network of Hannover breaks down it doesn't matter how redundant the datacenter is, from 
that moment on nothing will work anymore. And this is not a regular Support case. How-
ever, customers would still write that their service was not available. Therefore, you should 
maybe include the providers which can notify you and confirm that the datacenter is offline 
at the moment due to this or that reason. Then you could discard this rating or notify the 
rater that this problem occurred due to a network breakdown and not due to the product 
itself. Something like that should be included to make it fair. Otherwise, the biggest provid-
er with the most money wins since they have several datacenters in different regions which 
are connected as well.   
 
Interviewer: And in what way do you see problems with the marketplace regarding data 
protection? I can imagine that transnationally there will occur problems if the marketplace 
predetermines certain standards...   
 
Götsch: You can easily solve that. For example, if you want to do it within the entire EU 
you take a datacenter in each country on which you locate that marketplace. And every 
country has its own ending. '.de' for Germany and '.ch' for Switzerland, for instance. And if 
someone wants offer his products throughout the EU, you could offer a marketplace with 
the ending '.eu' which then underlies European data protection regulations. This would 
then be the best.    
 
Interviewer: So you as a provider or partner can see opportunities in this marketplace?   
 
Götsch: Well, it looks good, honestly. However, we have to wait for the implementation 
and the running operation to see where problems occur. By itself, it's a nice thing. I like it.   
 
Interviewer: Regarding the dashboards, which information would you consider important 
to receive or in general, what do you expect from this dashboard in order to provide your 
products and support successfully?   
 
Götsch: Basically what we are doing right now. Take advantage of the 30 days testing peri-
od of Busymouse and you will see that we can manage all products through one dashboard. 
And this is the big advantage of it. And this dashboard is still under construction and we 
provide the manufacturer with feedback who strives to implement those things as soon as 
possible. That's also how we do it with our resellers. For instance, when we have a look at 
their website, we provide them with feedback about how to improve or protect parts of 
their website. Because there are still people who use the ancient CMM vulnerable regarding 
hacking.   
 
Interviewer: What would you consider as very important that the marketplace should pro-
vide in order to attract the actors? What should be provided in your opinion?   
 
Götsch: Well, the problem that we sometimes see is that people are only interested in the 
price and nothing else. For them it doesn't matter where their data is located. They would 
be also satisfied with a Gmail account as long as it is for free. For the other group, though, 
data protection is very important therefore they would prefer not to place their servers 
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somewhere outside their office. However, there are a lot of contradicting points. For ex-
ample, in datacenters there are technicians 24/7 on-site in case something happens. 
 
Interviewer: Like I told you, our idea is to base the marketplace on SOA which means that 
all services which are offered on the marketplace can communicate with each other. So it 
can be considered as Lego parts which can easily be assembled and easily be integrated to 
every consumer. How...   
 
Götsch: We already have this. With private cloud we have several modules which can be 
placed on the server or not. So we can offer it separately or together. So in the end, this is 
the future. That offers can be provided individually.   
 
Interviewer: Also among different providers?   
 
Götsch: For example, if a provider offers a ready server and if the RAID system or a hard 
drive should be changed, there is only this or this default size which we don't have in our 
case. Here it works in 10 GB steps and we could immediately add 1 TB. We can extent the 
cores, we can extent the internal memory or take it away as well. This works in our case but 
it would work for other providers on the fly.   
 
Interviewer: Assuming that a customer is looking for a production system and an HR sys-
tem and he or she finds a provider of a cheap production system while a different provider 
offers a cheap HR system. Do you think that it will be possible for both system to com-
municate with each other?   
 
Götsch: Yes, in the worst case you might have to look for a third provider and take a serv-
er over which those two system communicate with each other. So basically it's possible. 
The only question is whether the providers collaborate. Usually the consumer is king, how-
ever it's not only about the price, but also the Support and availability play an important 
role. For example, if you have a bad Support but you depend on email because you have an 
online shop and you are not reachable via email, then you definitely lose orders. And in 
that case, the Support is much more important than the price for hosting because there is 
no customer contact without those emails. So it also depends on the target group and the 
requirements which this target group expects. A lawyer puts totally different requirements 
on systems than an online shop. So it always depends on the systems we are going to host.   
 
Interviewer: Let's just summarize the points that need to be provided from the market-
place.   
 
Götsch: I would say that a certain transparency should be provided. Data protection regu-
lation of different countries have to be considered. And a building block system should be 
the foundation so that a customer can combine products from A and B with products 
from provider C. And if this is not possible and the customer had to buy all three parts 
from one provider, this provider should accommodate the consumer with the price since 
he or she then owns the monopole in that case.   
 
Interviewer: So there should be a certain cooperation between...   
 
Götsch: Yes, it should be there. Otherwise providers should grant discounts. However, 
how are you going to supervise it? Providers can tell you lots of stories in order to get ac-
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cess to the marketplace. And in addition to that, there is always the data protection which 
differs from country to country.   
 
Interviewer: Finally, do you have any comments or is there anything important that you 
would like to add?   
 
Götsch: Yes, in order to make it accessible for everyone, it is important that all countries 
have a standardized Internet connection. There are big issues in Germany, for example. 
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Interview with Olexandr, Software Systems Architect, Freelancer 

Interviewer: the date is 25th of April, 2014. We are having an interview via teleconference 

with Olexandr [edited] situated in Kharkiv, Ukraine. 

Interviewer: thank you very much for allocating time. As we agreed this interview will be 

recorded. Afterwards it will be transcribed and fully or partially included in our thesis.  Is 

there anything you would like us to leave out of this transcript? 

Olexandr: depends on what we will cover… If talking only my freelance development – 

I’m fully open, but the company cases is totally different thing… Just use my first name 

and delete any company or client relevant data. You don’t need it anyway. 

Interviewer: may we still describe your company in general terms, like size, industry, etc.? 

No names. 

Olexandr: sure. That should be OK. 

Interviewer: Good. Let’s start. Please introduce yourself and your background. 

Olexandr: My name is Olexandr [edited]. I’m 28. Graduated mech. mat. of Karazina. I 

mean… faculty of mechanics and mathematics at Kharkiv National University. I’ve started 

as Java developer and worked my way up to System Architect position. I work as an archi-

tect since 2012. My company is outsourcing provider for US. Not too big but not small. 

We have around 150-200 techs. Currently we have two main clients: a bank and a telecom 

company. We get all our projects from them. Something else?... Oh, and I also do some 

freelance development on my own. You know, to keep me fit. I have 7 years of experience 

in freelancing. I’m in top 1% developers at oDesk. 

Interviewer: Why do you do additional work?  

Olexandr: firs to get some money. Now to try something new. I mean in corporate setting 

you almost never get to work with the latest technology. It’s simply unreliable and some-

times buggy. It took them more than 2 years to make 7th Java more or less safe. Don’t ex-

pect us to hop on the 8th version any time soon. Same with GPGPU, OpenCL and cloud 

stuff. You don’t put the newest tech in the systems that are 10 years old… It’s different 

with freelance. Projects are small and usually don’t restrict you with the approach you fol-

low. I have high ranking, so I get to decide what project to work on. Which are interesting 

and which are not. It’s like a sandbox to me (laughs). And then you can evaluate how this 

or that technology actually performs in production environment. When you read marketing 

it’s always perfect, but there is no magic pills and silver bullets in IT. 

Interviewer: Could you describe your experience with cloud computing? 

Olexandr: I came from web development, so for the last 10 years I survived through all 

evolution of such things. Back at university I was dealing with distributed systems, some-

thing rather new at the moment. Then EJB, web services at work. I mean, all this is directly 

related to cloud. But if we talk about cloud computing as we have it today, I would say 
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since 2010. It’s quite funny, but we actually were forced to move to it by our client. They 

changed their hosting to Amazon, because it was cheaper. For us there were no problems 

with redeployment, but data migration was a headache. We were also adding a BI system 

based on in-memory DB and it was also delivered from the cloud. Putting it together was 

not the easiest task. Each vendor sort of wants to keep clients to their solutions by using 

proprietary protocols and data formats, even though they claim to be all about open stand-

ards. So when you start to put together things that should’ve complemented each other re-

ally well, instead you receive a Frankenstein with integration code outweighing the produc-

tion code. But it’s getting better in that regard lately. 

Interviewer: So, how would you summarize your experience with cloud computing? 

Olexandr: well, 3-4 years at the company. The range of cloud solutions that we use is quite 

extensive. We develop services to be hosted on practically most of the current IaaS and 

PaaS... We also use some SaaS for the development process. For example load testing is 

done with [cloud based tool]. Foer my freelance projects I work mostly with Google App 

Engine and Amazon, but sometimes do integration with the other cloud services. 

Interviewer: How would you describe a typical cloud related project? 

Olexandr: From development perspective cloud or not, the projects lapse is quite similar. 

We start with business analysis of business needs, categorize them make, model the archi-

tecture and come up with some alternatives about the solution. The concrete choice of al-

ternative and the decision to source or not to source from the cloud is done solely by our 

clients. Off course our analysts may advise… For instance there are certain problems that 

nowadays are impossible to solve without cloud. For instance if you need… [pause] burst-

ing, cloud bursting. That means that when your IT systems experience uneven loading in 

certain periods of time and you need much computational power really fast you can get it 

only from the cloud. Many BI tools do that for instance. If you would invest money in the 

necessary infrastructure on your own – it would stay idle most of the time and just not per-

form according to the investment. So analysts try to identify this kind of cases and advise. 

When it comes to the choice of a particular platform or cloud vendor, this is usually done 

by me, depending on the architecture that is being used. 

Interview: I might go a bit earlier with this than I should, but what difference does SOA 

makes for your choice. 

Olexandr: well… if you designing a completely new system than practically none. All cur-

rent cloud platforms are built keeping SOA in mind. But new system is never the case. 

Most of the time you are adding a new subsystem and linking it with what is already in 

place. And pray that the architecture created before you is good, because otherwise you are 

up for some integration hell. But if you have SOA… it would probably depend on ESB. Or 

if they have it at all… Certain ESBs work better with certain clouds. Who supplies the 

middleware will also play its role… It’s hard to speak about it in general terms. Each con-

crete case is different. 
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Interviewer: Ok, we will go back to SOA later. For now… is there something distinctive 

about your cloud projects? 

Olexandr: the biggest difference is in hosting. So before we used to host all the infrastruc-

ture by ourselves or in certain cases use some 3d party. Here a lot of human factor get in-

volved. Especially when something goes wrong. You need to poke a guy in a shoulder or 

call a guy and talk. With the cloud you control your infrastructure remotely and get all re-

porting electronically. Most of the time it’s less comprehensive then I’d like, but it will get 

better. Cloud has proven to be more reliable. At least in terms of fault tolerance. But secu-

rity is still a concern. Many systems that would totally benefit from putting to cloud simply 

cannot because of security policies. Load testing also changed. If before the task of a tester 

would be to execute an attack that would make servers melt, now it will never happen, in-

stead the cloud will just allocate more resources to it and the customer will pay more mon-

ey. That’s also dangerous, but at least a 10-grader would not DDoS your server away. It 

changed the way we viewed code optimization. Yes, it was important before, but now by 

optimizing you will not only get better response time for instance, but also will save com-

putational resources and therefore money. 

Interviewer: how do you manage the relationships with cloud providers and consumers? 

Olexandr: we consume some services on our own for development and testing. We have a 

number of partnerships that allow us to some costs. But in general this, as all the best in 

this world, is done online via portals, cockpits, personal cabinets, whatever they call it. Va-

riety is huge!  Sometimes it’s a big headache for our financists when they are trying tom 

make report on consumption and costs and need to aggregate data from so many systems. 

Even more when testers analyse workload of different modules, as with SOA, and they are 

deployed on different clouds together with other systems. Sometimes you receive better de-

tail, sometimes need to look for some hacks. [pause] For consumers… depends. If they are 

using cloud apart from our systems there is nothing we can do to influence that, even if our 

systems are to be deployed there. This is governed by the clients. Unless… we would speci-

fied that we are responsible for dealing with providers. But that never happened. 

Interviewer: Which problems or challenges do you and your consumers face with regard 

to cloud computing? 

Olexandr: first thing that comes into mind is security and privacy. But that’s nothing new. 

That’s always a concern. Before they were afraid of hosting in Ukraine because “nobody 

trusts Russians”, now they are concerned that NSA will still their data from the cloud data-

centres in US. I mean security should never be an afterthought, but clients have to realise 

that the moment they expose their systems to the Internet it’s not secure anymore. The 

general rule here is that while the cost of information is lower than the costs of hacking it – 

it’s absolutely safe. We usually evaluate the security requirements and policies very carefully 

and if cloud is not the best fit we say it openly to our clients. Another thing is interoperabil-

ity when sourcing from different clouds. Everybody says that they are using industry stand-

ards and their cloud solutions are fully interoperable. The thing is that it’s not truth most of 

the times. A cloud vendor wants to bind clients to their offering by all means possible. 
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They build their own ecosystems around their platforms with proprietary interfaces and 

formats that make it harder to switch the providers. The utility computing is no quite there 

yet. Interoperability is off course achievable, but performance-wise and cost-wise it’s better 

to stick to one provider. Sometimes certain role play different value added services that 

make sense only within current platform. The clients receive sort of “buy less pay more 

deal”… I mean the other way around, but you got me. That’s good in short term. You get 

really lot of stuff for free, but the price you will pay is somewhat different. If you are de-

veloping your solution specifically for a certain platform and use different optimization fea-

tures – you may easily get trapped. What will you do if the provider decides to raise prices, 

or make you pay for the features that were free of charge before? You cannot just switch 

the provider like that. A good architecture may help… For instance SOA does solve some 

issues. 

Interviewer:  how exactly? 

Olexandr: in this concrete scenario you will have chance to migrate different services away 

from the original platform. Or if the service is rely a commodity – you can just replace it. 

In practice it’s more complicated that it sounds, but still better then without SOA. 

Interviewer: So, gradually going to SOA then. Could you describe your experience with 

this style?  

Olexandr: this is something that we used to just call “a good style” in programing, but 

since around 2007 we call it SOA. So, working as developer we had many projects that had 

goal to develop services for the architectures that were already in place. It is actually a very 

convenient way to structure work between teams – each gets a service and later it will be 

integrated in a solution. Off course now we are talking about continuous integration, which 

is even of more importance when talking about cloud computing. Even now in my free-

lance development I get some projects like that. You receive a black box description and 

then implement it. Very interesting especially that you might even not know the parts of 

the bigger puzzle. As an architect now I deal with SOA mostly when developing tailored 

value adding services for our clients’ ERP systems. Sometimes they go into cloud, some-

times are hosted locally. The main issue that I face is that the overall architecture doesn’t 

always comply with the reference one. That makes some problems when we are reusing 

components from the previous projects. 

Interviewer: how often are you able to reuse already made components? 

Olexandr: happens from time to time. The thing is that most of our solutions follow simi-

lar architecture patterns. You may call it best practices if you wish. In reality those patterns 

are not that specific to our particular company, but rather to the class of problems that are 

being solved. It’s quite common even to reuse components written by 3d parties. But the 

effort to make it work in the new context is still there. Of course it’s easier when the com-

ponent is developed by you and you can modify the code. 

Interviewer: This is something that directly relates to our model. Let’s discuss it now. 

[Standard model introduction]. 
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Interviewer: Do you see any opportunities in this approach? 

Olexandr: Well it’s like an App Store, but for cloud services and SOA components. Would 

be cool. If you solve the integration issues. Something tells me that integrating those Lego 

pieces could be just time and resource consuming as developing a system from scratch… 

and you have broker for that [integration]… Of course if you set up some restrictions that 

would make the integration easier, but require more work from the provider side. Depends 

how you well you frame it. So will everybody get access to the marketplace? And can I pub-

lish whatever service I want? 

Interviewer: how would you recommend? 

Olexandr: I mean of course no. This is why I’m asking. The thing with such “ecosystems” 

as you say is that they will work as long as you keep them from fragmenting. If it’s a SOA 

service that it should be context independent and work exactly in the same way whatever 

assembly configuration may be. The marketplace itself should ensure it. Only those services 

that comply get in. And should stay this way when updated. Ahh and versioning… You 

will have many problems with different versions of the same component. Have you 

thought about that? If a service gets an update. Let’s say it complies with the marketplace 

rules but will conflict with some business rules of a particular integrated solution. Do you 

keep the old one also? Of course you do. But then you will have so many versions of the 

same service in the marketplace… You should think of that. I’d suggest you to borrow 

some ideas from Maven. 

Interviewer: any other opportunities you can think of? 

Olexandr: it should reduce costs for the consumers. Of course inevitably it will take a 

chunk of bread from us [cloud partners], but we can adjust. I will say this. The main actor 

you should be focusing on are consumers. If you get them on board the marketplace will 

work. Demand drives supply – simple as that. As I imagine it, the typical scenario would be 

for a customer to purchase a packaged solution from provider, customize it through adding 

some modules made by partners… And since it’s SOA we are talking about – that custom-

ization can take place even outside of the marketplace. Part of the architecture may reside 

just on-site… Yeah, that will be great. And the broker integrates… But to be honest I be-

lieve that most of the times partner and broker will be the same company. I don’t really see 

how auditor fits in the ecosystem. 

Interviewer: why so? 

Olexandr: it’s quite rare for us to have an auditor to visit. Except when tax police comes 

[laughs]. As I see it auditor will work only with consumer, won’t he? 

Interviewer: we assumed that the companies would use auditing services to evaluate their 

cloud initiatives and the marketplace could provide auditors some information about ser-

vice usage. We also interviewed an auditor and he suggested that providers and partners 

could be certified to participate in the marketplace. 
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Olexandr: that makes sense. I mean it’s nothing new. We are certified by Oracle and Mi-

crosoft to work with their technologies and products. For this kind of marketplace it will 

definitely help the customers to choose the right service or the right partner. I wouldn’t 

make it obligatory though. 

Interviewer: why? 

Olexandr: I would keep high requirements for the services. They should be available, se-

cure, and comply with the standards for the data interexchange. But for the companies – 

that’s more like nice to have. From my perspective I see a great possibility for freelancers 

to participate in this market, but for them audit just doesn’t make sense. Rating them on 

the other hand does. If you could implement something oDesk-like or even cooperate with 

freelance platforms – that would be cool. Partner dashboard you call it. This is something I 

would like to see there. 

Interviewer: could you tell more about rating? 

Olexandr: not much else to tell. Rate partners, providers, services by 10 scale, with 5 stars, 

or make it more complex. Just remember to differentiate them and their products with 

something else that a price. Because in terms of costs we have no chances to compete with 

India. We try to communicate to the client that we provide better quality and better sup-

port. If the marketplace will become a pace where they find us – they need to aware about 

our strengths. 

Interviewer: what else would make cloud marketplace useful in your practice? 

Olexandr: Umm… If it’s well framed, transparent and clear about the requirements for 

the services, you give us the possibility to find clients and for the potential clients to find us 

– those would be the main benefits… We would also appreciate if we could get some sta-

tistics from it. Nothing that conflicts with privacy. Just at technologies are being used the 

most, what architectural archetypes, how different cloud platforms perform in different us-

age scenarios… That would require quite intelligent solution behind the marketplace as 

well, but nothing unrealistic. 

Interviewer: if we go back to SOA. How would you see the architecture of the cloud eco-

system in this terms? 

Olexandr: well it will not be SOA by the book… There could be many interesting set-ups. 

At the moment I see two main approaches that you could use. You can have sort of “thin” 

and “”thick” versions of marketplace depending on which capabilities you provide. If you 

just limit yourself with publishing services, associated metadata, give the users some search 

tools or maybe set up some categories – basically just deal with component exposure and 

nothing else – you will get “thin” version. If you provide integration capabilities as well and 

there are many reason why I think you should – you will get a “thick one”. 

Interviewer: could you go in detail on what reasons that could be? 
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Olexandr: as I’ve mentioned before you really need to control the quality of different ser-

vices. But it’s also important to ensure that the quality of integration is also high and I just 

cannot come up right away with any solution that would do that. They will just have so 

many opportunities to go around any policies you establish… I guess this is the case when 

strategy “if you want to do it right do it yourself” fits best. This will also give you so much 

control over standardisation within ecosystem… You can do also some kind of hybrid sce-

nario when you provide reference integration model and capabilities through the market-

place but also allow for the entry of third parties. This might be even better… or not work 

at all [laughs], depending on how you implement it. 

Interviewer: so, in your opinion, what would those integration capabilities be? 

Olexandr: well you already have storage, compute and ESB… that’s good in general. But 

if you think about integration in terms of SOA you need to talk more about integration of 

services, processes, information… Configuration and version resolution would be also 

done here [points at Cloud Broker]… You need to ask this question about every actor. 

This case is very interesting: you will have all layers of SOA starched out among all actors 

and the role, which an actor acts, will be fully determined by those capabilities that it pro-

vides. I guess that you’ve considered that an organization may have several roles at a time. 

Interviewer: so, what would you say about the other actors? Which capabilities would be 

relevant for them? 

Olexandr: for instance Auditor will be dealing mostly with policies, Consumer – define 

what kind of services he needs, what kind of processes they will support and to which 

business rules comply and by the end of the day consume… Ok, Partner… depending on 

set up… but I see him defining a service in a formal way and implementing it. Provider will 

provide services one way or another connected with infrastructure and capability delivery. 

Hard to say more… 

Interviewer: How do you see your interaction with the marketplace? 

Olexandr: I’m an architect. I don’t really see myself interacting with it. I just require clearly 

defined specifications for the solutions we develop. But business analysts and sales guys 

will be spending some time with it. Here I would say that it will require of marketplace to 

support software development projects during each phase: from conceptual modelling to 

testing. Yeah, testing. That’s important. Let’s say that we developed a component, tested it 

internally, then it should be tested to correspond the marketplace standards and afterwards 

tested integrated with the other components. The last one will require some sort of a sand-

box. Some part of a system that would allow testing the integration without intervening 

with the modules in place. In the cloud that will be pretty straightforward to implement, 

but just keep it in mind. 

Interviewer: what would be essential in the marketplace to achieve better engagement of 

3d parties? 
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Olexandr: well, as I’ve said before – get the consumers and you will get 3d parties. You 

should make it trending and that would require for business professionals to change their 

perception about IT solutions and think in more modular way, see the whole as a composi-

tion of its parts – something I believe would be really hard. Proper visualization might help 

though. You should give them a really good transparent view on how services within the 

marketplace compose, depend and interact, which ones are essential and wish are replacea-

ble. 

Interviewer: What issuer or challenges do you see? 

Olexandr: I think we’ve already covered a lot. I would suggest you go with some kind of 

prototype. And then we could take our talk a bit further. 

Interviewer: Do you have any comments or additions that you consider as important? 

Olexandr: Not really. I think we are running out of time. 

Interviewer: Ok. End of recording. 
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Interview with Sascha Hufnagel, Technician, acmeo 

Interviewer: Please introduce yourself and your company.   
 
Hufnagel: I am Sascha Hufnagel from acmeo. acmeo is a cloud distributor and I'm work-
ing at the technical support. Mainly hosted solutions, Busymouse, a bit ASP.   
 
Interviewer: Since we already talked to your colleague we can skip some questions. In your 
opinion, what are the main reasons why your customer are making use of cloud compu-
ting?   
 
Hufnagel: I think the main reason is the constant availability. If you think about a compa-
ny whose building is burning, where are your data? On a simple computer. That does not 
happen with cloud computing. No matter where you are, you have always access to your 
data, they are constantly available, and the data cannot get lost. These benefits are balanced 
out by the threat to get spied out. I think that the security precautions are good enough 
that this will not happen anymore and if, then only on a big scale like the NSA where you 
just can't avoid it. While many people say that they don't have anything to hide, it's still 
their own data. But today, datacenters have become that good that people now trust the 
cloud and availability is their main concern. Being available every time, is the essential thing 
to be able to react.   
 
Interviewer: What would you say are the main challenges and main problems regarding 
cloud computing?   
 
Hufnagel: The main problems? There are many diverse problems...   
 
Interviewer: So I mean problems that particularly you or your customers face.   
 
Hufnagel: So there are several problems that I see and also several solutions. The main 
problem that I see is the bandwidth in Germany. In Germany, we still have this 'rotten' 
DSL. For example, if a customer has a 2 Mbit DSL line on which he or she wants to con-
nect 20 computers, this is not possible. Kabel Deutschland or similar providers have fast 
lines, however not ensured. And possible broadband lines are currently unaffordable. We 
would need a reasonable concept...we could take Belarus as a role model which offers 
10Mbit synchronous lines to all households. However, in this case data protection is in 
demand. Belarus has big problems when it comes to data protection. So I would say on 
consumer-site the data line is the main problems. Problems that I see myself include data 
protection in general. If you look at the way how authorities or governments treat this is-
sue. They don't think about it that much and they are not really into the topic which I see 
as problematic. Because their decision makers are mostly students. And how can a student, 
who is studying politics or something similar, make decisions for 82 million citizens? That's 
not possible and he or she gets not checked. That's something where I have difficulties, es-
pecially regarding cloud computing. However, there is always a solution. For instance, a su-
perior authority which is currently somewhat established...Telecom is trying to establish 
DSL everywhere in Germany. There are actually still places without DSL in Germany. But 
besides that I don't see any possibilities to stop the cloud. It will be THE strategy of the fu-
ture for the next 30 years, I think. Unless there is something better, but that's going to be 
difficult.   
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Interviewer: Ok, then we would like to move to our research. I sent you this introduction 
document so that you could have a look at it. Do you have any questions to that?   
 
Hufnagel: No, it's actually self-explanatory.   
 
Interviewer: Great. So we are investigating the idea of a marketplace on which different 
actors of cloud computing come together and on which cloud providers offer their prod-
ucts like infrastructures, platforms, and software. Cloud consumers can buy those products 
through this marketplace and cloud brokers help consumers to integrate those products. 
We see cloud partners as third-party developers which either improve the products on the 
marketplace or offer their own products tailored for customers. Cloud auditors ensure that 
the offered product comply with standards and policies which are provided by the market-
place. And as you can see, the marketplace contains five dashboards. The dashboards rep-
resent the interface through which the actors can access the marketplace, obtain infor-
mation, and also provide information. For example, consumers can gain information about 
the products on the marketplace. Where would you place yourself inside the model?   
 
Hufnagel: I would say belong to cloud partners because we are not producing software 
but support our customers. The problem that I see in this model is that, for cloud provid-
ers, there is no way to stand out. I know this idea from many different boards from many 
different industries. And the problem that I always see is that it's more about the mass in-
stead of unique features. Generally speaking it is nothing but an Exchange 2013 or 2010. 
Let's say hosted exchange mailbox with active synch policies and stuff like that. It's always 
the same. But what I noticed is that if you have three, four providers which differ in di-
verse details it might be possible to say 'Here, I like the support more but I prefer the logo 
of the others or the possibility of populating my own offices'. For example, if you look at 
the craftsman marketplace MyHammer. They had the problem that providers could offer a 
service but there was no way to tie a customer to a company. Especially considering craft 
you usually use the same heating installer for 30 years. And this is something which gets 
lost with things like that [marketplace]. You had to find a possibility to create a superior 
position or an additional interface to highlight the unique features. Especially the manufac-
turers and providers would like that.   
 
Interviewer: So you practically see the problem of treating every provider the same way 
and that it is difficult to create a customer relationship? Especially since the offer would be 
too big.  
 
Hufnagel: Exactly. I mean you see it everywhere. If you look at mobile phone Apps, mo-
bile phones, or operating systems, there is no customer retention. Customers are jumping 
from one provider to another and they don't care from which provider they are buying. 
Companies are losing customer retention which I see as a danger for the future. Because if 
a customer doesn't care from which provider they are buying, it's easy to lever out a com-
pany and lead it to bankrupt with simple methods. This is something which you have to 
keep in view and think about what to do against it.   
 
Interviewer: So in your regard, the ones that would benefit the most from the marketplace 
are the customers since they can easily choose the cheapest provider...   
 
Hufnagel: Yes but I don't know if this is beneficial. Because you know nothing about the 
quality behind it. For instance, there are 20-30 providers of hosted exchange. How do you 
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want to know which one the best is? This is the problem. Everyone is offering the same 
but in the end it's the quality that counts. And you can't demonstrate the quality on the 
marketplace. Ok, you could think about a rating system. However, rating systems have got-
ten out of control often. For instance, Amazon is faking ratings, and rating systems for 
doctors and lawyers got forbidden from the lawmaker because it's not allowed to rate in 
these industries. Which is rubbish in my opinion. If a lawyer sucks, he sucks and so there 
should be a way to rate him. So this is something which you have to gain control of.   
 
Interviewer: We actually thought about a rating system. But you think that it won't be ob-
jective in the long run?   
 
Hufnagel: Well, at the beginning it will be objective. Did you observe what the media 
wrote, three weeks ago when Facebook acquired WhatsApp? "Now, the big data collection 
begins." However it is not proved that WhatsApp will now deliver any data or store any da-
ta. But solely because of the name 'Facebook', WhatsApp was gone. WhatsApp was practi-
cally dead. Of course they now have a higher user number but generally speaking, 
WhatsApp is going down the tube right now. And I think the same would happen if a pres-
tigious company like 'heise' would establish a system like that. If someone special would 
come in, difficulties would start. So there is a need for a rating system which can't get lev-
ered out. But many have been foundering on that previously. I like the idea itself. No 
doubts. However, I as a technician have the concern whether the rating is correct or not.   
 
Interviewer: What I didn't mention before is that the marketplace is based on SOA. So the 
idea is that the products that are offered on the marketplace won't be complete software 
solutions but rather building blocks and modules which can be integrated at the customer. 
So the customer is not buying a finished software product but rather for example...   
 
Hufnagel: From one provider an exchange mailbox, and from another provider an online 
hard drive or something like that.   
 
Interviewer: Exactly. And the idea is that the marketplace prescribes the standards and it 
shouldn't be a problem to connect products from different providers. Do you think that 
this is possible?   
 
Hufnagel: It's feasible, yes. From a technical point of view, I see few problems. I rather 
see the problem at firms which would register on the marketplace. The customer can bene-
fit from that. He gets the service which he wants to have for the cheapest price. However, 
does a company want that? Do they really want to sell only a part of their product? I'm 
thinking about a provider who offers the cheapest price for exchange mailboxes. Then he 
has to pack up the rest since he can compete on that. Or do you take everything from one 
provider like we do it with Busymouse. There we offer a virus firewall before the exchange, 
we also have an online drive, and a share point...Technically you can separate everything. 
But I noticed that many of our customers strive to take everything from the same provider 
even if it's a bit more expensive. Would this be possible as well on the marketplace?   
 
Interviewer: Yes you could also buy a complete solution from one provider and then ex-
change certain modules afterwards. 
 
Hufnagel: Yes, this would make sense. Because then, you would also get the customers 
which want to have everything out of one hand. Because if they have a solution from sev-
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eral manufacturers, cloud partner needed to be more involved. They had to serve as a main 
contact person regarding support. Because if a customer has different products from dif-
ferent manufacturers he doesn't know who to contact. And therefore, it would be ideal if 
the partners receive a great place by serving as a main contact person for the customers.   
 
Interviewer: So you mean that the partner, like you are doing it, communicates in between 
the customer and the manufacturer.   
 
Hufnagel: Yes. And this is also my private attitude apart from acmeo. So if something 
fails, you should have one contact person. I was self-employed for more than ten years and 
I noticed that customer wish exactly something like that.   
 
Interviewer: Which information would you provide on the marketplace to stand out, be-
sides the price?   
 
Hufnagel: For instance, as a manufacturer it starts with the reaction time. How long does 
it need to solve the problem? So basically saying that 'We will solve the problem within six 
hours". Another unique feature might be a 24/7 support. So that the customer knows that 
we will also be accessible at 3 o'clock at night. And there should be the customer feedback 
regarding support. So I mean statements like 'In that case, the support was the best', 'Here 
they are the fastest, the nicest, the most competent'. There are a lot of firms which have 
great products but if there is a failure you can forget them. Cable network operators have a 
reaction time of 48 hours. So you would be without TV, telephone, and internet for 48 
hours. Plus the time that you needed to inform them. And regarding your cloud market-
place, data protection should be considered as well. Because not every company or cus-
tomer wants to appear on the marketplace. For example, 'This law firm bought this 
product'. Because everyone who is not earning money legally would be happy about that. 
Because if he knows about security gaps of the products it's easy to intrude the system. 
Another thing which gets lost on such a portal is the possibility to prove that your product 
is better than the one from another provider, if both are offering the same. That's difficult.   
 
Interviewer: Would you be open for external audit for your company in order to certify 
that you respond to certain security standards?   
 
Hufnagel: We have those things. We are certified. However, I would pass this to a higher 
level in my firm. Because I'm just a technician. There are superior persons whose state-
ments are more meaningful. And I think our company would provide a statement to that. I 
can also imagine that our company would be interested to participate in such a cloud mar-
ketplace.   
 
Interviewer: So assuming that those problems would be solved, would you see an oppor-
tunity in the marketplace to be interesting for the different actors?   
 
Hufnagel: Yes of course. Don't get me wrong. There are a lot of problems and I usually 
see the negative site first before seeing the positive site. There is a market for that and I 
strongly assume that acmeo would be totally interested in that. And we usually have the at-
titude to try new things before saying no. Such things are interesting. There are simply a lot 
of things that need to be reconsidered. But the cloud market itself is massively growing. 
Everywhere new ideas emerge and that's exactly the interesting thing about cloud compu-
ting. I think cloud computing and the Internet have already achieved so much that we just 
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drive and see where it's going. And every new idea is welcome. You only need to consider 
the risks. But we even learn from them. Who did not learn from NSA? Everybody learned 
to change passwords more frequently, not to send to many private things, to think about 
what to put online. That's why I consider this idea itself brilliant. There are just few things 
that need to be considered. acmeo would most certainly join as well.   
 
Interviewer: What would keep you from entering the cloud marketplace?   
 
Hufnagel: Bad advertisement. So the marketplace should be structured in a reasonable 
way. I think there is nothing worse for customers and manufacturers than a bad-structured 
website or a website packed with advertisement. In addition to that, negative headlines of 
any kind in the media. And then you need to become aware of the marketplace. So the 
missing advertisement would also keep me. If you someone is entering a page like yours, he 
already has in mind to get into cloud computing. So you already reached that point. Then 
it's just about the page being structured, logical, and easy to handle. That's what I notice 
when I do a first installation with a customer. They are really happy about the logical and 
structured setup of our product. That's really important. Even if it's IT persons that use it, 
they prefer to have it simple.   
 
Interviewer: Which requirements do you place on the dashboard? How should it look like 
in your opinion?   
 
Hufnagel: The first thing I technically expect is that it corresponds to most recent stand-
ards. So it should be at least SSL-encrypted and certified for data protection. The comput-
ers behind it should be reachable and fast. Everything has to run steady. The connection 
should be big enough. Maybe it would be good to operate it decentralized on several com-
puters. For example, I can see it in our case, if one server is not reachable anymore it's get-
ting slow and if several servers are not reachable everything is gone. Therefore, when you 
have the chance to do something new, why not decentralized over different nodes. That's 
feasible and it would be reliable. There is nothing worse than a customer entering to web-
site to buy 350 mailboxes and all of a sudden the website is not accessible anymore. Six or 
eight weeks ago we had a failure of a tier 4 datacenter. Even though the failure only lasted 
seven hours, you can imagine how busy our telephone line was. In order to avoid some-
thing like that, a decentralized system would be excellent.   
 
Interviewer: What do you think would change in your work if you used the marketplace?   
 
Hufnagel: I think for me as a technician not much would change. I would have more cus-
tomers. But besides that...We would still take care of our customers every day. Customer 
problems would still occur. As good as the cloud is working, technical problems always oc-
cur. Maybe we would have more products. We technicians had to learn more in advance 
since there would be other firms which we would support. But besides that, nothing else 
would change for me as a technician.   
 
Interviewer: Do you see any useful information you would like to get from the market-
place?   
 
Hufnagel: Yes, for example what I would like to have is, when a customer is calling I 
would like to see to which customer the calling number belongs and which products the 
customer is using. I think this is something that you can certainly realize though the dash-
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board. This would be something which would make work much easier for technicians. It 
happens often that customers call and it takes us five minutes to find out which provider 
they are using.   
 
Interviewer: Could you please summarize the biggest issues again?   
 
Hufnagel: The biggest problem that I see marketing wise is the customer retention. The 
biggest problem that I see technically is the failure. The biggest benefits I see include the 
financial regard and the decision opportunities for customers which are tremendous. From 
a partner point of view I see the chance that good partners can gain many new customers 
and add more products to their portfolio. I see that as a chance. And for the providers I see 
it also as a big chance, to get more customers if they have a great product.   
 
Interviewer: One more question. Who in your opinion should host the marketplace?   
 
Hufnagel: That's difficult. It should be a reasonable partner. There are some good firms 
you can trust. It should be a grounded partner with longstanding experience and known for 
not doing adventures. Someone where you know that they still exist in 20 years. That is 
something which many customers will consider. 
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Email Interview with Sergiy Tkachenko, IS Analyst, ControlPay 

NB: The following is a translation from Ukrainian to English 

Please answer the following questions as fully as possible: 

Q1: How is cloud computing used at ControlPay? 

Regarding cloud computing ControlPay acts both as consumer and provider of cloud ser-

vices. We consume platform and infrastructure services. It allows substantial reduction of 

infrastructure expenditures and contributes to the global availability of our services. In ad-

dition our database system operates within in-memory DBMS environment, which is cur-

rently available exclusively via the cloud. 

ControlPay offers a broad range of SaaS solutions to support logistics line of business, in-

cluding: 

 ControlPay FRED – the ultimate solution for the logistics market to be in control 

and to manage the administration around transport orders from order to payment. 

 ControlPay TESS – the ultimate solution for tendering of contracts within the lo-

gistics industry for warehousing and all modes of transport. 

 ControlPay BI provides access to powerful Business Intelligence capabilities. 

All ControlPay solutions are available 24/7 and does not require any additional software 

installations. 

Q2: How is SOA implemented at ControlPay? 

Our products comprise of many modules and are highly customizable. Nevertheless their 

architecture does not follow pure SOA style. However the support for systems integration 

with most of the major architectural landscapes including SOA is a major strength of our 

services. Although the range of our offering does not include enterprise service bus, our 

policy to use open standards of data interexchange allows the interoperability with ESBs 

that our clients selected, among which approximately ¾ apply centralized approach in the 

architecture development. The rest are either invoking services directly or using our sys-

tems as silos. 

Q3: Do you see any opportunities in the Cloud Marketplace for your organization? 

Concerning the consumption of cloud services, we are currently bound with strategic part-

nership agreements with our providers and experiencing no setbacks that would make us 

consider an alternative way of cloud sourcing. In general I don’t think that there would be a 

convenient way for a consumer to source infrastructure or platform from the marketplace. 

Since it requires additional development effort, I believe that this is something, a partner 

and broker would be involved. 

Nevertheless for distributing our services it does seem viable, provided the interest from 

our current and potential customers in such way of sourcing. Also, we have especially good 



  

 
XLII 

integration with certain ERP solutions. I think if they will be represented, we will have 

more incentive to join as well. 

Q4: What issues/challenges do you see? 

Our services are offered across more than 40 countries around the world and are custom-

ized in accordance to local legislations. So, the localization is essential. The same goes for 

support. The customers should be able to contact the local division. 

It could be also a challenge for us to make our products pluggable into SOA. It is even 

more of a challenge when making it vendor-independent. That would require much re-

sources and development effort. If there will be demand on our solutions from the mar-

ketplace, I think, this is something that we can do. Otherwise there should be some partner 

or broker that will take the integration effort. 

Q5: What kind of information do you consider relevant concerning your interaction 

with the marketplace? 

I am an expert in business intelligence and this is a possibility that I see in such market-

place. For instance, we have internal benchmarking capabilities in our products, but if we 

could see how they are used in complex with other modules on the consumer side – that 

would give us many opportunities for optimization and further development of our offer-

ing. 

Q6: What, in your opinion, would be essential to improve in the model? 

In my opinion billing could be added. There are many modes of payment that could be 

used. I think it would be good for customers to see how they money got spent and for 

providers – which services (directly or indirectly) bring them the most. 

Q7: Any additional comments? 

I wish you best of luck with your idea. In case you have any more questions, feel free to 

contact me. 
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Email Interview with Sergiy Dikarev, IT Consultant, Market Report 

Company 

NB: The following is a translation from Russian to English 

Please answer the following questions as fully as possible: 

Q1: How is cloud computing used at MRC? 

Although MRC is relatively small company, the range of software solutions being used here 

is quite wide. When it comes to cloud, I would outline three main types of services that are 

in use. Firstly, most of the data that is used by the company comes from external databases, 

which are rarely accessed directly, mostly through cloud-based aggregation tools. Secondly, 

the data processing is done via Amazon EC2. They need it 4 times a year for quarter re-

ports and one time for the annual one, so here pay-per-use becomes really convenient. And 

lastly, there are many commonly used cloud services like Dropbox, Google Docs, etc. Here 

it goes a bit into chaos, since there are no standards of what to use and how to use it. Dif-

ferent services are not that well linked to each other. Some of data is transferred by copy-

pasting, which disrupts the information flow and should be eliminated. This is the main 

problem that I’m solving right now. 

Q2: How is SOA implemented at MRC? 

I would say that MRC doesn’t have SOA now. Service-orientation is something we are 

striving to achieve, mostly because it would help us to better integrate with our clients. We 

are a business-to-business company and see many opportunities here. Nonetheless, regard-

ing data collection and processing, it is done with a high amount of modularity and if it’s 

not SOA, it is quite close. 

Q3: Do you see any opportunities in the Cloud Marketplace for your organization? 

It’s a great idea. This is something we want to do internally, but in much more humble 

scope and without SOA. What we need is some kind a platform for managing our applica-

tion portfolio, whether we are talking about cloud or usual software. If such platform 

would be delivered via SaaS mode, I think this is something we would be interested in. Still, 

I think, it would be necessary that the marketplace would support management over our 

on-premise applications as well. 

Q4: What issues/challenges do you see? 

I think if the requirement for SOA will be strict, we will definitely have problems joining. 

Of course you need to set up some architectural standards and SOA here is a good fit. But 

for us it will be much easier if we could use services directly, without a need for investing in 

those SOA components, whose goal is to serve the architecture and not the business. Al-

ternatively integration could be done via broker. However in our particular case that is less 

attractive, since we have many systems sensitive to security. 
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Q5: What kind of information do you consider relevant concerning your interaction 

with the marketplace? 

We would need to access each service by different criteria: what value can we get out of it, 

how this service performed within time frame and how can we anticipate its behavior if we 

purchase it. It will certainly be helpful if I could see all the dependencies between different 

modules. If this could be put in a framework like Gardner TIME – that would be precious. 

Q6: What, in your opinion, would be essential to improve in the model? 

In our work we deal with integration of data that is heterogeneous in many ways. In the 

case of the marketplace this is something that could be in the area of broker. 

Q7: Any additional comments? 

-
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