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Abstract 
IT security provides comprehensive picture both internally and externally by act of ensur-
ing that data is not lost when critical issues arise. In spite of the world has now been re-
placed with an imperative approach. The companies are using widely desktop computers, 
laptops, ipads, smart phones and workstation. The sum of all this has been influence to the 
IT based information and communication system in companies. 
 
The purpose is to do research by taking a critical look at how different kind of business and 
non-business companies manage their IT security in Pakistan and Sweden with specific 
emphasis on the administrative controls. As the IT security has a list of steps but the au-
thors focused on three major functions: IT security policy, IT security plan and IT security 
risk analysis. 
 
As soon as the topic was selected the emphasis was laid on collecting and reading material 
related to the IT security. It became clear that the most relevant and interesting task was 
not merely to investigate how different companies in Pakistan and Sweden manage their IT 
security but infact try to understand what kind of steps and measures lies behind to achieve 
them. The method was adopted qualitative because it fulfil the requirements which authors 
want to achieve in the form of deeper understanding how different companies manage IT 
security in two different countries. 
 
This study concluded that Pakistani companies in terms of IT security policy should focus 
on data ware houses by implementing policies for securing of exploiting the data and in 
case of Swedish company IT managers should implement policies for securing of personal 
data. Evaluation techniques are missing from the companies of Pakistan and Sweden in IT 
security plan. Enhancing the performing of IT risk analysis to countermeasure the threat. 
Pakistani companies should focus on business model of information asset. In case of Swe-
dish company higher level and more detailed analysis can apply to core areas of the IT sys-
tem. These proposed points for improvements could also help in more understanding of 
IT security in Pakistan and Sweden. 
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1 Introduction 
This chapter includes the background, problem description, purpose, research question, delimitation and def-
inition of the study. 

1.1 Background 
IT security is one of the most momentous areas of the companies all over the world strive 
to deal with. Thus IT security issue was realized in the early 1960s and even later was how 
to create in a computer system a group of access controls that would implement or emulate 
the processes of the prior paper world (Dhillon & Backhouse, 2000). Senior management 
of different companies have had no choice but to be committed to IT security quality in 
order to perform good corporate governance in the companies. There is no doubt that IT 
security is important in order to preserve the integrity of electronic assets (Von Solms, 
2001). 

Today all over the world companies are facing more IT risks than ever before no matter 
the size of the company and what business they are engaged in whatever the geographical 
area it is located (Birch, 1992). Whether it is a retail chain or a financial institution or a wa-
ter treatment plant. All having threats to their IT security on daily basis (IBM 
CORPORATION, 2007). 
 
IT security can be seen as set of information security characteristics. Information security 
culture is an assumption about what is and what is not acceptable in relation to information 
security. One example is that it could be the crucial business information which is not ac-
cessible in office areas where anyone can access it. Rather restrictions should be provided 
so that unauthorized staff could not read or have access to it (Beautement et al). If an in-
formation security culture emerges, it will give rise to an agreeable information security be-
havior in which people are encouraged to report security incidents via proper channels. 
Management should stimulate or promote employees to regard the work they do as part of 
the company which needs to be protected. These practices will help in solving the threat of 
the internal security (Ghonaimy, 2002). 
 
This thesis focuses on Pakistani and Swedish medium and large size companies. From the 
oil sector, software house, university and different companies which are concerning on IT 
sector. Medium size companies could be having 500 employees through their companies 
and large size companies have more than 500 employees. Both medium and large scale 
companies play an important role in the economy of their countries (Rothwell, 1982). 
 
Successful completion of this thesis will contribute to the IT industry to understand the 
application principles of IT security as well as developing the knowledge to apply these 
principles. Specific measures should be taken for company issues to protect IT policies that 
impact security and IT risks for preventive measures to be considered to make the systems 
more efficient (Straub,1998). 
 
Potential threats to IT systems according to (Lu, 2011) are: 
 

• Potential threats include technical failures or it could be human error or theft of 
hardware equipment. 
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• Malignant damage: means internal and external access of, for example viruses 
would harm software and hardware of the information systems. 

 
• Products important for the company such as software, DVDS etc. might be at risks 

for example in peer to peer networks. 
 

• A loss of customer records might affects the whole company. It might result in for 
example loss of service and business. 

 
• IT security is very important part of any company. It might there can be access to 

the confidentiality or it can be access to data. 

1.2 Problem description 
Information technology changes the work style of companies with new innovations of 
technology. As technology is becoming more and more advanced threats are also increasing 
with the same ratio. IT security policy, IT security planning and performing IT risk analysis 
continues to be overlooked by the senior management, lower management and staff of the 
companies. As a result companies’ systems are less secured (Straub, 1998). “A large part is of 
information system security research in nature with limited consideration about organizational system securi-
ty issues” (Dhillon, 2006, p. 293). According to Dhillon & Backhouse (2000, p. 126), “Many 
companies are rushing headlong into adopting IT without carefully planning and understanding the security 
concerns”. Our previous company experience also tells us that the staffs in companies also 
have a low knowledge and understanding of IT security.  
 
Most of the companies facing four types of threat which have been categorized in sub sec-
tions as shown in diagram mention below. 
 
Malicious Internet Content 
 
This malicious content is Malware which includes computer viruses, worms, Torjans and 
any other kinds of malicious software which can damage computer (GFI, 2009). When a 
user use particular infected website than these malware automatically download in system 
and this term is called drive-by downloads. Google issued an alert in 2007 which indicate 
that there are 450,000 web pages that can install malware without the user’s knowledge 
(Geric & Hutinski, 2007). 
 
Attacks on physical systems 
 
Laptops and mobiles phones are holding the most sensitive information about the compa-
ny whether these devices are the property of company or the employees. In both cases 
company having threats of loss or stolen. These devices contain important documents of 
company and also having log on details of the company network (National Research Coun-
cil, 1991). The number of laptops and mobile devices stolen per year is ever on the in-
crease. Another threat which is associated with physical security which relates unprotected 
endpoints like USB ports and DVD drives and these both can be the cause of leak of data 
or introduce malware on the organization network. Furthermore insecure server rooms are 
also a security threat (Parker, 1981). 
 
Authentication and privilege attacks 
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The companies’ passwords are still the number one vulnerability. It is the most difficult 
task for a company to have a secure system where by users are required to have a unique 
password which cannot guess by other but still simple for them to remember (Hafner and 
Markoff, 1991). IT administrator and high privileges accounts are also major security chal-
lenge for a company due to full access privileges and control responsibility. They hold and 
they can leak the important information of the company (Haufer and Straub, 1989). 
 
Denial of Service 
 
This kind of attack which stop the users to use a particular service which is very difficult 
for a company to prevent from it. Motives of this kind of attack may vary, but normally 
leads to downtime and legitimate customers losing confidence in the company and it is not 
necessarily due to an internet-borne incident (GFI, 2009). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1-1 IT security threats (GFI, 2009, p.3). 

1.3 Purpose 
The purpose of the thesis is to do research by taking critical analysis that how different 
companies manage their IT security in Pakistan and Sweden with specific underlining on 
the administrative controls. Furthermore we want to know what procedures, policies, plans 
and measures they use to manage the IT security.                                                                                         
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1.4 Research questions 
Our research objective was to explore how companies manage or focus on the IT security. 
Our research was focused on the IT security policy, IT security plan and IT risk analysis. 
Based on this following research questions were phrased: 
 

 What important procedures and which general IT security precautions are compa-
nies focusing in terms of IT security policy? 
 

 How are companies managing the IT security time plan and the composition man-
agement plan to evaluate IT security? 
 

 How are companies taking necessary steps for measuring the IT risks? 

1.5 Delimitation 
Firstly, the research is the three perspectives of IT security. As the IT security consists on 
several steps but we are going to do research on the basis of these three main steps: IT se-
curity policy, IT security plan and IT risk analysis. Secondly, in this research would be the 
sample size of our population which is four different companies. One company is located 
in Sweden and remaining three located in Pakistan. As we know that the minimum sample 
size is thirty companies for better and favourable results but we are unable to manage it 
right now due to lack of budget. Lack of funds is also the major reasons that we cannot go 
individually to the different companies in other countries. 

1.6 Definition 

IT security 
 
It is an overall aspect in terms of information systems which provides comprehensive pic-
ture both internally and externally which includes different phases such as procedures, se-
curity policies and as well as security networks, databases, data centres which includes serv-
ers and desktops. IT security has an impact on overall IT system security of the companies 
and data configurations. The most important thing that IT security relates the companies to 
actuate or fix upon operative network architecture to guard the companies from harm 
(IBM Corporation, 2007). 
 
IT security policy 
 
IT security policy is the heart of an international inimitable procedure for information se-
curity management that have appropriate corporate security policy and a successful security 
management. Security policy is the hub of the IT security on which principles, guidelines, 
procedures and sub policies are based. The policy should not be more than 2-3 pages. It 
should be an abbreviated policy.  It should be understandable by executive management 
and also the management to show liability and commitment towards the information sys-
tems in the company. It should be high level devotion towards IT security policy to make 
progress in the projects (Von Solms, 2004). 
 
IT security plan 
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The purpose of IT security plan is to reduce the IT risk. If the company is fuzzy and un-
clear about the future threats and due to that they might ignore the risks. Due to this negli-
gence step the threats have large impacts on the company. Therefore it is vital that a com-
pany should have IT security plan of fulfilling the exercise of risk scrutiny. This can be 
done by proper, analytical, deliberately and absolute exercise and also a high level adaptive 
approach in combination with global best practices (Von Solms, 2004). 
 
Perform IT security risk analysis 
 
IT risk is basically a rupture or totally loss of the infrastructure of the information systems. 
Basically authors applying IT risk analysis in terms of information technology. High level 
risk would be the delivering information of computer based systems. Risks could be in dif-
ferent forms related to IT security. It could be the systems risks, losses and failure of infra-
structure for e.g. data centre, hardware, software and services. IT security department 
should identify the potential threats and most important to measure the IT risk (Straub, 
1998). 
 
Information systems 
 
An information system is basically the combination or mixture of information technology, 
data and people. These three features collaborate with each other to provide information 
for enterprise operation. Most of the companies use information systems so that business 
transactions quality should be improved which strengthen their competitive edge to im-
prove their service quality (Lu et al., 2011). 
 
IT security bulletin 
 
IT security awareness is a part of the security policies, procedures and guidelines. In securi-
ty policy there should be a bulletin for the awareness of the people in companies of their 
rights and responsibilities with regard to company information assets. Security bulletin is 
basically the awareness to inspire, educate and reminds the audience what is expected of 
them (Peltier, 2005). 
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2 Theoretical background 
The chapter includes the literature review of previous and theoretical scientific articles. In this chapter we will 
discuss the three perspectives of IT security, IT security in Pakistan and Sweden and influence from previous 
reviews. 

2.1 The importance of IT security  
In today's high-tech innovative business and hyper interlinked world, every company re-
quire a well-structured IT security (Edexcel Limited, 2010). The deployment of IT security 
within business will make a significant contribution by controlling threats within the 
boundaries of its own and as well as from external world such as business competitors, 
hackers and in some cases foreign governments (Love & Irani, 2003). IT security is becom-
ing more serious issue because computer abuse is continuously increasing. Now it is im-
portant that systems analysts and designers should develop expertise and methods for im-
proving IT security. The characteristics of IT security are found in general IT system design 
methods (David & Richard, 1992). These methods provide a framework for comparing and 
better understanding of current security design methods which include approaches to use 
checklists of controls, divide functional requirements into engineering partitions and create 
abstract models of both the problem and the solution (Baskerville, 1993). 
 
Previously the key of successfully managing IT security is the principles of confidentiality, 
integrity and availability. They are very restricted in terms of implementation (Lu et al., 
2010). Now a days companies facing the pressures of minimizing cost and external compe-
tition, so many companies adopting IT without carefully planning and understanding the 
IT security concerns (Gurpreet & Backhouse, 2000). 
 
There is no ambiguity that IT security assures and secures the confidentiality, incorruptibil-
ity of electronic assets of any company (Lu et al, 2010). IT security is a momentous aspect 
in the strategic management of the company (Von Solms, 2001). 
  

“In Australia, every company, by law, must have an official information security policy and ac-
ceptable and internet usage policy in place” (Von Solms, 2001, p. 215). 

2.2 IT security in Pakistan & Sweden 

IT security in Pakistan 
 
Oil & gas, fertilizer sector, software industry completely dependent on the information 
technology. These sectors understand the existing internal and external threats. Such as un-
authorized access to critical financial data of the company or client, service interruptions, 
impersonating clients and theft or alteration of client information (Rainer et al., 1991). All 
the financial transaction and client information facing the similar risk. A proper IT security 
policy and risk control system can mitigate the risk to an acceptable level (State Bank of 
Pakistan, 2004). 
 
New technology and high performance automated system is bringing new kind of risks in 
the form of new cyber-attack, new viruses and software bugs. Therefore IT security is an 
ongoing process for a company (IBM Corporation, 2007). Updated IT security plans, poli-
cies, procedure and risk management keep the computing environment safe and advanced 
according to the new requirements. Implement controls to counter risks require plans and 
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policies (BIRCH & Mc EVOY, 1992). Policies and plans can only be implemented success-
fully if the top management is committed. Policy’s effective implementation is not possible 
without the training and awareness of staff (State Bank of Pakistan, 2004). 
 
IT security in Sweden  
 
A company from Sweden having a holistic approach and performing IT security with re-
sponsibility, cooperation. They are following on rules and regulations of IT security. It is 
very critical for an enterprise to keep secure and accessible its confidential information for 
internal staff and outside world. Having a good level of IT security is important for every 
company in order to achieve their quality and effectiveness of requirements (Straub, 1998). 
The flow of services and products takes place at several levels and that flow could be badly 
impact due to the poor IT security. IT security is not only about to accommodate the ex-
ternal needs it also enhance the overall quality of enterprise. Business IT security is also a 
prerequisite for a number of IT-based services that could, in them, be cost saving or in-
come-yielding for the enterprise (Lindberg, 2011). 

2.3 How does IT security work? 
In an institution like college, school or university where the integrity and availability of re-
sources may become most important requirements. It is more important for the institution 
to completely ensure that students can work on their exams than those administrators can 
track the precise times that students accessed their accounts. If you are working as a securi-
ty administrator, you should understand the requirements of your operational environment 
and users. You need to define your procedures accordingly (Sadowsky et. al., 2003). Even 
all the security requirements can never the same for all companies. This will be varying ac-
cording to the requirements and environment (Sadowsky et. al., 2003). The authors will fo-
cus that how IT security works in generally. What are the basic steps or functions that IT 
department needs to ensure the IT security. Such basic steps which will include the core 
concept of IT security functioning (Whiteman, 2009). 
 
Table 2-1 How does IT security work? 
Function Description 

IT risk assessment and man-
agement 

Identify, analyse and evaluate the risks present in the IT 
systems. Its proper function to advice on control to 
mitigate the risk. 

System testing Evaluate pieces of spot used to close software account-
ability and acceptance testing of new systems to ensure 
agreement and obedience with policy and effectiveness.

IT security policy IT security policy across the company manages or pro-
tects and advertises across the company. 

Legal assessment It coordinates with the external legal law enforcement 
agencies and to manage awareness of laws and their 
impact. 

Incident response This is the main function to implement IT security 
which handles potential incidents & coordinates to ear-
ly response for disasters.

IT security planning It must agree with companywide policy processes. It 
promotes or advertises security plans with strategic 
planning for the company. 
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IT risk measurement Systems depend or rely on accurately statistics to meas-
ure the core concepts of IT security. 

Compliance It certifies or confirms systems and network adminis-
trators’ proceeds correctly because it is difficult to fo-
cus on customer and to ensure compliance at the same 
time. 

Systems security administra-
tors 

Basically they ensure configuration of computer sys-
tems which they put the commands through operating 
systems to run the files. 

Centralized authentication It manages the system restrictions and credential for all 
members of the companies. 

Network security administra-
tors 

Networks administrators ensures configuration through 
(LANS, WANS). 

 
Basically most of the companies build the internal entity to deal with the security challeng-
es. The IT security functions implemented by the IT security departments are as diverse as 
the companies. As we discuss above these functions reform to meet long term challenges 
and even as they handle day to day security operations (Whiteman, 2009). 
 
From these perspectives, we propose the following research model: 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2-2 Proposed research model 
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2.4 IT security policy 

Management established intentions, goals and purpose or aspiration for securing the asset 
by implementing the policies. Policies are used to introduce the concepts that what is ex-
pected from the employees of the company when they are using enterprise IT resources of 
the company (Lampson, 2004). Policies are included in the contract so that the third parties 
are aware of the responsibility. Policy establishes the behaviour and with the implementa-
tion that companies can secure their IT assets (Peltier, 2005). 

IT security policy brings awareness amongst the senior executives of the companies and 
that kind of aggressive attitude would help companies to deal effectively with the problems. 
By implementation of the IT security policy it brings major change in the company that is 
the awareness in the employees to tackle in the difficult situation (Marchany, 2003). For ex-
ample CISCO’S CIO, BRAD BOSTON was trying to get his line managers to own IT se-
curity for their own employees. If an employee’s gets something wrong so there is a finan-
cial penalty for violating the rules (Johnson, 2007). In short way we can say that IT security 
policy control address management support, commitment and direction and in accomplish-
ing information security goals for a company (Carlson, 2001). 

2.4.1 General IT security precautions 
The companies should begin the foundation with by applying the IT security principles for 
securing IT systems. There are different modes depending upon his designation that he 
might be administrator user, power user and standard user. Companies having different 
strategies regarding there general security IT precautions (An et al., 2000). 1. Depending 
upon the role of the user who is seeking access to the system. The role should be based 
through the analysis that what input it can give to the company. 2. Location, depending 
upon the location of the user whether it is physical or logical location. It can be block 
through network address port e.g. users from fields with in the company will have the 
higher priority than sitting outside. 3. Time, it means that confidential data and some re-
stricted sides are only allowed during the official hours otherwise not permission granted. 
4. Access modes, companies should consider access modes whether can read, write, exe-
cute and delete the files mode (Swanson & Guttman, 1996). When we look at these IT se-
curity precautions the points look similar as mentioned above. Firstly, company should cre-
ate a written IT security policy which should be followed by everyone in the company. The 
policy should be mentioned clearly that who is allowed to use the system and when they 
can use system. The different groups according the level of access to the system should be 
created for the alignment of IT security measures (Beautement et al., 2008). For revoking 
access procedures should draw up for granting access to the system. Furthermore to draw 
up what constitutes acceptable use of the system, remote and local login methods, system 
monitoring procedures, protocols for responding to suspected security breaches. The 
summary of this precaution should be accessible and understandable for everyone in the 
company (Ferraiolo & Kuhn, 1992). 

2.4.2 Right to access confidential information 
IT managers need to take the attentions by analyzing the IT security analysis with combina-
tion of methodologies that can be used in the companies. The following points should be 
considered. 1. Users who really need to access the data should be allowed to access other-
wise it should be limited. In case of losing the data there should be a hard copy or oral data 
to protect (Rainer et. al, 1989). 2. IT managers should have a pleasant feeling in mind that 
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they should have the future controls of the confidential information and they will have the 
belief that the valid and reliable assumptions about data. 3. With the proliferation of the da-
ta ware house there might be a chance of the misusage of the data (Von Solms, 2004). Most 
data ware houses of Pakistan are customer focus oriented. Managers should implement po-
lices like that securing of the personal data and should be harsh to staff or made penalties 
for the exploiting of the data (Henderson, 1999). 

2.4.3  Procedures for granting access to the IT system 
Many companies’ control is often based on employee functions rather than data ownership. 
It means that end users do not own the particular information which they have permission 
to access (Dhillon & Torkzadeh, 2006). Access controls determined by the companies by 
the individual roles. This includes the qualifications of the end users, responsibilities and 
duties assigned by the higher management. Role is the core factor for granting the access of 
the IT systems. It should be the role base access control (RBAC) whether a user is allowed 
to perform or restricted within the company (Hoffman & Podgurski, 2006). In this way us-
ers cannot pass access permissions on to the other users. It will be easy way for the system 
administrator to judge the user on the RBAC basis. So there will be no discretion made 
among the users. RBAC should be mandatory for the company to implement (Ferraiolo & 
Kuhn, 1992). 

2.5 IT security plan 
IT security plans needs to manage the consideration of the security during the IT system 
life cycle. Planning is basically execution of the recovery and data that support business 
function if such a situation is occur that data is unavailable (Swanson & Guttman, 1996). 
Planning includes configuration management plan of the various aspects of the IT systems. 
There should be the configuration planning of the disaster recovery planning and IT sys-
tem backup and restoration. IT time plan schedules should be restored to meet require-
ments for the backup and the restoration of the data (Brown, 2007). 
 
The primary goal of the IT security plan is to protect the sensitive data of the company 
(Gupta & Hammond, 2005).  Further the cost of IT security plan including any required 
hardware and software should also clearly communicated to senior management of the 
company. A balance must be created for both IT security plan and cost effective (Kansgen, 
2011). 
 
According to the Sans Institute and Michael Kirby the core purpose of the IT security plan 
of a company is to describe the security requirements of the company. It also describes the 
access control structure and the responsibilities of all employees who utilize the system 
(Kansgen, 2011). Security requirements of a company vary from one company according to 
the sensitivity and value of the information (Cisco, 2001). It is consider a wise decision for 
a company to plan a tight IT security structure plan initially. Then latter on remove some of 
the restrictions over time as necessary (Albrechtsen, 2006). 
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pronged approach (Johnson & Goetz, 2007). There should be a hard evidence that applica-
tions can improve not only usability but to ensure the effectiveness and efficiency of securi-
ty mechanisms. The designs of the security systems need to be address in the time plan 
(Kansgen, 2011). The time plan should focus on the major factors. 1. Development of pol-
icies. 2. Use of a particular technology. 3. Longer term impact on which users use the tech-
nology. 4. Motivation. These factors will have an impact on the company culture to address 
security errors (Sasse, 2003). 

2.6 IT security risk analysis 
IT risk analysis provides consistently highly specific accountability. Analyst will analyse, jus-
tify or discard various controls. IT risk analysis is very important in the first generation of 
IT security design because it provides concern for money and analyst can counterbalance 
the cost of proposed controls (Baskerville, 1993). Companies determine that what threats 
can a company can face by the IT systems. Threats prioritization enables the risk level 
where to implement appropriate control measures (Peltier, 2005). 
 
The objective of the IT risk management is to reduce the total expected cost by imple-
menting optimal security measures. There are various kind of the methodologies discuss in 
the articles. There are threats to the IT systems so it is hard to find the access on it. There 
are potential threats to the IT systems (Simonoff, 2007). 1. Physical threats which includes 
equipment failure, power failure, humidity, fire, destruction. 2. Unauthorized electronic ac-
cess might include hackers, viruses, software piracy (Parker, 1981). 3. Authorized electronic 
assets which involve the information systems applications might be outdated. These are the 
major risks which a company faces in the form of IT. Such measures should be taken to 
reduce the risk (Rainer, 1991).  
 
1. The cost of security measures will put into the balance in mitigating the risk.  
 
2. Management to take the step to installed the security measures. 
  
3. The core thing testing and evaluation of the IT systems should be done. 
 
4. Audit process is one of the core factors for mitigating the risk. 

2.6.1  Perform IT security risk analysis  
There are many different ways for how to perform the IT risk analysis for a company. But 
all these methods are performing with different ways with having the same purpose to pro-
tect the company assets. In short these all methods should answer the following general 
questions. First of all what needs to be protected and then what are different threats and 
vulnerabilities which can affect the system and then what would be the implications if they 
were damaged. What is the value of these assets to the company? What steps can be taken 
to minimize exposure to the damage (Hoffman & Podgurski, 2007). 
 
There are many criteria in which we can perform the IT risk where we can match the 
threats and accountability. 
 
1. For each physical resource, select the associated vulnerability. 
 
2. For each danger choice the underlying information asset. 
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3. Business model of information asset decide which information flows involve that asset. 
 
If no accountability reciprocal to threats are founds than there is no risk. Depending on the 
nature of the IT risk companies apply counter measures to reduce risk exposure. The im-
portant points in which we can perform are the following: 1. Risk shifting, the risk is shift-
ed towards the third party by applying the counter measures with having no change to the 
business or technology models (Marchony, 2003). 2. Risk reduction, annual exposure to IT 
risk reduce because countermeasure is applied to the accountability such involvement may 
change to the technology model but not further changes to the business or information 
model. 3. Risk avoidance, here the countermeasure is applied to the threat which mitigates 
the impact of the risk. 4. Able to cope with the implementations of the information sys-
tems whether the IT systems are centralized and distributed. 5. Higher level analysis and 
more detailed analysis can apply to the core areas of the IT systems (BIRCH & McEVOY, 
1992). 

2.6.2  Measure IT security risk 
Companies should assess and document the IT risk measures to configured security 
measures efficiently (RAINER et al., 1989). Companies having less people with lower as-
sets will have more control within their environment. The risk measures are basically to en-
sure integrity, confidentiality and availability (BIRCH & McEVOY, 1992). 
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3 Methodology 
This chapter focuses on research approach, choice of method, how the empirical data will be collected and an-
alyzed; this chapter ends with a discussion of research quality and validity. 

3.1 Research approach 
According to the school of thoughts the research has been conducted into the two type’s 
qualitative and quantitative research approach. It is apparent both research approaches in-
volves the strengths and weaknesses. Here in our research we have adopted the qualitative 
research approach. A major reason of adopting the qualitative approach is that theory and 
methodology are closely interrelated. Qualitative data collected for the sustained period 
with the focus on people and fundamentally appropriate for the processes, structure of 
their lives: assumptions, perceptions (Amaratunga, 2002). Qualitative approach provides 
the exceptional approach to access to interact business decisions making and network rela-
tions (Yeung, 1995). Most of the researchers are fascinated towards the qualitative ap-
proach. Qualitative are preside over from various methodological (theoretical) points of 
view. Qualitative approach focuses on two approach interpretative and critical approach. 
This report will have the interpretative approach because this approach focuses on the sub-
jective experiences and interaction of the respondents and understanding. The qualitative 
approach will have a strong impact to analyse the data and to produce more efficient re-
sults (Biber, 2011). 

3.2 Research objective 
As suggested by Remenyi et al. (1998), there are several major questions that should be 
consider by the researcher before the start such as how to research? What method to use?  
But central to the researcher’s answers is their perspective on and objective of this study. 
 
As soon as the topic was selected the emphasis was laid on collecting and reading material 
related to the IT security. It became clear and the authors perceive to a problem that the 
most relevant and interesting task was not merely to investigate how different companies in 
Pakistan and Sweden manage their IT security but infact try to understand what kind of 
steps and measures lies behind lies behind to achieve them. The method was adopted quali-
tative because it fulfil the requirements which authors want to achieve in the form of deep-
er understanding how different companies manage IT security in two different countries 
(Epstein, 1988). 

3.3  Research design 
To answers our research questions the authors carry the research in qualitative. The inter-
view questionnaire were divided into three parts: IT security policy, IT security plan and IT 
risk analysis to understand what kind of steps and measures lies behind to achieve them in 
order to gathered the empirical data. 

3.4  Choice of method  
For the choice of method, initially it was difficult for us how can we create an understand-
ing of the relationships which we want to study; what we perceive about the problem, what 
part of it which link to the reality we chose to study and how we can achieve and formulate 
our purpose, based on this. As a researcher we have to evaluate and understand the dynam-
ics of IT security process in a company rather than its static characteristics as it is (Baxter & 
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Jack, 2008). When we will evaluate IT security systems, then might we face some issues 
which are related to social, cultural, organizational and political concerns surrounding IT 
security; the processes of IT security development, installation, and use (or lack of use); and 
how all these are conceptualized and perceived by the participants in the setting where the  
study is being conducted . Furthermore it is also helpful to understand what people think, 
perceive and respond in certain situations and how those influence what is happening; to 
understand and explore what technology or practice means to people to measures the re-
sults (Polkinghorne, 2005). 

3.4.1  Qualitative research 
The research questions which we have developed which will relates our empirical study in 
the research to provide unique and critical contributions to outcomes of the research. Due 
to the rapid advancement in computer technology the authors want to collect data rapidly 
and efficiently from the companies (Holme & Solvang, 1997). The research questions will 
relate to development of IT security policies, standards, procedures and guidelines for an 
effective IT security program in the companies. IT security professional implement the IT 
security program but there main task is to sustain and bring awareness. The authors want 
to address the key elements of the IT security program to ensure the company’s infor-
mation and to ensure the confidentiality with speed and accuracy (Peltier, 2005). 
 
IT security professionals were approached by addressing the qualitative data to describe the 
IT security documents in the companies, impressions of users in the IT security work, 
guidelines for protecting the assets e.g. guidelines for cautions of use of emails, systems are 
centrally monitored and logged, general IT security precautions to countermeasure the risk 
to an acceptable level (Albrechtsen, 2007). The interview research questions will wary in 
which technical controls are important in which these principles will implemented that who 
have access to computer systems and what they are allowed to once admitted. Data access 
to those who are authorized otherwise it will be limited. In our research questions IT secu-
rity will address the problems of the companies with ethics and integrity and also it ad-
dresses respective roles and responsibilities of IT security for members of the companies 
(Dhillon and Backhouse, 2000). Descriptive, inductive, and unobtrusive techniques used 
for the data collection which are compatible with the knowledge and values of the social 
work associated with it (Holme & Solvang, 1997). 
 
To implement an enterprise IT security plan the research questions to show the operation 
of IT security plan which has been addressed and taken seriously (Peltier, 2006). The IT se-
curity plan will address in empirical study to ensure availability of resources in an event of 
disasters and the proper planned to be place to respond the IT incident responses and to 
ensure the vital activities to remains appropriate to the needs of the companies. Research 
questions will ensure the proper IT security plan by keeping up to date as per new require-
ments and changes in IT security environment to counter risks (State Bank of Pakistan, 
2004). 
 
The research questions will address the IT risk analysis for identifying and measures the IT 
risks to reduce the risk to the assets. Our research question will be model for the compa-
nies how it classify asset and risks. The answers will be the recommended approaches for 
avoiding risk. Recommended for identifying weaknesses in the systems and ways to evalu-
ate how much IT security enough is for to protect the IT assets (Luker and Petersen, 2003). 
Proposed the list of improvements to the companies to understand more deeply of IT is-
sues to protect of whom they collect the data. List of proposed improvements will help 
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companies to take proactive stance to more deeply implement the IT security (Henderson, 
1999).  

3.5 Data collection 
Data collection represents the core points of the research project. The collection of data 
has different approaches in terms of the implementation of the methods that how struc-
tured, semi-structured, unstructured questionnaires are used. The assessment of the re-
search quality is the issue but data collection is the core concern. In the previous researches 
the assessment of the quality is the important issue in the research (Erikkson, 2008). This 
research will focus on the primary data. Primary data will focus on the interview research 
questionnaire which the authors will send to the companies by email. The primary data will 
make the research more productive and genuine (Donald, 2005). 

3.5.1  Primary data collection 
In constructing the report the researcher draw the extract from the data to illustrate the 
findings and will show that how findings will be derived from the significant or informative 
data. Written evidence gathered through the documents. There are various possibilities. 1.  
Online interview through email, send the interview research questionnaire to companies 
through email and received the answers through email of the research questionnaire. 2. 
Face to face interview, gathered the data in the form of oral for e.g. through interviews and 
then write into the transcription form. Most important case in the primary data collection is 
the information and thoughts which have been expressed by the participants (Donald, 
2005). 
 
Online interviews  
 
The key to success in the qualitative research is not the method is to focus but how to for-
mulate or reformulate the data. The most usual way to define primary data in qualitative 
studies is that verifying extensive field of interest and to come up with specific research 
questionnaire. When you are known with the interest then you can start thinking about 
more specific questions. In order to collect the more efficient data from the companies this 
report focuses on the more validity of the data. The authors choose online interview 
through email of research questionnaire in the form of the logical answers. The response of 
the questionnaire was given in the same order as just we provided the questionnaire. Firstly 
were the closed and then the open ended questionnaire. We think that this method is more 
suitable to qualitative research. This kind of research will provide more impressionable or 
stretchable in our empirical results (Donald, 2005).  
 
This technique is comparatively cheaper and easy for gathering data from large population 
which is spread over large geographic area. As the same questions asked from the all people 
to reduces the chance of evaluator biasness. Most of the people feel more comfortable 
while answering the online interview questionnaire rather than participating in an face to 
face interview because opened and  closed-ended responses is a simple, short and conven-
ient process.(Reference should be added). 
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four schools and a service company -
owned by Jönköping University Foun-
dation. 

Murtaza Ali Systems Limited He is a Business Analyst. To be recog-
nized by our customers, employees, 
Stakeholders, Vendors, Partners, Com-
petitors as the number one Software 
house and IT enabled services provided 
of Pakistan and also IT Services Com-
pany with in the Finance and Apparel 
Market segments in the USA. Have a 
strong presence in South Asia, Middle 
East and European Markets. 

 
The language used for the communication is English and the advantage for these respond-
ents that they ensure us to gather the valid data in the form of the questionnaire through 
the email. These companies were chosen that what we have researched they were keen fo-
cusing on the IT security. The validity of the data they provides us from their past and fu-
ture experiences in the company and now what are they facing in the companies in terms 
of the IT security. 

3.6 Data analysis 
There are two types of analysis qualitative and quantitative analysis. Quantitative analysis is 
that the data is obtained from the numerical form and then to summarize the pattern of 
findings which they gathered from descriptive statistics. Qualitative data is in which there is 
no numerical form then it may call qualitative analysis (Aukerman, 2007). 
 
This study is obtained from qualitative data. Qualitative analysis based on the individual 
experiences and then summarizes the documents by findings from the respondents of the 
interview research questionnaire. The qualitative approach is the important part of the ana-
lysing the data. Qualitative approach is basically focused on the right questions and to gath-
er proficient data from the respondents (Aukerman, 2007). 
 
3.6.1  Qualitative data analysis 
 
20 companies the authors have chosen through the databases and the internet. 4 of the 
companies responded well as mentioned in the section 3.4.1. There were lots of reminders 
to the 4 companies which have responded us. At last they finally look at the interview ques-
tionnaire to increase their knowledge about the IT security. The approach which we adopt-
ed to give adequate analysis from the findings of the participants. The approach was adopt-
ed like on-line interview through email. The analysis of the data through responses (Cooli-
can, 1994). Once the interview questionnaires were filled they were transcribed for the data 
analysis. 
 
The approach increases the reliability and validity of the analysis of the research. Initially 
theories and categories of the researcher have been checked against the data and then may 
often change. The interview questionnaires which the authors send through email were 
non-judgmental approach. This was not done to judge the employees of the companies. 
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The authors analyzed the questionnaire into the three steps of the IT security (Cardwell, 
1996). 
   

1. Focusing on the general IT security precautions or policies of the companies 
 
            2. Follow IT security plan to evaluate security report. 
            
            3. Performing the IT risk analysis and IT risk measures. 
 
As we conducted the online interview through email which the respondents have replied to 
us in the written form. The authors of this report feel written form document which is 
more accurate and authenticate. The authors have analyzed the interview questionnaire into 
three main headings. Main headings were divided into three sub parts for secure IT policy 
environment that can manage the administrative IT security elements. This kind of focus 
makes us easier to gather the reliable data to bring the good relations with theoretical frame 
of reference which is helpful for grouping the data. In the final analysis the authors com-
pare the findings with the literature review to make more adequate results of the compara-
tive study that how different companies manage IT security across the Sweden and Paki-
stan. The authors of the report make it ensure that the data gathered for analysis inspire 
each other to make the execution of the empirical study. The author’s research should be 
conducted in the scientific fashion. 

3.7    Research quality 
In methodological debate about the quality of the research involves the criteria of the valid-
ity and reliability in order to build the transition of the scientific research. The research 
quality has been described in the online interview questionnaire in which we discuss the 
three major factors of the IT security (Yeung, 1995). The authors analysed the three per-
spectives of the IT security. The research questionnaires were focus on the senior man-
agement of the IT to capture the reliable data from the companies on the basis of their ex-
periences. We aim to impact to contact the higher representatives of the company to make 
more reliable data for comparative study to how to manage IT security in terms of three 
perspectives. We have aim to have senior management of IT who can give relevant data to 
us to have an operational measures to have our literature reviews interrelate with responses 
(Seale, 1999). 
 
3.8 Research validity 
 
In qualitative research tradition validity has been attached. The report addresses the criteria 
of the validity which is important to qualitative research. It is important to judge some 
strategies that have been developed to magnify the validity. There are three types of validity 
which are important to qualitative research. These are descriptive, interpretive and theoreti-
cal (Polkinghorne, 2005). These descriptions are from the analysis of the respondents. The 
author of the report focuses on the theoretical and descriptive validity. Our theoretical ex-
planation has been developed from the research study and therefore it is reasonable and 
defensible. Our theory provides explanation of the perspectives of the IT security. Our de-
scriptive validity provides the core questions which we address to the participants of the 
company. The authors report focuses on the descriptive information to the respondents of 
the IT security in terms of the three perspectives. In this case the authors gather the multi-
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ple data from the respondents of the companies to make our research more valid and cred-
ible (Johnson, 1997). 
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4 Empirical findings 
This section presents the empirical findings from the respondents. From the three perspectives of 1. IT securi-
ty policy. 2. IT security plan. 3. IT risks analysis. 

4.1  Sui Northern Gas Pipelines Limited 

Company overview 
 
Sui Northern Gas Pipelines Limited (SNGPL) was incorporated as a private limited Com-
pany in 1963 and converted into a public limited company in January 1964 under the Com-
panies Act 1913, now Companies Ordinance 1984, and is listed on all the three Stock Ex-
changes of the Pakistan. It is the largest integrated gas company serving more than 4.2 mil-
lion consumers in North Central Pakistan through an extensive network in Punjab, Khyber 
Pakhtoon Khwa and Azad Jammu & Kashmir and is certified against ISO 14001:2004 & 
OHSAS 18001:2007 Standards. SNGPL’s 11 sites have been registered under the 
"SMART2" Program by Pakistan Environmental Protection Agency (PAK-EPA). The dis-
tribution activities covering 2,494 main towns along with adjoining villages in Punjab & 
Khyber Pakhtoon Khwa are organized through 13 regional offices. Distribution system 
consists of 87,796 KM of pipeline. SNGPL has 4,174,342 consumers comprising Commer-
cial, Domestic, General Industry, Fertilizer, and Power & Cement Sectors. Annual gas sales 
to these consumers were 597,056 MMCF worth Rs. 216,652 million during Jul 2011 - Jun 
2012 (http://www.sngpl.com.pk/index.jsp [Accessed 24/ 04/2013]). 
 
Findings 
 
The respondent was Qutab Jahan zaib. He is working as a Deputy Chief Engineer in the IT 
department since last 20 years. He is handling all the IT security and ERP issues in the 
company. The section has been divided into three perspectives in terms of results. 1. IT se-
curity policy. 2. IT security plan. 3. IT risks analysis.  
 
IT security policy 
 
The results are based in terms of IT security policy that does SNGPL have IT secu-
rity policy, which general IT security precautions company is taking and who has 
the right to access the IT systems and confidential information of the company, 
procedures granting for the access of the IT systems, systems monitoring proce-
dures in the company, The important steps for securing the web server. 
 

• SNGPL have implemented IT security policy. 
 

• General IT security precautions: 
 
- All the end users have the right to access to the IT systems whether it is adminis    
trator, power user and standard user. 
 
- The end users of the company have been allowed to access to the IT systems dur-
ing office hours, business trip and home. 
 

• The role department has the right to access the confidential information. 
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• Procedures for granting access to the users which are duly approved by the compe-

tent authority 
 

• For systems monitoring procedures, SNGPL are based on the multiple layers. Each 
layer has its own monitoring teams and tools. 
 

• SNGPL has been performing steps for securing web server like updated the web-
server software, performing the ownership of files and updates the permissions. In 
web application Security Policy the company implemented the software security 
policy and the hidden file; directories have been removed from the systems. 
 

IT security plan 
 
The results are based in terms of IT security plan does SNGPL follow the IT securi-
ty plan to achieve the security policy goals, does SNGPL have any configuration 
management plan, SNGPL following any IT security time plan if yes when different 
security functions are to be done. 
 

• SNGPL has been focusing to the IT security plan to achieve the security policy 
goals. 
 

• To follow the IT security plan the SNGPL is performing the following steps. They 
have implemented configuration management plan to evaluate security function. 
They are performing necessary steps in the configuration management plan. 

 
- Configurations are performed through a process configuration management. 
- Users’ rights are periodically reviewed. 
- All critical transactions are checked for configuration. 
- All other transactions are randomly checked for configurations. 

 
• IT security time plan are set accordingly and are scheduled by different team players 

at each layer. 
 
IT risk analysis 
 
The results are based in terms of IT risk analysis that SNGPL have experienced any 
potential risks, have they performed the IT risk analysis and how they perform the 
IT risk analysis, how SNGPL measure the IT risk. 
 

• Minor potential risks have been identified such as port scanning of systems, service 
attacks. 

 
• The SNGPL have experienced minor threats not the major threats. If they experi-

ence major threat they take into the considerations that the accountability should be 
selected. For each danger select the underlying information asset by applying strict-
ly on the countermeasures to threat which reduce the risk. This kind of strategy is 
applied whether the systems have been distributed or centralized. 
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• To measure the risk in the SNGPL is not applicable. 

4.2  Fatima Group-Pakarab Fertilizer Limited 

Company overview 
 
Fatima Group was established in 1936 with trading of commodities and gradually entered 
into the manufacturing of various products. The Group has a success story spread over 
seven decades, expanding its horizon from trading to manufacturing. Today, the Group is 
engaged in trading of commodities, manufacturing of fertilizers, textiles, sugar, mining and 
energy. The Group has made exceptional progress in the last two decades and diversified 
into manufacturing of sugar and fertilizers. The Group has a distinction of being the largest 
exporter of molasses and importer of di-ammonium phosphate (DAP).  

In its endeavor to reduce dependency on imports, the Group is engaged in the quarry of 
rock phosphate which is used as production input in phosphate fertilizers. Realizing its re-
sponsibilities as a good corporate citizen, the Group contributes substantially to the eco-
nomic development of Pakistan through taxation, exports and by with over 10,000 people 
associated with our business operations in various capacities (http://www.fatima-
group.com/fatimagroup/groupsoverview.php [Accessed 25/04/2013]). 
 
Findings 
 
The respondent was Raheel Ahmed. He is Senior Officer in the IT department. He is 
working with the company since last 5 years. He is handling all the Network infrastructure, 
IT help desk and support, data centre of the IT department. 
 
IT security policy 
 
The results are based in terms of IT security policy does Fatima Group-PFL have 
IT security policy, Which general IT security precautions company is taking and 
who has the right to access the IT systems and confidential information of the 
company, procedures granting for the access of the IT systems, Systems monitor-
ing procedures in the company, The important steps for securing the web server. 

 
•  Fatima Group-PFL have implemented IT security policy. 

 
• General IT security precautions 

 
- Administrator users have the right to access the IT systems. 
- They are allowed to use in the office hours. 

 
• Authorized personnel have the only right to access the confidential information on-

ly. 
 

• Fatima Group-PFL has identified different procedures for granting access to the 
system. 1. Request initiation. 2. Review and approval of request. 3. Access rights as-
signments as per the authorization matrix. 
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• For systems monitoring procedures, all the systems are centrally monitored and 
logged. 
 

• Updating ownership of files or permissions at web server Security and implemented 
a software security policy at web application security. 

 
IT security plan 
 
The results are based in terms of IT security plan does Fatima Group-PFL follow 
the IT security plan to achieve the security policy goals, do Fatima Group-PFL 
have any configuration management plan, Fatima Group-PFL follow any IT securi-
ty time plan if yes when different security functions are to be done. 
 

• Fatima Group-PFL has not implemented the IT security plan. They are not follow-
ing configuration management plan. 
 

• Fatima Group-PFL is not focusing on IT security time plan to identify security 
functions. 

 
IT risk analysis 
 
The results are based in terms of IT risk analysis that Fatima Group-PFL has expe-
rienced any potential risks, have they performed the IT risk analysis and how they 
perform the IT risk analysis, how Fatima Group-PFL measure the IT risk. 
 

• The systems have experienced some potential risks in the form of three categories. 
 

- Loss of control due to decentralization of decision making. 
- Users’ resistance to new systems/technology. 
- Interruption of services. 

 
• Fatima Group-PFL has been keen focusing on the IT risk analysis and evaluation. 

They are focusing on three different steps for performing the IT risk analysis. 
 

- Identifying threats ->Swot analysis. 
- Estimate risks->Risk value = Probability of event x cost of event. 
- Managing risks->Contingency planning. 

 
• The three stakeholders are involved when performing the IT risk analysis.  

 
- IT professional. 
- Business professional. 
- Higher management. 

 
• To measure the IT risk the following points were focus on the IT security section.  

 
- Through the demining cycle; Plan, Do, Check, Act. 
- Estimating the likelihood of an attack and the cost of damage. 
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4.3  Systems Limited 

Company overview 
 
Systems Limited was established in 1977 as Pakistan’s premier software house and technol-
ogy based solution provider. Since its inception, it has grown and progressed to be at the 
center stage of information and technology, providing effective computing strategies and 
solutions to Private and Government Organizations. Systems Limited has played a major 
role in some of the largest IT projects in the country. Be recognized by our customers, em-
ployees, stakeholders, vendors, partners and competitors as the number one Software 
house and IT enabled services provider of Pakistan; to be rated among the best software 
solutions and IT services company within the Finance & Apparel market segments in the 
USA; and to have a strong presence in the South East Asia, Middle East and European 
Markets (http://www.systemsltd.com/brochures/company-brochures.html [Accessed 24/ 
04/2013). 
 
Findings 
 
IT security policy 
 
The results are based in terms of IT security policy does Systems Limited have IT 
security policy, Which general IT security precautions company is taking and who 
has the right to access the IT systems and confidential information of the company, 
procedures granting for the access of the IT systems, systems monitoring proce-
dures in the company, the important steps for securing the web server. 
 

•  Systems Limited have implemented IT security policy. 
 

•  General IT security precautions: 
 

- All end users of the company have the right to access the IT systems wheth-
er it is administrator, power and standard user. 

- They are allowed to use only in the office hours. 
 

• Administrator users have the right to access the confidential information. 
 

• Systems Limited has taken following procedures for granting access to the systems. 
 

- Must be an employee of the company. 
- Based on the project and the information, credentials are given to users. 
- Provide guidelines to the users in order to access to the IT systems. 
- Provide guidelines how to secure email. 

 
• Support team which usually monitors the network, hardware and software related 

issues. The monitoring procedures for ERP related projects, Support team of ERP 
is associated with every team to solve issues related to ERP. 
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• Updated the webserver software at web server security level for securing the web 
server at web application security level. The IT section had implemented the soft-
ware security policy. 

 
IT security plan 
 
The results are based in terms of IT security plan, does Systems Limited follow the 
IT security plan to achieve the security policy goals, Systems Limited have any con-
figuration management plan, Systems Limited follow any IT security time plan if 
yes when different security functions are to be done. 
 

• Systems Limited have been keen focusing on the IT security plan to achieve the se-
curity goals 

 
• To follow the IT security plan the company is performing the following steps. They 

have implemented configuration management plan to evaluate security function. 
They are performing necessary steps in the configuration management plan. IT se-
curity plans and configuration management plans are necessary in order to have 
awareness of IT security plans to employees and to guide them in a proper way to 
secure their system when they are outside their offices. Secondly, these plans are 
needed in order to have detail knowledge of IT infrastructure. 
 

•  Systems Limited do not have IT security time plan. 
 
IT risk analysis 
 
The results are based in terms of  IT risk analysis that Systems Limited have expe-
rienced any potential risks, have they performed the IT risk analysis and how they 
perform the IT risk analysis, how Systems Limited measure the IT risk. 
 

• Systems Limited doesn’t face any potential risk to the IT systems. 
 

• IT risk analysis has been performed by their support team. The support team per-
forming in following ways by involving the IT infrastructure team. 

 
- Risk assessment. 
- Define the scope of the risk analysis. 
- Estimations about information technology risk. 

 
• IT risks have been measures through risk management activities. The output should 

be document to allow the risk levels which have a greater impact of threats that 
harm the confidentiality, integrity and availability of data. 
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4.4  Jonkoping University 

Company overview 
 
Jönköping University is characterized by internationalization, an entrepreneurial spirit and 
collaboration with the surrounding society.  
 
Jönköping University (JU) is one of three Swedish private, non-profit institutions of higher 
education with the right to award doctorates. JU operates on the basis of an agreement 
with the Swedish Government and confirms to national degree regulations and quality re-
quirements. The university is organized as a group of companies with five subsidiaries - 
four schools and a service company - owned by Jönköping University Foundation 
(http://hj.se/en/about-the-university.html [Accessed 24 04 2013]). 
 
Research and education are carried out at: 
Jönköping International Business School 
School of Education and Communication  
School of Engineering  
School of Health Sciences 
 
Findings 
 
The respondent was Anders Svenson. Currently he is looking all the IT services of the uni-
versity. He is the director IT. 
 
IT security policy 
 
The results are based in terms of IT security policy, does Jonkoping University have 
IT security policy, which general IT security precautions company is taking and 
who has the right to access the IT systems and confidential information of the 
company, procedures granting for the access of the IT systems, systems monitoring 
procedures in the company, the important steps for securing the web server. 

 
• Jonkoping University has no specific IT security policy. But they have several poli-

cy documents that are related like account and password policies but no specific IT 
security policy. 
 

• General IT security precautions 
 

- The teachers and staff are administrator users while students are standard 
users. 

- They are allowed to use at office hours, business trip and at home. 
 

• The staffs are mainly responsible for handling the confidential information. The IT 
staff can often access the information as well as the most sensitive information is 
encrypted. 
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• IT staff is asked to give access to systems. The procedure is to verify with the man-
ager of the system or employee. Student access is mainly automated base on what 
courses the student is studying. 

• The logs have been consistently maintained for system monitoring procedures like 
we log, which is logged into our computers and when but not to monitor the users. 
 

• Updated the webserver software at web server security for securing the web servers 
and hidden files and directories have been protected at web application security 
level. 
     

IT security plan 
 
The results are based in terms of IT security plan, does Jonkoping University follow 
the IT security plan to achieve the security policy goals, Jonkoping University have 
any configuration management plan, Jonkoping University follow any IT security 
time plan if yes when different security functions are to be done. 
 

• Jonkoping University doesn’t have any specific IT security plan. 
 

• Jonkoping University is performing some step in terms of configuration manage-
ment plan like to keep track of and document reported of IT incidents for statistics. 
 

• Jonkoping University don’t have IT security time plan. 
 
IT risk analysis 
 
The results are based in terms of IT risk analysis that Jonkoping University have 
experienced any potential risks, have they performed the IT risk analysis and how 
they perform the IT risk analysis, how Jonkoping University measure the IT risk. 
 

• Jonkoping University’s IT systems have experienced some potential risks such as 
email server send out lot of spams. Due to these attacks there will be a possible 
chance of attacking the anti-virus. 
 

• Jonkoping university try to do IT risk analysis on major systems at least every three 
years. They assemble a group consisting of IT staff, Managers of the system and 
power users of the system. Then they brainstorm, evaluate probability and impact, 
Prioritize and suggest changes. Risk analysis is also done as part of bigger projects. 
 

• Jonkoping University has been performing IT risk measures. They are measure on 
following steps. 
 

- Probability: 1 (unlikely) to 6 (very likely) 
      Impact: 1 (minor) to 6 (very major) 
      Risk: Probability times Impact - 1 to 36. 
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For example  

- Unencrypted login - Probability 6 - Passwords can be disclosed to third par-
ty - Impact 2 - Risk 12. 
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5 Analysis 
In this chapter the author will present analysis of primary data which they got from respondents in relates to 
the literature review. 
 
Table 5-3 Comparison of Pakistan and Sweden 

Pakistan Sweden 
IT security policy IT security policy 

SNGPL Fatima Group-Pfl Systems 
Limited

Jonkoping University 

Implemented IT security policy.  No specific IT security policy but several policy docu-
ments. 

 
 

General IT security precautions (Who has right to ac-
cess, when are they allow to use it) 

General IT security precautions (Who has right to 
access, when are they allow to use it) 

All end users (ad-
ministrator, power, 
standard) have right 

to access. 

Administrator users. All end users. 
 

Teachers & staff are administrator users. 
 

Access anywhere in 
office, business, at 

home. 

Only use in office 
hours. 

Access in of-
fice hours. 

 Students are standard user. 
 

 Access anywhere in office, business and at home. 
 

Right to access confidential information Right to access confidential information
Role department. Authorized person-

nel. 
Administrator 

user. 
Staff & Top management. 

 
Access on job roles. 

 
  

 
 

Procedures for granting access Procedures for granting access 
 Approved by com-

petent authority. 
Request initiation. 

 
Review and approval 

of request. 
 

 Access right assign-
ments. 

Employee of 
company. 

 
Based on pro-

ject infor-
mation. 

 
 Provide 

guidelines 
to access sys-

tems. 
 

 Provide 
guidelines 
to secure 

email. 

 Procedure to verify with system manager.   
 

 Student access is mainly automated what course is study-
ing.  

 
Access by domain login & passwords.                  

  
 

Systems monitoring procedures Systems monitoring procedures 



 

 31

Based on multiple 
layers. 

 
 

Systems are centrally 
monitored and 

logged. 

Support team   
monitors net-
work, hard-

ware and 
software. 

 

Logs have maintained.
 

Not to monitor users. 
 

 

Securing Web Server Securing Web Server 
Updated web server 

software. 
Updated web server 

software. 
Updated web 
server soft-

ware. 

Updated webserver software. 
 

Hidden files & directories protected. 
 

Minimize server functionality. 
IT security plan IT security plan 

SNGPL Fatima Group-PFL Systems 
Limited 

Jonkoping University

 Focus on IT securi-
ty plan. 

Not implemented IT 
security plan. 

Not imple-
mented IT se-

curity plan. 

Don’t have specific IT security plan. 

Configuration management plan Configuration management plan 
Performed through 
process of configu-
ration management. 

 
 User’s rights are pe-
riodically reviewed.    

  
All critical transac-
tion and other are 

checked for configu-
ration. 

                  

 Not following con-
figuration manage-

ment plan. 

Implemented 
configuration 
management 

plan. 
 

 Perform nec-
essary steps. 

 
Awareness of 

IT security 
plan to em-

ployees and to 
guide them to 
secure their 

systems.    

Performing some steps. 
 

Keep track of and document reported of 
IT incidents for statistics. 

 

IT security time plan IT security time plan 
Set accordingly and 

are scheduled by dif-
ferent team players 

at each level. 

 Not focusing on IT 
security time plan. 

 Do not have 
IT security 
time plan. 

Don’t have IT security time plan. 
   
   

IT risk analysis IT risk analysis 
SNGPL Fatima Group-PFL Systems 

Limited 
Jonkoping University 

IT potential risks 
 

IT potential risks 

 Minor potential 
risks have been 

identified. 
 

Port scanning of 
usbs. 

Experienced potential 
risk. 

 
Loss of control due 
to decentralization. 

 

Does not face 
any potential 

risks. 

Experienced some IT risks. 
 

Email servers send lot of spam and few time anti-virus 
attacks. 
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Service attacks. 

User’s resistance to 
new technolo-
gy/systems. 

 
Interruption of ser-

vices 
Perform IT risk analysis Perform IT risk analysis 

Take into considera-
tions accountability 
should be selected. 

 
For each danger se-
lect underlying in-
formation asset by 
applying strictly on 
countermeasures to 

threat which 
reduce the risk. 

 
Strategy applied 

whether systems is 
distributed or cen-

tralized. 

Three steps involved. 
 

Identify threats > 
Swot analysis. 

 
Estimate risk >Risk 

value. 
 

Manage risk-> Con-
tingency planning. 

 
Three stakeholders 

involved: 
 

IT professional. 
 

Business professional. 
 

Higher management. 

IT risk analy-
sis performed 

by support 
team. 

 
Risk assess-

ment. 
 

Define scope 
of risk analy-

sis. 
 

Estimations 
about IT risks.

Try to do IT risk analysis on major systems at least every 
three years. 

 
 IT risk analysis performs by group of consisting IT staff, 

managers. 
 

Brainstorm, evaluate probability and impact, prioritize 
and suggest changes. 

 
Done as a part of bigger projects. 

  

Measures the IT risk Measures the IT risk 
Not applicable.   Through demining 

cycle, Plan, Do, 
Check, Act. 

  
 Estimating likelihood 

of attack & cost of 
damage. 

IT risks 
measures 

through risk 
management 

activities. 
 

Output 
should docu-

ment to 
allow risk lev-
els which have
greater impact 

of threats. 
 

Following steps are perform to measure the IT risk: 
 

Probability: 1 (unlikely) to 6 (very likely Impact: 1 (minor) 
to 6 (very major) Risk: Probability times Impact - 1 to 36. 

 
Example 

Unencrypted login - Probability 6 - Passwords can be 
disclosed to third - Impact 2 - Risk 12. 

 

 

5.1  IT security policy 
As it has been determined from the literature review that we emphasis on the general IT 
security precautions, right to access confidential information and procedures for 
granting access to the IT systems. As mentioned in section 2.5.1. Companies allow 
who has access to the IT systems so there are different modes depending upon the desig-
nation that he might be administrator user, power user, standard user, depending upon the 
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role that has access to the IT systems. The role should be based through the analysis that 
what input has given it to the companies. Also we have mentioned depending upon the lo-
cation whether it is physical or logical location so that it can be block through network ad-
dresses.  
 
In section 2.5.2. We learnt that users who really need to access the data should be allowed 
to access otherwise it should be limited. Secondly, the authors mentioned that IT managers 
should control the confidential information for the protection of the misusage of the data. 
We learnt from this section is that IT managers should implement policies for securing of 
the confidential information. As section 2.5.3. The authors learnt that role is the core fac-
tors for granting access to the IT systems. It should be a role based access control whether 
a user is allowed to perform or should be restricted within the company. It will be clear for 
the system administrator to judge the user on role base access control. 

5.1.1  IT security policy in Pakistan 
It has been cleared in the empirical study that Pakistani companies have implemented the 
IT security policy. What issues the authors have addressed in literature review they have 
been keen focusing on the general IT security precautions, access to confidential in-
formation, steps taking procedures for granting access to the IT systems. Mostly we 
found that companies from Pakistan for general IT security precautions it became evi-
dent that access to the IT systems could be only administrator user and could be all end us-
ers like power user, standard user. For the confidential information it has been cleared that 
companies from Pakistan have authorized personnel and role department have access to 
confidential information which relate to the point in right to access confidential infor-
mation in section 2.5.1. There are different modes depending upon his designation that 
he might be administrator user, power user and standard user. Companies having different 
strategies regarding the general IT security precautions (Guttman, 1996). For the proce-
dures for granting access to the IT systems it has been clear that it should be approved 
by the competent authority and depends on the roles whether user is authorized or not as it 
has been relate to literature section 2.5.3. Role is the core factor for granting the access of 
the IT systems. It should be the role base access control (RBAC) whether a user is allowed 
to perform or restricted within the company (Ferraiolo, 1992). 
 
Systems monitoring procedures are based on the multiple layers. It should be based on 
the project and the information or credentials given to users. It has been agreed by the 
three companies that it should be reviewed and approved by the competent authority that 
is IT manager as it relates to section 2.5. Management established intentions or goals and 
purpose or aspiration for securing the asset by implementing the policies. Policies are used 
to introduce the concepts that what is expected from the employees of the company when 
they are using enterprise IT resources of the company (Peltier, 2005). 
 
From the empirical study the authors found that companies are focusing necessary steps 
for the securing of the web server. All the three companies have updated the webserver 
software and implemented the software security policy. 
 
What the Pakistani companies are not focusing as the authors have mentioned in the litera-
ture review in section 2.5.2. Data ware houses from Pakistan are customer focus oriented. 
Managers should implement policies for securing of the personal data and should be harsh 
to staff or made penalties for the exploiting of the data. A procedure for granting access is 
approved by competent authority not specific IT managers. 2. Users from field should be 
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given higher priority for access of IT systems that sitting outside which has been men-
tioned in the literature section 2.5.1. 

5.1.2  IT security policy in Sweden 
In empirical study it has been evident that company from Sweden has not implemented IT 
security policy but has several policy documents as it relates to the section 2.5. Manage-
ment established intentions or goals and purpose or aspiration for securing the asset by 
implementing the policies (Peltier, 2005). Companies from Sweden, Jonkoping University 
do not have specific kind of IT security policy to implement in the university. For the gen-
eral IT security precautions the Jonkoping University is clear that only the administrator 
users have the right to access the IT systems and they have the facility to use at any time in 
office hours, business trip and at home as it has been mentioned in literature section 
2.5.1. Companies focus on the security precautions that who has access to IT systems and 
when are they allowed to use it. There are different modes depending upon his designation 
that he might be administrator user, power user and standard user. But the companies hav-
ing different strategies regarding there general IT security precautions (Guttman, 1996) as 
explained in the literature section. For the confidential information they are clear that top 
management or teachers have the right to access on it and access is based on job roles as 
mentioned in literature section 2.5.2. For the procedures of granting access of the IT 
systems the company from Sweden Jonkoping University IT staff is responsible for giving 
access to the systems by using domain and passwords by wireless networks as mentioned in 
the literature section 2.5.3. It will be easy way for the system administrator to judge the 
user on the RBAC basis. There will be no discretion made among the users. RBAC should 
be mandatory for the company to implement and it should not be implemented as multi-
level security requirements (Ferraiolo, 1992). 
 
The Swedish companies for system monitoring procedures do not have specific monitoring 
procedures but they are keen focusing on the daily call logs that who is logged onto the 
computer and is maintained regularly but not to monitor the users. 
 
The Swedish company have implemented the policy for securing the web server by up-
dating the webserver software and implementing the software security policy. 
 
The Swedish company is not focusing as the authors have mentioned in the literature re-
view in section 2.5.2. Managers should implement policies for securing of the personal da-
ta and should be harsh to staff or made penalties for the exploiting of the data. Secondly, 
access modes, Swedish company should consider access modes whether can read, writes, 
execute and delete the files which has been mentioned in the literature section 2.5.1. Ac-
cess modes, company should consider access modes whether can read, write, execute and 
delete the files. The concept of access mode is basically fundamental of access mode 
(Guttman, 1996). 

5.2  IT security plan 
As it has been cleared from the literature section 2.6. A company need to have the integ-
rity of information to protect the IT assets. IT security plan consists of management pro-
cess which includes sustaining of IT security roles, responsibilities, standards and proce-
dures. It has been evident from the literature the authors have been expecting to the com-
panies that how are they managing configuration management plan and IT security 
time plan to identify security functions. As mentioned in configuration management 
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plan section 2.6.1. Security evaluation process is used in the company for both learning 
and process. So major problem lays lack of understanding in the management. Companies 
with extensive IT infrastructure in place. In Infrastructure everything involves data centre, 
IT assets, ERP, security severs, routers, switches, network cables and the main end users 
who are using these facilities in the form of internet. It can create an overall impact in the 
company. 
 
As from literature review section 2.6.2. It is clear that department should be trained or 
support, motivated to behave in the protection manner, could cope with proliferations of 
passwords, network systems and might be able to have the possibilities of the attacks. As 
mentioned by (Sasse, 2003) the IT security time plan should base on following factors. 1. 
Development of policies 2. Use of a particular technology. 3. Longer term impact. 

5.2.1  IT security plan in Pakistan 
The authors found from the empirical findings that SNGPL and Systems Limited have im-
plemented IT security plan that relates to section 2.6. While Fatima Group-Pak Arab Fer-
tilizer Limited has not implemented IT security plans. SNGPL and Systems Limited are fo-
cusing on IT Security plan but Systems Limited do not have IT security plan and they have 
been focused on some points which we have mentioned in the literature review. One com-
pany is focusing on configuration management plan in performing steps to have aware-
ness of the employees and secondly, the most important in order to have detailed 
knowledge of IT infrastructure which has an overall impact on the company as mentioned 
in the section 2.6.1. Main priorities are momentous issue that it should be given the higher 
precedence if in case of destruction in the data centre so by setting the goals in the man-
agement plan the company might recover to the disaster recovery (Guttman, 1996). While 
in SNGPL transactions are randomly checked and configurations are performed through 
configuration management process. To maintain the IT security time plan in SNGPL 
each layers are set accordingly and have been properly scheduled according to time plan to 
cope with network systems and to cope with possibilities threats and attacks to the IT sys-
tems as it relates in the section 2.6.2. It focuses on the IT security mechanisms on the ba-
sis that users on the daily basis interact with computer security. There should be the work-
ing strategy to deal with IT security functions. There should be a hard evidence that appli-
cations can improve not only usability but to ensure the effectiveness and efficiency of se-
curity mechanisms. The designs of the security systems need to be address in the IT securi-
ty time plan (Sasse, 2003). 
 
The companies from Pakistan are not focusing on evaluation techniques. Evaluation tech-
niques on standard methods are recommended in the firms so that it can make an overall 
impact on the companies as mentioned in literature section 2.6.1. Secondly, In the IT 
security time plan companies from Pakistan are not addressing the longer term impact on 
which user uses the technology and the motivation factor which has been mentioned in 
2.6.2. Thirdly, Pakistani companies should focus on IT security time plan in terms of 
two major factors. 1. Use of a particular technology. 2. Longer term impact on which users 
use the technology as mentioned in literature section 2.6.2. Fourthly, there should be evi-
dence in the IT security time plan that can not only improve usability but also ensure the 
effectiveness and efficiency of IT security mechanisms 
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5.2.2  IT security plan in Sweden 
The authors found from the empirical study that the Swedish company do not have such 
IT security plan and the above points which we have mentioned in literature review like 
configuration management plan and IT security time plan do not have specific plan 
but have been little bit focused on configuration management plan. Jonkoping University, 
Sweden has been little bit focusing on configuration management plan for performing 
steps to keep record and documented reported of infrastructure for e.g. servers incidents 
for statistics as it relates to the literature section 2.6.1. Main priorities are momentous is-
sue that it should be given the higher precedence. If in case of destruction in the data cen-
tre so by setting the goals in the management plan the company might recover to the disas-
ter recovery. Security evaluation process is used in the company for both learning and pro-
cess. Recommendations for the IT evaluation are suitable for operating in the industry sec-
tors. (Guttman, 1996).   
 
Swedish company is not focusing on IT security time plan. The company should focus 
on IT security time plan in terms of four major factors 1. Development of policies. 2. 
Use of a particular technology. 3. Longer term impact on which users use the technology. 
4. Motivation as mentioned in the literature section 2.6.2. Secondly, there should be an 
awareness of the employees of the detailed knowledge of IT infrastructure and there 
should be regular IT bulletins per weak to employees about IT security as mentioned in 
section 2.6.2. Thirdly, Evaluation techniques are missing so that it can make an overall 
impact on the company. Evaluation techniques are recommended in the firms as men-
tioned in the literature section 2.6.1. Thirdly, by ensuring IT security time plan there 
Should be an evidence in the IT security time plan can improve not only usability but to 
improve to ensure the effectiveness and efficiency of IT security mechanisms.  

5.3  IT risk analysis 
As it has been cleared from the literature review as the objective of risk management is to 
reduce the total expected cost by implementing optimal security measures. IT risk analysis 
provide highly specific consistently. Major risks companies’ faces in the form of unauthor-
ized electronic access of IT systems. Such measures should be taken to reduce the IT risks 
as mentioned in the section 2.7. By (Rainer, 1991). 
 
1. The cost of security measures will put into the balance in mitigating the risk.  
 
2. Management to take the step to installed the security measures. 
  
3. The core thing testing and evaluation of the IT systems should be done. 
 
4. Audit process is one of the core factors for mitigating the risk. 
 
As from the literature review the authors have learnt to perform IT risk analysis, measure 
the IT security risk which have been discussed in the sub section of the IT risk analysis. 
 
Important points have been discussed in the 2.7.1. For performing IT risk analysis 
 
1. For each physical resource, select the associated vulnerability. 
 
2. For each danger choice the underlying information asset. 
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5.3.1  IT risk analysis in Pakistan 
As from the empirical findings authors have found that two companies SNGPL and Fati-
ma Group-Pakarab Fertilizer Limited have experienced minor threats in the form of port 
scanning of systems, loss of control due to decentralization and service interruptions. Sys-
tems limited did not experience any potential threats. But facing the risks is the common 
between three companies. Such as facing the risks due to interruption of services and ser-
vice attacks as it relates to section 2.7.1. IT risk analysis provides highly consistently ac-
countability. SNGPL, Fatima Group and Systems limited have been performing IT risk 
analysis. All three have been focusing on risk assessment and identification of assets as it 
relates to section 2.7. Analyst will analyse, justify or discard various controls. IT risk analy-
sis is now a day is very important in the first generation of IT security design because it 
provides concern for money and analyst can counterbalance the cost of proposed controls 
(Baskerville, 1993). The three companies have been identifying less on the same way like 
each physical resource, select the associated vulnerability and for each danger select the in-
formation asset and identify according to the nature of the risk to identify the threats by 
swot analysis and then estimation about the IT risk as it relates to section 2.7.1. Men-
tioned above. SNGPL is not focusing on the measurement of the IT risk measures but 
the other two strictly focusing on the IT risk measures. Fatima Group-Pakarab Fertilizer 
Limited and Systems Limited might have different ways for performing the IT risk 
measures but they are focusing. Estimating of an attack and the cost of damage, loss or in-
terruption of service caused by events that exploit existing security vulnerabilities. It means 
that they are focusing on the estimating of the threats through risk measurements by per-
forming through management activities, through demining cycle, plan do, check act and es-
timating likelihood of attack & cost of damage. As explained in the literature section 
2.7.2. Companies should assess and document the IT risk measures and to configured se-
curity measures efficiently. Companies having less people with lower assets will have more 
control within their environment. The IT risk measures are basically to ensure integrity, 
confidentiality and availability (Envoy, 1992). 
 
The companies from Pakistan are not focusing on the third point which the authors dis-
cuss in the literature section 2.7.1. Business model of information asset decide which in-
formation flows involve that asset. That point could enhance the performance of IT risk 
analysis for the company to reduce more risk and to countermeasure the threat. Other 
thing have not been mentioned in all three companies by empirical findings that they are 
not focusing on the audit process and the cost of IT security measures to mitigate the IT 
risks as mentioned in section 2.7. (In 1 and 4 bullet point). 

5.3.2  IT risk analysis in Sweden 
The Swedish company, Jonkoping University have experienced potential risks in the form 
of scanning of usbs; email servers send lot of spam and few time anti-virus attacks.  
Jonkoping University has been performing IT risk analysis for evaluating the probability, 
suggest changes and through involving systems administrators as it relates to the section 
2.7.1. Of the two points 1. For each physical resource, select the associated vulnerability 2. 
For each danger choice select the underlying information asset. Jonkoping University has 
been performing IT risk analysis through system administrator and the IT managers. IT 
risk analysis has been adopted in these two points as a part of bigger projects but the 
adopting strategy of performing the IT risk analysis might be slightly different from Paki-
stan. 
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Jonkoping University has been performing IT risk measures in the form of different ways 
by calculating the probability, IT risks are also measures due to cyber-attack. It means that 
company from Sweden has been focusing to measure the IT risk and also to measure the 
impact of the risk updates to measure the risk due to cyber-attack. 
 
One of the things is not mentioned in the company from Sweden by empirical findings that 
they are not focusing on the audit process and the cost of security measures that mitigate 
the IT risks as mentioned in section 2.7.  (In 1 and 4 bullet point). Secondly, should be fo-
cus on IT risk reduction to reduce annual exposure of IT risks because countermeasure is 
applied to accountability. Such involvement may change to the technology model but not 
further changes to business model. Thirdly, to cope with the implementations of the IT 
systems higher level analysis and more detailed analysis can apply to the core areas of the 
IT systems. 

5.4 Summary of analysis 
Table 5-4 Proposed points for improvements  
 
PAKISTAN                                                   Sweden 

IT security policy IT security policy 
Right to access confidential information. 
 
Data ware houses from Pakistan are cus-
tomer focus oriented. IT managers should 
implement policies for securing of the per-
sonal data and should be harsh to staff by 
implementing penalties for the exploiting of 
the data. 

 

Right to access confidential infor-
mation. 
Managers should implement policies for 
securing of the personal data and should 
be harsh to staff by implementing penalties 
for the exploiting of the data. 

General IT security precautions 
 
A procedure for granting access is approved 
by competent authority not specific IT man-
agers. 
 
Users from field should be given higher pri-
ority for the access of IT systems. 
 

General IT security precautions 
 
A procedure for granting access is ap-
proved by the IT managers but not the 
competent authority. 
 
Swedish company should consider access 
modes whether it can read, write, execute 
and delete the files. 

IT security plan IT security plan 
 Configuration management plan 
 
Evaluation techniques are missing for the 
firm. Evaluation techniques on standard 
methods are recommended in the firms. 

Configuration management plan 
 
Evaluation techniques are missing so that it 
can make an overall impact on the compa-
nies. Evaluation techniques are recom-
mended in the firms. 

IT security time plan 
 
Pakistani companies are not addressing the 
longer term impact on which user uses the 
technology and the motivation factor. 

IT security time plan
 
Swedish company should focus on IT se-
curity time plan.  
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Two major factors were missing in terms of 
IT security time plan 1. Use of a particular 
technology. 2. Longer term impact on which 
user uses the technology. 
 
There should be evidence in the IT security 
time plan that can improve not only usability 
but it can improve to ensure the effective-
ness and efficiency of IT security mecha-
nisms. 
 

Four major factors were missing in terms 
of IT security time plan 1. Development of 
policies. 2. Use of a particular technology. 
3. Longer term impact on which users use 
the technology. 4. Motivation. 
 
There should be evidence in the IT securi-
ty time plan that can improve not only us-
ability but it can improve to ensure the ef-
fectiveness and efficiency of IT security 
mechanisms. 
 
There should be regular IT bulletins for 
the awareness of the employees of IT secu-
rity. 

IT risk Analysis IT risk analysis 
 
Should focus on the audit process and the 
cost of IT security measures that mitigate 
the IT risks. 

 

 
Should focus on the audit process and the 
cost of IT security measures that mitigate 
the IT risks. 

 
Perform IT risk analysis 
 
Should focus on business model of infor-
mation asset decide which information flows 
involve the IT asset? The point could en-
hance the performance of IT risk analysis 
for the company to reduce more risk and to 
countermeasure the threat. 

 

Perform IT risk analysis 
 
Should focus on IT risk reduction to re-
duce annual exposure of IT risk because 
countermeasure is applied to accountabil-
ity. Such involvement may change to the 
technology model. 
 
To cope with the implementations of the 
IT systems higher level analysis and more 
detailed analysis can apply to the core areas 
of the IT systems. 
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6  Conclusion 

 
This section presents that how study is conducted to find out how the medium and large business companies 
have planned or unplanned their IT security in different parts of world (Pakistan and Sweden). 
 
This thesis focuses on the IT security perspectives that companies and employees use 
computers. This research to keeping the IT systems secure for allocation resources fairly to 
prevent unauthorized of access, crashing of systems and viruses. The act of recognizing of 
the problem is reflected that aim to improve IT security by different approaches. Major 
challenges have been discussed in the research questionnaire to prevent vulnerabilities for 
secure IT security flow. Guiding IT measures in the research questions have been discussed 
for the implementation of IT security program to protect the cornerstone of technology. 
The crux of the thesis for what this thesis have been trying to emphasize to address differ-
ent administration control of IT security to provide IT security measures for the protection 
of IT systems and data. 
 
This research has taken steps towards Pakistani and Swedish companies to start the re-
search with foundation for secure IT systems. The research has been concerned to assess 
the integrity that what Pakistani and Swedish companies have established to monitor the 
controls of the IT security perspectives. As this study draws a comparison between two na-
tion which will be fruitful to implement policies to promote awareness with IT security 
plan with different control effectiveness to assess the IT risk to determine needs. This re-
search by linking the two nations into one cycle to address the IT security perspectives to 
grain broader understand of the IT security program. This research will interconnect the IT 
security environment between two countries to understand fundamental requirements by 
distinguishing between the two countries for providing flexibility to emphasize the most 
important elements of IT security to implement the IT security policies. Improving the dif-
ferent perspective of IT security will result into the quality or stability of the companies in 
terms of economic, operations and reputation. In-depth approach serves as a guide for 
considering the IT security requirements for implementing IT security. This research 
founds that how Pakistani and Swedish companies evaluate steps for taking guide to breach 
IT security for gaining momentum for existing IT security practices. This research will ad-
dress the weaknesses and the needs that how effective IT security measures should be 
monitored and evaluated and what further steps needs to improve for the IT security pro-
tection. 
 
Through an interview research questionnaire both Pakistani and Swedish companies have 
been thorough examined to influential factors of IT security. The results show that there 
are some similarities in terms of the evaluation techniques of the IT security. Further ele-
ments were identified to enhance the empirical findings for a positive effect of IT security. 
This research will enhance the sharing knowledge between both Pakistani and Swedish 
companies. In addition both teams will have a positive effect on team performance by 
knowledge sharing. The research found that analysis of the empirical sets an effectiveness 
of IT security practices to look at possible techniques and methods for recounting IT secu-
rity program. 
 
The research found the similarities and dissimilarities between Pakistani and Swedish com-
panies in terms of IT security policy, IT security plan and IT risk analysis. Pakistani com-
pany should focus on the data ware houses which are customer focus oriented. IT Manag-
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ers should implement policies for securing of the personal data and should be harsh to staff 
or made penalties for the exploiting of the data and in case of Swedish company, IT man-
agers should implement policies for securing of personal data. Evaluation techniques for 
both Pakistani and Swedish companies were missing in terms of configuration management 
plan. In IT security time plan Pakistani companies are not addressing the longer term im-
pact on which user uses the technology and the motivation factor.  In IT risk analysis Both 
Pakistani and Swedish are not focusing on the audit process and the cost of IT security 
measures that also mitigate the IT risks. Pakistani company should consider focusing on 
business model of information asset. The point could enhance the performance of IT risk 
analysis for the company to reduce more risk and to countermeasure the threat. Swedish 
company to cope with the implementations of the IT systems by focusing on higher level 
analysis and more detailed analysis can apply to the core areas of the IT systems. 
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7  Discussion 

This chapter focuses in the results discussion, methods discussion, implications for research, implication for 
Practice, Future research. 

7.1  Results discussion 
In the previous studies the most IT security analyst does not intend to design that IT sys-
tem is unsafe and insecure. Yet the research in the IT security tends to remain esoteric 
(Baskerville, 1993). The purpose of the study is the collection of IT security products that 
address the IT security issues for promoting IT security solutions in the companies (Fer-
railo and Kuhn, 1992). Furthermore for doing IT systems security analysis is to understand 
the techniques of safe computer resources. The IT security issues by analysing and litera-
ture reviews has been reflected in terms of three perspectives. As this was a comparative 
study you can judge in our analysis that the authors have compared the results from Paki-
stani and Swedish companies. 
 
It can be therefore be said that this study’s real contribution has been taken into a steps of 
solving more in depth of IT security issues of the existing research. It has been noted that 
that the deployment of IT security is the replacement of the existing problems. To over-
come these problems the steps were taken for common IT security practices (Swanson and 
Guttman, 1996). The IT security policy was address to specific IT security rules for particu-
lar systems. The different issues were discuss for assigning responsibilities, clear IT security 
program, strategic directions and compliance issues for penalties and disciplinary actions 
for exploiting the data. The second step was to translate the IT business risks into an IT 
security plan for the implementation of IT security procedures for taking considerations in-
to with different aspects of IT security planning as discussed in 2.5 sections. The third 
step was to involve the IT risk mitigation for to reduce the IT risk and implementation of 
IT security controls (BIRCH and McEVOY, 1992). The IT risk analysis must be able to 
answer the following question: 
 

1. How much is it appropriates to countermeasures the IT risk threat? 
 
The findings were discussed on the basis of Pakistani and Swedish companies. The prob-
lem lies on the previous research the focus was on one country. This research defines dif-
ferent approach took two countries in the research. Swedish company was a university 
which is one of the top rated universities in Sweden. The main characteristics of Swedish 
company that his business school has lot of students from around the world. It is one of 
the business schools which cater different culture of students around the world. Our find-
ings was on the basis of the nation that how cultural company develop a written IT security 
policy. What basic components in terms of IT security planning had been achieved to elim-
inates the weaknesses to ensure the secure IT systems. This study will have preventive 
measures what initiatives and procedures are they considering, finding how to overcome 
the lapses in both countries in terms of IT security. At the end the suggestions and pro-
posed points for improvements how they can enhance furthermore in terms of three per-
spectives of IT security. On the other side IT security concept was introduced by Pakistani 
companies from last 5 years. The concept of IT security has to be considered more in 
depth especially in Pakistani companies. As on the other side the concept of IT security is 
more utilized in depth by the Swedish company. The Swedish company is moving system-
atic and focused on more innovative ideas regarding IT security practices, compliance is-
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sues and assign responsibilities. The findings learn towards in both countries managerial 
perspectives for introducing the concept of IT security towards a management. As Swedish 
management is more aligned to support the mission of a company to address effective IT 
security programs with in variety of areas of the IT computer security field. It is also worth 
mentioning the components of framework is to safe guard the IT security programs to rep-
resents the functional and company’s components of IT security program. 

7.2  Methods discussion 
Firstly, based on the literature review this study was researched and was found that prob-
lem gap needs to be filled with the practical and theoretical implementations. Interview re-
search questions were addresses in terms of three perspectives of IT security. The problem 
lies that many companies are rushing headlong into adopting IT security without under-
standing the IT security concerns. To implement IT security planning, policy and IT risk 
analysis proper IT security concerns should be addressed. Based on the purpose and inter-
view questionnaires the authors motivated for IT security work to perform security actions 
(Elsevier, 2006). 
 
The data collection techniques combined with qualitative method performs the administra-
tive IT security measures. The arguments were made that alternative and detailed ap-
proaches can apply to sub sections of IT security in the interview research questionnaire. 
The primary data collection technique was used for interviewing. Primary qualitative meth-
od was analysed to explore the respondents’ experience of IT security and their role and 
contribution towards the IT security work. Data was gathered through interviews with the 
respondents. In our method the authors have chosen four respondents. Three respondents 
from Pakistan and one from Sweden. As it was comparative study depending upon the na-
tion of four respondents the authors feel that primary data technique for interviewing 
would be the suitable approach to gather the data. The two countries have different ap-
proach for describing, understanding and clarifying the IT security issues to answers the re-
search questions related to their company’s experiences. The four respondents totally be-
long to the different approach. The Swedish respondent has a good exposure of Scandina-
vians companies while other has a good exposure in the sub-continent. The mixture of 
both experiences will enhance the research of IT security practices. The author’s aim is ba-
sically to explore more innovations and concepts at latest how companies have managed IT 
security in related to three perspectives as mentioned above. We know that qualitative re-
search methods have a low degree of formalization and the primary purpose of this meth-
od to provide a clear understanding of the subject and the second the main weakness the 
authors cant conduct the results in numeric form and then to use SPSS tool.  
 
The authors have analysed some strategies how different companies have manage IT secu-
rity to magnify the validity with our literature review. The authors’ feels that our theoretical 
data has been developed from the previous study and our theory provides the perspectives 
of the IT security and more importantly the analysis which we gathered from the respond-
ents more over relates to the literature.  
 
Limitations can be seen as the qualitative method was adopted for cost saving also. The au-
thors do not have to spend money to go to different countries individually to conduct in-
terviews across the globe. The Time is very critical factor in the thesis. It could be interest-
ing that we could further investigate the concept of IT security because in this field lot of 
research is required to explore further concepts so basic hurdle was limited time. This kind 
of activity required a lot of time and budget. The authors are not going to use quantitative 
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method approach in the research because it increases the sample size of the population so 
its means than we required more budget and time to evaluate the data. By quantitative ap-
proach it can have a depth analysis of the data. Authors can’t do the depth empirical find-
ings as above mentioned it requires a lot of time and capital and also we don’t have the re-
sources which could perform a better research in a large scale of project. 

7.3  Implications for research 
Affective IT security program 
 
As this factor will proved an affective IT security program and cannot be implemented 
without procedures, policies. This affective IT security program will address the issues of 
awareness to motivate the employees of the company. Educate them in order to aware of 
the IT security threats. The purpose is to educate them properly how to be aware of torjan, 
viruses. The IT security program with its different contents which have been discussed in 
section 2 will address the companies to play in more depth role towards the IT security 
and to ensure to be affective and beneficial for the employees of the company. 
 
Procedures and standards 
 
Procedures will prove to ensure the management that tasks are completed in efficient man-
ner to preserve misuse in a uniform manner. As both countries have different standards for 
sustaining the IT security. The Swedish company having a holistic approach by identifying 
the IT security principles by involving IT security measures. On the other side Pakistani 
companies having different approach to have a cost saving process to ensures efficient 
running enterprise. This research will provide more deeper understanding of both countries 
to able to understand what is out there in terms of IT security measures around the globe 
by establishing standards to have more modification to reduce losses from the denial of 
services from the IT systems or applications. 
 
Address specific areas of IT security 
 
Concerns topic of IT security issues were addressed for the appropriate IT security policy, 
IT security planning and IT risk analysis for both countries. This approach will find it ap-
propriate that how companies will approach towards deeper understanding of administra-
tive controls of IT security for clear approach of implementing IT security policy to 
achieve goals of meeting the requirements of reducing the IT risk for periodic assessment 
of IT risk analysis and will ensure the IT security activities that IT security is considering 
the phases of IT security plan to determine security requirements that can be accessed as 
technical failures which have been discussed in section 2.5. 
 
Develop strategies in terms of IT security 
 
The revise of the different perspectives of the IT security proved to overlap the flows in 
the three different perspectives of the IT security and implementation. As the resources 
will be utilized for keeping the different administrative controls of IT security policy, con-
figuration management plan and IT risk measures will utilize the different critical functions 
of IT security. This develop strategies will help to react quickly and disruptions to resolve 
efficiently to overcome denial of services, authentication of attacks, attacks of IT systems 
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and incident handling will be considered efficiently to respond the malicious technical 
threats. The develop strategies will address the Swedish and Pakistani companies by han-
dling the capability of incidents more efficiently and effectively. As Swedish companies be-
lieves in more innovative ideas in terms of IT security perspectives as they have been more 
focused and have deeper understanding of IT security and have a long term planning in 
terms of different administrative controls of IT security. This research will be helpful to 
develop and introducing new innovative ideas for both countries. 
 
IT security planning has been now the attraction of the companies which is relevant to the 
research in terms of configuration management plan. The newly research finding was in 
terms of IT risk analysis as the companies were not focusing on the cost of IT security 
measures and audit. This kind of new concept was built in the study what the authors have 
researched from literature review but companies have been not focusing on these two 
items.  

7.4  Implications for practice 
The findings of the research was oriented towards the investigation of different perspec-
tives of the IT security try to create the relationships between corporate management and 
IT security and to address that IT security has become an institutional issue. This research 
tries to link and to better understand to have important considerations of IT security on a 
sustained company wide basis which were analysed in terms of IT security policy, IT secu-
rity plan and IT risk analysis. The importance of IT security, roles and responsibilities as in-
tegral part of IT security were clearly noted in Pakistani and Swedish companies. This will 
play a deeper understanding to understand the both countries to play a role and efforts in 
terms of IT security. 
 
The culture of the both Pakistani and Swedish companies were strongly influenced by their 
norms that how they build their strong IT security culture and took positive steps for re-
ducing the threats. This will determine how they are willingness to comply with specific 
underlining of the IT security controls. By this approach the study brings an interesting 
point the handling of the IT security incidents by the handling capability of end users of 
especially both countries that how to recognize and report IT security incidents for reliable 
performance. To address the IT security for Pakistani and Swedish companies to retained 
towards IT computer security. This study shows to address the cultures of different com-
panies in Pakistan and Sweden to address how to use the authentication of more IT securi-
ty to decrease the dissatisfaction of the threats. This study brings out the different roles of 
the users who are seeking access of the IT systems in both Pakistani and Swedish compa-
nies. This brings out interesting facts that how Pakistani and Swedish companies have for 
defining roles for the procedures to granting access to reduce the IT risk and strengthen 
the IT risk measures to operate a wider level of analysis in the Swedish and Pakistani com-
panies.  

7.5  Future research 
This study shows that how companies have manage IT security in terms of three perspec-
tives with specific underlining of the administrative controls. As our research was insisted 
on primary data through interviews. Because of short time of span the authors have adopt-
ed the approach of qualitative method. Our sample size of interview was 4 as mentioned 
above three companies from Pakistan and one company from Sweden. As the future re-
search suggested to others if they want to come into the research they could adopt the al-
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ternative method that would be quantitative. This could be more investigating the topic 
more in depth and increase the sample size by introducing more companies by adopting 
the quantitative method. By adopting this approach they could research more in depth to-
wards IT security in terms of IT security policy, IT security plan, and IT security risk analy-
sis. As time goes by there are lot of changes towards IT security. It will be more interesting 
to research more on the topic latest as the time goes by because the enhancement of the in-
formation technology. 
 
Secondly, the authors will suggest the future research that we have made the comparative 
study between Pakistan and Sweden. In the future the comparative study should be made 
between Europe, Asia. This research will enhance more in terms of IT security. Because IT 
security is wider topic it will be more clear that how companies in different Asian, Europe-
an regions manage the IT security by underlining the specific administrative controls. This 
will make research more further broader concept of companies that they are introducing IT 
security plan or they are not insisting on IT security plan or they are focusing on the sub 
plan like configuration management plan. It is also necessary to know how they are manag-
ing IT security time plan in different Asian, European region. This will make research more 
interesting if others parts of Europe are involved. 
 
Thirdly, the authors will suggest future research that we have researched an overall perspec-
tive of IT security policy, IT security plan, and IT risk analysis. The authors have touched 
the things which were necessary. But more details could be research in the future in IT se-
curity policy, IT security plan and IT risk analysis. As we have made the sub headings of 
each in terms of three perspectives for which we discuss right to access, confidential in-
formation. It means to say that the future comparative study would be different from these. 
Headings should involve more innovative sub parts in terms of IT security policy, IT secu-
rity plan and IT risk analysis. 
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Appendix 
 

 
 

Interview questionnaire 
 

Introduction 
Name of Employee …………………………………………………….. 
Designation ………………………………………………………............  
Name of Company …………………………………………………….... 
 

Body 
Theme 1:  IT security policy 

 
1) Does your company have the IT security policy? 

i) Yes …………..  No ……………. 

2.   If yes, tick which general IT security precautions or policies your company is taking: 
i) …………. Who has the right to access the IT system? 

      Administrator user            Power user       Standard user    all of them 
3.   …………  When they are allowed to use it 

      
a) Office hours      b) Business trip      c) at home        d) all of them 

  
4. Who has the right to access confidential information of the company? 
 
5. What are the procedures for granting access to the system? 
      
6. What are the system monitoring procedures in your company? 
      
7. What are the most important steps for securing a new web server? Web application? 
Tick whichever is applicable: 
 
A. Web Server Security. 
1 ……….. Update/patch the webserver software 
2 ……….. Minimize the server functionality 
3 ……….. Update permissions/ownership of files 
 
B Web application security 
1 ………. Implement a software security policy 
2 ………. Remove or protect hidden files and directories 
 
       



 

 54

        
Theme 2: IT security plan 

 
8. Does your company follow the IT security plan to achieve the security policy goals? 

1) Yes.............  No............ 

9. Do you have any configuration management plan or security evaluation report?  
      1)    Yes ............   No............. 

(b) If Yes? Briefly explain........................................................................ 
 
10. Do you have current status IT security time plan? If yes Identify when different security    
functions are to be done. 
   

 
IT risk analysis 

 
11. Have your systems or users experienced any potential risks?  
 
12. Have you performed an IT risk analysis and evaluation? How did you go about it? What 
stake holders did you involve? 
 
13. How do you measure IT risk? Can you give an example that measures IT security risk? 

 
 
Thank you for your time and participation! 
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Appendix 2 

Appendix 2: Interviews Details from Respondents 
 
Interview 1: 
Interview: Qutab Jahanzaib 
Interviewer: Mustafa Ali Qureshi 
Company: Sui Northern Gas Pipelines Limited 
Type of Interview: Online Interview through email 
Date: 8 April, 2013 
 
 

 
  IT security policy 

 

1 Does your company have the IT security policy? 

Yes.  

2.   If yes, tick which general IT security precautions or policies your company is taking: 
      Who has the right to access the IT system? 

         Company is focusing on general security precautions. System user, admintra-
tor and power user all of them have access to the IT systems. 
 
3.    When they are allowed to use it 

         
They are allowed to use in the office hours, business trip and at home. 

  
4. Who has the right to access confidential information of the company? 

 
Role Department has right to access confidential information of the company. 

   
5. What are the procedures for granting access to the system? 

 
Access is granted to users which are duly approved by the competent authority      

 
6. What are the System monitoring procedures in your company? 

 
Our IT systems are based on multiple layers. Each layer has its own monitoring 
team and tools 

  

7. What are the most important steps for securing a new web server? Web application? 
Tick whichever is applicable: 
 
A. Web Server Security. 
 
Update/patch the webserver software 
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 Update permissions/ownership of files 
 
B Web application security 
 
1. Implement a software security policy 
 
2.  Remove or protect hidden files and directories 
                              
                                          

 IT security plan 
 
8. Does your company follow the IT security plan to achieve the security policy goals? 

 
The SNGPL has implemented the IT security plan to achieve security policy 
goals. 

9. Do you have an any configuration management plan or security evaluation report?  
      1)    Yes.... √........    

 
• Configurations are performed through a process of config. man‐

agement 
• User rights are periodically reviewed 
• All critical transactions are checked for configuration 
• All other transactions are randomly checked for configuration                      

10. Do you have current status IT security time plan? If yes Identify when different security 
functions are to be done. 
 
IT security time plans are scheduled by different teams at each layer and are set ac‐
cordingly. 

 
 IT risk analysis 

 
11. Have your Systems or users experienced any potential risks?  
 
Few potential risks have been identified port scanning of the USB Systems, services 
attacks. 

 
12. Have you performed an IT risk analysis and evaluation? How did you go about it? What   
stake holders did you involve? 
  
Each physical resource, select the associated accountability. For each danger 
choice underlying information asset. Depending on the nature of risk, the risk anal-
ysis have been performed by applying strictly on the countermeasures to threat 
which reduce the risk whether it is centralized or distributed systems. 
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13. How do you measure IT risk? Can you give an example that measures IT security risk? 
Not Applicable 
 

_____________________ 
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Interview 2: 
Interview: Raheel Ahmed 
Interviewer: Mustafa Ali Qureshi 
Company: Fatima Group-PakArab Fertilizer Limited 
Type of Interview: Online Interview through email 
Date: 5 April, 2013 
 

 IT security policy 
 

1.    Does your company have the IT security policy? 

ii) Yes. Fatima Group Have implemented IT security policy. 

2.   If yes, tick which general IT security precautions or policies your company is taking: 
      Who has the right to access the IT system? 

Yes. Fatima Group is keenly focusing on the security precautions. Administrator 
user has the right to access the IT systems. 
 
3.    When they are allowed to use it 

 
Administrator users are allowed to use only at office hours. 

  
4. Who has the right to access confidential information of the company? 
 
Authorized personnel only have the right to access the confidential information of 
the company. 
    
5. What are the Procedures for granting access to the system? 
 

The procedures for granting access to the IT systems are on the following basis. 1, 
Request Initiation, 2, Review and Approval of Request means that document will be 
review that the responsible person is eligible to access the IT systems. His needs 
are really important and necessary according to his work. 3, Access rights assign-
ments as per the authorization matrix 

6. What are the system monitoring procedures in your company? 
 
All the systems are centrally monitored and logged. Means that there are different 
log sheets of every specific system support. Daily complaints of the end users have 
been logged according to the departments. Data center log is maintained on regu-
larly basis. Systems calls details are maintained, List of calls as per type, Total no. 
calls and the type of call whether it is hardware, software, network, printer, email. 
        
7. What are the most important steps for securing a new web server? Web application? 
Tick whichever is applicable: 
 
A. Web Server Security. 
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Update permissions/ownership of files 
 
B Web application security 
 
Implement a software security policy. 

  
IT security plan 

 
8. Does your company follow the IT security plan to achieve the security policy goals? 

   
No The company does not follow any IT security plan. 

9. Do you have an any configuration management plan or security evaluation report?  
    
No. 
 
10. Do you have current status security time plan? If yes Identify when different security    
functions are to be done. 
 
No 
   

 IT risk analysis 
 
11. Have your Systems or users experienced any potential risks?  
 
Loss of control due to decentralization of decision making 
Users’ resistance to new systems/technology 
Interruption of services 
 
12. Have you performed an IT risk analysis and evaluation? How did you go about it? What 
stake holders did you involve? 
 
Yes 
Identifying Threats -> SWOT Analysis 
Estimate Risks -> Risk Value=Probability of Event X Cost of Event 
Manage Risk -> Contingency planning 
 
IT Professionals 
Business users 
Higher Management 
 
13. How do you measure IT risk? Can you give an example that measures IT security risk? 
 
Through the Deming Cycle; Plan, Do, Check, Act. 
Estimating the likelihood of an attack and the cost of damage, loss or interruption 
of service caused by events that exploit existing security vulnerabilities. 
                                                    __________________ 
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Interview : Murtaza Ali 
Interviewer: Mustafa Ali Qureshi  
Company: Systems Limited 
Type of Interview: Online Interview through email 
Date: 31 March, 2013 
 

  IT security policy 
 

1.   Does your company have the IT security policy? 

Yes The Systems Limited have implemented IT security policy. 

2.   If yes, tick which general IT security precautions or policies your company is taking: 
Who has the right to access the IT system? 

Yes. All of them means that administrator user, power user, standard user have ac-
cess to the IT systems 

 3.   When they are allowed to use it 

They are allowed to use at office hours. 
  
4. Who has the right to access confidential information of the company? 
 
Administrator Users has the right to access the confidential information of the 
company. 
 
5. What are the procedures for granting access to the system? 

 
• Must be an employee of the organization. 

• Based on the project and the information, credentials are given to users. 

• Provide Guidelines to the users in order to access the system. 

• Provide guidelines how to write secure emails.   

6. What are the system monitoring procedures in your company? 
 

• Support team which usually monitors the network, hardware and software 
related issues. 

• Based on the ERP projects, Support team of ERP is associated with every 
team to solve issues related to ERP. 

7. What are the most important steps for securing a new web server? Web application? 
Tick whichever is applicable: 
 
A. Web Server Security. 
 
Update/patch the webserver software. 
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B Web application security 
 
Implemented a software security policy. 
 
 

 IT security plan 
 
8. Does your company follow the IT security plan to achieve the security policy goals? 
 

Yes the company has implemented IT security plan to achieve security policy goals. 

 
9. Do you have any configuration management plan or security evaluation report?  

       
(b) If Yes? Briefly explain  
 
Yes. Security plans and configuration management plans are necessary in order to 
have awareness of security plans to employees and to guide them in a proper way to 
secure their system when they are outside their offices. Secondly these plans are 
needed in order to have detail knowledge of IT infrastructure. 

 
10. Do you have current status IT security time plan? If yes Identify when different security 
functions are to be done. 
 
No 
  

IT risk analysis 
 
11. Have your Systems or users experienced any potential risks?  
 
No 

 
12. Have you performed an IT risk analysis and evaluation? How did you go about it? What   
stake holders did you involve? 
 
Risk analysis is a part of support team. They do: 

 

• Risk assessment 

• One can define the scope of risk analysis 

• Estimations can be about information technology risk. 

Stakeholders can be IT infrastructure team.  
 

13. How do you measure IT risk? Can you give an example that measures IT security risk? 
 
This can be measure through risk management activities. Risk Awareness is creat-
ed among employees. Proper communication should be done to concern depart-
ment about IT risk. The output should be document to allow risk levels which have 
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greater impacts of threats that harm the confidentiality, integrity and availability of 
the data 
 

                                               _               
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Interview 4: 
Interview: Anders Svensson 
Interviewer: Mustafa Ali Qureshi 
Company: Jonkoping University 
Type of Interview: Online Interview through email 
Date: 18 April, 2013 
 
 
                                                 IT security policy 
 
1) Does your company have the IT security policy? 
 
No. We have several policy documents that are related like account and password-
policies but no specific IT security policy. 
 
2. Who has the right to access the IT system? 
 
Our staffs are "Administrator users" while students are "Standard users". 
 
3. When they are allowed to use it 
 
 All of them at office hours, Business trip and at home. 
 
4. Who has the right to access confidential information of the company? 
 
Hopefully mainly the staff responsible for handling the confidential information. 
The IT staff can often access the information as well but the most sensitive infor-
mation is encrypted. 
 
5. What are the procedures for granting access to the system? 
 
If IT staff is asked to give access to systems the procedure is to verify with the 
manager of the system or employee. Student access is mainly automated based on 
what courses the student is studying. 
 
6. What are the system monitoring procedures in your company? 
 
We log who is logged into our computers and when but otherwise we do not moni-
tor our users. 
 
7. What are the most important steps for securing a new web server? Web application? 
Tick whichever is applicable: 
 
A. Web Server Security. 
 
1 Updated/patch the webserver software 
 
 
B Web application security 
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2 Remove or protect hidden files and directories 
 

 IT security plan 
 
8. Does your company follow the IT security plan to achieve the security policy goals? 
 
We do not have a security policy. 
 
9. Do you have an any configuration management plan or security evaluation report? 
 
We keep track of and document reported IT incidents for statistics. Otherwise No. 
 
10. Do you have current status IT security time plan? 
 
No 
 

  IT risk analysis 
 
11. Have your systems or users experienced any potential risks? 
 
Yes, of course. 
 
12. Have you performed an IT risk analysis and evaluation? How did you go about it? What 
stake holders did you involve? 
 
We try to do risk analysis on major systems at least every three years. We assemble 
a group consisting of IT staff, Managers of the system and Power Users of the sys-
tem. Then we brainstorm, Evaluate probability and impact, Prioritize and suggest 
changes. Risk analysis is also done as part of bigger projects. 
 
13. How do you measure IT risk? Can you give an example that measures IT security risk? 
 
Probability: 1 (unlikely) to 6 (very likely) 
Impact: 1 (minor) to 6 (very major) 
Risk: Probability times Impact - 1 to 36. 
 
Typical risk can be: 
 
Unencrypted login - Probability 6 - Passwords can be disclosed to third party - Im-
pact 2 - Risk 12 
￼ 
 
 
                                                  ___________________ 
 
 
 


