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Abstract

Abstract
When exploring a verification approach for Komatsu Forest's control system 
regarding their forest machines (Valmet), the context of soft real-time systems 
is illuminated. Because of the nature of such context, the verification process 
is based on empirical corroboration of requirements fulfillment rather than 
being a formal proving process.

After analysis of the literature with respect to the software testing field, two 
paradigms have been defined in order to highlight important concepts for soft 
real-time systems. The paradigms are based on an abstract stimuli/response 
model, which conceptualize a system with inputs and output. Since the 
system is perceived as a black box, its internal details are hidden and thus 
focus is placed on a more abstract level. 

The first paradigm, the “input data paradigm”, is concerned about what data 
to input to the system. The second paradigm, the “input data mechanism 
paradigm” is concerned about how the data is sent, i.e. the actual input 
mechanism is focused. By specifying different dimensions associated with 
each paradigm, it is possible to define their unique characteristics. The 
advantage of this kind of theoretical construction is that each paradigm 
creates an unique sub-field with its own problems and techniques.

The problems defined for this thesis is primarily focused on the input data 
mechanism paradigm, where devised dimensions are applied. New 
verification techniques are deduced and analyzed based on general software 
testing principles. Based on the constructed theory, a test system architecture 
for the control system is developed. Finally, an implementation is constructed 
based on the architecture and a practical scenario. Its automation capability is 
then assessed.

The practical context for the thesis is a new simulator under development. It 
is based upon LabVIEW and PXI technology and handles over 200 I/O. Real 
machine components are connected to the environment, together with 
artificial components that simulate the engine, hydraulic systems and a forest. 
Additionally, physical control sticks and buttons are connected to the 
simulator to enable user testing of the machine being simulated.

The results associated with the thesis is first of all that usable verification 
techniques were deduced. Generally speaking, some of these techniques are 
scalable and are possible to apply for an entire system, while other techniques 
may be appropriate for selected subsets that needs extra attention.

Secondly, an architecture for an automated test system based on a selection of 
techniques has been constructed for the control system.

Last but not least, as a result of this, an implementation of a general test 
system has been possible and successful. The implemented test system is 
based on both C# and LabVIEW. What remains regarding the implementation 
is primarily to extend the system to include the full scope of features 
described in the architecture and to enable result analysis.
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Sammanfattning

Sammanfattning
Då verifikationstekniker för Komatu Forests styrsystem utreds angående 
Valmet skogsmaskiner, hamnar det  mjuka realtidssystemkontextet i fokus. 
Ett sådant kontext antyder en process där empirisk styrkning av 
kravuppfyllande står i centrum framför formella bevisföringsprocesser.

Efter en genomgång och analys av litteratur för mjukvarutestområdet har två 
paradigmer definierats med avsikten att belysa viktiga concept för mjuka 
realtidssystem. Paradigmerna är baserade på en abstrakt stimuli/respons-
modell, som beskriver ett system med in- och utdata. Eftersom detta system 
betraktas som en svart låda är inre detaljer gömda, vilket medför att fokus 
hamnar på ett mer abstrakt plan.

Det första paradigmet benämns som “indata-paradigmet” och inriktar sig på 
vilket data som skickas in i systemet. Det andra paradigmet går under namnet 
“indatamekanism-paradigmet” och behandlar hur datat skickas in i systemet, 
dvs fokus placeras på själva inskickarmekanismen. Genom att definiera olika 
dimensioner för de två paradigmen, är det möjligt att beskriva deras 
utmärkande drag. Fördelen med att använda denna teoretiska konstruktion är 
att ett paradigm skapar ett eget teoriområde med sina egna frågeställningar 
och tekniker.

De problem som definierats för detta arbete är främst fokuserade på 
indatamekanism-paradigmet, där framtagna dimensioner tillämpas. Nya 
verifikationstekniker deduceras och analyseras baserat på generella 
mjukvarutestprinciper. Utifrån den skapade teorin skapas en testsystem-
arkitektur för kontrollsystemet. Sedan utvecklas ett testsystem baserat på 
arkitekturen samt ett praktiskt scenario med syftet att utreda systemets 
automationsgrad.

Den praktiska miljön för detta arbete kretsar kring en ny simulator under 
utveckling. Den är baserad på LabVIEW och PXI-teknik och hanterar över 
200 I/O. Verkliga maskinkomponenter ansluts till denna miljö tillsammans 
med konstgjorda komponenter som simulerar motorn, hydralik samt en skog. 
Utöver detta, ansluts styrspakar och knappar för att möjliggöra användar-
styrning av maskinen som simuleras.

Resultatet förknippat med detta arbete är för det första användbara 
verifikationstekniker. Man kan generellt säga att några av dessa tekniker är 
skalbara och därmed möjliga att tillämpa för ett helt system. Andra tekniker är 
ej skalbara, men lämpliga att applicera på en systemdelmängd som behöver 
testas mer utförligt.

För det andra, en arkitektur har konstruerats för kontrollsystemet baserat på 
ett urval av tekniker. Sist men inte minst, som en följd av ovanstående har en 
lyckad implementation av ett generellt testsystem utförts. Detta system 
implementerades med hjälp av C# och LabVIEW. Det som återstår 
beträffande implementationen är att utöka systemet så att alla funktioner som 
arkitekturen beskriver är inkluderade samt att införa resultatanalys.

ii



Acknowledgements

Acknowledgements
I would like to thank some persons at Komatsu Forest AB that have spent 
time answering my questions regarding technical problems or general 
concepts. First of all I thank Hans-Johan Åsander, which has been the primary 
contact person on the company regarding the thesis. He has been very helpful 
with respect to practical details about the simulator environment.

Secondly, I would like to thank the consultant Lars Björkström from the 
company Skeab in Göteborg. He has been developing a low-level simulator 
interface and has helped me regarding its usage.

Thirdly, I would like to thank Anders Nylund that has provided answers to 
general questions about the forest industry and software development in 
general. The understanding of these general concepts has improved the 
quality of my work.

Lastly, I would like to distribute a general appreciation to the people at the 
control systems department. They have been very helpful and do not hesitate 
to answer my questions.

I would also like to thank my thesis supervisor Vladimir Tarasov that have 
answered my sometimes numerous questions about the report and the work in 
general.

iii



Key words

Key words
● Architectural design
● Automated test system
● C# programming
● .NET and LabVIEW integration
● Object-oriented LabVIEW programming
● Real-time systems
● Software verification

iv



Table of contents

Table of Contents
1 Introduction.................................................................................................... 1

1.1 Background............................................................................................ 1
1.2 Problem area...........................................................................................2
1.3 Problem formulation.............................................................................. 3

1.3.1 Definition of software testing paradigms....................................... 3
1.3.2 Area of focus.................................................................................. 3
1.3.3 Research questions definition.........................................................5

1.4 General aim of the work.........................................................................7
1.4.1 The practical perspective................................................................ 7
1.4.2 The academic perspective...............................................................7

1.5 Scope...................................................................................................... 8
1.6 Time planning........................................................................................ 9

2 Methodology................................................................................................ 10
2.1 Research design....................................................................................10
2.2 Realization method...............................................................................11
2.3 Sources and reference system...............................................................12

2.3.1 Source requirement.......................................................................12
2.3.2 Reference system.......................................................................... 12

2.4 Tools and materials.............................................................................. 13
3 Theoretical Background............................................................................... 15

3.1 Overview.............................................................................................. 15
3.2 Requirements engineering.................................................................... 15

3.2.1 Software requirements.................................................................. 16
3.2.2 The requirements engineering process......................................... 17
3.2.3 Critical systems requirements process..........................................22

3.3 Software testing....................................................................................24
3.3.1 Fundamental concepts.................................................................. 24
3.3.2 Black box testing.......................................................................... 27
3.3.3 White box testing..........................................................................30

3.4 Real-time systems.................................................................................32
3.4.1 Definitions.................................................................................... 32
3.4.2 The stimulus/response perspective............................................... 33

4 Realization................................................................................................... 34
4.1 Definition of the paradigms' dimensions..............................................34

4.1.1 Input Data..................................................................................... 34
4.1.2 Time..............................................................................................35
4.1.3 Quantity........................................................................................ 35
4.1.4 Sequence.......................................................................................35
4.1.5 Applications with multiple dimensions........................................ 36

4.2 Question 1............................................................................................ 38
4.2.1 General principles.........................................................................38
4.2.2 Derivation of verification techniques........................................... 40
4.2.3 Determination of viable verification techniques...........................44

4.3 Question 2............................................................................................ 44
4.3.1 Determination of appropriate verification techniques.................. 44

v



Table of contents

4.3.2 Construction of a test system architecture.................................... 45
4.4 Question 3............................................................................................ 61

4.4.1  Definition of an appropriate practical scenario........................... 61
4.4.2 Assessment of the practical scenario............................................ 63
4.4.3 Implementation of the test system................................................ 63
4.4.4 Verification of the test system...................................................... 69
4.4.5 Validation of the test system.........................................................71
4.4.6 Execution of the practical scenario...............................................72
4.4.7 Analysis of automation capabilities for the practical scenario..... 73

5 Results..........................................................................................................75
5.1 Reliability and validity......................................................................... 75
5.2 Question 1............................................................................................ 76
5.3 Question 2............................................................................................ 76
5.4 Question 3............................................................................................ 76

5.4.1 Overview...................................................................................... 76
5.4.2 Screenshots of a test session on the simulator..............................77

6 Conclusion and discussions......................................................................... 80
7 Future work.................................................................................................. 83
8 References.................................................................................................... 84
9 Appendixes.................................................................................................. 86

vi



List of figures

List of figures
Introduction
Figure 1-1: Valmet product range......................................................................................1
Figure 1-2: Valmet 901.3...................................................................................................1
Figure 1-3: The simulator currently in use........................................................................ 2
Figure 1-4: Abstract system testing model........................................................................ 3

Realization
Figure 4-1: The input data mechanism and system output.............................................. 37
Figure 4-2: Exemplification of concept generalization/specialization............................ 38
Figure 4-3: An abstract context model for the test system.............................................. 47
Figure 4-4: Exemplification of three fundamental testing concepts................................48
Figure 4-5: Structural design model................................................................................ 55
Figure 4-6: Model describing the applied layering in the test system............................. 57
Figure 4-7: System control model................................................................................... 58
Figure 4-8: Conceptual control model before applying the proxy approach................... 59
Figure 4-9: Conceptual control model based on the proxy approach.............................. 59
Figure 4-10: Control model for the data storage module.................................................60
Figure 4-11: Control model for the test execution engine module.................................. 60
Figure 4-12: Exemplification of LoadMan and the program“test_io  
  -setforce” on the node MHC-H .................................................................................... 61
Figure 4-13: Stimuli/response relationships for affected nodes...................................... 62
Figure 4-14: Structural design model for the implementation.........................................66
Figure 4-15: General hierarchical finite-state machine for the test execution.................68

Results
Figure 5-1: An example test configuration regarding engine control..............................77
Figure 5-2: Configuration of the first operation in the test configuration....................... 77
Figure 5-3: Configuration of the test configurations to be executed in a test session..... 78
Figure 5-4: Execution of the test session.........................................................................78
Figure 5-5: Test session history display...........................................................................79
Figure 5-6: Physically stored session data....................................................................... 79

vii



List of tables

List of tables
Introduction
Table 1-1: General time planning..............................................................................9

Realization
Table 4-1: Table representation of multiple dimensions.........................................37
Table 4-2: Exemplification of a test configuration..................................................51
Table 4-3: Exemplification of multiple I/O operations........................................... 53
Table 4-4: Exemplification of a test execution configuration................................. 54

viii



List of abbreviations

List of abbreviations

General abbreviations:
ALARP = As Low As Reasonably Practical
CAN = Controller Area Network
CASE = Computer Aided Software Engineering
CPU = Central Processing Unit
CRUD = Create Retrieve Update Delete
DLL = Dynamic Link Library
ER = Entity Relationship
GUI = Graphical User Interface
I/O = Input/Output
IEEE = Institute of Electrical and Electronics Engineers
LabVIEW = Laboratory Virtual Instrumentation Engineering Workbench
MSDN = MicroSoft Developer Network
PC = Personal Computer
PCI = Peripheral Component Interconnect
PDF = Portable Document Format
PWM = Pulse Width Modulation
PXI = PCI eXtension for Instrumentation
TCP/IP = Transmission Control Protocol / Internet Protocol
UML = Unified Modelling Language
VI = Virtual Instrument
XML = eXtensible Markup Language

Thesis-specific abbreviations:
DS = Data Storage
EC = Execution Control
MC = Management Control
SC = Storage Control
TC = Test Configuration
TEC = Test Execution Configuration
TEE = Test Execution Engine
TS = Test Session

ix



Introduction

1 Introduction
The purpose of this section is to introduce the reader to the problem area and 
to define the focus of the thesis. This focus includes both practical and 
theoretical perspectives. Additionally, general restrictions of the work as well 
as time planning are described. 

1.1 Background
Komatsu Forest is a company that has been a part of the global Japanese 
corporation Komatsu Ltd. since 2004. Initially, when the company was 
founded in 1961, its name was “Umeå Mekaniska”. It has since also been a 
part of companies like Volvo, Valmet, Sisu and Partek. With two 
manufacturing sites (Umeå in Sweden and Shawano in USA) together with 
eight sales companies, the organization is reaching the markets of 30 
countries. In total, the number of employees is 1031.

The company produces a large variety of forest machines in the range from 
cut-to-length (CTL)-machines to tree-length (TL) machines. The machines 
are either wheeled (rubber tire) or tracked. The figure 1-1 illustrates the 
product range of the Valmet machines.

Figure 1-1: Valmet product range

In Umeå, the focus of production are on wheel-based machines and harvester 
heads. An example of such a machine is the Valmet 901.3, which is 
exemplified in figure 1-2.

Figure 1-2: Valmet 901.3 (left and right)
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Introduction

1.2 Problem area
As a part of the development of a new generation of Valmet machines, 
Komatsu Forest has introduced a new simulator environment to support the 
construction and verification process. The purpose of the simulator is to test 
the system in a safe and efficient manner before real machine tests are 
performed in a forest. In order to clarify what is meant with such a simulator, 
figure 1-3 exists to show the simulator currently in use.

The new simulator is based on PXI1 
technology and the LabVIEW2 
environment. The system being 
simulated includes over 200 I/O and 
uses the CAN3 and TCP/IP protocols 
for communication. The CAN 
protocol is used internally for 
communication between distributed 
nodes, while the TCP/IP protocol is 
used to communicate with the PC 
that accompanies the machine.

The real hardware used in the 
machine is connected to the simulator 
together with devices that simulate 
machine components (e.g. the engine, 
hydraulic systems as well as a forest 
simulator). In addition to this, a user 
interface in the form of switches and 
control sticks are connected to 
enable manual user testing.

The main problem with respect to the new simulator environment under 
development is the lack of a specialized test system to automatically verify 
the system correctness. Nor has a theoretical study been performed with 
respect to verification techniques for the control system.

1 PXI = PCI eXtension for Instrumentation
2 LabVIEW = Laboratory Virtual Instrumentation Engineering Workbench
3 CAN = Controller Area Network

2
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1.3 Problem formulation

1.3.1 Definition of software testing paradigms

The problem definitions in this thesis are based on a simple system model, 
which is based on an abstract stimuli/response model. It sees a system as an 
input/output device even if one can see all its internal components (white box 
perspective). This way, one focuses on abstract concepts instead on low level 
details. The model is illustrated in figure 1-4. 

Figure 1-4: Abstract system testing model

The model enables at least two perspectives. Firstly, we have the perspective 
primarily concerned about input data. It is focused on what data to input. 

The other perspective is concerned about how to input the data, i.e. the data 
input mechanism. This mechanism includes dimensions like time (e.g. 
frequency or delay), quantity and sequence (e.g. an ordered sequence with 
input data).

These perspectives can be conceptualized as paradigms, since they to a certain 
degree represent different knowledge areas with their own questions and 
techniques. Because they reside in the same discipline, it is natural that some 
areas are shared. The first perspective is defined as the “input data 
paradigm” and the second the “input data mechanism paradigm”. With the 
help of these theoretical constructs, it is possible to define the context and 
problems for the thesis.

1.3.2 Area of focus

When looking in the literature about software testing, one can see that it is 
possible to apply the two paradigms. Even though input data and its 
mechanism are highly dependent on each other, the primary focus in literature 
is on input data (directly or indirectly). 

Usually it is only needed to have a mechanism to invoke for a particular test 
case, as opposed to delegating the mechanism an active role in the testing 
process. There exist however some test techniques that incorporate input 
mechanism concepts. For example, scenario testing as well as path coverage 
testing includes the sequential aspect. 

Other aspects such as time and quantity is to a certain degree touched by the 
stress testing technique, but the mechanism-concept is far from fully explored 
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in practice and theory.

The input data mechanism becomes very important in the context of real-time 
systems, where critical defects may exist with respect to the timing or 
sequence of operations. For a system with concurrent components, problems 
might arise when an operation takes longer to execute than calculated. If the 
system has not taken all possible timing related exception scenarios into 
account, defects might exist that will affect the system.

A practical example of a situation where bugs like this may exist is during the 
initialization process of a real-time system, where many concurrent 
components are communicating with each other during a short period of time. 

Even though there exist tools such as semaphores and similar constructs to 
handle concurrency safely, the ever-present risk of human error still exists. 
Because of this, testing techniques needs to be developed to minimize the bug 
count.

This thesis will emphasize on the input data mechanism paradigm and its 
application in the soft real-time system context. Besides from theory, 
implementation of a test system to assess and utilize these concepts is also 
appropriate. 

When it comes to the test system, extra focus will be directed on the 
architectural design, which needs to be highly flexible in order to ensure 
future compliance with the final stage of the simulator environment.

The practical problems associated with the simulator are generally speaking 
concerned about I/O handling and time measurements.

It should be emphasized that this thesis will be focusing on soft real-time 
systems, which differs much from hard real-time systems regarding design 
and system verification. In the current context, a soft real-time system is the 
only viable approach for constructing the Valmet machines. The main reason 
for this is because of the high complexity of the control system and because 
of the environment in which the machine must be able to operate. A CPU 
designed to be reliable in extreme environments is several times slower than a 
CPU designed for a desktop computer. Because of this, the available 
computational powers of these CPUs are very limited.

In order to create a hard real-time system that guarantees the real-time 
requirements, all potential worst-case scenarios must be fully covered. Since 
several worst-case scenarios are related and must be combined the 
computational power needed to fulfill the requirements would be 
unrealistically high and in most scenarios also a waste of resources.  

Instead, the Valmet machines apply the soft real-time system approach, which 
permits violations of the real-time requirements for short periods of time. 
This is possible to do safely since the machine's driver is protected in an 
reinforced glass cage (“damage limitation” in critical systems literature), and 
since the practical context is a forest where no other human is at risk.

4
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For soft real-time systems, system verification differs significantly from the 
hard systems. The uses of formal verification methods are rare. Instead a more 
“hands-on”-approach is applied. The fulfillment of soft real-time systems' 
requirements are not mathematically proved, but empirically corroborated. In 
Komatsu Forest, this is done by applying extensive testing techniques and by 
measuring code execution times electrically. This thesis will follow in the 
same direction, where requirements fulfillment is verified by applying the 
principle of empirical corroboration.  

1.3.3 Research questions definition

Since the thesis involves both theoretical and practical work it is natural to 
include both areas when defining the problems. Below, two questions as well 
as derived sub questions have been defined that addresses these areas. 

Theoretical question
1. What software verification techniques are viable with respect to the input 
data mechanism paradigm in the context of event-trigged soft real-time 
systems?

Specialized questions derived from question 1:
1.1 For the given problem area in question 1, is it possible to deduce viable 

 verification techniques based on the thought-patterns described in 
 section 3.3.2 and 3.3.3 (black and white box testing techniques)?

1.2 For the given problem area in question 1, is it possible to deduce viable 
 testing techniques with any other thought-pattern than described in 
 section 3.3.2 and 3.3.3?

Practical questions
2. How can a test system architecture be constructed that supports the 

verification techniques deduced from question 1 together with a selection 
of traditional techniques?

Specialized question derived from question 2:
2.1 How can a test system architecture be constructed that supports a chosen 

 subset of the verification techniques deduced from question 1 together 
 with a selection of traditional techniques?

3. To which degree is automation of software verification possible with        
respect to the simulator environment in its final stage and the implemented 
test system?

Specialized question derived from question 3:
3.1 Based on the simulator environment in its final stage and the 

  implemented test system, to which degree is automation of software 
  verification possible with respect to the selected practical scenario ?

5



Introduction

The intention behind the first question is to construct verification techniques 
with respect to the input data mechanism paradigm's dimensions time, 
quantity and sequence.

These techniques will be based on the same principle that partly is behind the 
input data paradigm, namely to determine how to select a subset of the 
associated dimension's domain, so that testing becomes practically possible. 

To clarify, the input data paradigm is about determining which input data 
values are relevant for testing. Such data value selection is for example the 
result of techniques like partition testing, specification-based testing or risk-
based testing. In the same manner, techniques for determining how to select 
domain-subsets for the dimensions time, quantity and sequence will hopefully 
be derived with respect to the first question. Of course, not only the domain of 
the dimensions are addressed; also the utilization of the sampled domains.

It should be noted that the paradigm conceptualizations have been devised to 
bring forth a new perspective for the software testing area. This has been done 
to enlighten as well as structure important concepts in order to enable the 
definition of the first question. One can see it as a new perspective of an 
already established field, where the perspective has been designed so that 
certain concepts are illuminated. The perspective is not seen as a replacement 
for existing theories, rather to act as a complementary viewpoint.

When talking about existing testing techniques, the majority is based mainly 
on the input data paradigm. Other techniques are based on the input data 
mechanism paradigm. The important thing to notice is that these paradigms 
have not been designed to act as generalization tools for existing techniques. 
Such generalizations are in fact rather difficult, since these techniques require 
concepts from both paradigms to function. Instead, the paradigms act as tools 
for managing different viewpoints. 

A conclusion of the theoretical study about software testing in general is that 
there exists no universal testing technique. Instead different techniques are 
used to complement each other. The intention with the verification techniques 
in this thesis is therefore to complement other techniques, not to find the holy 
grail of testing techniques that is universally applicable.

The intention with the second question is to fabricate a test system 
architecture that has support for a chosen set of verification techniques with 
respect to the input data mechanism paradigm. Additionally, the architecture 
must be flexible enough to enable future extensions.

The intention with the third question is to evaluate the automation capability 
of the implementation with respect to a selected practical scenario and the 
final stage of the simulator. The practical scenario is also used as a way of 
validating the test system. The practical scenario is because of its dependence 
on the status of the simulator development, described later.

6
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1.4 General aim of the work
Since this thesis involves both academic and practical work this section will 
include both perspectives. Besides from solving specific questions, there exist 
general goals that the questions are based upon. These will be addressed in 
this section.

1.4.1 The practical perspective

Main objective:
● Improved quality assurance

The main objective is achieved with the help of general goals. Because of the 
exploratory nature of this thesis, it is not relevant to initially derive exact (i.e. 
measurable) requirements that should be fulfilled. Instead, general goals will 
be used as a guide in the development process of the test system. Below, a test 
system with desirable properties is described.

Reproducibility

The system provides information about the configuration and results of all 
performed tests. This enables the tester to reproduce an arbitrary test and 
verify the results.

Automation capabilities

Tedious manual work has been automated, which has alleviated the workload 
of the tester. The automated test system supports a set of techniques regarding 
both the input data paradigm, the input data mechanism paradigm as well as 
time measurements.

Flexibility

The system has an architecture that enables and facilitates modifications and 
extensions that might be introduced in the future.

Maintainability

The created system should require minimum maintenance with respect to its 
operation. 

1.4.2 The academic perspective

Main objective:
● Elicitation of new general knowledge

The main objective regarding the academic perspective is the elicitation of 
new general knowledge. Its suitability for incorporation in the existing 
knowledge base is assessed by analysis with respect to the reliability and 
validity of the work. These concepts are described below.

7
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Reliability

A study based on certain conditions will have the same results if it is 
repeated. The measurements in a study are reliable, e.g. the measurement 
instruments exhibit consistent behaviour when measuring an object 
repeatedly. 

Internal Validity

The measurements in the study are measuring exactly what they are supposed 
to measure. To guarantee the internal validity, the independent variable must 
be the only plausible explanation for a certain phenomenon (the dependent 
variable).

External Validity

The external validity is about the generalization possibilities of the results 
from a study. Based on a study’s sampling, it is possible to deduce if the 
results from the study can be (rightfully) generalized to portray a larger 
population.

1.5 Scope
The main focus of the work is on verification techniques and constructing an 
architecture for the test system, based on relevant techniques. When it comes 
to the implementation of the test system, the work is limited to components 
needed for the chosen scenario if the time is limited.

Because of the concurrent development of the simulator environment, time 
availability as well as the simulator's capability will be limited. In order to 
enable more LabVIEW time, most of the test system will be implemented 
using another computer than the simulator. 

In practical terms this means that some low-level simulator primitives will be 
temporary replaced by a dummy driver during the development on the other 
PC. This way, the dependence of the simulator environment will be 
minimized and potential delays of the simulator construction will not affect 
the thesis drastically. One positive effect of developing on a computer without 
time restrictions is that the scope of the test system can be increased.

The scope of the work can be further described by looking at the time 
estimations for different activities. This is described in section 1.6.

8
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1.6 Time planning
The time planning is based on the research design and realization method 
described in sections 2.1 and 2.2. The table 1-1 below describes the overall 
planning of the work. It should be highlighted that time estimations, 
particularly with respect to programming activities are difficult to assess 
accurately.

Month Guaranteed work days Activities
September 14 days Step 1-8 in the research design
October 15 days Step 9 in the research design and step 1-2 

in the realization method
November 17 days Step 9 in the research design and step 3 in 

the realization method
December 15 days Step 9 in the research design and step 4 in 

the realization method
January 10 days Step 10-12 in the research design
January 1-5 days Potential time for extending the report with 

additional material 

Table 1-1: General time planning
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2 Methodology
The purpose of this section is to define and discuss a methodology that is 
going to be applied to tackle the defined problems. This includes a high-level 
research design that structures the work in general and a realization method 
that will address problem solving activities. Additionally, the reference 
system to be used as well as tools and materials are included.

2.1 Research design
The research design chosen for this thesis is mainly based on the principle 
behind the “fix design” approach described in [1, pp. 13-14] when it comes to 
the overall structure of the work. However, since the chosen problem area 
partly is unexplored, the principle behind the “flexible design” will be 
applied inside elements of the general structure when appropriate. 

This is needed for areas that demand exploration where no method initially 
can be inferred. For example, this applies to a certain degree to the software 
development process, which is a creative process with elements of 
uncertainties.

The chosen research design is described below. It does not for natural reasons 
include details regarding the problem definitions and their solutions. These 
details are addressed inside the realization method, which is described in the 
next sub-section.

Research design
1. Selection of a research field

2. Literature study (create working context – theoretical background)

3. Analysis of existing theories

4. Definition of an appropriate problem area

5. Definitions of general problems (stated as questions)

6. Derivation of sub-questions from general problems

7. Declaration of the purpose and aim of the work

8. Explicit specification of the methodology with respect to the defined 
sub-questions

8.1 Research design

8.2 Realization method

8.3 Source materials and reference system

8.4 Tools and materials

8.5 Scope of work & time planning

9. Application of the realization method

10



Methodology

10. Analysis of the results

10.1 Analysis of reliability and validity with respect to the work

10.2 Analysis of the results regarding the defined problems

11. Conclusion

12. Discussion of results and future work

2.2 Realization method
In order to solve the stated problems, a realization method needs to be 
devised. It is described below. Since the theoretical question represents an 
activity that is a prerequisite for the practical question, the method follows in 
sequential order when solving the problem.

Realization method
1. Definition of the paradigms' dimensions

2. Question 1:

2.1 Systematic analysis of the thought-patterns described in 
 section 3.3.2 and 3.3.3

2.2 Generalization of the thought-patterns from section 3.3.2 and 
 3.3.3 and other referred patterns (find general principles)

2.3 Derivation of verification techniques from the general 
 principles with respect to the input data mechanism paradigm

2.4 Evaluation of the techniques to determine which are viable

3. Question 2:

3.1 Determine which of the viable techniques from question 1 are 
 appropriate for the final stage of the simulator

3.2 Construct a test system architecture based on the stated goals 
 in section 1.4.1, appropriate derived techniques as well as 
other techniques needed for the test system

4. Question 3:

4.1 Define an appropriate practical scenario based on the current 
 status of the simulator environment

4.2 Assess the practical scenario

4.3 Implement the test system to such a degree that the 
 components needed for the practical scenario are covered

4.4 Verification of the implementation

4.5 Test the practical scenario to validate the test system

4.6 Evaluate automation possibilities for the selected scenario with the 
     implemented test system and simulator in the final stage as basis
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2.3 Sources and reference system

2.3.1 Source requirement

When it comes to source material that is used for creating connections to the 
research in the area, the following requirement has been defined:

“A source must include references to enable further corroboration”
One exception to this requirement is for source materials that are defined by a 
standardization organization. These sources, e.g. ISO-standards or IEEE 
glossaries are considered to be trustworthy and hence generally accepted.

As a result of this requirement, sources that do not have references cannot be 
included as a part of the theoretical foundation.

2.3.2 Reference system

Overview
Since many variations exist when it comes to reference systems, the one 
utilized in this thesis will be explicitly specified. The main principle it is 
based upon is that it should facilitate the process of corroborating stated facts. 
This corroboration is important since the possibility of misinterpretation 
always exists during human reading activities.

References are given on the page level when possible (for sources that have 
page numbering) and in other cases on the section level (e.g. a research paper 
that is residing on a web page). An exception to this rule is when a source 
needs to be referenced as a whole. Such referencing is used in combination 
with more detailed references (before diving into the details).

Furthermore, relative page numbering will be used to remove ambiguities that 
exist when an article is included in a journal and also found elsewhere. 
Because of relative numbering, the reader can in a swift manner find the 
referenced page. Conversely, if an absolute page system would be used, the 
reader must first find the specified journal and then translate the page number 
in order to find the referenced page in the isolated article. Because most of 
these isolated articles in fact are subsets of the journals (containing the 
journal's page numbering), this serves mostly as a convenience than a 
perceived necessity.

As commonly done for most reference systems, basic concepts that are 
regarded as common vocabulary in the field are not referenced. These 
concepts are considered to be a prerequisite for reading the thesis.

Notation
The reference system is based on the IEEE reference system. The references 
are numbered in the order they appear in the report.

Statements without explicit references represent the work by the author 
himself. Otherwise, references are given in two different ways, either inside a 
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statement (technique A) or in the end of a statement (technique B).

References inside a statement exist in order to enable more precise references 
when quoting other authors. Quotation becomes more convenient with this 
technique. Additionally, an increased flexibility is gained when expressing 
statements. To remove ambiguities for statements that follow, the reference 
system requires that the rest of the text block is based on the same source (i.e. 
other sources as well as author statements are not permitted). Statements with 
conclusions of the author himself are permitted in the beginning of the text 
block, since the referencing has not yet started at this location.

References placed after one or several statements follow the same principle as 
the normal IEEE reference system. Statements with conclusions by the author 
himself can with this technique only be placed in the end of the text block, 
after the reference or references.

Below, an example is provided to clarify the notation:

This is a statement from the author with the 
intent of exemplifying technique A in the first  
text block. As mentioned in [1, pp. 2-3],  
another author defines a certain concept as 
“x”. This statement is based on the same 
source as the previous statement.
This is a new text block about some other 
concept based on another source [2, p. 4]. This  
sentence is from an additional source [3,  
#section2]. Conclusions from the author 
himself can be placed in the end of a text block 
when technique B is applied, but not elsewhere 
in the text block.
In order to improve the readability in the theoretical background section, 
technique B has been extended to support several directly connected text 
blocks that have the same source. Contents from the author himself are 
therefore explicitly marked (in the form of thesis-specific definitions). If no 
such author-specification exists, the last connected text block specifies the 
source. This exception is only permitted in the theoretical background section.

2.4 Tools and materials
Below follows a list of the tools and materials used in the thesis. Common 
tools like an Internet capable computer or similar are assumed and are 
therefore excluded from the list. The same goes for common office materials.

Tools:
● Open Office – Used for report writing and PDF-generation (http://www.openoffice.org)

● Microsoft Word – Used for spelling and grammar checking
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● Dia – Used for creation of models (http://www.gnome.org/projects/dia)

● Dictionaries:

 http://www.answers.com (English word definitions, English-
Swedish translation, Thesaurus)

 lexikon.nada.kth.se (Swedish-English translation)

● Search engines:

 http://www.google.com

 http://www.bibl.hj.se (Samsök engine)

● Programming tools:

 Microsoft Visual Studio 2005 (C#)

 LabVIEW 8.2

 Python 2.5 – Used as generic programming/calculation tool (http://www.python.org)

Materials:
● Research papers

● Books

● Standards or glossaries

● Course material (e.g. LabVIEW course manual or normal lectures)

● Notes from technical discussions

● Programming manuals (e.g. MSDN)

● Programming articles on the Internet
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3 Theoretical Background
The purpose of this section is to act as the theoretical foundation on which the 
rest of the thesis will stand. Areas relevant to the context as well as software 
testing in general are described. This includes areas such as requirements 
engineering (the basis for software verification), software testing and real-
time systems. Since the main focus of this thesis is on the software testing 
area, the sections concerning requirements engineering and software testing 
are prioritized over the real-time systems section.

3.1 Overview
There are two important motives behind this section. Firstly, because 
concepts sometimes have different definitions with respect to different 
knowledge areas, the utilized concepts are explicitly defined in this section. 
This will reduce the risk of ambiguous expressions in the thesis.

Secondly, the contents in this section have been chosen partly in order to 
describe a theoretical context, which is necessary to ensure that the reader 
understands the problem area of the thesis. Because of this, some relevant 
parts that are not directly related to the actual work exist. Either these parts 
are described from a holistic perspective where concepts are localized in a 
larger context, or some specific details are described.

3.2 Requirements engineering
Requirements engineering is a multi-disciplined area that includes both a user 
perspective and a developer perspective. The intension of the discipline is to 
act as a middleman between the formal nature of software and the 
stakeholder’s informal viewpoint. It is sometimes categorized as a branch of 
systems engineering rather than software engineering, since a software system 
alone cannot perform all functions.

Since the requirement engineering context is centered on human needs, 
knowledge areas such as cognitive psychology, anthropology, sociology, and 
linguistics can be applied in order to understand what the stakeholder wish to 
achieve. These activities might also include analysis of potential cultural 
changes the new system might introduce, which might change the original 
needs the system was designed to satisfy.

In order to reach an agreement with the stakeholders about how a potential 
system should be defined, other knowledge areas such as epistemology, 
phenomenology and ontology can be applied in order to establish a general 
agreement about what can be observed and assumed to be true in the real 
world. The purpose of this is to help elicit realistic requirements and facilitate 
the selection of appropriate modelling techniques for the phenomenon in 
question [2, pp.1-2].
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3.2.1 Software requirements

The concept “requirement” has several definitions. One definition specified 
by IEEE in [3, p. 62] provides a general conceptualization:

 “A condition or capability needed by a user to solve a problem or achieve an 
objective”

Classification of requirements levels:
Since many different actors are involved in the requirements engineering 
process, the need for different levels of detail is necessary. Sommerville in [4, 
p. 118] categorizes requirements into two types with respect to levels of 
detail: “User requirements” and “System requirements”.

User requirements

User requirements are high-level statements, usually written in a natural 
language and complemented by diagrams when necessary. They are used 
primarily when communicating with stakeholders about requirements, who 
aren’t interested in all details of the system.

They are sometimes intentionally vague in order to be implementation 
independent. This is usable when contracting activities are performed for a 
larger software project, where different contractors can offer different kinds 
of implementations [4, pp. 118-119].

System requirements

System requirements are extensions of the user requirements. The given high-
level statements are detailed to such a level that implementation is possible 
without any ambiguities. Usually natural languages are used to write these 
requirements. Since the natural languages are overflexible and contain many 
ambiguities, their uses may result in either ambiguous requirements or 
requirements that are hard to understand. 

As a solution to these problems, formal languages have been developed. They 
can be in the form of structured natural languages, design description 
languages, graphical notations or mathematical specifications [4, pp. 118-119, 
pp. 129-131].

Classification of requirement types:
When it comes to classifying different kinds of requirements, Sommerville in 
[4, pp. 119-120] conceptualizes three types of requirements: “Functional  
requirements”, “Non-functional requirements” and “Domain requirements”.

Functional requirements
Functional requirements represent the services the system shall provide. Such 
a requirement specifies the systems behaviour in different situations. 
Occasionally these requirements describe non-permitted behaviour [4, pp. 
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119-121]. Sometimes, as specified in [5, p. 2-2] the functional requirements 
are referred to as the software’s “capabilities”.

Non-functional requirements

Non-functional requirements are requirements that in most cases apply to the 
whole system, not on individual units. They represent aspects of the system 
that aren’t directly related to the services offered by the system. Examples of 
such requirements are the software’s response time, safety and portability 
requirements. [4, p. 119, pp. 121-122]. Sometimes the non-functional 
requirements are referred to as the software’s “constraints” or “quality  
requirements” [5, p. 2-2].

Domain requirements

Domain requirements are constraints and properties that are forced upon the 
system because of their necessity in the application domain. They are often 
described using the language of the domain where specialized terminology is 
common. These requirements can either be functional or non-functional 
requirements [4, p. 120, pp. 125-126].

3.2.2 The requirements engineering process

The six main components of this section are based on a compilation of [4] [5] 
[2]. The objective is to provide a broad depiction of the requirements 
engineering process with different options available. It should be noted that 
this collection of techniques is only a subset of the existing techniques. The 
area of focus in this section is on widespread techniques from the literature.

I: Feasibility study
A feasibility study is performed in order to estimate whether a certain project 
should be undertaken or not. One determines the resource requirements (e.g. 
cost and schedule requirements), as well as if it is technologically possible. 
Another important aspect to consider is if the project in question contributes 
to the objectives of the organization. Because the potential system will be a 
part of the organization, effort is spent to find out if the new system can be 
integrated with other systems already in use.

The outcome of the feasibility study is a report where a recommendation is 
given. Sometimes it also includes suggestions with respect to changes to the 
budget, the schedule or the scale of the project. Another result of the study 
may be additional requirements that have been found, which in this case also 
will be proposed in the report. As a rule of thumb, the study should be 
finished after two or three weeks [4, pp. 144-146].

II: Requirements elicitation
Requirements elicitation is concerned about finding usable requirements for 
the system. With the help of the stakeholders and different elicitation 
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techniques, requirements are discovered [4, p. 146]. One important part of the 
elicitation activity is to determine the boundaries of the system. With such 
knowledge it is possible to focus on appropriate requirement areas as well as 
being able to integrate the system in the environment [2, p. 3]. Common 
techniques for requirements elicitation are described below.

Traditional techniques

Interviewing is a very common technique for discovering requirements. One 
way of performing an interview is to ask the stakeholder a predefined set of 
questions. This method is usually referred to as a “closed interview”, where 
the direction of the interview is predefined. The other way of performing an 
interview is by having an “open interview”, which has a more exploratory 
characteristic than the other style, where the need of the stakeholder might be 
better portrayed.

The main problem with interviews is with respect to organizational 
requirements. Interviewees are often unwilling to discuss political and 
organizational matters, which might result in a collection of misinformation 
[4, pp. 152-153].

Other common techniques in order to acquire requirements are the usage of 
questionnaires and surveys. It is also possible to go through existing 
documentation, e.g. manuals, models and standards [2, p. 4].

View points

“View points” is a technique where different stakeholder perspectives are used 
in order to acquire different types of requirements. Sommerville in [4, p. 150] 
depicts three types of viewpoint:

• “Interactor viewpoints” describes humans or systems that are in direct 
contact with the system in question. Requirements gathered from this 
category are usually system features and interface descriptions.

• “Indirect viewpoints” describes stakeholders that have an indirect but 
influential contact with the system. Usually the requirements 
associated with this category are organizational requirements and 
limitations.

• “Domain viewpoints” embodies domain properties and limitations that 
also influence the system. Requirements related to this category are 
usually different types of standards.

If a large quantity of different viewpoints exists, one usually arranges the 
viewpoints in a hierarchy. The reason for this is to find common requirements 
[4, pp. 149-152].
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Scenarios and Use-cases

“Scenarios” is a technique where real-life examples of system interaction are 
described. Because of their interaction-oriented nature, scenarios are mostly 
related to Interactor viewpoints. Since scenarios are described using a down-
to-earth vocabulary, stakeholders often find them usable.

Most commonly, a scenario includes descriptions of the starting context, 
normal flow of events, exceptions that might occur and when the scenario 
ends. A scenario also contains a description if concurrent activities are 
performed during an activity [4, pp. 153-154]. 

With the help of scenarios, a context can be established, where elicitation of 
requirements is possible. The most common way of doing this is by using 
“Use cases”, which is a scenario-based technique [5, p. 2-5]. Use cases can 
either be represented textually or with the help of a graphical notation like in 
UML [4, p. 155]. 

One should however be aware that scenario-based techniques have some 
limitations. A scenario is a usage example of a system. For complex systems, 
the numbers of possible scenarios makes it impractical to describe all 
scenarios [6, p. 2]. As a result of this, only a limited amount of exception 
descriptions are created. Other problems with scenarios are limited abilities to 
describe sequence and flow, frequency and arrival rates [6, p. 6].

Group elicitation techniques

“Group elicitation techniques”, also known as “facilitated meetings” is based 
on group discussions. The principle behind it is that several individuals can 
bring better understanding with respect to software requirements than one 
individual. Areas that aren’t suitable to tackle in an interview can be dealt 
with in a group discussion. 

An advantage with these techniques is that conflicting requirements are 
detected early among stakeholders. In order to handle disagreements and the 
problems associated with group loyalties, a facilitator is needed to coordinate 
the discussions. 

It is important that the facilitator takes all perspectives into account. The 
scenario where no one wants to discuss organizational matters might arise. In 
such cases, the facilitator must try to create a discussion with more people 
than the senior staff that usually mediates one single perspective [5, p. 2-5].

Prototyping

Prototyping is a viable technique to use when the requirements are uncertain. 
Similar to scenarios, prototypes establish a context with the objective of 
increasing the understanding of the system. Prototyping is both related to 
requirements elicitation and requirements validation [5, p. 2-5].

Prototyping can be used when stakeholder comments are necessary on an 
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early stage. Another usage is that the prototype acts as a basis for group 
elicitation techniques [2, p. 4].

Ethnography

Ethnographic techniques are sometimes used to find implicit system 
requirements. Stakeholders often leave out small details in their work 
descriptions, since it is subconsciously assumed that the details are common 
knowledge. The lack of these details affects the quality of the requirement. 

Ethnography is an observational technique, where an observer records the 
daily activities of workers. The derived techniques from these records take 
into account the way the personnel actually works and how cooperation and 
awareness between workers and their tasks improves the organizational 
efficiency [4, p. 157].

III: Requirements analysis
When requirements have been acquired, analysis follows. One activity 
associated with analysis is classification and organization of requirements, 
where related requirements are grouped together in a logical manner. Another 
activity involves trying to detect and resolve requirement conflicts [4, pp. 
147-148].

In order to facilitate in the analysis process, models can be applied to 
represent requirements. The reason for using models is to improve the 
understanding of the problem and hence its solution [5, p. 2-6].

Depending on the problem, different models can be applied. When it comes 
to understanding organizations, “Enterprise modelling” can be used. Usually 
this modelling technique is applied when organizational goals and the 
purpose of the system with the respect to the organization needs to be 
determined.

For data-intensive systems, “Data modelling” is usually applied. Normally 
ER models as well as object-oriented models (e.g. UML) are frequently used.

When it comes to modelling system behaviour, “Behaviour modelling” is 
applied. There exist a large variety of different behavioural models that can be 
applied to different problems; from formal models to informal models.

It is also possible to apply “Non-Functional Requirements modelling”,  in 
order to make non-functional requirements further quantifiable than with 
normal expressions [2, pp. 4-5].

IV: Requirements specification
A requirements specification represents the agreement between the 
stakeholders and the supplier/contractor. They are usually written in some 
natural language, but may be complemented with more formal specifications 
if necessary [5, p. 2-8]. 
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In order to reach an agreement between stakeholders about conflicting 
requirements, negotiation activities are performed. One way of handling the 
negotiations is the “win-win approach” (introduced by Boehm), where win 
conditions for each stakeholder are specified individually. Then negotiations 
are performed between the stakeholders in order to achieve these win 
conditions for all stakeholders [2, pp. 6-7].

V: Requirements validation
Requirements validation is a process where one tries to determine if the given 
requirements specification represents what the stakeholder actually wants. 
The process overlaps with the requirements analysis process because both are 
concerned about problems with the requirements. 

Sommerville in [4, p. 159] describes three techniques for requirement 
validation:  “Requirement reviews”, “Prototyping” and “Test-case 
generation”.

Requirement reviews

“Requirement reviews” is a technique where the requirements are 
systematically scrutinized in order to find problems. The following aspects 
are of importance in the review:

• “Consistency” - Are requirements in conflict with each other?

• “Completeness” - Is the requirement detailed enough to represent the 
stakeholders' intentions?

• “Verifiability” - Is it possible to test if the requirement is satisfied?

• “Comprehensibility” - Does the stakeholders of the system 
understand the requirement?

• “Traceability” - Is the origin of the requirement clearly defined?

• “Adaptability” - Is it possible to change a requirement without serious 
repercussions on other requirements ?

The reviews can either be formal or informal. Usually informal reviews are 
performed first, and formal reviews are added if required [4, pp. 159-160].

Prototyping

Prototyping can be used to exemplify a system based on the given 
requirement specification. This enables the stakeholders to experiment with 
the prototype in order to determine if the requirements are representing what 
they really want.
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Test-case generation

The technique with test-case generation is based on the principle that all 
requirements must be testable. If it is difficult or impossible to design a test 
for a requirement, then the implementation of the requirement most likely has 
the same characteristics. In such a case the requirement should either be 
modified or discarded [4, p. 159].

VI: Requirements management
Requirements management is primarily concerned with requirements 
evolution. Over time, the stakeholders’ needs changes, or the perception of 
the requirements changes. The requirements management process is 
concerned about understanding and handling these changing requirements.

Requirements have been classified into two classes with respect to 
requirements evolution: “Enduring requirements” and “Volatile  
requirements”. 

Enduring requirements are requirements that are rather stable over time. They 
are associated with fundamental requirements of the domain. Conversely, 
volatile requirements are requirements with a high probability of changing [4, 
p. 161-162].

3.2.3 Critical systems requirements process

Critical systems must have requirements with respect to the system’s 
dependability. Since safety and/or security matters are of greatest importance 
for the system, the critical systems requirement process exist as an additional 
process that is complementing the normal requirements process. The primary 
technique that is used in this area is “risk-driven specification”. 

When dealing with complex critical systems, the risk analysis process is 
divided into different phases (“multiphase risk analysis”), with different areas 
and levels of focus in each phase [4, pp. 195-196].

The risk analysis described below, is based on an iterative process model 
depicted by Sommerville in [4, p. 195].

I: Risk identification
The first activity in the risk analysis process is risk identification. A common 
type of risks usually identified, are risks that arise from the systems 
interaction with rare environmental circumstances, e.g. earth quakes or 
thunderstorms. Below follows examples of different classes of hazards that 
might be relevant to assess for a critical system.

Example of hazard classes:

 Physical hazard 

 Electrical hazard 
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 Biological hazard 

 Radiation hazard 

 Service hazard (e.g. hazards associated with program logic)

When identifying risks, experienced engineers, domain experts, safety 
advisers and analysts with real experience of hazards should be consulted. 
Usually, group discussion techniques such as brainstorming may be 
appropriate when risk elicitation is performed [4, pp. 196-197].

II: Risk analysis and classification
This activity in the process is initially about determining the probability and 
severity for each of the identified risks. Then the risks are classified with 
respect to their acceptability, namely “intolerable”, “ALARP” or 
“acceptable”.

Intolerable

This classification represents risks that cannot be tolerated. The system must 
be designed so that the risk is entirely avoided or handled in such a way that 
no serious accidents can occur.

ALARP

ALARP, or “As Low As Reasonably Practical” is a classification where risks 
are minimized to a degree that can be practically motivated by aspects such as 
cost and delivery. If a risk reduction is impractical or very costly, the risk will 
be tolerated.

Acceptable

The classification acceptable is given risks that are below the ALARP-level, 
where the risk is considered to be acceptable. Risks are however minimized 
as much as possible without generally effecting cost and delivery time or 
other non-functional aspects [4, pp. 197-198].

III: Risk decomposition
Risk decomposition is an activity where possible causes for the risks are 
determined. Except for logical reasoning in the form of deduction and/or 
induction, specialized techniques can be applied to facilitate the 
decomposition.

One example of such a technique is the “fault tree analysis”, which begins 
with stating a hazard as the root in a tree. Then possible states are identified 
that could lead to the hazard. If the states are combined, the symbols “and” 
and “or” can be used to connect the states in the tree. In such a way it is 
possible to describe the causes for the hazard as well as their relations to each 
other [4, pp. 199-200].
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IV: Risk reduction assessment
This activity is concerned about creating dependability requirements that 
handles the risks and their causes. Usually three types of strategies are used to 
manage risks: “risk avoidance”, “risk detection and removal” and “damage 
limitation”. 
Firstly, Risk avoidance represents a system design that entirely removes the 
hazard. Secondly, Risk detection and removal represents a system design that 
has a mechanism for detecting and neutralizing hazards before any damage 
can occur. Lastly, damage limitation represents a design that reduces the 
severity of a conceivable accident [4, p. 201].

3.3 Software testing
Software testing consists of four different areas: “correctness testing”, 
“performance testing”, “reliability testing” and “security testing” [11, p. 6]. 

This thesis is primarily focusing on correctness testing, where software errors 
are found and eliminated. As described in [11, p. 6], the knowledge areas 
“black box testing” and “white box testing” are the primary approaches when 
testing software correctness. They are because of that, the focal point of this 
section.

3.3.1 Fundamental concepts

Verification
Verification is a process where it is shown that a program satisfies a given set 
of requirements. This definition is based on the concept “functional  
correctness”. Sometimes a perspective with respect to the development 
process is used to define the concept [7, p. 2]. IEEE in [3, p. 81] defines the 
concept in the following manner, where both perspectives are taken into 
account:

1) “The process of evaluating a system or component to determine whether 
the products of a given development phase satisfy the conditions imposed at  
the start of that phase”

2) “Formal proof of program correctness”

This thesis applies the latter definition in the same way as in [7, p.5]. This 
definition has been chosen in order to provide a conceptualization 
independent from the development process.

Validation
Sommerville in [4, p. 725] defines validation as follows:

“The process of checking that a system meets the needs and expectations of  
the customer”

This definition is coherent with the one given by Boehm to exemplify the 
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differences between verification and validation. He has defined verification as 
“building the system right” and validation as “building the right system”. The 
validation process is mainly focusing on user acceptance testing for the final 
product [8, p. 8].

Testing
Verification is used to prove whether a system satisfies a given set of 
requirements. It can show that the system doesn’t conform to the 
specification, but not where. The role of testing is to find cases where 
implementations of requirements aren’t fulfilling the specification. [7, p. 2].

As mentioned in [9, p. 2] it is usually impossible to completely test a 
program. The complexity of modern software makes it impossible to test all 
potential input values and program paths. This problem has been depicted as a 
“combinatorial explosion”, where the possible combinations to be tested 
grows extremely rapidly [10, #Taxonomy].

A classic formulation by Dijkstra, summarizes the limitation of software 
testing:

“Program testing can be used to show the presence of bugs, but never to  
show their absence” [7, p. 6].

In this thesis, the concept verification is viewed more generally than just 
being a formal proving process of functional correctness with respect to the 
requirements. It is instead seen as a process where testing activities as well as 
formal proving activities can be used to verify requirements fulfillments to a 
certain degree. The usage of testing as a verification tool is stated by [7, p.6] 
in a discussion about the scalability limitations of formal verification 
techniques. The following statements were used:

“testing has become the preferred process by which software is shown, in 
some sense, to satisfy its requirements. This is primarily because no other 
approach based on more formal methods comes close to giving the scalability  
and satisfying the intuitive "coverage" needs of a software engineer.”
Testing is therefore considered to be a part of the verification process when 
using the broad definition of the verification concept. Thus, verification 
techniques acts as both a way of verifying requirements fulfillment and as a 
way of showing in what cases the verification failed. As a result of this 
definition, one cannot prove but rather corroborate requirements fulfillment.

Software testing can be perceived as a way of corroborating or falsifying a 
hypothesis based on empirical experiments. For example, the hypothesis ”all  
requirements for the system are fulfilled” can be utilized. 

More formally, in this thesis software testing is defined as

“Empirical corroboration of requirements fulfillment”

25



Theoretical Background

Defect
A defect has been defined in [7, p. 2] in the following manner:

”Each occurrence of the program design or the program code that fails to  
meet the specification is a defect (bug)”
Sometimes, as indicated in [3, p. 14] the concepts “error” and “fault” are also 
used to describe defects.

Debugging
Debugging is a process in which defect-cases identified in the testing process 
are analyzed in order to find and correct faulty code, so that the unfulfilled 
specifications can be satisfied [7, p. 2].

Black box testing
In black box testing, the focus of testing is on system behaviour [11, p. 7]. 
Since the system is regarded as a black box with inputs and outputs, there 
exists limited knowledge about the system. Because no source code is 
available, test cases are derived from the specification. By comparing the 
results of system input activities with the specifications, one can verify 
program correctness [10, #Taxonomy]. 

White box testing
In white box testing (also known as glass box testing), the system's 
implementation is the basis for deriving test cases. Knowledge about the 
programming language used and the logical structure of the program are used 
to find potential software defects [10, #Taxonomy]. Sometimes white box 
testing is categorized as “structural testing” [11, p. 7].

Component testing 
Component testing (sometimes called “unit testing”) is testing that is 
performed on the unit level. Usually the developer of a component performs 
the unit test. In many cases this kind of testing includes interface testing [4, 
pp. 547-549].

System testing
System testing is testing that is performed on the system-level, as opposed to 
component testing. It usually includes two phases: “integration testing” and 
“release testing” [4, pp. 540-541].

Integration testing

Integration testing is concerned with component integration and the problems 
associated with components working together. The components can either be 
entirely newly developed, adapted reusable components or off-the-shelf 
components [4, p. 541].
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Release testing

Release testing is testing before the software is sent to the customer. It is 
therefore mostly about functional testing, where functionality specified in the 
requirements are checked. This kind of testing is included in the black box 
testing category [4, p. 543].

3.3.2 Black box testing

Function testing 
Function testing can be used to detect major errors in the software. The test 
cases are usually based on normal scenario values to test the features of the 
system. If the algorithms are generally flawed or the build is incorrectly 
performed, simple function tests can detect errors. Usually function tests are 
performed on individual basis, where each function is tested in isolation. 

Advanced forms of function testing have similarities to domain testing [12, p. 
7].

Domain testing 
Domain testing is a technique with primary focus on the domain of possible 
input values. It is concerned about sampling the variable domain efficiently in 
order to detect errors. Usually this involves the creation of different value 
groups, where each exhibits a certain characteristic [12, p. 7]. This approach 
is sometimes called “equivalence partitioning”, where the values in a certain 
partition should be processed equally by the system. 

Each partition is analyzed and a representative default value (usually the mid-
value) is selected. Because the programmer usually considers natural values 
when implementing the system, it is also important to test extreme values. 

Extreme values are usually atypical, e.g. the system behaviour of the input 
value 0 might be different from –1, even though the values are numerically 
close [4, pp. 553-554].

Domain testing may also include partitioning on output values, intermediate 
calculations and sent or stored data in the system [12, pp. 7-8]. This kind of 
partitioning (except for output partitioning) is more of a white box approach, 
since it involves details of the implementation.

Specification-based testing 

Specification-based testing use as the name implies the specification as basis 
for testing. In situations where a specification represents a contract, this 
technique is highly relevant. It is also appropriate to use when dealing with 
safety-related specifications.

There exist two different perspectives when it comes to specification-based 
testing. Firstly, one can create test cases based solely on the information 
provided by the specification. This way, each statement in the requirement 
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can be verified, but it does however limit the testing to what is specified in 
the requirements. 

The second perspective is to see beyond the specification. Ambiguous 
requirements or areas of the specification that are poorly covered are 
scrutinized in order to find potential errors [12, p. 8].

Risk-based testing 

Risk-based testing is a technique where one is imagining in what ways a 
program defect can arise. When a risk (potential failure) has been recognized 
test cases are created in order to check if the software has the potential errors. 
Sometimes it is possible to motivate the testing of a certain risk by linking the 
risk against observed problems in practice [12, pp. 8-9].

Another perspective with respect of risk-based testing is where a risk is a 
weighted concept according to the following formula:

Risk = Damage * Probability
By assessing the risk for each potential fault, the resources for testing can be 
used in an efficient manner [13, p. 5, 18].

Stress testing 
Stress testing is concerned about pushing a program at or beyond its limits in 
order to determine the systems behaviour under extreme stress. It is possible 
to see that the system isn’t complying with the specifications and how the 
system behaves when a fault arises. 

The behaviour analysis exposes vulnerabilities that might occur during less 
extreme conditions and one can apply a test technique to minimize potential 
errors of this type.

One problem with stress testing is that it demands good troubleshooting 
information to enable fault resolving [12, p. 9].

Regression testing 

Regression testing is a technique that includes another technique as basis for 
the actual testing mechanism. The main idea behind it is to create reusable 
tests that enable repeatable testing in order to detect errors. For example, a 
domain test can be applied together with the regression technique in order to 
enable test reuse.

Usually the effectiveness of regression testing is high in the beginning and 
when big code changes are occurring. Normally, the regression tests have a 
limited information value, since the tests usually pass. [12, pp. 9-10]. 

As implied in [12, p. 7], it is possible to detect new errors in previously 
working functions when changing related code with the help regression 
testing.
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User testing 

User testing is about designing tests that are performed by the users 
themselves. It is important to separate the actual users and the testers 
pretending to be users to avoid misrepresentative tests.

A high-quality user test utilizes the user’s cognitive abilities, while keeping 
the structure of the test. This kind of tests (as opposed to tests with very 
detailed descriptions, i.e. scripted tests) represents the real user and provides 
usable feedback about system usage [12, p. 10].

Scenario testing 

This testing technique is based on the scenarios that were described in section 
3.2.2. As mentioned in [12, pp. 10], scenario testing is about defining 
hypothetical situations and testing them. In order to create efficient test cases, 
aspects such as the plausibility of the scenario, its complexity and how easy it 
is to evaluate should be taken into account. 

An important area of scenario testing is defining scenarios that are rare for 
normal user interactions. This area is related to stress and security testing. 
Sometimes scenario testing is combined with the regression testing technique 
[12, pp. 10-11].

State-model based testing 
State-model based testing is about describing the systems visible behaviour 
using finite-state machines, and then testing the system with the model as a 
reference. The main advantage with this kind of technique is the possibility of 
test automation.

The main problem with state models is the risk of oversimplification. It is 
sometimes necessary to reduce complexity because of too many states. 

One possibility of the technique is that it can be used as a tool when 
performing exploratory testing [12, pp. 11-12].

Exploratory testing
Exploratory testing is an adaptive testing technique. The tester makes changes 
to the testing design based on the results of the previous tests. In its extreme 
(“purely exploratory”), the tester has no predefined testing activities and is 
only required to generate documentation in the form of bug reports. In 
practice however, there usually exists some kind of predefined structure. 

The type of testing techniques that are applied can be of any kind. It is chosen 
based on the current information the tester is seeking [12, p. 13].

High volume automated testing
High volume automated testing is a technique that is used to find defects that 
usually are hard to detect using other techniques. The technique has been 
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applied for safety-critical systems in order to improve system reliability [15, 
p. 1].

By performing a large set of automated tests, it is possible to find bugs 
associated with the following categories:

 “Buffer overruns and security holes” – Involves creating a large 
variety of corrupted data files in order to find a file that the system 
accepts, with the intent of overwriting an internal buffer so that 
foreign code can be executed (hostile data stream testing) [15, p. 2]. 

 “Special cases” – To find subtle bugs (e.g. the Intel FDIV bug) that 
occur only for a limited amount of possible test cases. Usually 
performed by comparing brute force testing results with a set of 
reference values [15, p. 2]. 

 “Timing related errors” – To detect race conditions by performing 
high volume non-stop tests [15, pp. 2-3]. 

 “Corrupt memory or stack” – To find bugs related to memory 
corruption, e.g. “wild pointers” (commonly referred to as “dangling 
pointers”) [15, p. 3]. A dangling pointer represents a pointer that 
refers to a memory location that already has been freed. Usually, these 
dangling pointer errors are very hard to find [16, p. 1]. Running an 
automated test with a large number of test cases under a long period of 
time can facilitate this bug detection process [15, p. 3]. 

 “Resource exhaustion” – By testing possible sequences of operations 
that might cause resource exhaustion, it is possible to detect such 
errors [15, p. 3]. 

Random testing
Random testing is a technique that involves random generation of test data, as 
opposed to other kinds of testing techniques, e.g. partition testing (domain 
testing) [21, p. 1]. It has been shown in [21, p. 11] that partition testing is 
more effective than random testing.

3.3.3 White box testing

Structural coverage
 “Statement coverage” – Checks if all executable statements in the 

code has been executed. The main disadvantage with this test method 
is poor support for control structures such as selection and loops. For 
example, one if-else statement is covered if the statement as a whole is 
executed without any regards to branching [17, # basic_statement]. 

 “Decision Coverage” – Determines if all the true and false cases for 
Boolean statements are reached as well as bringing support for switch 
statements, exception handlers and interrupt handlers. The main 
problem with this method is that it evaluates the Boolean expression 
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as a whole as true and false. Because of this, branching within the 
expression is ignored [17, #basic_statement]. 

 “Multiple Condition Coverage” – Evaluates if all input combinations 
(including sub-branching statements) has been covered for Boolean 
statements. [17, #basic_statement]. Since each possible input 
combination is executed (2n combinations, where n is the number of 
input variables), complex expressions will become impractical to test. 
[18, p. 15] 

 “Path Coverage” – The program structure is represented with a flow 
graph in order to determine if all independent paths have been 
executed at least once. An independent path is a path that reaches a 
condition that hasn’t been reached by other paths. Testing all 
independent paths means that all cases (true and false) have been 
tested for all statements. The number of independent paths in a graph 
is equivalent to the “cyclomatic complexity” of the graph. 

The cyclomatic complexity for a graph with simple logical expressions 
(without compound conditions, e.g. “and” or “or”) is the number of 
conditions plus one. If the graph includes expressions with compound 
conditions, such an expression is counted as the number of compound 
conditions in the expression.

Path testing can be very complex for an entire system. It is therefore 
mostly used when testing software on the component-level [4, pp. 
559-561].

Mutation testing
Mutation testing or “error-based testing” is a technique where one introduces 
faulty changes to a source code, where each change is called a “mutant”. If a 
mutant produces a result that is distinguished from the original program for a 
certain test data, it is considered to be “dead”. Conversely, if the results 
cannot be distinguished from the original, the mutant is “alive”. The main 
idea with mutation testing is to find test data that “kill” as many mutants as 
possible. This technique evaluates and improves the quality of the test data 
and thus increases the possibility of finding defects. 

Sometimes a mutant is created that is functionally equivalent to the original 
program. Such a mutant is ignored since it doesn’t represent a faulty program 
[19, p. 1]

The following formula describes the adequacy of a test case:

Test Data Adequacy = number of dead mutants / total number of non-equivalent mutants
[19, p. 4]

The main problem with mutation testing is that it is costly to carry out. 
Because of this, additional lightweight mutation techniques like “weak 
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mutation” (as opposed to the described “strong mutation”) and “firm 
mutation” have been developed [19, p. 1].

Fault injection testing
Fault injection is a technique where one deliberately injects faults in the 
hardware or software to test how the system reacts. This injection can either 
be invoked in a simulated environment, or by using fault-inducing 
mechanisms in the real system. 

One problem with fault injection is that the technique can be invasive, where 
the presence of injection mechanisms in the system causes problems. An 
example of this is that the fault injection mechanism might introduce too 
much latency in a real-time system [20, #introduction]. 

3.4 Real-time systems

3.4.1 Definitions

A real-time system is described in [22, p. 4] in the following manner:

“A real-time system is a computer system whose correctness depends not only 
on the output, but also the time at which the output is produced”
There exist two types of real-time systems: “soft real-time systems” and 
“hard real-time systems” [4, p. 340].

Soft real-time systems

Sommerville in [4, p. 340] define a soft real-time system as “a system whose 
operation is degraded if results are not produced according to the specified 
timing requirements”. 

Usually this kind of system is used for non-critical applications, where a 
violation of the real-time response requirement is tolerable for short-term 
peak loads. Normally, a soft real-time system has greater memory capacity 
than hard real-time systems [23, #concepts].

Hard real-time systems

Sommerville in [4, p. 340] define a hard real-time system as “a system whose 
operation is incorrect if results are not produced according to the timing 
specification”.

Hard real-time systems are used for critical applications, where a violation of 
the time requirements can be catastrophic. The system must at all occasions 
be synchronous with the state of the environment. Typically the timing 
resolution is at milliseconds or higher, which indicates the importance of 
predictability of the system's performance. As implied before, hard real-time 
systems usually have very limited memory capacity [23, #concepts].
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3.4.2 The stimulus/response perspective

A real-time system can be seen as a stimulus/response system. The system 
produces a response for each stimulus provided by sensors. Usually, there 
exist at least three different types of subsystems to handle the incoming 
stimuli: “sensor management” to assess and manage stimuli, “computation” 
for calculating responses and the “actuator control” to execute the responses. 
[4, pp. 340-341].

There exist two categories of stimuli that the system must be able to manage. 
Firstly, the category “periodic stimuli” represent stimuli that in a periodical 
manner are handled by the system. An example of this is that the system reads 
sensor values every 50ms. 

Usually periodic stimuli represent stimuli from sensors that give the system 
information about the environment, which enables actuator control. 

Secondly, the category “aperiodic stimuli” is stimuli that are not appearing 
regularly. They represent exceptional circumstances, either from sensors or 
actuators. They are usually mediated with the help of the system’s interrupt 
mechanism [4, p. 340].
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4 Realization
The purpose of this section is to depict the application of the realization 
method. This includes descriptions of both choices made when following the 
method as well as results from the activity. Firstly, a theoretical subsection 
exists to encapsulate important aspects of the paradigms into the report. 
Secondly, subsections related to the three questions are presented.

4.1 Definition of the paradigms' dimensions

4.1.1 Input Data

Input data is defined as a tuple of values/signals that are perceived by the 
system as atomic values. This information is encapsulated in an entity (as a 
property) that is sent to the system in question.

The values/signals in the tuple can be of different data types and hence have 
different value domains. The domains are also represented by a tuple, with 
positions that correspond with the elements in the value tuple. Each domain 
can manually be defined or have a default setting. A domain that is not 
manually restricted is set to the range of the datatype (e.g. an unsigned short 
integer represents the value domain 0-65535). 

To summarize, two aspects are relevant with respect to the input data 
dimension. Firstly, one has the tuple of values/signals, which represents the 
actual data. Secondly one has the metadata describing the domain of each 
value/signal, also described with a tuple. Both are included in the described 
entity (the same goes for all dimensions if nothing else is specified). Below, 
an example is provided to illustrate how to denote these two concepts.

Input data for entity A:
Av = (-32, 25, ”DYW”, 2.3500000000000001, 142)

Ad = (signed short int, 0:50, string, double, {0:25, 140:145, 200:210} )

As shown in the example, the data type names (e.g. double) are used for 
domains with default settings. When it comes to manually restricted domains, 
the “:”-notation is used. The statements are inclusive, i.e. “0:50” includes the 
values 0 and 50 in the range. If many statements are needed to define a 
domain a set of statements is created, which is shown in the example. 

The purpose of this section (4.1) is not to formally define an entire language 
for describing values/signals and their domains. Instead, a basic vocabulary is 
created to illustrate the thought-patterns for the dimensions as well as 
enabling their usage. If needed, one could for example extend this notation by 
encapsulating regular expression statements in a set to describe some 
domains.

The purpose of defining domains is to explicitly specify what values are 
possible to use when designing test cases. The intention of techniques such as 
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domain testing (partition testing) and similar is to reduce the number of 
values to test, so that the testing becomes practical. Usually, it is not feasible 
to test the whole range of an unrestricted domain. These testing techniques 
therefore apply sampling principles to meet their objective.

4.1.2 Time

Time can either be represented with an absolute system, or with a relative 
system. Furthermore, occurrences of time events can either be periodic or 
aperiodic. In this thesis where time delaying is the most important time 
concept, a relative representation of time is chosen since time events are 
handled individually. Because of the individual perspective where no other 
time events are considered, the concept of periodic timing is ignored.

The time dimension is defined as a delay property for an entity. Since it is not 
motivated to decompose a delay property into sub parts, the delay value is 
denoted with a singleton tuple. The unit appropriate for the property may for 
natural reasons differ, but the default unit is milliseconds.

The domain for the time dimension represents the delay range. Theoretically 
this domain would be infinite if undefined (domain ≥ 0). In practice however, 
a data type with a finite range is used for its representation. Similar to the 
delay value, the domain is also represented with a singleton tuple. Below, an 
example is provided to demonstrate the notation. If needed, the domain can be 
segmented by using a set of statements.

Time property for entity A:
Av = (35) Time value: 35 ms

Ad = (0:120000) Time domain: between 0 and 120000 ms

4.1.3 Quantity

The quantity dimension is defined as a quantity property for an entity. It 
represents the number of times an entity should be sent to the system. The 
same notation used for the time dimension is used for the quantity dimension. 
Below, an example is provided.

Quantity property for entity A:
Av = (3) Quantity value: 3

Ad = (unsigned char) Quantity domain: unsigned char (0-255)

4.1.4 Sequence

Sequence is a dimension that is defined as a tuple of entities with a particular 
order. It differs from other dimensions because it sees other data entities and 
places them in a particular sequence. Therefore sequence data is not 
encapsulated in the entities.

The domain with respect to the sequence dimension is a set of tuples 
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describing the possible sequences. The domain grows very fast in a 
combinatorial manner when a new entity is added, thus domain restriction is 
appropriate. Optionally, a set with the available entities can be used to clarify 
the context. The example below illustrates the notation for the sequence 
dimension. The exemplified domain represents a restricted domain.

Sequence specifications:
Se = {A, B, C, D, E} Set of available entities

Sv = (B, D, A) Sequence value: tuple with a chosen sequence

Sd = { (B, D, A), (A, E), (B, C, D, E) } Sequence domain: a set with possible sequences

4.1.5 Applications with multiple dimensions

When combining all or some of the dimensions, it is important to illuminate 
namespaces. Previously, the dimensions were viewed in isolation where 
dimension values and their domains were denoted with Av and Ad (for the 
entity A). When using several dimensions simultaneously ambiguities arise if 
the same system is used.

One solution is to specialize the denotations with respect to the dimensions. 
Below, an example is provided to describe a test configuration where all 
dimensions from the input data paradigm and input data mechanism paradigm 
are utilized. It should be noted that only the data entities A and E are 
described to reduce the complexity.

Example of a test configuration:
AID value = (-32, 25, ”DYW”, 2.3500000000000001, 142) Input data value

AID domain = (signed short int, 0:50, string, double, {0:25, 140:145, 200:210} ) Input data domain

AT value = (0) Time value

AT domain = (0:120000) Time domain

AQ value = (1) Quantity value

AQ domain = (unsigned char) Quantity domain

EID value = (64, -42) Input data value

EID domain = (unsigned char, signed char) Input data domain

ET value = (24) Time value

ET domain = (0:12000) Time domain

EQ value = (2) Quantity value

EQ domain = (unsigned char) Quantity domain

Sentity = {A, B, C, D, E} Set of available entities

Svalue = (A, E) Sequence value

Sdomain = { (B, D, A), (A, E), (B, C, D, E) } Sequence domain
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The figure 4-1 below, contains an illustration of what the given information 
represents as well as what happens when the input data mechanisms is acting 
on the provided information.

Figure 4-1: The input data mechanism and system output (stimuli and response)

As seen in the figure, the quantity for input entity E is specified as a constant 
(EQ value). This constant is used for stating the quantity for all occurrences of 
the entity in the sequence.

It is possible to specify dynamic quantity by using the sequence dimension in 
a certain way. Since a sequence is represented with a tuple, multiple 
occurrences of the same entity are permitted. If the quantity dimension value 
is 1, it is possible to state a certain quantity in a sequence by repeating the 
entity listing several times to reach the desired quantity. For example, by 
specifying the sequence (B, B, B, D) it is possible to state the quantity of three 
for the entity B). 

As seen in the example above, when combining several dimensions the 
complexity increases. This might be noticeable when doing things by hand, 
but the intention with this explicit language is to enable the computer to 
handle everything.

The way of representing information affects the perception of complexity. A 
table format has been developed to reduce the complexity. It also extends the 
previous notation since it enables time and quantity specifications for each 
sequence element.

In the table 4-1, an example is provided to illustrate the table format. 

Seq nr Entity ID value ID domain T value T domain Q value Q domain
1 B 35 0:100 0 0:5000 1 0:5

2 B 35 0:100 120 0:5000 1 0:5
3 C 62 52:80 350 0:3000 2 0:10

4 B 37 0:100 500 0:500 1 0:5
5 E 49 0:200 5 5:1000 1 0:39

Table 4-1: Table representation of multiple dimensions

As indicated in table 4-1, the table is much more convenient for describing 
multiple dimensions than the first technique. It requires however the use of 
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the sequence dimension, but that is not a problem since sequences can contain 
one single entity; thus it can always be applied. However, one cannot see how 
the data entity is defined when using this particular table representation (it is 
merely referenced). An entity is defined elsewhere, with the benefit of only 
being specified once.

The exemplified table includes two methods for describing quantities of 
entities. It illustrates that one can save table space when using the quantity 
dimension (entity C). Additionally one can omit the Q-dimension without 
loosing any expressive power (entity B where the Q-dimension can be 
omitted).

4.2 Question 1

4.2.1 General principles

The general principles elicited from analysis of the section 3.3.2 and 3.3.3 
respectively, represents the main thought-pattern for each technique. Existing 
techniques are generalized so that contextual details are abstracted to an 
appropriate degree. By doing so, it is possible to deduce testing techniques 
from the general principles with respect to another context. In this case this 
context is the input data mechanism paradigm. The figure 4-2 clarifies the 
method.

Figure 4-2: Exemplification of concept generalization/specialization

Inferred testing principles
● 1 Black box testing  

 1.1 Function testing

 “Testing of system features”
 1.2 Domain testing

 “Testing by efficient domain sampling”
 1.3 Specification-based testing

 “Testing based on the interpretation of an explicit or implicit
  requirements specification”

 1.4 Risk-based testing

38



Realization

 “Prioritized testing based on potential hazards”
 1.5 Stress testing

 “Testing of system behaviour under extreme stress”
 1.6 Regression testing

 “Extending a testing technique to support reusable testing”
 1.7 User testing

 “Realistic system testing by involving actual users”
 1.8 Scenario testing

 “Testing a sequence of real or hypothetical system interactions”
 1.9 State-model based testing

 “Testing system behaviour by using a finite-state machine as reference”
 1.10 Exploratory testing

 “Adaptive testing where a technique is chosen based on previous 
testing results”

 1.11 High volume automated testing

 “Automation of a testing technique to enable extensive testing”
 1.12 Random testing

 “Extending a testing technique with randomization capabilities”
● 2 White box testing  

 2.1 Structural coverage

 “System testing by traversing through program logic”
 2.2 Mutation testing

 “System testing by creating defects in a program and 
detecting as many of these as possible in one test case, to 
cover other potential defects”

 2.3 Fault injection testing

 “Deliberate introduction of defects in a system to assess  
system reliability”
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4.2.2 Derivation of verification techniques

The focus when deriving the verification techniques with respect to the first 
question is on the input data mechanism paradigm.

The derivation is based on the general principles defined in section 4.2.1. The 
principles are applied on the dimensions time, quantity and sequence with the 
intention of finding viable techniques. The derivation is systematically 
performed in the order of occurrence of the principles. 

The derivation will be based on logical reasoning based mainly on the 
principles and the knowledge base of the selected paradigm. In addition to 
this, some additional knowledge may be applied to relate to known practical 
problems and/or to suggest further extensions of a technique. The findings are 
summarized below for each principle.

Technique 1 deduced from principle 1.1: “Testing of system features”
This technique is based on system features. A feature is an informal 
conceptualization (often in the form of a mental image) that describes a 
system functionality. Usually expectations about system behaviour with 
respect to the feature are included.

The technique involves the data input mechanism and supports the 
dimensions time, quantity and sequence. Testing is performed by testing 
features in isolation or in combination. Test cases are derived from the 
features where appropriate delays, quantities and sequences are chosen. A 
sequence is seen as a number of activities that constitutes a feature utilization. 
Sequences may also describe different ways of using a feature (e.g. different 
object interactions as basis for a feature utilization).

The focus of thought with this technique is to verify system functionality with 
respect to synchronization, timeout failures and common errors for normal 
usage scenarios.

Technique 2 deduced from principle 1.2: “Testing by efficient domain sampling”
For this technique, attention is placed on domain sampling. Three different 
domain types are addressed, namely time domains, quantity domains and 
sequence domains.

In order to achieve efficient domain sampling, methods are needed for 
applying logical restrictions on the sampling populations (each population is 
handled separately). These restrictions are then used as basis for the actual 
sampling activities. One method is to restrict the boundaries (range) of a 
domain/population, e.g. going from an infinite population to a population 
with 100 discrete elements. To narrow the population further one can apply 
segmentation, where clusters that result in equivalent system behaviour are 
grouped together. If many clusters are found, prioritization of clusters can be 
helpful. Finally sampling is performed based on the restricted viewpoint of 
the population.
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In order to manage domain sampling, an explicit language is needed. It will 
act as a tool for describing different steps in the sampling process. Such a 
language was described in section 4.1.

Testing will be performed with the sampled values as basis. Test cases are 
created with delays, quantities and sequences that have been selected from 
the restricted domains.

Technique 3 deduced from principle 1.3: “Testing based on the interpretation 
of an explicit or implicit requirements specification”
This technique is based entirely on the interpretation of the specification. 
Functionalities are derived from explicit or implicit requirements. Test cases 
are created based on the functionalities to determine if the requirements are 
fulfilled.

The cases are concerned about delays, quantities and sequences that might 
trigger defect symptoms.

Technique 4 deduced from principle 1.4: “Prioritized testing based on 
potential hazards”
When this technique is applied, potential hazards are discussed and defined. 
The hazards are then prioritized with respect to their level of criticality. Test 
cases are devised where the hazards are tested with respect to delays, 
quantities and sequences in order to show the presence of bugs. This way the 
most critical hazards are tested first.

Technique 5 deduced from principle 1.5: “Testing of system behaviour  
under extreme stress”
This technique involves testing with a very high quantity and where delays 
close to or of zero is used. This is done in order to see how the system 
behaves under extreme stress. Additionally, it is possible to use sequences 
that represent scenarios other than the default (e.g. exception scenarios) to see 
how such scenarios are handled by the system under the stressful conditions.

Technique 6 deduced from principle 1.6: “Extending a testing technique 
to support reusable testing”
This is a generic technique that is used to extend the capability of an arbitrary 
technique to support reusable testing. These reusable tests have a design that 
includes the usage of delays, quantities and sequences.

Technique 7 deduced from principle 1.7: “Realistic system testing by 
involving actual users”
This is a technique that involves the users of a potential system during the 
testing process. The system is tested with realistic delays, quantities and 
sequences that represent the future usage. By using actual users, the 
functionality needed for practical usage is verified realistically. 
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By capturing user interactions with respect to timing, sequence and quantity 
the technique creates a foundation for the generic techniques 6 and 11.

Technique 8 deduced from principle 1.8: “Testing a sequence of real or 
hypothetical system interactions”
This technique is mostly centered on sequences, but delays and quantities can 
also be applied. Both real and hypothetical sequences of system interactions 
can be defined to be used in the test cases. 

A real sequence is a sequence that with certainty will be performed in the 
future system. A hypothetical sequence is a probable scenario that might be 
performed. The distinction between this technique and technique 7 is that the 
testing is not performed by actual users, but instead by the testers themselves. 
Another difference is that the seventh technique does not include hypothetical 
scenarios.

Technique 9 deduced from principle 1.9: “Testing system behaviour by using a 
finite-state machine as reference”
This technique is about creating a finite-state machine model that describes 
the system's behaviour. The two dimensions that can be applied are sequence 
and time. Sequences represent the different ways one can traverse through the 
model's states. Between states delays can be introduced, so that a transition 
will not occur instantly, but after a specified delay. 

The finite-state machine also enables efficient traversing when applying a 
graph algorithm (path generation technique).

Technique 10 deduced from principle 1.10: “Adaptive testing where a 
technique is chosen based on previous testing results”
This is a generic technique that can include any technique. The tester utilizes 
an adaptive testing method, where different testing techniques are chosen 
based on the results of previous tests.

Technique 11 deduced from principle 1.11: “Automation of a testing 
technique to enable extensive testing”
This is a generic technique that can be applied to any technique with the 
intent of automating a testing technique. The main focus here is to enable 
extensive testing, where different delays, quantities and sequences are tested 
thoroughly. By covering a large variety of variations the possibility of finding 
defects is increased.

Technique 12 deduced from principle 1.12: “Extending a testing technique 
with randomization capabilities”
This is a generic technique that can be applied to any technique. It is about 
randomizing the domain sampling regarding the dimensions time, quantity 
and sequence.
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For example, from a given domain a certain value is randomly selected for a 
particular test case.

Technique 13 deduced from principle 2.1: “System testing by traversing 
through program logic”
This is a technique where segments of the program logic with potential 
problems regarding delay, quantity and sequence are selected and tested 
thoroughly. 

For example, memory managers may react badly for certain quantities of 
input data (i.e. resource exhaustion or buffer overflows). Segments of the 
program logic might also have vulnerabilities regarding timeouts or 
sequences of operations. When it comes to sequences, different logical paths 
can tested in order to logically cover the selected test segment.

By studying program code and testing potentially unsafe code with respect to 
delays, quantities and sequences certain types of defects can be found.

Technique 14 deduced from principle 2.2: “System testing by creating 
defects in a program and detecting as many of these as possible in one test  
case, to cover other potential defects”
This technique is about creating bugs related to timing errors, incorrect 
handling of quantities and sequences. Then a test case is constructed that 
detects as many of these bugs as possible. This way, other potential bugs that 
reside in the code may be covered and found during testing.

Technique 15 deduced from principle 2.3: “Deliberate introduction of 
defects in a system to assess system reliability”
This technique is partly related to the principle. Instead of introducing defects 
in the system, one sees the system from an external perspective (black box 
perspective). The technique involves deliberate introduction of inappropriate 
delays, quantities and sequences to assess the system's reliability. This way 
main focus is placed on the system's error handling, which indirectly is about 
system reliability.

Additional techniques deduced from other principles
No additional techniques were deduced from other thought patterns than the 
ones defined in section 3.3.2 and 3.3.3. The reason for this is that the 
thought-patterns that were found were already covered by the existing 
principles. Additionally, finding suitable thought-patterns without using an 
explicit practical context was perceived as very difficult. Because no usable 
reference point was found, the problem became too abstract.
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4.2.3 Determination of viable verification techniques

Generally speaking, the deduced techniques are possible to apply in practice. 
However, some techniques (especially those associated with analysis of 
program code) are more costly than others. 

Technique 14 is considered to be very costly to apply for practical problems 
on a large scale. In such cases it is not considered to be a viable technique.

For large scale testing the same applies for technique 13, which requires 
extensive testing to cover all logical paths (in its extreme a combinatorial 
explosion occurs). 

Another costly technique for large scale testing is technique 9, which involves 
construction of finite-state machines, which also can become very complex.

To summarize, whether a technique is viable or not depends on the context 
upon which it is applied. One can however on an abstract level see that some 
techniques are more appropriate for smaller tests. 

4.3 Question 2

4.3.1 Determination of appropriate verification techniques

The test system architecture that is the cornerstone of the second question is 
primarily based on the deduced verification techniques described in this 
thesis. The architecture will support both techniques from the theoretical 
background (section 3.3.2 and 3.3.3) as well as from section 4.2.2 (deduced 
techniques). Additionally, the general goals in section 1.4.1 will be used as a 
guide when designing the system.

Techniques that have focus are those that are considered appropriate for the 
actual role the test system will play. In addition to that, some techniques will 
not be supported because of restrictions with respect to time and resources.

There exist two different levels a technique can be supported by the system. 
Firstly, if the basic operations needed to apply a particular technique exist in 
the system, it is indirectly supported. Secondly, techniques that are 
deliberately selected will be directly supported by the system. In this case it 
means that the test system will have functionality that not only enables 
application of the techniques, but also functionality to ease their applications.

One can perceive most of the generic techniques as a way of extending the 
capability of an arbitrary technique. Because of that, a subset of these 
techniques will be directly supported by the system as base capabilities. 
Selected techniques to be supported in the system will therefore be extended 
by these generic techniques.

Techniques that require inside knowledge of the system implementation will 
be omitted (white box approach). Testing with respect to that area (code level 
analysis) is not within the realm of the test system (nor within the current 
realm of the simulator). 
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Other techniques involving finite-state machines and mutation testing are also 
ignored because of their high costs (construction as well as maintenance of 
models).

The techniques chosen to be actively supported are those that are associated 
with domain sampling, specifications and scenarios (techniques {2, 3, 8} in 
section 4.2.2) . The dimensions that will be used in the test system are input  
data, time, quantity and sequence. 

Additionally, verification in the form of time measurements will be 
supported. As described earlier, the generic techniques regression testing, test 
automation and random testing will be applied as base capabilities for the 
chosen techniques (techniques {6, 11, 12} in section 4.2.2).

4.3.2 Construction of a test system architecture

A software architecture is seen from a broad perspective in this thesis. It is 
seen as an implementation-independent documentation, which enables 
implementation with any object-oriented language. The documentation can 
include any kind of implementationally independent artifact. 

Whether class diagrams from modular decomposition by object-oriented 
modelling can be included in the architecture depends on the level of detail. 
In this thesis, the level of detail will include implementational decisions and 
thus the models are not included in the architectural documentation. Instead, 
the system architecture will be illustrated by using context models, structural 
design models and control models.

In order to construct a test system architecture in a systematic fashion, a 
realization method has been devised. It will be applied on the practical 
problem. It is described below:

Realization method for the architectural design
1. Determination and evaluation of general practical restrictions to avoid 

an architecture that is impossible to implement in the given practical 
context.

2. Creation of an abstract context model describing the boundaries and 
the overall structure of the system. The system structure is based on 
general system goals and practical restrictions.

3. Elicitation of needed system functionality based on the given problem 
definition and the aim of the thesis.

4. Definition of conceptualizations needed for architectural realization.

5. Structural design and control modelling by using generic architectural 
styles.
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Step 1 in the realization method: General practical restrictions
The main practical restriction for the test system is the simulator environment, 
which means that LabVIEW is going to be used for the implementation. One 
aspect to take into consideration with respect to the simulator is that the test 
system has to a certain degree real-time requirements. Data sampling and 
logging will be conducted during the test execution, which demands available 
simulator resources (CPU, I/O). The test system cannot for that reason take 
too many resources during the critical test execution stage, in order to 
guarantee real-time performance.

Another restriction to take into account is that no database server will be used 
for persistent data storage. The reason for that is that this requires an 
additional software plugin (“LabVIEW Database Connectivity Toolkit”), 
which is an undesirable cost for the organization. Additionally, using a 
database server increases the system's software dependability. Instead, 
persistent data storage is realized by applying XML.

One important restriction to be aware of is that test result analysis will be 
performed outside the system's boundary. This means that the test system 
performs the actual testing, but the result analysis is performed in another 
system. The test system architecture must have an interface that the other 
system can use to collect test configuration data as well as test result data. 
This requires a data storage format that is open and generally supported by 
other software systems (thus the choice of XML).

Another important thing to take into account is that the test system 
development has limited resources. The time available places a limit on the 
degree of test system functionality that can be implemented. From an 
architectural perspective however, this limitation will not be very noticeable.

Step 2 in the realization method: Abstract context model
Based on the found restrictions in the first step together with the goals in 
section 1.4.1 an abstract context model has been constructed. It is shown in 
figure 4-3.

The goal of creating a flexible system with respect to future modifications has 
been the the most important aspect when devising the major structure and 
context of the system. The interfaces shown in figure 4-3 represent important 
architectural decisions. By separating modules with external connections from 
the core system module instead of integrating them in the core module, the 
system becomes more resilient against changes. 
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Figure 4-3: An abstract context model for the test system

If for example the user interface because of changes in the environment needs 
to be modified or replaced, it becomes much easier to do so if modules are 
not intertwined. Additionally, by separating these external modules the design 
of the core module is not dictated by the capabilities of the initial user 
interface. This design principle uses a thought-pattern that sees the external 
modules as entities that might not utilize all functionality offered by the core 
module. They are entities that consume functionality that they currently need, 
and may in the future be extended to support additional features. 

The architecture of the test system has a design that assumes that the current 
external interfaces will change with time based on need. Additionally, the 
core module is from an architectural perspective developed with capabilities 
greater than the first generation of the external interfaces. This is important to 
map the future needs of the system into the design without regards to the 
initial usage of the system. With this kind of thinking one creates a system 
core module based on the simulator in its final stage instead than for an early 
stage with limited capabilities.

Besides from the user interface, there exist two other modules. Firstly one has 
the “Simulator handler” module with the role of separating low level 
simulator handling from the rest of the test system. The low-level simulator 
interface is the basis for the test system. Because of this, Appendix A has 
been created to clarify what functionalities this interface provides (from an 
architectural perspective as opposed to the current implementation).
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Secondly one can see the “Data analysis interface”, which is used by an 
external system to import data from the test system. In the nearest future, this 
data analysis system will not be entirely computerized. Instead a more user-
interacted approach is used, where Matlab is planned to be used by the user as 
a tool for analyzing logged test data.

Step 3 in the realization method: System functionalities
The system functionalities needed for the test system will be described 
without any detailed conceptualizations. This means that the functionalities 
are described from a perspective without concerns about how the system 
represents concepts and solves problems. Instead focus is placed on what the 
system should be able to do from a high-level perspective.

It is appropriate to describe three fundamental testing concepts, which has 
been applied to structure the system's functionalities. Firstly one has the 
concept of a “test configuration”. Such configuration contains operations 
needed to test a particular subject in the system. This concept is based on the 
theory described in section 4.1.5. Based on this configuration, test case 
generation can be performed. Secondly, the concept “test execution 
configuration” is about selecting several test configurations that should be 
executed on the same testing occasion in a particular order. Lastly, one has 
the concept “test session”, which is based on a single test execution 
configuration. This concept supports the regression testing technique, where a 
test execution configuration can be applied several times over a period of 
time. Since the entire test system is based on these three concepts, an 
exemplifying model in figure 4-4 is provided for further clarification.

Figure 4-4: Exemplification of three fundamental testing concepts
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Figure 4-4 demonstrates a scenario where three kinds of test configurations 
exist. With these as basis, three test execution configurations are created 
containing selections of test configurations to be executed in a particular 
order. A tuple with test configurations can be used to formally specify a test 
execution configuration. 

In order to associate an execution with a point in time, to facilitate regression 
testing and to group execution logs and test results data together, the concept 
of test sessions has been created. A test session also includes generated test 
cases, since they are unique for each test session (in the normal case). The test 
session concept helps in the process of reviewing historic testing executions, 
which is possible since the system will remember all previously performed 
tests.

The two configuration concepts are about instructing the system how to test 
something, while the test session concept is used to describe the actual 
execution and related information. This way of thinking enables separation of 
reusable data (configurations) and execution-specific data (generated test 
cases, execution logs and result data).

Test system functionalities

● Test configuration management
 Create new test configuration

 Save opened test configuration to file

 Open existing test configuration from file

 Close opened test configuration

 Add entry to the opened test configuration

 Modify existing entry in the opened test configuration

 Delete entry from the opened test configuration

 Change the order of an entry in the test configuration

● Test execution configuration management
 Create new test execution configuration

 Save opened test execution configuration to file

 Open existing test execution configuration from file

 Close opened test execution configuration

 Add entry to the opened test execution configuration

 Modify existing entry in the opened test execution configuration

 Delete entry from the opened test execution configuration

 Change the order of an entry in the test execution configuration
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● Test session management
 Create new test session

 Create new test session based on generated test cases in old 
session (pure regression testing)

 Delete old test sessions (including all execution-specific data)

 Test session history

● Test execution control
 Start execution of a selected entry in the test execution 

configuration

 Stop execution of a selected entry in the test execution 
configuration

 Start sequential execution based on the order in the test execution 
configuration

 Stop sequential execution

● Test execution
 Test case generation

 Test case execution logging

 Functionalities needed to execute test cases (based on the 
communication with the simulator handler)

● Data storage
 Functionalities needed to physically (persistently) manage data in 

a structured and scalable fashion with support for CRUD4 
operations.

Simulator handler

Based on primitives offered by the simulator interface, functionalities with 
respect to I/O, CAN, variable resistor and pulse channels are provided for the 
core system module. See appendix A for more information about the 
simulator interface.

Data analysis interface
The data analysis interface uses functional primitives offered by the core 
system module to enable communication with the external system. The 
interface offers access to test session data.

User interface

The user interface enables the user to utilize the test system with the help of a 
GUI. The GUI module uses a set of primitives offered by the core system 

4 CRUD = Create Retrieve Update Delete
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module. The functionalities associated with the user interface will not initially 
support the entire range of the capabilities offered by the core module. The 
functionalities of the user interface are seen as a reflection of the current 
usage requirements and will not include all architectural capabilities 
supported by the core system module (the capabilities for the final stage of the 
simulator). 

This difference between the functionality in the user interface compared to the 
core module also exists on the architectural level since a user interface 
description is related to the final implementation. Therefore it is minimized 
because of the resource constraint. This construction is mainly a thought-
pattern that is used in the design-phase.

Step 4 in the realization method: System conceptualizations
The figure 4-4 described three concepts from an abstract perspective. In order 
to realize the architectural design, these concepts need to be concretized. 
Below, these concepts are addressed. 

Test configuration

The test configuration concept is realized with the help of table 4-2, which 
enables testing with respect to both the input data paradigm as well as the 
input data mechanism paradigm. In practical terms, this means that input  
data, delay, quantity and sequence of operations is supported by the system 
by the means of the test configuration. Quantities are expressed by using the 
sequence dimension (exemplified in section 4.1.5).

Seq nr Channel Delay Action Value Condition Comment
1 CAN 1 0 start_logging - No condition

2 I/O 23 500 start_logging - No condition
3 Resistor 3 500 set_value 700 No condition Set ref value (Ω)

4 Pulse 2 0 send_pulse 10010101 No condition Send ref pulse
5 I/O 52 0 wait_until_value - > 0.367 Wait until value reached

6 I/O 23 0 set_value true No condition System stimuli
7 I/O 23 500 stop_logging - No condition

8 CAN 1 1000 stop_logging - No condition
Table 4-2: Exemplification of a test configuration

The table 4-2 is a concrete example that shows the existing fields as well as 
the purpose of a test configuration. The table does not represent a real-world 
problem. Instead a hypothetical testing example that illustrates a large set of 
concepts is provided. This test is about logging system stimuli and system 
responses. 

First of all, logging on CAN channel 1 is started. Then, after a delay of 500 
ms, logging on I/O channel 23 is started. After a delay of additional 500 ms a 
variable resistor on channel 3 is set to 700Ω. Instantly after this, a binary 
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pulse is sent to pulse channel 3. The system then waits for an I/O channel to 
exceed the critical value 0.367. When such a level is reached (when the 
desired machine state is reached), it is time to create a certain kind of system 
stimuli, by setting the binary I/O value “true” on channel 23). After 500 ms 
the logging of I/O channel 23 is stopped (no more values will be set on the 
channel). To make sure that the system response has occurred, an additional 
delay of 1000 ms is performed before the logging of CAN channel 1 is 
stopped.

After the test, result analysis can be performed based on the two logs. This is 
possible since the logger uses absolute timestamps during the logging 
process.

It should be noted that the resolution of the pulse channel is modelled after 
the current capabilities of the simulator. The desired future resolution 
supports control of positive and negative flanks. This higher degree of 
resolution is supported by the architectural design since this aspect is an 
implementation matter with respect to the action “send_pulse”.

As seen in table 4-2, the operations for the stated channels are called actions. 
The actions available depend on the channel type. Below is a list with 
different channel types and their actions.

Actions for different channel types:
● I/O channels:

 start_log
 stop_log
 read_value
 set_value
 wait_until_value
 reverting_toggle(time)

● CAN channels:
 start_log
 stop_log
 send_message
 wait_until_message

● Resistor channels:
 start_log
 stop_log
 read_value
 set_value
 wait_until_value

● Pulse channels:
 start_log
 stop_log
 send_pulse

● Multiple I/O channels:
 start_log
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 stop_log
 read_value
 set_value
 reverting_toggle(time)

The principles behind most actions have been illustrated in table 4-2. There 
is an additional principle that needs to be commented. The multiple I/O 
channel has an action that is called “reverting_toggle(time)”. It has been 
devised to support I/O value writing that reverts to the initial value after a 
timeout. 

A practical example of this is to simulate a user pressing several buttons 
simultaneously. Multiple I/O is seen as an atomic channel entity in the table 
and is represented by a set. The reverting toggle action is also supported for 
the I/O channel entity to enable testing of individual buttons. Table 4-3 
illustrates these concepts. 

Seq nr Channel Delay Action Value Condition Comment
1 CAN 0 0 start_log - No condition 
2 I/O {12, 37, 42} 250 start_log - No condition 

3 I/O {12, 37, 42} 500 reverting_toggle(1500) - No condition Simultaneous buttons pressed
4 I/O 34 200 reverting_toggle(2300) - No condition Single button pressed

5 I/O {12, 37, 42} 1000 stop_log - No condition 
6 CAN 0 1000 stop_log - No condition 

Table 4-3: Exemplification of multiple I/O operations

When stating delays and input data values there are two different approaches. 
First of all, the possibility of using constant values exists. The other 
possibility is value randomization. This approach enables generation of test 
cases, where different values are randomly selected from the given domain. 
Below follows a summary of these two statements.

Value statements
● constant value
● random(a:b) Randomization based on domain (a:b), e.g. random(10:200)

Lastly, the condition field in table 4-2 and 4-3 can be used to perform actions 
only during certain conditions. This field compares the current I/O channel 
value with a constant value or another channel's value by using normal logical 
operators. This is exemplified in table 4-2 where the condition 
“wait_until_value” is used. A list of possible operators that can be utilized in 
the condition field are listed below.

Different kinds of comparison operators:
● > constant value
● < constant value
● ≥ constant value
● ≤ constant value
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● = constant value
● > channel value
● < channel value
● ≥ channel value
● ≤ channel value
● = channel value

Test execution configuration
The test execution configuration is represented by a table, which is 
exemplified in table 4-4.

Seq nr Delay Test configuration Comment
1 0 TC for subject E Testing harvester head
2 5000 TC for subject O Testing bucking algorithm

3 5000 TC for subject B Testing machine initialization to resolve bug #346
4 5000 TC for subject D Testing control sticks

Table 4-4: Exemplification of a test execution configuration

The delay field in figure 4-4 is used for separating different tests temporally 
to avoid residual OS activities from the previous test. The test configuration 
field does not need to contain the actual configuration. Instead a reference 
could be provided. Finally, the comment field is used to explain the testing 
activity and/or relating it to a practical context.

Test session

One can see the test session concept as a way of encapsulating execution-
specific data into one manageable unit. When a test session has been executed 
(one or several times), the following material will exist (or can be calculated).

● Metadata:

 Reference to chosen test execution configuration

 Test session identification number

 Timestamps regarding the test execution

 Data storage used (Mbyte)

 Background testing information

 Purpose and goal of the test session

● Test cases (generated or replicated)

● Test execution log

● Test results (sampled I/O data, CAN traffic)
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Levels of system abstractions
The system uses the following levels of system abstractions. These are 
explicitly described to avoid ambiguities. They are described from top to 
bottom. 

Levels:
● System

● Module

● Subsystem

● Component

Step 5 in the realization method: Structural design and control modelling
In order to manage complexity and to minimize the cost of future system 
modifications, a structural design is needed. The figure 4-5 illustrates the 
structural design for the test system.

Figure 4-5: Structural design model
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Architectural styles
The test system in question is based on two architectural styles. Firstly, 
because data is shared among different modules the repository model has 
been applied. Secondly, the layered model has been applied to create levels of 
abstractions with respect to the simulator environment. The design decisions 
are motivated further below.

The repository model
This style is appropriate to use when data created by one module is utilized by 
another module and when it is about larger quantities of data. Additionally, 
common problems with the style regarding the usage of a universal data 
model, security concerns (same security policy for all modules) as well as 
scalability limitations (because of centralized storage) are not perceived as 
problematic in this context. 

Firstly, because all modules will be designed from scratch to work with each 
other the problems related to different data models are not applicable. 

Secondly, security concerns with respect to the usage of a universal security 
policy is not considered to be relevant in this context. The system is used by 
users that always have full access to the system. The access regarding the 
simulator environment is restricted by the means of general network 
authorization. Because of this, the security matter falls outside the system's 
boundary.

Lastly, the scalability problem is generally associated with systems that 
govern huge amount of data, where one machine cannot handle the needed 
capacity and/or throughput of data. In this case, the projected size of the 
system based on the simulator environment in its final stage is much lower 
than the described threshold.

The layered model

The layered model has mainly been applied in order to separate logic directly 
related to the simulator environment from the rest of the system. By creating 
levels of abstractions it is possible to manage both complexity as well as 
minimizing modules dependencies on the simulator's current implementation. 
By creating a service layer that acts as a gateway to control the simulator, it 
becomes easier to modify the system. If a modification is performed in an 
underlying layer, only the layer directly above needs to be modified. 
Conversely, if no layering is performed, a modification of a base functionality 
in a system would demand modifications in all modules utilizing that 
particular functionality.

In some sense nearly all systems includes software layering. A typical 
example of this is that an underlying operating system is needed for most 
programs. The use of the architectural style concerned with layering can be 
seen as an explicit thought-pattern that is used to structure the system. Focus 
on layering is therefore spent on matters that have architectural significance.

One problem with a structural model as illustrated in figure 4-5 is that it is not 
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possible to include information about layering. A structural 3D-model could 
be used to illustrate the system structure and in which layer different 
functionalities reside. Since no CASE-tool is available for this thesis to 
construct such a model, the complementary figure 4-6 is instead provided to 
illustrate the applied layering.

Figure 4-6: Model describing the applied layering in the test system

Explanation of modules in the structural model
As one can see in figure 4-5, the structure of the test system is based on the 
logical grouping of functionalities from the third step. Between modules the 
existing communication pathways are illustrated. In this case, all modules are 
interconnected by bidirectional pathways.

Firstly, one has the management modules, which are responsible for 
configurating data describing what to test, how to test and to a certain degree 
when to test (test session). 

Secondly, one has the modules associated with the execution of these tests. 
This involves both the execution control module and the test execution 
engine. The execution engine consists of several subsystems, which is 
coordinated by the execution control module. 

Lastly, all data are persistently stored in the data storage handling module. 
This module is divided into three subsystems, each with different 
responsibilities.

Control models
To further illustrate how the system is controlled, the figures {4-7, 4-8, 4-9} 
are provided. Control is classified in three different classes: “Execution 
control”, “Management control” and “Storage control”. This is done in 
order to clarify what is controlled in more detail. The classification is based 
on the module grouping performed in the previous subsection.
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Figure 4-7: System control model

General design decisions

The modular decomposition for the system will be based on object-orientation. 
This means that each module in the structural model will be detailed to the 
component-level by using object-oriented modelling. Each module will be 
represented by a class diagram.

For the test system in question, two different types of data representation will 
be utilized. Firstly one has the run-time data representation, which is 
represented by objects. This kind of data modelling is included in the object-
oriented data modelling process. Secondly, one has the representation for 
persistent storage. Because of two different data representations, the need for 
translation activities exists for several modules.

The functionality contained within a particular module will be accessed by the 
means of a public interface. For example, one has the data storage handling 
module. To access data from the repository or to store data one uses the 
interface that is provided. By doing so, all details are encapsulated in each 
module and hidden from the programmer.

Because of the uncertainties about the future usage of the test system as well as 
to ensure scalability, an additional concept besides interfaces will be applied 
for the test system. It will be called the “proxy approach”. Normally when 
programming an object-oriented system several components in a certain 
module may communicate with the same external interface. 

As a general example, several components in a module concerned with data 
analysis might need to communicate with a database server to access the data 
needed for their own particular task. Each component will invoke the same 
database interface with the same arguments (but with different contents in the 
variables). If this database interface is modified, one needs to change the code 
in all of these components as well. This is true even for the slightest of 
changes, e.g. changing an Uint16 to an Uint32 in the interface method 
definition. The example is clarified in figure 4-8.
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Figure 4-8: Conceptual control model before applying the proxy approach

One approach to solve this problem is to keep old interface methods to 
maintain backward compatibility (by using overloading methods). With time 
however, this increases the code complexity of the module since it must 
provide many methods.

To maintain a clean interface with time, without having the problem of 
updating a large number of components each time an interface is modified, 
another approach is chosen. The test system applies the concept of a proxy 
component that all components in a particular module use to access a desired 
external interface. This way, if the external interface is modified, only the 
proxy component in the module needs to be modified. This practically means 
that a translation between an internal interface and the external interface needs 
to be performed (wrapping). The proxy approach is clarified in figure 4-9, 
which is based on the example in figure 4-8.

Figure 4-9: Conceptual control model based on the proxy approach

The drawback with the proxy approach is that additional logic is needed for 
the translation. This performance reduction is however not perceived as 
important from a practical standpoint. It is regarded as minimal and the 
advantages of using the approach is seen as very helpful in order to reach the 
desired level of flexibility and scalability for the system.
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Additional control models for modules with subsystems

Figure 4-10: Control model for the data storage module

Figure 4-11: Control model for the test execution engine module
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4.4 Question 3

4.4.1  Definition of an appropriate practical scenario

The practical scenario that has been chosen is focusing entirely on I/O 
handling. The reasons for this is that other channel types (CAN, variable 
resistors, pulse channels) are at the time of writing only in their initial phases 
with respect to the simulator environment.

The scenario will exemplify a typical usage scenario for the test system. Since 
the necessary program logic for completely automated test control is not 
loaded in the current simulator environment, the scenario will be based on 
observation of a stimulus/response mechanism. The stimulus is in this case a 
physical button that is pressed to control the machine's harvester head. More 
specifically, the button closes the front and rear knives while opening the 
wheel.

Since currently no program logic handles the incoming stimuli, manual 
control will be utilized to emulate the system response. Because of this, the 
response channels cannot be activated simultaneously, but instead in sequence 
which will affect the timing of responses. This is however not a problem 
since this particular test is to determine that the desirable response occurred, 
not when it occurred.

The manual response control is performed by the means of a serial console 
application (which is not a part of the LabVIEW environment) that connects 
to the node associated with the machine's harvester head (MHC-H node). By 
using the program “test_io -setforce”, individual PWM5 channels can be 
manipulated by activating ramp functions (which define how fast the analog 
value will go to the desired value). The program is exemplified in figure 4-12.

Figure 4-12: Exemplification of LoadMan and the program “test_io -setforce” on the node MHC-H

5 PWM = Pulse Width Modulation; used to represent the amplitude of an analog signal when using digital equipment
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Because manual emulation activities are used, rather long delays will be used 
to enable the tester to control all I/O operations. This will however not affect 
the I/O samples that will be taken in the test. The selected delays of different 
operations are designed to compensate for the manual response control.

This scenario has been simplified in order to reduce the complexity. A 
representative but not complete selection of response channels has been 
selected (e.g. leaving out pressure channels). Additionally, some channels 
associated with the tree simulator is currently not available for the test. 
Below, the most representative channels are described. 

Stimulus channel:
IN_DIGH_3 (MJU K2_7): Knife close / Wheel open

Response channels:
OUT_PWM_20 (MHC-H K2_39) : PWM Out, Close front knife
OUT_PWM_22 (MHC-H K3_19) : PWM Out, Close rear knife
OUT_PWM_17 (MHC-H K2_33) : PWM Out, Wheel open (will be connected to the tree 

simulator that currently is unavailable)

The stimulus/response relationship is described in figure 4-13 to further 
clarify how different nodes interact with each other. Nodes that are not 
utilized for this particular test is excluded from the model.

Figure 4-13: Stimuli/response relationships for affected nodes

Since this test is based upon the principle of observation, sampling activities 
will be the main part of the test. In the test definition below, one can see the 
different testing activities that will be performed.
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Test definition:
● Read value

 Delay: 2000 ms // Wait 2s before sampling activities
 Channels:

 IN_DIGH_3 (MJU K2_7) // Read initial value
 OUT_PWM_20 (MHC-H K2_39) // Read initial value
 OUT_PWM_22 (MHC-H K3_19) // Read initial value

● Read value
 Delay: 5000 ms // Wait 5s for the tester to create stimulus
 Channels:

 IN_DIGH_3 (MJU K2_7) // Read stimulus value
 OUT_PWM_20 (MHC-H K2_39) // Recheck response channel
 OUT_PWM_22 (MHC-H K3_19) // Recheck response channel

● Read value
 Delay: 15000 ms // Wait 15s for the tester to create responses
 Channels:

 IN_DIGH_3 (MJU K2_7) // Recheck stimulus channel
 OUT_PWM_20 (MHC-H K2_39) // Read response value
 OUT_PWM_22 (MHC-H K3_19) // Read response value

4.4.2 Assessment of the practical scenario

The test system in question needs to be implemented to such a degree that the 
practical scenario can be performed. Since many of the system's modules are 
necessary to enable such functionality, a rather large system needs to be 
constructed. It is important to note however, that a full implementation of the 
test system with support for all channel types and channels is several times of 
magnitude larger.

Because of a limited development time and only the author as developer, a 
minimal system will initially be constructed that enables the practical 
scenario. It is likely that the implementation must simplify the architecture to 
a certain degree in order to meet the objective. The architecture acts as a 
documentation that shows how to construct a full-scale test system. In this 
case, the implementation will use the architectural documentation to a degree 
that is practically possible. If time permits, the test system is extended to 
further comply with scope of the architectural design.

4.4.3 Implementation of the test system

An important methodological decision has been made with respect to the 
implementation. Since the author of this thesis has very limited experience 
regarding implementation of simulator software as well as real-time systems 
development, a more exploratory methodology is necessary. It is not possible 
to use a predefined and sequential method since the area is more or less 
unknown to the author. Additionally, the author has very limited practical 
experience with the language to use for the implementation (LabVIEW). This 
is normally not a problem since most programming languages have striking 
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similarities. In this case however, the language is graphical instead of textual 
and thus has an entirely different approach when it comes to programming.

Additionally, the implementation will be based on the very recent LabVIEW 
version 8.2, which enables object-orientation but has tendencies to cause 
some problems. This feature is despite these problems chosen since it is seen 
as necessary to achieve the flexibility and maintainability requirements of the 
test system. This decision is based on a practical experiment with object-
orientation in LabVIEW, where workable code was produced.

The exploratory approach will include a set of activities which is iterated until 
the implementation is complete. The activities can be performed in any order, 
e.g. in sequence or in parallel depending on the phase of the implementation. 
The activities are described below:

● Modular decomposition of the system organization by the means 
object oriented design (class diagrams and similar artifacts). This 
activity also includes data modelling related to objects.

● Programming activities

This methodology enables derivation of important design decisions from 
programming experience in order to construct an appropriate system design.

Implementation details
Another important decision has been made with respect to the implementation. 
After experimenting further with LabVIEW with the architecture as basis, it 
became clear that it was not possible to implement the needed user interface. 
To enable an efficient and user-friendly interface, menus and popup-windows 
are required. Since the interface functionality in LabVIEW was insufficient, 
using only LabVIEW would restrict the user interface severely. Luckily, 
LabVIEW have capabilities for integrating external environments. In 
particular, LabVIEW includes .NET connectivity. This means that the user 
interface can be constructed as a .NET DLL that is imported into LabVIEW. 
After user stimuli have been created in the GUI implemented with C#, the 
signals are transferred to the LabVIEW portion of the test system for 
processing.

After experimenting with integration techniques between .NET and LabVIEW 
as well as after some prototyping, some problems were unfortunately detected.

Firstly, when comparing development times between C# and LabVIEW even 
the most basic programming activity takes up a considerate time in LabVIEW. 
This is true even after a period of time when one becomes fluent with the 
needed language constructs. One example of this is when classes are defined 
where each method requires a special VI-definition6. This comparison is made 
against C#, which uses the concept of “properties” to enable fast definitions of 
get/set operations. In LabVIEW, each get/set method needs to be individually 
defined in a VI-file. The difference in development time becomes a critical 

6 The file extension “.vi” is the standard file format in LabVIEW (VI = Virtual Instrument)
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aspect in the current context, where time availability is very limited with 
respect to the amount of work.

Secondly, software bugs in the development environment were perceived when 
using LabVIEW. One bug occurred with respect to the .NET feature in 
LabVIEW7, but it is considered to be of minor importance since it rarely 
occurred during the prototyping process. Additionally, occasional I/O errors 
were displayed when saving VI-files in LabVIEW when the project included a 
large number of Vis. This problem can lead to loss of data, so an “save-
often”-strategy must be applied.

Two other serious problems were found. The imported DLL-file in the 
LabVIEW system became obsolete after a recompilation in Visual Studio. The 
effect was that previously working LabVIEW code (related to .NET objects) 
stopped working. This might happen even if internal details in the DLL are 
modified. This problem was after some time solved by using static assembly 
versioning for the DLL.

The second problem is concerned with error messages with regards to .NET 
exceptions in LabVIEW. When an exception is raised, LabVIEW reports that 
an error did occur, but no specific information needed for debugging is 
provided. The effect of this is time consuming debugging where one needs to 
isolate code and speculate the possible reasons behind the exception.

Because of bugs in the development environment and time consuming 
problems, the LabVIEW development process was classified as a high-risk 
process, since many serious problems had been noticed.

Since it is important to act when a high risk is presented, another important 
implementational decision has been made to reduce the risk of development 
failure. Instead of just using .NET as a way of enabling the user interface for 
the test system, most of the development will be conducted in .NET. This 
means that the amount of LabVIEW code will be minimized, where only test 
case execution and simulator details will be implemented. 

Even though the focus of LabVIEW has been reduced, the choice of keeping 
the exploratory methodology has been made. The main reason for this is 
because the new development scenario is as unexplored for the author as the 
previous scenario. Some LabVIEW coding still exist and new elements such as 
more complex .NET-LabVIEW integration have emerged. 

Structural system model
The structural design model that has been devised for the implementation 
differs from the architectural model. The reason for this is first of all the 
introduction of the .NET environment. Additionally, since the implementation 
represents a lightweight test system to support a selected subset of the 
architecture, some components have been removed. Logic has for example 
been moved from the data storage module to the management modules, since 
the level of complexity did not motivate such a module. 

7 DotNetAppDomain.cpp, line 242
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The main reason for violating some principles from the architectural design is 
because of very limited time available for the implementation. The 
implementation is kept simple in order to meet the objective of the third 
question. The structural model is depicted in figure 4-14.

Figure 4-14: Structural design model for the implementation
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Communication

The communication between the two systems is enabled by using event 
handling and method invocations. The LabVIEW system subscribe to events 
generated by the .NET system and reacts to the given commands. To 
communicate in the other direction, the LabVIEW system invokes methods in 
the .NET interface that internally causes event generation in the .NET 
environment. The communication from LabVIEW to the .NET environment is 
concerned with execution log data and general execution signals.

.NET details

When it comes to the implementation of the .NET environment, Appendix B 
can be consulted. It consists of UML class diagrams. UML sequence diagrams 
and similar models have been omitted because of limited time.

LabVIEW details

Since the implementation in LabVIEW mostly is based on object orientation, 
class diagrams have also been constructed, and are illustrated in Appendix C. 
Some sections of the LabVIEW code that are very frequently invoked have not 
been encapsulated in a class. Instead normal VIs have been used. This has been 
done to reduce the invocation complexity that is lesser for normal VIs than for 
objects in LabVIEW.

Even though these VIs are not based on object-oriented principles, they 
encapsulate and manage .NET objects. They are modelled after the Singleton 
pattern with the intention of enabling a storage facility for making an object 
globally accessible to the entire program. This has been proven very effective 
when dealing with frequent event handling operations.

The main structure of the test execution in the LabVIEW implementation is 
based upon a hierarchical finite-state machine. The application of such a 
machine is seen as an appropriate path because of the way the system is 
structured. Since the test execution must permit instantaneous reaction to 
abort-signals (even when the system delays the execution), the system must be 
implemented with this in mind. A finite-state machine helps to reduce 
complexity and is commonly used in the LabVIEW world (at least normal 
finite-state machines). Figure 4-15 displays a general model that was the basis 
for the implementation.
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Figure 4-15: General hierarchical finite-state machine for the test execution

The figure 4-15 is modelled after the way data is flowing from the .NET 
environment to LabVIEW. Before the execution data is sent to the LabVIEW 
environment, it is flattened. This is done in order to reduce the object 
composition-level to create more simple code in LabVIEW. Besides from 
changing structural properties of the data, some data are discarded. The 
example below describes typical flattened test data. The statements represent 
the way the data are perceived by the LabVIEW system. In reality a list of test 
operation objects are sent to the system (including the delay properties), that 
are handled by the system.

Flattened test data sequence:

● TC delay (represents new TC)
● Operation delay

● Operation

● Operation delay

● Operation

● Operation delay

● Operation

● TC delay (represents new TC)
● Operation delay

● Operation

● ...

The “TC delay” data describes the delay before a test is started (typically 2000 
ms). The “operation delay” is the delay that is performed before each 
operation is handled.
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While the finite-state machine in figure 4-15 has been the the main thought 
pattern for developing the test execution module, the real implementation 
deviates from the pattern to a certain degree. One example of such deviation is 
when the first execution activity is performed, which is handled a little 
different because initial communication signals needs to be sent to the .NET 
environment.

Secondly, because of performance limitations in LabVIEW regarding large 
arrays (containing operation objects) only one test is sent at a time to the 
LabVIEW environment. The performance limitation was seriously affecting 
the scalability of the test system. In response to that, the communication 
between .NET and LabVIEW was modified to enable huge test sessions.

4.4.4 Verification of the test system

Purpose and aim
The purpose of this subsection is to describe the verification process of the 
developed test system. By following a defined test specification, systematical 
verification of system functionality is possible. 

There are two aspects to verify when it comes to the test system. Firstly, one 
has the user interface. This aspect represents the usage of the system and 
defines the system's functional boundaries. Secondly, one has the aspect of 
test execution correctness. The commands given by the user must be 
performed correctly. 

Under ideal circumstances, when time is in abundance the verification of a 
software system can be very thorough. It is possible to apply many of the 
verification techniques described in this thesis, where each technique 
illuminates a particular software testing concept. However, because of limited 
time for verification, the available time restricts what techniques to apply. 
This means that the focus will be placed on basic testing principles, with 
focus on the input data paradigm.

There exist real-time requirements for this system which under extreme 
circumstances may affect the system's behaviour. Additionally, there exist 
elements of concurrency because of the event-trigged nature of the 
communication between .NET and LabVIEW components. In fact, a 
development problem regarding concurrency (race condition) was perceived 
and solved. This fact opens the possibility of potential defects with respect to 
the real-time requirement during the test execution as well as defects 
regarding concurrency. Despite this, the testing must be prioritized with 
correctness testing in favor, since that area represents the greatest risk.

The user interface verification
The most important thing to verify in the user interface is that the test 
configuration as well as the test execution configuration is restricted to 
disallow all configurations that are not supported by the low-level simulator 
interface. One example of a fatal misconfiguration is specification of an 
analog value outside of the given value domain. If the simulator interface is 

69



Realization

invoked with such value, the entire environment will be terminated.

Functional correctness of test execution
Since most development problems have been centered on the execution of test 
configurations in the LabVIEW level of the system, the main focus will be 
placed on the correct execution of these operations. The intention behind this 
area of testing is to detect bugs as well as to detect integration problems with 
respect to the low-level simulator interface. One positive side-effect of these 
tests is that the user interface has to be used to define the tests to be executed 
and thus becomes further tested.

Method
User interface testing
The testing of the user interface will be based on a set of usage scenarios, 
which include input of correct data as well as incorrect data. These scenarios 
are rather straightforward since they require no extra tool. 

Verification of the test execution
Because it is practically impossible to verify the correctness of all 267 I/O 
channels in the system, sampling needs to be performed. 

Initially, the principle of stratified random sampling was intended to be used 
in the sampling process. This means that I/O channels are divided into 
different groups (stratums), where sampling is conducted separately for each 
group. For example, one could sample 10% of the elements for each group 
(proportionate stratified random sampling). The reason for doing this is to 
reduce the sampling error [24, pp 228-229]. Normal random sampling with a 
large quantity of samples is not applicable because of very time consuming 
manual analysis when testing. 

A Python program was constructed to perform this sampling task based on 
four text files with channel metadata (one for each stratum). The output of the 
program was four text files with sampled channels for each stratum.

Because of practical restrictions, where only a subset of the test system's I/O 
channels was configured in the simulator environment, it was not relevant to 
randomly select the channels. One solution to this problem is to create a new 
channel list for the verification process where only relevant channels are 
listed. The problem with this approach is that such a task is very time 
consuming because of manual analysis of the simulator configuration. An 
estimated time for such work was that it at least would take several days. 
Since such time availability for the simulator does not exist, a realistic 
approach had to be devised.

Another practical restriction is that the external programs in the nodes for 
verification and control of I/O status do not fully cover the entire channel 
range handled by the new simulator environment.

The approach chosen is to select a part of the system and analyze it manually 
in order to find channels that are both supported by both the simulator and the 
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external programs. If not all created use cases can be performed using only 
one node, additional nodes will be included in the verification process. The 
reason for focusing on one single node is that a serial connection must be 
manually connected in order to log into the node. If one has a test case 
involving several nodes at the same time, the verification process becomes 
too complex. 

The main node chosen for the verification process is the “MHC-H” node, 
which handles the harvester head. The channel type distribution for the node 
is broad and thus appropriate as a reference node. 

Additionally, this particular node will be used for the practical scenario. By 
testing the correctness of the system with respect to this node one can confirm 
that this part of the simulator environment actually functions properly.

The test cases for the test execution verification
Since the system acts differently for I/O channels of different types (i.e. 
analog/digital signal), the test must separate these two concepts. Additionally, 
since defects might exist regarding handling of single and multiple channel 
selections the test cases must encapsulate this aspect as well. Finally, because 
of previous problems regarding some internal details in the low-level 
simulator driver, logging operations must be tested with respect to the 
direction of channels (to or from the LabVIEW environment).

Based on a collection of channel samples, the tests specified in Appendix D 
will be performed. Since the tests are categorized after specific channel 
characteristics, selection will be based on channels that have the 
characteristics needed for each particular test.

Realization and results
The results of the testing process are illustrated in Appendix E. Some bugs 
were discovered and solved based on the test specification. Additionally, 
some weaknesses were discovered with respect to the user interface for 
improbable but possible usage scenarios. 

4.4.5 Validation of the test system

Since the simulator environment is in its infant stage, where a subset of the 
final system has been implemented, it is not possible to validate the test 
system in full detail. One could however speculate of how the test system can 
serve after the final stage of the simulator construction. Since this is not the 
first simulator for the control system, one can glance upon the usage of its 
older counterparts.

Verification of the control system is mainly focused on I/O channels. There 
exist however additional concepts like CAN, resistor channels and pulse 
channels that have been generally covered in the test system's architecture. 

The strength of the implemented test system is that it is based on the base 
primitives of the simulator (read, write, logging) and that all I/O channels are 
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covered. The limitation of the test system is that other channel types have not 
been covered. Since the system has been based upon the architecture, the 
system can be extended to include additional channel types without 
significant alterations of the system's design.

To summarize, verification with respect to I/O is fully supported. There exists 
however one future feature that can be implemented in the low-level 
simulator layer that the current test system does not support. That is the 
possibility to specify the sampling frequency during a logging activity. 

Currently logging is performed with the highest sampling frequently (1kHz). 
Since not all logging activities require such high resolution (e.g. logging over 
long periods of time), this feature would be highly useful. Since the 
functionality in the low-level simulator interface at the time of writing does 
not exist, its absence from the implemented test system is natural. 

The main practical restriction with respect to the test system is that not all I/O 
channels can be utilized at the time of writing. This is because the simulator 
environment has not been fully configured. For example, some channels have 
not been physically installed.

4.4.6 Execution of the practical scenario

The execution log of the practical scenario is included below. Since the 
output from the execution is in Swedish, a translation has been performed and 
displayed. The test was executed twice to exemplify regression testing as well 
as to corroborate the results.

:::::::::::::::::::::::::::::::::    2006-12-20 20:38:14 Test execution started    ::::::::::::::::::::
Preparing execution
0 Delaying 2000 ms before execution of S:\Master_Thesis\Test 
System\Practical_scenario\practical_scenariotest.tk
2007 Seqnr: 1 , delaying execution of operation with 2000 ms
4010 Seqnr: 1 , reading value from channel "IN_DIGH_3" (I/O --> MJU Spakdator --> K2_7)
4012 Seqnr: 1 , value: false
4015 Seqnr: 1 , reading value from channel "OUT_PWM_20" (I/O --> MHC-H Aggregat --> K2_39)
4018 Seqnr: 1 , value: -1
4021 Seqnr: 1 , reading value from channel "OUT_PWM_22" (I/O --> MHC-H Aggregat --> K3_19)
4023 Seqnr: 1 , value: -2
4026 Seqnr: 2 , delaying execution of operation by 5000 ms
9029 Seqnr: 2 , reading value from channel "IN_DIGH_3" (I/O --> MJU Spakdator --> K2_7)
9032 Seqnr: 2 , value: true
9041 Seqnr: 2 , reading value from channel "OUT_PWM_20" (I/O --> MHC-H Aggregat --> K2_39)
9045 Seqnr: 2 , value: 1
9052 Seqnr: 2 , reading value from channel "OUT_PWM_22" (I/O --> MHC-H Aggregat --> K3_19)
9056 Seqnr: 2 , value: 0
9060 Seqnr: 3 , delaying execution of operation by 15000 ms
24063 Seqnr: 3 , reading value from channel "IN_DIGH_3" (I/O --> MJU Spakdator --> K2_7)
24066 Seqnr: 3 , value: true
24069 Seqnr: 3 , reading value from channel "OUT_PWM_20" (I/O --> MHC-H Aggregat --> K2_39)
24074 Seqnr: 3 , value: 865
24084 Seqnr: 3 , reading value from channel "OUT_PWM_22" (I/O --> MHC-H Aggregat --> K3_19)
24091 Seqnr: 3 , value: 862
:::::::::::::::::::::::::::::::::    2006-12-20 20:38:38 Test execution finished    :::::::::::::::::::
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:::::::::::::::::::::::::::::::::    2006-12-21 07:44:22 Test execution started    ::::::::::::::::::::
Preparing execution
0 Delaying 2000 ms before execution of S:\Master_Thesis\Test 
System\Practical_scenario\practical_scenariotest.tk
2012 Sekvnr: 1 , delaying execution of operation by 2000 ms
4020 Sekvnr: 1 , reading value from channel "IN_DIGH_3" (I/O --> MJU Spakdator --> K2_7)
4022 Sekvnr: 1 , value: false
4025 Sekvnr: 1 , reading value from channel "OUT_PWM_20" (I/O --> MHC-H Aggregat --> K2_39)
4027 Sekvnr: 1 , value: 0
4030 Sekvnr: 1 , reading value from channel "OUT_PWM_22" (I/O --> MHC-H Aggregat --> K3_19)
4032 Sekvnr: 1 , value: -2
4035 Sekvnr: 2 , delaying execution of operation by 5000 ms
9038 Sekvnr: 2 , reading value from channel "IN_DIGH_3" (I/O --> MJU Spakdator --> K2_7)
9042 Sekvnr: 2 , value: true
9052 Sekvnr: 2 , reading value from channel "OUT_PWM_20" (I/O --> MHC-H Aggregat --> K2_39)
9059 Sekvnr: 2 , value: 2
9062 Sekvnr: 2 , reading value from channel "OUT_PWM_22" (I/O --> MHC-H Aggregat --> K3_19)
9066 Sekvnr: 2 , value: -2
9069 Sekvnr: 3 , delaying execution of operation by 15000 ms
24073 Sekvnr: 3 , reading value from channel "IN_DIGH_3" (I/O --> MJU Spakdator --> K2_7)
24076 Sekvnr: 3 , value: true
24079 Sekvnr: 3 , reading value from channel "OUT_PWM_20" (I/O --> MHC-H Aggregat --> K2_39)
24089 Sekvnr: 3 , value: 859
24095 Sekvnr: 3 , reading value from channel "OUT_PWM_22" (I/O --> MHC-H Aggregat --> K3_19)
24104 Sekvnr: 3 , value: 859
:::::::::::::::::::::::::::::::::    2006-12-21 07:44:46 Test execution finished    :::::::::::::::::::

When analyzing the results one can see that the two test logs depicts the same 
stimulus/response relationship (i.e. the PWM channels are set to a high value 
at the same point in time as a result of the stimulus).

4.4.7 Analysis of automation capabilities for the practical scenario

The practical scenario is concerned about detecting a stimulus/response 
relationship. The responses were because of the current status of the simulator 
manually produced. In the final stage of the simulator construction process 
however, the responses can be fully automated. In this stage, the control 
system has been installed in the nodes.

It is then possible to create a large set of automated tests that creates stimuli 
and responses. Since relevant channels are logged during these activities (with 
absolute timestamps) it is later possible to analyze everything in detail. One 
can measure response times with the millisecond-resolution, which is very 
important in the real-time system context.

Data analysis has been placed outside the boundary of the test system. Since 
the test system has been constructed with regression testing in mind, the data 
analysis process can gain much by automation. Some tests may be too 
complex to automate, but a large number of tests have this capability. For 
example, time measurements for responses based on log data can be 
automated and thus save much time.

When dealing with an automated test system, the least automated component 
becomes the system's weak spot. In this case this is the data analysis 
component, since it is not automated at all. Whether an automated data 
analysis system should be constructed or not depends on how much 
regression testing is going to be performed. If all tests are unique and never 
reused, automated data analysis is not relevant. If however tests (or similar 
tests producing the same type of data output) are reused, such an analysis 
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system is very much needed. 

In the final stage of the test system, there will (at the time of writing) exist 
functionalities for translating log data into the XML format. Currently, log 
data is described using a binary LabVIEW format. Because of the XML-
format that is widely supported in the industry, an automated test system can 
more easily be constructed. Since the implemented test system already uses 
XML for all persistent data, integration with this system is easy.
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5 Results

5.1 Reliability and validity
Since this thesis defines software testing as empirical corroboration of 
requirements fulfillment, concepts like reliability and validity becomes very 
important. In this thesis, the verification process of the test system is therefore 
important to assess.

Initially, the stratified random sampling technique was intended to be used for 
sampling the population (I/O channels) in an representative manner. Since 
practical restrictions made this approach impossible, sampling of channels 
became arbitrary rather than randomized. Because of this, the generalization 
possibilities of the results are very limited. One can however generalize the 
behaviour of the sampled channels. Before generalizing, the internal validity 
as well as the reliability of the tests must however be analyzed. 

The verification process was divided in two parts, the user interface and the 
test execution. Because of limited time, the tests were only performed once, 
which implies that the reliability cannot be estimated since the tests were not 
repeated. In most (but not all) cases when talking about isolated computer 
operations, the operations either works according to the specification or they 
do not. With this as an argument, the reliability consideration becomes less 
important but not negligible. 

The internal validity is however possible to assess. The user interface testing 
involved performing GUI operations and analyzing the system behaviour. The 
tests were based entirely on observation, where the tester activated an 
operation with a set of parameters and observed the results. Since the 
observation is based on expected results, the internal validity can be assessed 
by analyzing the test specification where this information is available. Since 
this specification intentionally is implicit (by the reasons given in the 
appendix), one needs to have knowledge of the test system functionality to 
see this clearly. The author of this thesis regards the internal validity of these 
tests as high based on the understanding of the test system and the test 
specification.

The second part of the test process was test execution. For these tests an 
external program (exemplified in figure 4-12) was used to verify the 
correctness of the tests execution. Generally speaking, observation as well as 
manual control (of the external program) was applied for the tests.

When using a program for a verification process, one needs to be sure that the 
program itself is correct. Based on extensive usage of this particular program, 
the author regards that its functions are functioning properly and thus the 
internal validity is high.

Since these tests are based on human system observation and control, the 
possibility of human error always exists and could potentially affect the 
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internal validity. Therefore it should be mentioned, even though it is hard to 
measure its effect on the testing process.

5.2 Question 1
In section 4.2.3 the derived verification techniques were analyzed in order 
find viable ones. The conclusion was that all techniques are possible to apply. 
Some techniques however, have properties that limit their usage to small-
scale testing.

A rather obvious but anyhow important conclusion to recognize is that what is 
regarded as a "viable" technique depends on the available resources and the 
system complexity. When looking at a technique from a general perspective, 
one needs to be more acceptive than for a specific context. Since the first 
question is a general theoretical question, all derived techniques are relevant 
to include in the answer. As mentioned earlier, software testing is usually 
most effective when several techniques are applied.

5.3 Question 2
The test system architecture in this thesis describes both contextual details 
(e.g. what can be tested?, how can tests be structured?) as well as test system 
structure details. The architecture represents a general system for large-scale 
testing where a large quantity of functionalities is included. 

For detailed information about the architecture, section 4.3 can be consulted.

5.4 Question 3
This section focuses on the practical results the third question represents. The 
actual question is further addressed in section 6. 

5.4.1 Overview

More than needed for the practical scenario has been developed. All necessary 
functionalities for performing automated testing with respect to I/O is fully 
implemented. 

The time available enabled this kind of implementation, with the positive 
result of a general test system that provides much more practical usefulness 
than a specialized implementation designed only to enable the practical 
scenario.

With this system it is possible to perform a large variety of tests with respect 
to I/O channels. Additionally, since the architectural design has been followed 
as much as possible, the system can be upscaled to enable all functionality 
that the architecture enables. The requirement for such modification is that the 
underlying low-level simulator interface includes the basic primitives for such 
functionality.
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5.4.2 Screenshots of a test session on the simulator

Figure 5-1: An example test configuration for controlling an engine

Figure 5-2: Configuration of the first operation in the test configuration
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Figure 5-3: Configuration of the test configurations to be executed in a test session

Figure 5-4: Execution of the test session
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Figure 5-5: Test session history display

Figure 5-6: Physically stored session data
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6 Conclusion and discussions
It is important to be critical when analyzing results in a thesis. By identifying 
strengths and weaknesses of the work it is possible to focus on ideas that can 
withstand scrutiny and therefore are suitable of being added to the existing 
knowledge base. The main example of such an idea is the conception of the 
software testing paradigms in this thesis, based on the stimuli/response 
model.

One of the main intentions of the first question is to explore the input data 
mechanism paradigm and its dimensions time, quantity and sequence. These 
dimensions places direct attention on important aspects when verifying soft 
real-time systems. By representing the software testing field with paradigms 
one separates the field into several branches. Each branch can specialize on 
certain aspects of software testing and have their own questions to explore.

The main purpose of deriving verification techniques for the input data 
mechanism paradigm is to determine if it is possible to reuse existing testing 
principles. Such an activity can potentially reduce the time needed for 
creating testing techniques for the given context.

One problem with the performed derivation is that some of the techniques are 
very general. The descriptions are therefore occasionally inconcrete and lack 
detailed examples. This is like this because of the problem formulation, 
which implies an exploratory and general study. Additionally, no time was 
available for detailing each derived technique. Instead of going deep into a 
selected subset, the entire range of the found testing principles was used. 

Additionally, as a result of the derivation method and the level of generality, 
some techniques may be perceived as not very inventive with respect to the 
original techniques. In these cases the differences are related to the selection 
of dimensions. Even though that may be true, it is important to notice that 
each new technique represents a potentially useful technique in a new context. 
By concretizing the somewhat shallow techniques furthermore, their 
usefulness are increased. 

The main advantage of the exploratory approach in this thesis with respect to 
verification techniques is that a large portion of the testing area is covered. 
Because of the wide range, it becomes easier to get an overall understanding 
of the examined paradigm.

Even at the current level of generality, some techniques (although not always 
scalable) are relevant to highlight. Firstly, the second technique introduces the 
concept of efficient domain sampling for time domains, quantity domains and 
sequence domains. These concepts are highly relevant in the context of real-
time systems. Additionally, because this technique is scalable and is seen as 
an extension of the partition testing technique (although represented with a 
particular software testing paradigm), it is seen as an important contribution 
to the field. Additionally, an explicit language to support the technique has 
been exemplified in section 4.1.
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Secondly, technique 9 introduces delay-properties for finite-state machine 
testing. By using a delay-property between states, bugs related to timing can 
be detected. With this property one can control of the state transition 
mechanism.

Furthermore, technique 7 describes that one can capture user interactions with 
respect to time, sequence and quantity. This can be useful for single testing as 
well as for regression testing to corroborate requirements-fulfillment.

Additionally, technique 5 includes a testing activity where exception 
scenarios are executed under extreme stress to see if the system acts 
appropriately. This is a deviation from the focus of normal scenarios, which 
also is important to take into account when testing.

Lastly, when including additional techniques important for the input data 
mechanism paradigm, techniques about requirements (technique 3), sequence 
of operations (technique 8) and generic techniques (technique {6, 11, 12}) 
should also be mentioned.

When it comes to the second question in the thesis, one should evaluate if the 
architecture supports the chosen verification techniques. The main techniques 
selected for the system are techniques 2, 3 and 8. Furthermore, the generic 
techniques 6, 11 and 12 have also been chosen. The test system architecture 
supports all of these because the needed base primitives have been included. 

One could however notice that a technique can be supported to different 
degrees. For example, random testing is supported but can be extended to 
support more sophisticated randomization. Such development is of course 
possible for most concepts that can be devised. An important question is 
whether the techniques are supported to the degree necessary to enable the 
needed verification tasks in practice. To answer this, a detailed study of the 
current verification need for the control system with respect to the techniques' 
capabilities must be performed.

In general one can summarize that the chosen techniques are supported by the 
architecture, but there exist possibilities of extending the support.

When it comes to the third question, it is first important to highlight that the 
constructed test system works and provides useful services for the verification 
process of the control system. The system's actual usefulness for the 
organization can not at this point in time be measured accurately since the 
simulator environment still is under development. One can however say that 
the test system has great potential, since it supports all I/O channels in the 
simulator environment.

One practical disadvantage with the system is that the test execution is to a 
small degree affected by the operating system and the program's logic. This 
means that one cannot guarantee the millisecond resolution for operations. A 
clear example of this is the execution of the practical scenario, where a delay 
of 2000 ms actually took 2007 ms to execute. This effect is actually rather 
natural since computer instructions take time to execute. Since the test system 
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is not executed on a real-time system this effect is even more noticeable. This 
problem is for most tests not a problem at all since the concurrent logging 
operation has a reliable resolution of 1 kHz. Thus coordination of read and 
write operations in the millisecond resolution is not needed. This is so 
because the log files have an absolute timestamp, which enables channel 
comparisons with respect to timing.

As illuminated in section 4.4.7, the automation capability of the test system 
with respect to the practical scenario is at the level of automated verification 
with support for I/O handling. The degree of automation is full as far as I/O is 
concerned, with the exception of data analysis, which is the real limitation of 
the system. Since this from the beginning was placed outside of the system 
boundary this outcome is not surprising.

Additionally, a restriction of the automated logging exists for longer logging 
activities since the current logging operation only supports the 1 kHz 
resolution, which is too high.

To summarize, the degree of automation capability for the practical scenario 
(involving stimulus/response detection) is when assuming the final stage of 
the simulator environment complete except for data analysis.

Finally, since the scope of the implementation in this thesis is not directly 
mentioned in the report, it is relevant to address this issue. To give a general 
impression of the size of the practical work, the lines of code produced in C# 
and the number of VIs in LabVIEW have been calculated. Firstly, over 8800 
lines of code were produced in the .NET environment (excluding 
automatically generated GUI code). Secondly, 88 VIs were produced in the 
LabVIEW environment (not counting the low-level simulator VIs).
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7 Future work
When it comes to future work, one can go in different directions. Firstly, one 
can concentrate on detailing the derived verification techniques. By doing so, 
the practical usefulness of the techniques can be improved.

Secondly, one can work on a more general level with focus on the paradigms. 
For example, one can determine if one can extend the input data mechanism 
paradigm with additional dimensions. Another task can be to assess the 
output data paradigm, with focus on data output. This is sometimes touched 
when talking about partition testing where output data also is partitioned (see 
the theoretical background regarding “domain testing”).

Thirdly, one can perform case studies where selected verification techniques 
are assessed with respect to their level of usefulness. For example, one could 
determine how effective the second technique (domain sampling) is when 
performing a large set of verification tasks.

Furthermore, one can focus on test system architectures and their 
implementations concerning how to improve such constructions (both theory 
and practice). 

The implemented test system can be extended to support the full scope of 
functionality defined in the devised test system architecture. Additionally, the 
sampling frequency property for the logging operation can be implemented.

Another important aspect to consider is an automated data analysis system, 
which can be integrated with the current test system and enable a purely 
automated test system. Such a system assumes a regression-based verification 
process where tests are reused rather than being unique.
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Appendix A: An overview of the low-
level simulator interface
The following conceptual code is written in C++ syntax. It exemplifies the 
functionality the simulator provides for the test system, by using concrete 
examples. Since the final system implementation will be based on a graphical 
language not commonly known in the computer science field, the C++ 
language has been selected instead to describe the simulator's functionality. It 
should be clarified that the specified functionality is intented for the 
architectural level, not the current implementational level.

Analog values are represented by the floating point datatype, while digital is 
represented by Boolean values. One should notice that this code utilizes the 
concept of method overloading.

The purpose of the code is to clarify the interface, not to act as a complete 
usage specification. However, all interface functionality is described in the 
interface method list.

Conceptual C++ code:
//--- Read current I/O value from channel 5 ---
float v1 = read_analog_value_from_IO_channel(5);

//--- Write analog I/O value to channel 10 ---
float v2 = 0.347;
write_to_IO_channel(v2,10);

//--- Write digital I/O value to channel 13 ---
bool v3 = true;
write_to_IO_channel(v3,13);

//--- Read resistor value from channel 2 ---
float v4;
v4 = read_from_resistor_channel(2);

//--- Write resistor value to channel 1 ---
float v5;
write_to_resistor_channel(v5,1);

//--- Test sequence to exemplify the logging functionalities ---
// Initialize variables
string path1 = ”/var/logs/CAN_traffic”;
string path2 = ”/var/logs/sampled_IO_data”;
int *ref1,*ref2;
int frequency = 10; // Data sampling every 10th ms
bool v6 = false;

// Start logging on CAN channel 1
ref1 = start_CAN_logging(1,path1);

// Start logging on I/O channel 2
ref2 = start_IO_logging(2,frequency,path2);
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// Write value to I/O channel 2 (represents system stimuli)
write_to_IO_channel(v6,2);

// Wait 500 ms before stopping logging activities 
// (logging is performed in concurrent threads 
wait(500);

// Stop logging on I/O channel 2
stop_IO_logging(ref2);

// Stop logging on CAN channel 1 
// (log now contains system response to stimuli)
stop_CAN_logging(ref1);

Needed interface methods (conceptual):
● float read_analog_value_from_IO_channel(int channel)
● bool read_digital_value_from_IO_channel(int channel)
● float read_from_resistor_channel(int channel)
● void write_to_IO_channel(float value,int channel)
● void write_to_IO_channel(bool value,int channel)
● void  write_to_CAN_channel(void *p, int size, int channel)
● void write_to_resistor_channel(float value,int channel)
● void  write_to_pulse_channel(void *p, int size, int channel)
● int* start_CAN_logging(int channel,string path)
● int* start_IO_logging(int channel,int frequency,string path)
● int* start_Resistor_logging(int channel,int frequency,string path)
● int* start_Pulse_logging(int channel,int frequency,string path)
● int* start_MIO_logging(int channel,int frequency,string path)
● void stop_CAN_logging(int *ref)
● void stop_IO_logging(int *ref)
● void stop_Resistor_logging(int *ref)
● void stop_Pulse_logging(int *ref)
● void stop_MIO_logging(int *ref)
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Appendix B: Object-oriented decompositions of 
modules for the .NET environment 

GUI Module: GUIControl

GUI Module: User Control Library
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LabVIEW Communication Module

Test Configuration Management Module
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Test Control Module

Test Execution Configuration Management Module
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Test Session Management Module
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Appendix C: Object-oriented decompositions of 
modules for the LabVIEW environment

Test Execution Engine Module

Simulator Handler Module
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Appendix D: Test specification for the 
test system 

The test cases described below will be described on a level of detail that can 
be motivated by the limited time schedule. Sometimes several atomic tests are 
grouped into one test case (because of their low probability of failure) in order 
to enable more detail on tests with high risks (i.e. more time for detailing the 
tests). 

By definition, this test specification will be ambiguous to a certain degree. 
This is true since concepts as well as the content of the test cases are not 
formally specified using mathematical constructs. The test cases assume that 
the tester is aware of the basic functionality of the program and generally 
what is expected to happen when a function is activated. The purpose of the 
test specification is to structure and to document the testing process. The 
specification will cover the most important test cases, but not all.

The verification of the user interface will be conducted isolated from the 
simulator environment when functions not directly associated with the 
LabVIEW environment are assessed. It is assumed that testing these 
components in isolation still reflects the user interface in the real system. This 
is a necessity because of the very scarce simulator availability.

The test environment
● LabVIEW 8.2 connected to PXI-devices
● .NET component compiled with static assembly versioning (v1.0.0.0)

Test cases for the user interface
Test case Category Description Expected result
#1 The menu system: 

Test configuration
Check that the menu items 
associated with test configuration 
management are functioning 
properly.

Each (enabled) menu item 
should activate the functionality 
its name implies.

#2 The menu system: 
Test execution 
configuration

Check that the menu items 
associated with test execution 
configuration management are 
functioning properly.

Each (enabled) menu item 
should activate the functionality 
its name implies.

#3 The menu system: 
Test session 
management and 
execution

Check that the menu items 
associated with test session 
management and execution are 
functioning properly.

Each (enabled) menu item 
should activate the functionality 
its name implies.

#4 The menu system: 
History

Check that the menu items 
associated with history 
management are functioning 
properly.

Each (enabled) menu item 
should activate the functionality 
its name implies.
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#5 The tab system Traverse through the existing tab 
pages in an arbitrary order and 
iterate the behaviour several times.

The selected tab will be selected 
and appropriate content shown. 
Additionally, the menu bar will 
be updated with menu items that 
are associated with the tab page.

#6 Test configuration 
management: 
Add operation

Check that the error handling 
regarding signal direction is 
working properly for analog and 
digital channels

Only valid configurations will be 
performed.

#7 Test configuration 
management: 
Add operation

Check that the error handling 
regarding analog value domains are 
working properly (both the domain 
range testing and input value 
testing)

Only valid configurations will be 
performed.

#8 Test configuration 
management: 
Add operation

Check that analog and digital 
channels cannot be included in the 
same channel list when the action 
“Skriv värde” is active

Only valid configurations will be 
performed.

#9 Test configuration 
management: 
Add operation

Check that a channel cannot be 
listed more than once in the 
channel list

Only valid configurations will be 
performed.

#10 Test configuration 
management: 
Add operation

Check that the channel 
management functions work 
properly

Each button should perform the 
functionality its name implies

#11 Test configuration 
management: 
Add operation

Check that the error handling for 
incorrect channel selection works 
properly

Only valid configurations will be 
performed.

#12 Test configuration 
management: 
Add operation

Check that the error handling 
regarding the delay field works 
properly

Only valid configurations will be 
performed.

#13 Test configuration 
management: 
Add operation

Check that the analog input data 
field does not accept incorrect data

Only valid configurations will be 
performed.

#14 Test configuration 
management: 
Modify operation

Perform test cases #{6-13} for the 
“modify operation” dialog

The same results as specified in 
test cases #{6-13}.

#15 Test configuration 
management : Up 
and Down buttons

Check that the up and down 
buttons works properly

The selected operation will move 
in the specified direction. At the 
endpoint of each direction, the 
operation will stop
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#16 Test configuration 
management: 
Verification 
button

Check that no illegal logging 
sequences can be accepted by the 
verification tool

The only acceptable logging 
activity is one that has a 
beginning and a stop in the 
correct order and without 
interference (nested) from other 
logging activities.

#17 Test execution 
configuration 
management: 
Add operation

Check that the error handling for 
the file specification works 
properly

Only valid configurations will be 
performed.

#18 Test execution 
configuration 
management: 
Add operation

Check that the error handling 
regarding the delay field works 
properly

Only valid configurations will be 
performed.

#19 Test execution 
configuration 
management: 
Modify operation

Perform test cases #{17-18} for the 
“modify operation” dialog

The same results as specified in 
test cases #{17-19}.

#20 Test execution 
configuration 
management : Up 
and Down buttons

Check that the up and down 
buttons works properly

The selected operation will move 
in the specified direction. At the 
endpoint of each direction, the 
operation will stop

#21 Test session 
configuration:
Create session

Check that the error handling for 
the file specification works. 

Only valid configurations will be 
performed.

#22 Test session 
configuration:
Create session

Check that the tek-file has been 
loaded correctly (seen in “start  
execution” dialog)

The operations specified in the 
tek-file will be listed in correct 
order. No other operations will 
be included in the list

#23 Test session 
configuration: 
Create session

Check that the text data has been 
saved (seen in the “modify  
session” dialog)

The text data has been saved.

#24 Test session 
configuration: 
Modify session

Perform test cases #{21-23} for the 
“modify session” dialog

The same results as specified in 
test cases #{22-24}.

#25 Test session 
configuration:
Start execution

Check that the test execution 
management buttons works 
correctly

Each button should perform the 
functionality its name implies
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#26 Test session 
configuration: 
Start execution

Check that no illegal test 
configurations with respect to 
logging activities can be specified 
in the list and accepted by the 
system

Only valid test configurations 
will be accepted.

#27 Session history Check that the calculation of used 
disk space for all sessions are 
correct

The calculation is correct

#28 Session history:
Delete sessions

Check that the session deletion 
management works correctly

Each button should perform the 
functionality its name implies

#29 Session history Check that the presented session 
history is correct

The correct information is 
displayed

#30 Session history Check that the error handling 
works in the session history tab 
page

Only valid commands will be 
accepted by the system

#31 Program 
termination

Check that the program termination 
works properly in all three program 
modes (requires LabVIEW 
environment) 

The termination works correctly.

Verification of the test execution
The selection of channels will be performed using the user interface. Thus 
additional user interface testing is conducted.

Test case Category Description Expected result
#1 Reading I/O Read a randomly selected analog 

channel and verify the value in 
LoadMan (connected to an 
appropriate node using test_io)

A value close (but not 
necessarily exact) is expected for 
the analog value

#2 Reading I/O Read a randomly selected digital 
channel and verify the value in 
LoadMan (connected to an 
appropriate node using test_io)

The value is identical

#3 Reading I/O Read a set of randomly selected 
analog channels (channels >1) and 
verify the value in LoadMan 
(connected to an appropriate node 
using test_io)

A value close (but not 
necessarily exact) is expected for 
each analog value
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#4 Reading I/O Read a set of randomly selected 
digital channels (channels >1) and 
verify the value in LoadMan 
(connected to an appropriate node 
using test_io)

The value is identical for each 
channel

#5 Reading I/O Read a set of randomly selected 
channels (channels >1) and verify 
the value in LoadMan (connected 
to an appropriate node using 
test_io)

For each digital value, the value 
is identical.
For each analog value, the value 
is close (but not necessarily 
identical)

#6 Writing I/O Write a randomly selected analog 
channel and verify the value in 
LoadMan (connected to an 
appropriate node using test_io)

The channel will have a value 
that is proportionally equivalent 
to the one defined.

#7 Writing I/O Write a randomly selected digital 
channel and verify the value in 
LoadMan (connected to an 
appropriate node using test_io)

The channel will have an 
identical value.

#8 Writing I/O Write a set of randomly selected 
analog channels (channels >1) and 
verify the value in LoadMan 
(connected to an appropriate node 
using test_io)

For each channel, a proportional 
equivalence exists.

#9 Writing I/O Write a set of randomly selected 
digital channels (channels >1) and 
verify the value in LoadMan 
(connected to an appropriate node 
using test_io)

For each channel, the value is 
identical.

#10 Writing I/O Write a set of randomly selected 
channels (channels >1) and verify 
the value in LoadMan (connected 
to an appropriate node using 
test_io)

For each analog channel, a 
proportional equivalence exists.
For each digital channel, the 
value is identical.

#11 Logging I/O Log one randomly selected digital 
channel from a set of channels with 
the direction “to the simulator”

The specified channel will be 
logged in the file associated with 
the log operation

#12 Logging I/O Log one randomly selected digital 
channel from a set of channels with 
the direction “from the simulator”

The specified channel will be 
logged in the file associated with 
the log operation

#13 Logging I/O Log one randomly selected analog 
channel from a set of channels with 
the direction “to the simulator”

The specified channel will be 
logged in the file associated with 
the log operation

98



Appendixes

#14 Logging I/O Log one randomly selected analog 
channel from a set of channels with 
the direction “from the simulator”

The specified channel will be 
logged in the file associated with 
the log operation

#15 Logging I/O Log several randomly selected 
digital channels from a set of 
channels with the direction “to the 
simulator”

The specified channels will be 
logged in the file associated with 
the log operation

#16 Logging I/O Log several randomly selected 
digital channels from a set of 
channels with the direction “from 
the simulator”

The specified channels will be 
logged in the file associated with 
the log operation

#17 Logging I/O Log several randomly selected 
digital channels from a set of 
channels with the mixed direction

The specified channels will be 
logged in the file associated with 
the log operation

#18 Logging I/O Log several randomly selected 
analog channels from a set of 
channels with the direction “to the 
simulator”

The specified channels will be 
logged in the file associated with 
the log operation

#19 Logging I/O Log several randomly selected 
analog channels from a set of 
channels with the direction “from 
the simulator”

The specified channels will be 
logged in the file associated with 
the log operation

#20 Logging I/O Log several randomly selected 
analog channels from a set of 
channels with the mixed direction

The specified channels will be 
logged in the file associated with 
the log operation

#21 Logging I/O Log several randomly selected 
channels from a set of channels 
with the direction “to the 
simulator”

The specified channels will be 
logged in the file associated with 
the log operation

#22 Logging I/O Log several randomly selected 
channels from a set of channels 
with the direction “from the  
simulator”

The specified channels will be 
logged in the file associated with 
the log operation

#23 Logging I/O Log several randomly selected 
channels from a set of channels 
with the mixed direction

The specified channels will be 
logged in the file associated with 
the log operation
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Appendix E: Verification results regarding the 
test system
Verification results regarding the user interface
Test case Category Description Comment Result
#1 The menu system: 

Test configuration
Check that the menu 
items associated with test 
configuration 
management are 
functioning properly.

Passed

#2 The menu system: 
Test execution 
configuration

Check that the menu 
items associated with test 
execution configuration 
management are 
functioning properly.

The label indicating the 
file name of an opened 
“.tek”-file is not reset to 
default setting when 
creating a new TEC 

Failed!
Bug fixed!

#3 The menu system: 
Test session 
management and 
execution

Check that the menu 
items associated with test 
session management and 
execution are functioning 
properly.

Passed

#4 The menu system: 
History

Check that the menu 
items associated with 
history management are 
functioning properly.

Passed

#5 The tab system Traverse through the 
existing tab pages in an 
arbitrary order and iterate 
the behaviour several 
times.

Passed

#6 Test configuration 
management: 
Add operation

Check that the error 
handling regarding signal 
direction is working 
properly for analog and 
digital channels

Passed

#7 Test configuration 
management: 
Add operation

Check that the error 
handling regarding analog 
value domains are 
working properly (both 
the domain range testing 
and input value testing)

Passed
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#8 Test configuration 
management: 
Add operation

Check that analog and 
digital channels cannot be 
included in the same 
channel list when the 
action “Skriv värde” is 
active

Passed

#9 Test configuration 
management: 
Add operation

Check that a channel 
cannot be listed more 
than once in the channel 
list

Passed

#10 Test configuration 
management: 
Add operation

Check that the channel 
management functions 
work properly

Passed

#11 Test configuration 
management: 
Add operation

Check that the error 
handling for incorrect 
channel selection works 
properly

Passed

#12 Test configuration 
management: 
Add operation

Check that the error 
handling regarding the 
delay field works 
properly

Passed

#13 Test configuration 
management: 
Add operation

Check that the analog 
input data field does not 
accept incorrect data

Passed

#14 Test configuration 
management: 
Modify operation

Perform test cases #{6-
13} for the “modify  
operation” dialog

Passed

#15 Test configuration 
management : Up 
and Down buttons

Check that the up and 
down buttons works 
properly

It is possible by using the 
TAB key and arrow keys 
after clicking on any of 
the buttons to make the 
entry selection incorrect 
(outside of the user 
interface scope of this 
thesis – fixed if time is 
available)

Passed with 
remark 
regarding 
potential but 
improbable 
error for the 
current usage 
context

#16 Test configuration 
management: 
Verification 
button

Check that no illegal 
logging sequences can be 
accepted by the 
verification tool

Passed

101



Appendixes

#17 Test execution 
configuration 
management: 
Add operation

Check that the error 
handling for the file 
specification works 
properly

No sophisticated file type 
check exists.
- Possible to go around 
file type check if using 
the * key to disable the 
file type filter.
- No protection from fault 
injection techniques for 
file data
(outside of the user 
interface scope of this 
thesis – fixed if time is 
available)

Passed with 
remarks 
regarding 
potential but 
improbable 
errors for the 
current usage 
context

#18 Test execution 
configuration 
management: 
Add operation

Check that the error 
handling regarding the 
delay field works 
properly

Passed

#19 Test execution 
configuration 
management: 
Modify operation

Perform test cases #{17-
18} for the “modify  
operation” dialog

Passed

#20 Test execution 
configuration 
management : Up 
and Down buttons

Check that the up and 
down buttons works 
properly

It is possible by using the 
TAB key and arrow keys 
after clicking on any of 
the buttons to make the 
entry selection incorrect 
(outside of the user 
interface scope of this 
thesis – fixed if time is 
available)

Passed with 
remark 
regarding 
potential but 
improbable 
error for the 
current usage 
context

#21 Test session 
configuration:
Create session

Check that the error 
handling for the file 
specification works. 

More sophisticated file 
type check than test case 
17 exists.
- By using * key 
technique it is possible to 
cause a “XmlException”
- No protection from fault 
injection techniques for 
file data
(except for the bug it is 
outside of the user 
interface scope of this 
thesis – fixed if time is 
available)

Failed!
Bug fixed!

Passed with 
remark 
regarding 
potential but 
improbable 
errors for the 
current usage 
context
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#22 Test session 
configuration:
Create session

Check that the tek-file 
has been loaded correctly 
(seen in “start  
execution” dialog)

Passed

#23 Test session 
configuration: 
Create session

Check that the text data 
has been saved (seen in 
the “modify session” 
dialog)

Passed

#24 Test session 
configuration: 
Modify session

Perform test cases #{21-
23} for the “modify  
session” dialog

Passed

#25 Test session 
configuration:
Start execution

Check that the test 
execution management 
buttons works correctly

The Up and Down 
buttons does not work 
correctly when adding an 
individual or all channels 
from the reference list if 
the user does not first 
click on the desirable 
item to be moved

Failed!
Bug fixed!

#26 Test session 
configuration: 
Start execution

Check that no illegal test 
configurations with 
respect to logging 
activities can be specified 
in the list and accepted by 
the system

Passed

#27 Session history Check that the calculation 
of used disk space for all 
sessions are correct

- The file calculator in 
Windows truncates the 
MByte value. The test 
system rounds off the 
MByte value. 
- Identical byte 
calculation

In this thesis the most 
suitable technique is seen 
as the one implemented. 
This is defined as such 
since a value with two 
decimals are better 
represented by the 
rounding of the original 
value than by just cutting 
off decimals

Passed with 
comment
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#28 Session history:
Delete sessions

Check that the session 
deletion management 
works correctly

Passed

#29 Session history Check that the presented 
session history is correct

Passed

#30 Session history Check that the error 
handling works in the 
session history tab page

Passed

#31 Program 
termination

Check that the program 
termination works 
properly in all three 
program modes (requires 
LabVIEW environment) 

Passed

Verification results regarding the test execution 
Test case Channel(s) Description Comment Result
#1 MHC-H K2_17 (OUT_PWM_9) Read a randomly 

selected analog 
channel and verify 
the value in 
LoadMan 
(connected to an 
appropriate node 
using test_io)

Passed

#2 MHC-H K4_7 (OUT_DIG_2) Read a randomly 
selected digital 
channel and verify 
the value in 
LoadMan 
(connected to an 
appropriate node 
using test_io)

Passed
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#3 MHC-H K2_1 (OUT_PWM_1)
MHC-H K2_21 (OUT_PWM_11)
MHC-H K2_25 (OUT_PWM_13)

Read a set of 
randomly selected 
analog channels 
(channels >1) and 
verify the value in 
LoadMan 
(connected to an 
appropriate node 
using test_io)

A general LabVIEW 
exception was thrown 
related to internal 
details of the low-
level simulator 
interface (not related 
to the test system 
itself). After a restart 
of LabVIEW the test 
case worked without 
any problems. The 
author of the interface 
has been notified.

Passed

#4 MHC-H K4_11 (OUT_DIG_4)
MHC-H K4_17 (OUT_DIG_6)
MHC-H K4_21 (OUT_DIG_8)

Read a set of 
randomly selected 
digital channels 
(channels >1) and 
verify the value in 
LoadMan 
(connected to an 
appropriate node 
using test_io)

Passed

#5 MHC-H K4_5 (OUT_DIG_1)
MHC-H K3_17 (OUT_PWM_21)
MHC-H K3_19 (OUT_PWM_22)

Read a set of 
randomly selected 
channels (channels 
>1) and verify the 
value in LoadMan 
(connected to an 
appropriate node 
using test_io)

Passed

#6 MHC-H K3_10 (IN_ANI_2) Write a randomly 
selected analog 
channel and verify 
the value in 
LoadMan 
(connected to an 
appropriate node 
using test_io)

Passed
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#7 MHC-H K3_12 (IN_DIG_10) Write a randomly 
selected digital 
channel and verify 
the value in 
LoadMan 
(connected to an 
appropriate node 
using test_io)

Passed

#8 MHC-H K4_24 (IN_ANI_1)
MHC-H K3_10 (IN_ANI_2)

Write a set of 
randomly selected 
analog channels 
(channels >1) and 
verify the value in 
LoadMan 
(connected to an 
appropriate node 
using test_io)

Passed

#9 MBU K5_9 (INDIGL_3)
MBU K1_2 (INDIGH_2)
MBU K1_11 (INDIGH_9)

Write a set of 
randomly selected 
digital channels 
(channels >1) and 
verify the value in 
LoadMan 
(connected to an 
appropriate node 
using test_io)

Passed

#10 MHC-H K4_13 (OUT_DIG_5) Log one randomly 
selected digital 
channel from a set 
of channels with the 
direction “to the 
simulator”

Passed

#11 MHC-H K3_12 (IN_DIG_10) Log one randomly 
selected digital 
channel from a set 
of channels with the 
direction “from the  
simulator”

Passed

#12 MHC-H K2_29 (OUT_PWM_15) Log one randomly 
selected analog 
channel from a set 
of channels with the 
direction “to the 
simulator”

Passed
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#13 MHC-H K4_24  (IN_ANI_1) Log one randomly 
selected analog 
channel from a set 
of channels with the 
direction “from the  
simulator”

Passed

#14 MHC-H K4_9 (OUT_DIG_3)
MHC-H K4_11 (OUT_DIG_4)
MHC-H K4_21 (OUT_DIG_8)

Log several 
randomly selected 
digital channels 
from a set of 
channels with the 
direction “to the 
simulator”

Passed

#15 MBU K5_9 (IN_DIGL_3)
MBU K10_3 (IN_DIGH_12)
MBU K5_10 (IN_DIGL_4)

Log several 
randomly selected 
digital channels 
from a set of 
channels with the 
direction “from the  
simulator”

Passed

#16 MHC-H K4_13 (OUT_DIG_5)
MHC-H K3_12 (IN_DIG_10)
MHC-H K4_11 (OUT_DIG_4)

Log several 
randomly selected 
digital channels 
from a set of 
channels with the 
mixed direction

Passed

#17 MHC-H K2_31 (OUT_PWM_16)
MHC-H K3_19 (OUT_PWM_22)
MHC-H K3_23 (OUT_PWM_24)

Log several 
randomly selected 
analog channels 
from a set of 
channels with the 
direction “to the 
simulator”

Passed

#18 MHC-H K4_24 (IN_ANI_1)
MHC-H K3_10 (IN_ANI_2)

Log several 
randomly selected 
analog channels 
from a set of 
channels with the 
direction “from the  
simulator”

Passed
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#19 MHC-H K2_17 (OUT_PWM_9)
MHC-H K2_21 (OUT_PWM_11)
MHC-H K3_10 (IN_ANI_2)

Log several 
randomly selected 
analog channels 
from a set of 
channels with the 
mixed direction

Passed

#20 MHC-H K4_17 (OUT_DIG_6)
MHC-H K4_11 (OUT_DIG_4)
MHC-H K2_1 (OUT_PWM_1)

Log several 
randomly selected 
channels from a set 
of channels with the 
direction “to the 
simulator”

Passed

#21 MHC-H K3_12 (IN_DIG_10)
MHC-H K4_24 (IN_ANI_1)
MHC-H K3_10 (IN_ANI_2)

Log several 
randomly selected 
channels from a set 
of channels with the 
direction “from the  
simulator”

Passed

#22 MHC-H K4_13 (OUT_DIG_5)
MHC-H K4_24 (IN_ANI_1)
MHC-H K3_12 (IN_DIG_10)

Log several 
randomly selected 
channels from a set 
of channels with the 
mixed direction

Passed
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