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Abstract 
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Abstract 

This thesis will investigate the possibilities to wireless communicate within 
time critical applications with the radio protocol IEEE 802.15.4 

IEEE 802.15.4 is a very quick protocol so the delays and jitter can be ignored 
in a small network. 

The thesis handles the question: Is it possible to split a CAN-bus and send the 
data via radio to the other side of the CAN-bus? 
The big problems with this are: 

• Will it be treated like a transparent link and not disturb the original 
functionality? 

• How does a system which is split up by radio treat new nodes on the bus? 

• What will be the maximum speed and the maximum utilization factor for 
the split up bus? 

• What new suitable protocols can be implemented on a higher level to get 
the split bus to work? 

This is modeled and discussed, real measurement from a radio link is used in 
the model to see if it’s possible. 

The radio communication will satisfy the demands from the company regarding 
their application. With an efficient error handling and a smart transmission 
protocol the application can be a very smart way of sending CAN-data via 
radio. 
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Sammanfattning 

Denna rapport undersöker möjligheterna med att kommunicera trådlöst i 
tidskritiska applikationer med hjälp av radioprotokollet IEEE 802.15.4. 

IEEE 802.15.4 är ett väldigt snabbt protokoll så jitter och fördröjningen i 
sändningarna kan försummas för så små nätverk som tas upp i denna uppsats. 

Går det att bryta en CAN-buss och koppla in denna radiolänk så att den 
uppfattas som transparent? 
Många problem kommer att dyka upp om detta görs, några av dem är dessa: 

• Hur behandlar ett system nya noder som kopplas in om CAN-bussen är 
uppdelad? 

• Vilken är den maximala hastigheten och utnyttjandefaktor som kan 
uppnås av den delade CAN-bussen? 

• Måste ett överliggande protokoll användas för att sköta om datatrafiken 
mellan bussarna? 

Detta modelleras och diskuteras efter det att de uppmätta mätvärdena har 
samlats in och analyserats. 

Det som framkom var att det fungerar väldigt bra, data kommer fram i tid och 
felen i radiosändningarna är väldigt små. Med en väl genomtänkt felhantering 
och ett likaså genomtänkt omsändningsprotokoll kommer detta att fungera 
väldigt bra beroende på avstånd och antennval. 

Key words 
• IEEE 802.15.4 

• ZIG-Bee 

• AVR 

• CC2420 

• CAN 
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Abbreviations 
3DES Triple Data Encryption Standard 
AES Advanced Encryption Standard 
CAN Controller Area Network 
CBC-MAC Cipher Block Chaining Message Authentication Code 
CCM Counter mode + CBC-MAC 
COM Communications (used with the word port, COM-port) 
CRC Cyclic Redundancy Check 
CSMA-CA Carrier Sense Multiple Access-Collision Avoidance 
CTR Counter mode 
DES Data Encryption Standard 
FIFO Firs In First Out 
JTAG Joint Test Action Group (Electrical port to debug/program CPU) 
NIST National Institute of Standards and Technology 
O-QPSK Offset Quadrature Phase-Shift Keying 
OSI Open System Interconnection 
PA Power Amplifier 
PAN Personal Area Network 
RE Radio Echoer 
RT Radio Transmitter 
SPI Serial Peripheral Interface 
PCB Printed Circuit Board 
UML Unified Modeling Language 
WLAN Wireless Local Area Network
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1 Introduction 

1.1 Prologue 
Today when more and more of the electronics have been cheaper, smaller and 
more powerful it’s possible to make cheap devices which communicate via 
radio. 

A company wants to investigate and evaluate an application which 
communicates via the radio standard IEEE 805.15.4. It works at the frequency 
2.4 GHz, the same as WLAN, Bluetooth, microwave ovens and more. 

The purpose of this radio link is to replace long wires which are dug into the 
ground; on these wires CAN-data is transported. 

One problem is that the radio communication must be stable and really constant 
regarding the transmission times. 
In real life this product will control and start a device when it gets its signal. 
Therefore we can’t afford too much jitter nor long black-out times regarding 
the transmission. 

A CAN-bus is used to transport the data between different nodes. What will 
happen if the CAN-bus is split and the radio link is placed between the two new 
CAN-busses? This will be investigated to see if it’s possible or if it’s just better 
to use some other type of bus which might be more suitable. 

1.2 Overview of the system 

1.2.1 Original system 

Today’s system have different nodes of the system mounted far away from 
each other in two groups, see Figure 1-1. The main group handles all of the 
data and computation and the other group which is mounted far away is a group 
of sensors which handles a lot of important information. Therefore do they 
have a long cable installed between the main group and the sensor group. 
Installing the cable costs a lot of money, at least in their case; they have to bury 
it in the ground. 
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CAN-bus

Node 0… … …Node n

Long distance (>20m)

 
Figure 1-1: The original system 

The data transferred on the CAN-bus is controlling the complete system but the 
CAN data from the sensor group is mostly directed to the main group, therefore 
will the upcoming radio communication concerning the data transfer only be 
transported one way with just an ACK from the other direction. 

1.2.2 New system 

The solution for the cable problem is easy to solve, just add a radio link to 
replace the cable between the two groups of nodes and then the problem would 
be solved, see Figure 1-2. But it isn’t as easy as that, the bus that’s in use is a 
CAN-bus which is widely used in industrial and automotive applications. The 
CAN-bus is one of the most reliable and robust data busses but if it is split up 
to two busses it will cause one big problem to the system which will be 
described in 2.6. 

Node 1… …Node n

CAN-bus 1 CAN-bus 2

Radio node 1 Radio node 2

Node 1… …Node n  
Figure 1-2: The new system with the radio communication 

The radio nodes will replace the long wire dug into the ground, with a 
maximum length of approximately 100m. 
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1.2.3 The radio system for test 

As seen in Figure 1-3 a special application was developed to test the radio 
communication. The test should not include the CAN-data it should just see 
how reliable the radio link is and then view the result of the reliability. The 
result of these tests is shown in 5.3. Special software for the radio tags was 
developed to log the reliability of the radio transmissions. Dummy data was 
continuously sent and then it was logged within the radio tag, in this way it’s 
possible to leave the radio tags for a long while. Then the results will be more 
reliable. 

Special computer software was developed making it easy to show the results of 
the transmissions. 

Observe that this radio system is not connected in any way to the original 
CAN-bus system. This system is only for testing the radio communication. 

UART

Radio Transmitter Radio Echoer

 
Figure 1-3: The test system for the radio communication 

The radio transmitter and the radio echoer symbolize the Radio Node 1 & 2. 
The testing of the nodes was made in the real environment which would be 
used if the company wants to use the radio link in their future production. 

1.3 The main purpose and goal of this work  
At first a simple protocol for the radio test must be created. This protocol must 
take care of all the pitfalls that can happen when radio signals are transmitted. 
But it must be simple so it’s easy to make good and reliable conclusions of the 
result. 
Jitter, latency and speed of the radio transmissions must be shown in a good 
way just as the errors of the radio transmission and also if there is a complete 
loss of data which was transmitted. 
All of the above must of course be tested in the real environment so nothing 
can be discussed of the reliability of the tests. 
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A Windows program will be developed to show the result on a laptop where 
the tests are made. Because of the surroundings at the test site it’s not possible 
to have a computer connected all the time and therefore must this program be 
created. 

Finally a model of the split up CAN-bus will be created in Rhapsody C++ to 
investigate if the company can use the Radio link in their products. Will the 
error rate be low enough? Radio communication can be a little unreliable and 
therefore is it very important that the error margin is wide enough. The results 
of the field test will be a input to the model as well as the amount of data that is 
transported in the real system and then there will be a result will come from the 
modelling telling us if it’s possible or not to use this kind of radio link in their 
application. 

1.4 Limitations 
This report will not include any network communication and that’s because the 
real application is only a point-to-point communication. 

It will also not include deep discussions about different types of antennas, it 
will just touch the subject but that’s all. 

The IEEE 802.15.4 protocol is especially suitable for the ZigBee protocol [1] 
from the ZigBee Alliance, this protocol is not covered in this thesis but the 
complete specification can be downloaded from the ZigBee Alliance site. 

A complete description of UML isn’t described in this thesis, if anything is 
unclear about this topic the reader can easily find out more about this 
him-/her-self. The purpose of the model is to see the result not to learn UML. 

1.5 Disposition 
Chapter 2 will describe different parts concerning the background of this work 
such as the IEEE 802.15.4 protocol, CAN-bus, different radio protocols, 
encryption, Hamming code development environment etc. 

In chapter 3 all the testing out on the field will be described and everything 
regarding this such as the radio protocol which is used by the test application, 
the hardware itself and the Windows program will also be explained here. 

The model of the system is described in chapter 4. 

In chapter 5 all the results will be presented, both regarding the radio 
transmission and the results from the model. 

The Conclusion/Discussion in chapter 6 will reflect over the results mainly and 
what could have been done better or improved for future work. 
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2 Background of this project 

2.1 Radio/Wireless Communication 

2.1.1 Star Topology 

Communicating in this way means that a single service controller, called the 
Personal Area Network-, PAN, -coordinator [2], which is placed in the middle 
of the ‘star’, see Figure 2-1, handles the radio communication, i.e. all of the 
communication must pass here. This is a good way to save power for all other 
nodes when they are powered with a battery and often is the PAN-coordinator 
powered with unlimited power. 

The PAN-coordinator has the controlling role of the system, everything must 
pass through this node 

2.1.2 Peer-To-Peer Topology 

In the peer-to-peer topology, [2], everyone which is a fully functional node can 
communicate with everyone else. The disadvantage of this is higher power 
consumption and more radio traffic. But there is a big advantage with this type 
of communication and it is the scalability and reliability. As seen in Figure 2-1 
one node can be disconnected without the radio communication to fail. 

 
Figure 2-1: Star and Peer-to-Peer Topology (picture from [2]) 



Background of this project  

6 

2.1.3 Cluster Tree Topology 

This kind of radio transmission, [2], takes the advantages from both Peer-To-
Peer and the Star topology. In this way as seen in Figure 2-2 a lot of nodes can 
use the benefits of the low power consumption, star topology, and the 
reliability of the mesh topology. The disadvantage of this is the latency in 
message transportation. 

 
Figure 2-2: Cluster Tree Topology (picture from [2]) 

This is a very efficient way of building big networks. There can only be one 
PAN-coordinator and the PAN-coordinator will form a cluster with the cluster 
ID (CID) 0. Then every new cluster with a cluster head node (CLH) will get a 
higher CID. In this way there won’t be any conflicts between the clusters 
concerning whose cluster has got the PAN-coordinator. 

2.1.4 Beacon messages 

A beacon message is a message, [2], sent by the PAN-coordinator as a 
broadcast message which means that all nodes which are in receive mode will 
receive this beacon message. A message like this has the purpose to sync all the 
nodes and to let all the nodes know that the PAN-coordinator is alive and 
working. 
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2.2 The IEEE 802.15.4 standard 

2.2.1 Background 

This project uses the IEEE 802.15.4 standard and it was first released in 
May 2003 and its main features are [2]: 

• Data rates of 250 kbps, 40 kbps, and 20 kbps.  
• Two addressing modes; 16-bit short and 64-bit IEEE addressing.  
• Support for critical latency devices, such as joysticks.  
• CSMA-CA channel access.  
• Automatic network establishment by the coordinator.  
• Fully handshaked protocol for transfer reliability.  
• Power management to ensure low power consumption.  
• 16 channels in the 2.4GHz ISM band, 10 channels in the 915MHz band 

and one channel in the 868MHz band. 
This standard is developed to cover the needs of a low data rate solution to be 
implemented in battery applications. It operates in an unlicensed frequency 
band, at least here in Europe. IEEE 802.15.4 support critical latency devices 
and therefore it’s very suitable for the really time critical application like the 
one this report is aiming at. Now there are circuits which supports an even 
higher data rate; 500kbps and 1Mbps is available on the market see [10] 

The IEEE 802.15.4 standard describes how the two lowest OSI-layers, 
physical- and the data link-layer, shall work. The OSI layers are briefly 
described in 2.3. 

2.2.2 Transmission format 

The physical specification says that O-QPSK must be used in the frequency 
range 2,400 MHz – 2,483.5 MHz. 

2.2.3 Transmission power 

The output power is specified to be at least -3dBm and it should be possible to 
decrease it to save power if it’s possible. 
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2.2.4 IEEE 802.15.4 frame format 

The IEEE 802.15.4 shown in Figure 2-3 is used by the radio tag. It starts with a 
Preamble sequence of four bytes which contains the value zero. Then the ‘start 
of frame delimiter’ will be sent which is the value A7hex. Changing these values 
will make the system non-compliant but maybe that can be a good idea if the 
radio doesn’t want to react on surrounding radio transmissions. 

 
Figure 2-3: The frame format for IEEE 802.15.4 

The frame length field contains the amount of data to be sent including the 
Frame Control Field. 

The Frame Control Field contains different information such as what kind of 
frame it is, is security enabled etc. 

Data Sequence Number is a number which can contain beacon numbering etc. 
It can also be used as a frame recognition when an ACK is returned, then it’s 
easy to see what’s acknowledged. 

The Address Information is the address to the destination 

The Frame Payload is the data to be sent 

The last field is the Frame Check Sequence which contains a CRC based on the 
polynomial seen in Equation 2-1. 

151216 +++= xxxGx  

Equation 2-1: The CRC-polynomial in the IEEE 802.15.4 

This 16 bit CRC-check is a very efficient way of finding errors in the radio 
transmission and therefore is no other checks for finding errors necessary. 
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2.3 OSI-model 
The OSI-model, [9], is a model which describes different parts of data 
communication in seven different levels. These layers are all linked together. 
One level receives data from a lower level and transports functionality up one 
level. 

The different levels: 

1. Physical Layer 
The electrical connection in the network 

2. DLL (Data Link Layer) 
Takes care of error correction, flow control. This layer can be divided to 
two sub layers: MAC (Media Access Control) and LLC (logical Link 
Control). 

3. Network Layer 
Different messages are packed together and a header are added. This 
layer performs the network routing. Routers function at this level. 

4. Transport Layer 
Keeps track of the packages sent and retransmits those who fails. Best 
known protocol for this is the Transmission Control Protocol, TCP. 

5. Session Layer 
This layer is responsible fore a graceful close of sessions which is a 
property of the TCP. 

6. Presentation Layer 
Structures messages for the intended application. 

7. Application Layer 
The main interface for the end user. Examples File Transfer Protocol 
(FTP), Simple Mail Transfer Protocol (SMTP) and Hypertext Transfer 
Protocol (HTTP) 
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Figure 2-4: The OSI-layers 

2.4 Encryption 

2.4.1 Introduction 

To make sure unauthorized persons can’t understand what is transmitted the 
data have to be encrypted. Of course it’s possible to make a very safe 
encryption but what will be the cost of this? A very complex encryption will be 
a big problem for the 8 bit processor, now it’s possible to use the built in 
encryption in the CC2420. But if we would like a 100% safety we need to use 
another processor, the best to do would be to use a FPGA or an ASIC circuit 
instead. 

Another issue is; do we need 100% safety? Not in all applications anyway, if 
there isn’t a really critical application which contains very important 
information it isn’t necessary. 
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The things to consider concerning the key size, the size of the secret encryption 
key measured in bits, is the following shown in Table 2-1 [3]: 

Security 
Level 

Security 
(bits) 

Protection Comment 

1. 32 Attacks in “real-time" by 
individuals 

Only acceptable for auth. 
tag size 

2. 64 Very short-term 
protection against small 
organizations 

Should not be used for 
confidentiality in new 
systems 

3. 72 Short-term protection 
against medium 
organizations, medium-
term protection against 
small organizations 

 

4. 80 Very short-term 
protection against 
agencies, long term 
protection against small 
organizations 

Smallest general-purpose 
level, < 5 years protection 

5. 112 Medium-term protection Approx. 20 years 
6. 128 Long-term protection Good, generic application- 

indep. recommendation, 
about  30 years 

7. 256 “Foreseeable future” Good protection against 
quantum computers 

Table 2-1: Key sizes vs. protection 

The actual application is not a high risk application which means that if 
someone will be able to crack the encryption no one will be hurt and no 
property will be damaged. But there may be some problems with the data that 
is collected from the device. Knowing this the main goal with the encryption 
for this device is to encrypt the data in such way that the same message can’t be 
replayed and valid if it was repeated. 
In this way it shouldn’t be possible for someone to record a message and then 
later play it again to control or manipulate the application. 

A simple encryption of the data is also needed; no one must understand what 
we’re transmitting. 

All the different encryptions discussed here are symmetrical, e.g. the same key 
is used on both ends. 
Asymmetrical encryption is when different keys are used, e.g. one key is used 
for encryption and another is used for decryption. 
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2.4.2 Block ciphers 

The block cipher is defined by two algorithms [3], E and D, E encrypts and D 
decrypts. There is a b-bit block size and n-bit keys. A b-bit block can be 
named x. 
Then the formula will be: D(k, E(k, x)) = x. 
Many of the ciphers support only one block size but there exist those who 
support different block sizes. 

There are at least three well known block ciphers out there and those are [3]: 
DES, 3DES and AES. 

DES has a 56-bit key and 64-bit block size. 
DES is not used now a day because it is too simple to crack. It can be cracked 
in less than an hour. 

3DES has a 112-bit or a 168-bit long key and for both the block size is 64 bits. 
168-bit 3DES is recommended until 2030 by NIST. 
3DES is widely used in financial applications. 

AES has a 128, 192 and 256-bit key and a 128-bit block size. 
AES is very commonly used in WLAN. 
A 128-bit long AES key is used in the CC2420. 

2.4.3 Security used in this application 

The security is not that important in this application but it must be quite secure 
and therefore the following is implemented: 

1. Sequential counter/Timestamp, no replay will be possible 
2. Hash and checksum to prevent manipulation of the data 

All these things is available in the CC2420:s hardware [4] and will therefore 
just be done in a few micro seconds. 

Table 2-1 shows that it would be enough with just a 64-bit long encryption key 
but in the CC2420 there is a hardware 128-bit AES encryption. With this 
encryption the radio link will be very secure. More secure than it needs to be 
but that is just good. 

A two byte long counter exists in the CC2420 and every time a correct message 
is passed the counter will be incremented. This counter is part of the seed for 
the encryption and doing this it’s possible to have different encrypted messages 
although the data which is sent is the same. 

With this counter it’s easy to check if there have been any modifications on the 
data. 
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2.5 Hamming code 

2.5.1 Background 

The purpose of the hamming code is that it can detect one bit error per byte and 
it can also fix it. The only thing is that you have to add some extra bits, in this 
case when we deal with one byte four extra bits per byte must be added. 

Why not use a code correction which can find and correct more than one bit 
error? One reason is that it’s more possible that we just have one bit error than 
two or more. And if we have more than one the whole message is often corrupt. 
To find more bit errors we need to add a lot more check bits. 

2.5.2 How does it work? 

An example of the how the hamming code works [5]. Lets use hamming code 
on the following data byte: 10111001 

Four bits are added per byte to include the hamming code. Each and every extra 
parity bit will cover four or five bit positions of the byte. 
First split the byte in the following way: 

D7 D6 D5 D4 P3 D3 D2 D1 P2 D0 P1 P0 

1 0 1 1 ? 1 0 0 ? 1 ? ? 

Now we have to calculate the parity bits. 
P0 will check data bits D0 D1 D3 D4and D6. 
Odd result will result in 1 else 0. 
This gives P0 = 1. 

D7 D6 D5 D4 P3 D3 D2 D1 P2 D0 P1 P0 

1 0 1 1 ? 1 0 0 ? 1 ? 1 

P1 will check data bits D0, D2, D3, D5 and D6. 
This gives P1 = 1. 

D7 D6 D5 D4 P3 D3 D2 D1 P2 D0 P1 P0 

1 0 1 1 ? 1 0 0 ? 1 1 1 
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P2 will check data bits D1, D2, D3 and D7. 
This gives P2 = 0. 

D7 D6 D5 D4 P3 D3 D2 D1 P2 D0 P1 P0 

1 0 1 1 ? 1 0 0 0 1 1 1 

P3 will check data bits D4, D5 D6and D7. 
This gives P3= 1. And here’s the new data word: 

D7 D6 D5 D4 P3 D3 D2 D1 P2 D0 P1 P0 

1 0 1 1 1 1 0 0 0 1 1 1 

2.5.3 Finding a bit error 

To find the bit which has an error we have to check every parity bit and see 
which of the parity bits are wrong. 

Let’s say we should have the same data word as in 2.5.2, but now we have: 

D7 D6 D5 D4 P3 D3 D2 D1 P2 D0 P1 P0 

1 0 0 1 1 1 0 0 0 1 1 1 

We check P0: D0, D1, D3, D4 and D6  → 1 Correct! 
We check P1: D0, D2, D3, D5 and D6  → 0 ERROR! 
We check P2: D1, D2, D3 and D7  → 0 Correct! 
We check P3: D4, D5 D6 and D7  → 0 ERROR! 

What’s the conclusion of this? P1 and P3 are false and therefore we just add 
their positions, the result of that is the place where the bit error is. 
(P1 = 2) + (P3 = 8) = 10 
Position 1 is to the right and position 12 is to the left! 
To correct that bit just toggle it and then we have the correct data word. 

What if the error is where the parity bit is? Well then there is just an error in 
that specific parity bit, the rest is correct and therefore the position will be the 
position for the parity bit. 
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2.6 The CAN protocol 

2.6.1 Introduction 

CAN is a widely used transfer protocol to send data on a two wire data bus. It 
was first designed to be used in automotive environments but now it is widely 
used in many industrial applications. The data speed is up to 1Mb/s. If the 
speed is 1Mb/s the maximum allowed bus length is 40m. If the speed is 
decreased the distance of the bus will increase as shown below [6]: 

• 500 K bits per second at 100 metres (328 ft) 
• 250 K bits per second at 200 metres (656 ft) 
• 125 K bits per second at 500 metres (1640 ft) 
• And so on… 

For a complete specification of the CAN protocol see [6]. 

2.6.2 Message identifier, priority 

This protocol does not use an address to send a message to a specific node, it 
uses a message identifier so all nodes on the bus which want the message will 
use it. 

The message identifier consists of either 11 bits which is used in CAN 2.0A or 
29 bits which is used in CAN 2.0B. 2.0B is compatible with 2.0A but not wise 
versa. 

When a node wants to send a message on the CAN-bus it must wait until the 
bus is free, then the node can send its data. 

Every node receives the data and often is there different ‘mail boxes’ in every 
node and they are masking the data sent on the bus, if the received identifier 
matches the mask in the node it will be stored and used by the node. In this 
manner every node can use the message sent, if they want to and there won’t be 
so many interrupts in the node an interrupt will just occur if the CAN-identifier 
matches the mask. 

Meanwhile a message is sent on the CAN-bus another node can’t start sending 
a message even if that message has higher priority; it must simply wait until the 
message being transmitted is sent. But if two nodes want to send data on the 
bus at the same time they will transmit the messages at the same time. This 
might sound odd but the message identifier would be sent first from all the 
nodes and the node with the lowest identifier will win. This means that if the 
node with the higher identifier detects a message identifier with a lower 
identifier it will stop its transmission. 
This means that the lowest identifier has the highest priority. 



Background of this project  

16 

Node 1
Node 2
Node 3

ID’s to send:

Node 1

Node 2

Node 3

Arbitration:

1 0 1 0 0 0 1 0 1 1 0
1 0 1 0 0 0 1 0 0 1 0
1 0 1 1 1 0 0 1 0 1 0

1 0 1 0 0 0 1 0 X - -

1 0 1 0 0 0 1 0 0 1 0

1 0 1 X - - - - - - -
 

Figure 2-5: Example of the arbitration 

2.6.3 Example of the arbitration 

As seen in Figure 2-5 Node 2 will win. Node 3 will loose after the forth bit and 
then it will not try to compete for the bus, it will have to wait until this message 
have been sent. Node 1 will loose when it tries to send a ‘1’ at bit nine and this 
will lead to the same procedure as for Node 3. The ‘X’ in the figure means that 
the node will at that bit loose the competition for trying to send its message. A 
‘-‘ means that the node doesn’t send the remaining bits because it has already 
lost the competition. When a node has lost the competition it will just send ‘1’ 
on the bus other wise it will win if it sends ‘0’. 

When Node 2 has sent its message the bus will be free and then Node 1 will 
win over Node 3 because Node 1 has a zero at position four. This is true unless 
no one else is trying to send a message with lower ID than Node 1. 

2.6.4 Message data 

The amount of data which is possible to send in one message is zero to eight 
bytes. It’s actually possible to send zero bytes if it’s enough with the message 
identifier to communicate on the bus. 
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2.6.5 Acknowledge 

Every node must acknowledge the message that was sent on the data-bus, if 
this isn’t done there will be a retransmission of the message. 

Acknowledgement is sent by EVERY node to ACK every message. This is the 
big problem when a CAN-bus is split into two busses. 

Node 1… …Node n

CAN-bus 1 CAN-bus 2

Radio node 1 Radio node 2

Node 1… …Node n  
Figure 2-6: The system with the split CAN-bus 

If a node within CAN-bus 1 wants to send a CAN-message to CAN-bus 2 
every node within CAN-bus 1 will receive and ACK that the message was sent 
OK. But this is only true within CAN-bus 1, the node that sent the message 
didn’t know when the nodes in CAN-bus 2 will receive it. As seen in Figure 
2-6 the two sides is separated from each other and when Radio Node 1 has sent 
it to Radio Node 2, Radio Node 2 has sent it on the bus, without any errors in 
the radio communication and Radio Node 2 have sent an ACK to Radio Node 
1, then and only then can the message be treated as a correctly delivered 
message to CAN-bus 2. 
This is one of the big issues to be discussed and evaluated in this thesis. 

2.6.6 Message error 

If one or more nodes discover an error in the message on the bus it will stop the 
transmission and a retransmission will start, it’s not sure that the retransmission 
will be the same message because if there is another message with a lower 
message identifier that message will be sent. 

The error rate on the CAN-bus are very low, it is a very robust data bus and if 
the physical wires are connected in a correct way it’s almost possible to assume 
that there won’t be any errors during the CAN-transmission. 
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2.7 Development environment 

2.7.1 Programming the ATMega128L 

The C-program for the ATMega128L was developed in Embedded Workbench 
4.12 (4.20 from August 10 2006) from IAR, [7]. This is a powerful 
environment where it’s possible to program and compile programs in both C 
and C++. 

The programming and debugging of the implementation was made in AVR 
Studio 4. A JTAG-programmer was used to download the software and to 
debug. It is really good to be able to debug the application via a JTAG 
programmer; it’s easy to find bugs in the code and also to se what happens in 
real time. 

A bug was found while running the CPU with the JTAG-debugger, there where 
much more errors in the radio transmission if the JTAG was connected and 
running in debug mode, if it wasn’t connected there where hardly no errors in 
the transmission at all. 

2.7.2 Programming the test program for PC 

Visual Studio 2005 was used when the development of the program to view the 
test results was done. Visual Studio 2005 is a very powerful environment which 
supports C, C++, C Sharp, Visual Basic and more. 
Visual Basic was used as the programming language, which is a simple 
language to use, especially for simple graphical applications. The test program 
is very simple, since it just waits for something to be received on the computers 
COM-port, and then the program will show the data on the screen. 

2.7.3 Program used for modelling the radio-CAN-system 

To model the split up CAN-bus together with the radio links UML was used as 
the modelling language. Rhapsody C++, [11], is used to compile the UML 
model. This decision was made due to the ease of using time in the simulations, 
another issue is that this program is well known by the staff of Combitech AB 
and therefore was it easy to get good support by the staff. 
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3 Testing the radio in the real application 

3.1 Hardware 

3.1.1 Overview of the hardware 

The module that is used in this project is a module designed and made by 
Combitech AB. It isn’t originally designed for this application but with some 
modification it satisfies the demands of testing the communication. 

The hardware consists of one micro controller, ATMega128L, and one radio 
circuit, CC2420. See Figure 3-1 for the hardware. The PCB size is 45x35mm. 
It was originally designed to be a demonstration module measuring 
temperature. The temperature was supposed to be sent with the help of ZigBee 
to be monitored by another main unit. Therefore it is supposed to be powered 
by a battery directly connected to the PCB, and once in a while wake up and 
send the actual temperature measured by the on board temperature sensor. 

 
Figure 3-1: The hardware of the radio tag 
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In the test application in this project with constant communication the battery 
won’t last forever and it will consume more power. Therefore is the radio 
module connected via two wires to power the module instead of using the 
battery. 

A RS-232 circuit is added to be able to communicate with a computer, not 
mounted on the PCB shown in Figure 3-1. The TX and RX wires between the 
micro controller and the RS-232 circuit are soldered directly on the surface 
mounted pins on the microcontroller, it is therefore not recommended to use 
this module outside this project. If there is a need of using it in some other 
project a new PCB must be developed with RS-232 included or a CAN bus 
instead with a CAN-driver mounted on the board. 

3.1.2 Micro controller, ATmega128L 

The embedded processor used in this project is an Atmel ATmega128L, it’s a 
8 bit RISC processor with 128kB flash memory. It runs with an external crystal 
of 8 MHz. 

Some of the features of this processor [8]: 

• SPI interface 
• Two UART:s 
• 128kB flash memory 
• Most single cycle instructions 
• On chip 2-cycle multiplier 
• On chip Watch Dog Timer 
• 4kB Internal SRAM 
• Real Time counter with external oscillator 
• JTAG (IEEE std. 1149.1 Compliant) Interface 
• Four timers, two 8-bit and two 16-bit 

 
There is a CPU from AVR called AT90CAN128 which has got a CAN-
controller on board, this CPU is pin compatible with the now used 
ATmega128L. 

3.1.3 Radio circuit, CC2420 

The radio circuit is a chip from ChipCon called CC2420. This circuit is 
designed to work with the IEEE 802.15.4 protocol. It has a data rate of 
250kbit/s and consumes very little current [4]. 
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A 128 byte big receive FIFO buffer and a just as big transmit FIFO buffer is 
used to store the received data or to buffer the data to be transmitted. CC2420 
is very simple to work with; it uses a SPI interface for all the commands and 
for the data transfer to/from the radio circuit. The SPI uses CSn, SI, SO and 
SCLK as seen in Figure 3-2. The signal FIFO is activated when a message has 
been received and the FIFOP signal is used when a frame with an unknown 
frame format is used or if there is an overflow in the RXFIFO. The CCA signal 
senses if there is a free channel to transmit within and the SFD can be used to 
monitor the timing of the transmissions. 

 
Figure 3-2: Interface between the CC2420 and the ATmega128L (picture from [4]) 

The CC2420 is equipped with a built in encryption hardware. AES is the base 
for this encryption and it has got three modes: 

• CTR Counter mode for encryption 
• CBC–MAC In line authentication 
• CCM CTR and CBC-MAC combined 

Two different 128-bit keys can be used for this encryption and these keys can 
be changed meanwhile you are running the application. 
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The transmission output power from the CC2420 is 0dBm and the current 
consumption is just 17.4mA while transmitting and only 19.7mA while 
receiving. 
Because of the 0dBm output we can’t transmit too far without losses in the 
transmission quality. 

CRC-16 is implemented in the hardware of the CC2420, and this can be used to 
verify if the message was received correctly. 

There is a possibility to connect a Power Amplifier, PA, between the CC2420 
and the antenna and then the output power will be 10dBm. The current 
consumption will then be 30.8mA while transmitting but it won’t be changed 
while receiving. 

It starts/restarts in less than a millisecond, maximum 0,8ms. This time consists 
of 192µs for the PLL-lock-time plus the maximum time of 600µs (300µs min.) 
for the startup time for the voltage regulator. 

3.2 The software in the micro controller 

3.2.1 Program code 

All of the coding is made in ANSI-C together with the development 
environment from IAR called ‘IAR Embedded Workbench’ [7]. 

3.2.2 Structure of the program 

To test the radio link for both timing and error correction a program was made 
which works in the following way: 

The hardware has a real time clock and 32 times per second an interrupt will 
occur in the processor and then a new message will be transmitted by the Radio 
Transmitter, RT, to the other radio tag. 
The other radio tag, the Radio Echoer, RE, will as soon as it receives the 
message echo it back. 
Once RT has received the message it originally sent it will register the 
reception and check if it’s exactly the same message. If it is, it will be logged as 
an OK reception. See Figure 3-3. 

In 10.1 there is a state chart diagram for the radio tags which describes the 
software for the radio tags. 
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Timing for the radio transmission:

RX:

Msg. 1 Msg. 2 Msg. 3 Msg. 4

TX:

 
 Figure 3-3: Timing of the radio transmissions 

When the RT has sent the message it will start a timer to see how long time it 
takes until it has received the message. In this way we can count the time and 
log min and max time for the transmissions. 

If RT hasn’t received the message at all after some fixed time it will resend the 
message and wait again the same time. There will be three retransmissions and 
after that the RT will give up and wait until the next message should be sent. 

In this way a really true data logging will be achieved, there is a possibility to 
se if there is a total loss in the data communication and also how many errors 
there are in the radio transmissions. 

There is also a possibility to change the amount of data bytes to transmit at one 
time. 10 bytes will be sent at start-up of the RT. Pressing the button on the 
radio tag will increase the amount of data by 10, all the counters that keep track 
of errors, sent messages etc will be zeroed. In this way it’s possible to easy test 
different amounts of data to be sent. Up to 110 bytes of data at a time can be 
sent. 

3.2.3 Data logging 

A lot of data is stored in the radio tag. This is done just because it’s not 
possible to have the radio tags connected to a computer all the time for saving 
the data. 

Every second all the information saved in the radio tag is sent via RS232 to the 
statistics program which is described in 3.3. This is done just to be able to show 
the radio data in real-time. It’s possible to connect a PC to the radio tag while 
the tag is running. 

The data that is stored and sent to the computer program is the following: 

• The time for how long it has been running: Days, Hours, Minutes and 
Seconds 

• Number of messages that is sent 
• Number of received messages, this is all messages received 
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• Number of received messages which is not correct 
• Minimum time for the transmission/reception 
• Maximum time for the transmission/reception, this is only for the 1st 

transmission 
• Maximum time if there is a re-transmission 
• Number of messages missed in a row, this is if there is 3 retransmissions 

and none of them worked 
• Number of times we have re-sent the message one time 
• Number of times we have re-sent the message two times 
• Number of times we have re-sent the message three times 
• Number of times there is a time-out one time 
• Number of times there is a time-out two time 
• Number of times there is a time-out three time 
• How many bytes the Hamming code has fixed the data, this isn’t used 

because after some evaluation of the application this will take to much 
time in hardware and it will occupy the bandwidth. 

• How many bytes there is in one transmission 

3.3 The statistics program for the PC 
All the data that is stored in the radio tag must be shown in a smooth way. And 
therefore a simple program to show this on a PC was created. 

This program shows all the data listed in 3.2.3. All it does is the following: it 
waits for data on the serial RS232 port and after that it just shows the data. It 
also calculates some percent values of the received data so a better picture of 
the statistics can be seen. 
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Figure 3-4: Screenshot of the demo program 

3.4 Different antennas 
During this project three different antennas was used: 

• Balun antenna with a gain of -2.3dBi 
• Stick antenna with a gain of +6dBi 
• Patch antenna with a gain of +14dBi 

The balun antenna was a small antenna integrated on the PCB, this antenna was 
removed because it wasn’t good enough. The stick antenna was chosen 
although it isn’t the best antenna but it is more suitable in the real life 
application. The patch antenna is a very good antenna but the drawbacks with 
this kind of antenna is the narrow radiation field, the antenna must be calibrated 
in a quite exact way. 

3.5 Practical tests 
Field tests were made to see if the radio tags worked properly in a harsh 
environment. A comparison between the stick antenna and the patch antenna 
was done. The balun antenna was never used in the field tests because it wasn’t 
good enough, at least not with the output power from the CC2420 but if there is 
another circuit on the market that has a higher output power or if the PA is used 
it might work. 
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The company that wanted to evaluate this product has a test application 
outdoors and there we tested the radio devices. The distance between the radio 
tags is 56 meters at the tests station. Some long time tests were made and in 5.3 
you can see the results of the tests. It is free sight between the two radio tags 
except some leaves from a tree but it isn’t much, this is applicable almost all 
the time but sporadically there are obstacles in the way. 

The important thing about this test is to see the reliability, how many messages 
was echoed back and how long time does it take to receive them. The amount 
of errors is also interesting to see. The result of this can be seen in 5.3. 
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4 Modelling the split up CAN-bus 

4.1 Tests of the amount of data in the simulation 
The model is based on the data flow in the old system used by the company. 
Therefore will the different inputs to the model are the measured error 
percentage of the real life measurements of the transmissions. The model will 
also test the system for higher error percentage than the real life tests. 

The amount of data in the model is based on the company’s data flow of the 
now existing CAN-traffic. This means that every 21ms will there be 24 CAN-
messages each containing eight bytes of data. In chapter 5, it is possible to see 
the results of the modelling. 

4.2 Specification of the CAN-data 
If a CAN-message should be transmitted via a radio link the following 
information must be transmitted: 

• 29 bits which contains the Message ID, the company uses extended 
message ID which has got 29 bits instead of 11 bits. 

• 4 bits containing the number of data bytes (0…8) 
• 0 to 8 bytes of data 

If the 29 bits containing the Message ID is put together with the four data 
length bits it will result in 34 bits, these bits can be split up into five bytes plus 
the eight data bytes, together this will be 13 bytes. 

If hamming code is used we must add one byte which doesn’t contain any data 
because the hamming code used is made out of even number of bytes. This will 
lead to 14 bytes which after the hamming encoding will result in a total of 21 
bytes of data to be sent for just one CAN-message. 

Sending a message takes about 0.5ms for an empty message containing just an 
acknowledgement byte, every byte added to the radio message will take 32µs. 

In the application where this radio link will be installed the maximum of 
24 messages will be sent 47 times per second on the CAN-bus, this means that 
all of these messages must be sent within this time. This is of course a worst 
case scenario but it can happen. 
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4.3 Transmission protocol to transmit CAN-data 
If an error is detected by the built in CRC there must be a retransmission, 
otherwise the message won’t be received and maybe useful data is lost. 
Therefore an ACK must be included within the transmission to the other side. 
If there is just an ACK to send and no data, only the ACK must be sent because 
the other side might want to send more data. See Figure 4-1 for a graphical 
description of the radio protocol. 

Radio A Radio B

Radio A will ACK
”Time Out!”

DataA0+ackB0

DataA1+ackTO

DataA2+ackB1

DataA2+ackNoData

DataB1+ackA0

DataB1+ackA1

ackerror

DataB2+ackA2

Radio B won’t
reach Radio A!

OK!

OK!

OK!

OK!

Not a correct reception!

OK!

OK!

Radio B don’t want to send
any data, just the ACK

 
Figure 4-1: The radio protocol used in the model 

One possibility to send the data is when a high priority message wants to be 
transmitted it will be transmitted immediately even though the buffer of nine 
messages is full. Then a message with lower priority must wait until the next 
transmission. 

The protocol used in the model of the system is using this protocol described 
above. 
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With the protocol used in the model as seen in Figure 4-1 there won’t be any 
quiet transmissions, the radio nodes send data and ACK to each other 
continuously. If no data is sent there will only be an ACK of the last empty 
data. If there is no reception of data, i.e. one of the radios is dead there will be a 
retransmission after a specific time-out period. 

4.4 Sending single messages 

4.4.1 Transmission Time with Hamming Codes 

With Hamming code the transmission time for one CAN-message which 
contains 21 bytes will be 1.5ms, the high transmission time is just not the 
transmission time itself the data also need to be Hamming encoded so this is 
the time it really takes to send the data. Then it takes at least 0.7ms to receive 
the ACK for the message sent. The total time for the transmission is then 
2.2ms. Then it’s not possible to send all the messages within the time period, 
see Equation 4-1: 

msmsonTimeTransmissiesNoOfMessag 8,522,224 =×=×  

Equation 4-1 Transmission time for one CAN-message with Hamming codes 

This means that the time limit is exceeded with 52.8-21 = 31.8ms which isn’t 
acceptable. 

4.4.2 Transmission Time without Hamming Codes 

Without Hamming code the transmission time for one CAN-message which 
contains 13 bytes will be 0.9ms, this is the time it takes to send the radio 
message then 0.5ms must be added for the time it takes to receive the ACK for 
the message sent. This leads to the total time of 1.4ms which doesn’t satisfy the 
criteria to send all the messages as seen in Equation 4-2: 

msmsonTimeTransmissiesNoOfMessag 6,334,124 =×=×  

Equation 4-2 Transmission time for one CAN-message without Hamming codes 

This means that the time limit is exceeded with 33.6-21 = 12.6ms which is 
almost acceptable because we are calculating with worst case which seldom 
happens. But it can be better if multiple messages are sent in one radio 
transmission. 
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4.5 Sending multiple messages 

4.5.1 Transmission with Hamming Codes 

If more than one message is sent at one time a lot of radio time will be won. 
The maximum number of messages which is possible to send at one time with 
hamming code will be seen in Equation 4-3: 
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Equation 4-3: Number of messages in one radio transmission with Hamming codes 

Where CAN = 21 (bytes) 
 Ack = 1 (bytes) 
 FIFO = 128 (bytes) 

In this way four messages needs to be sent and then all the CAN-data have 
been transferred.  

( )
( ) s
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μ

μ
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Equation 4-4: Total time for six CAN- messages with Hamming codes 

4.5ms will be used for the transmission and plus the Hamming calculations. 
The receiver also needs to ACK the message plus Hamming convert it which 
leads to 20ms (4.5x4 + 0.5x4) for just the radio transmission. Adding the 
Hamming convertion time to this will lead to times above 25ms which isn’t 
good enough. This is close but it’s not good to use this. The CRC correction 
takes good care of the errors that occur and therefore won’t the Hamming code 
be used. 

4.5.2 Transmission without using Hamming Codes 

Without the Hamming code is it possible to send more CAN-messages within 
one radio transmission. The amount of CAN-messages to be sent at one time is 
shown in Equation 4-5: 
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Equation 4-5: Number of messages in one radio transmission without Hamming Codes 
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Where CAN = 13 (bytes) 
 Ack = 1 (bytes) 
 FIFO = 128 (bytes) 

In this way two full messages must be sent plus one message with only six 
CAN-messages (9+9+6=24) the time it takes for a transmission with 9 CAN-
messages is shown in Equation 4-6. 
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Equation 4-6: Total time for nine CAN-messages without Hamming codes 

The transmission with only six messages will have the transmission time shown 
in Equation 4-7: 

( )
( ) s

MessagesBytessPerMessStarttime
μ

μ
2996249650061332500 =+=××+

=××+
 

Equation 4-7: Total time for six CAN-messages without Hamming codes 

Totally 4.3 milliseconds will be used when we transmit the data to the other 
side with nine CAN-messages included and 3.0ms will be used while 
transmitting six CAN-messages, of course must the 0.5ms be added as ACK 
from the receiver which leads to a total of 13.1ms as shown in Equation 4-8. 

ms
ACKtimeSixTimeACKtimeNineTimeACKtimeNineTime

1,135,00,35,03,45,03,4 =+++++
=+++++

 

Equation 4-8: Total time for 24 CAN-messages with ACK 

Now it’s suddenly possible to use the radio link for their purpose, even one 
retransmission is possible if it’s needed which it often is in radio 
communication. 

At one time 9 messages can be sent but it’s not always suitable to do this 
because the CAN-messages with the highest priorities e.g. the lowest 
message-ID, must be transmitted at once. Then a protocol must be created to 
make sure CAN-messages with high priority will be transmitted at once. 
The low priority messages can wait a while and be transmitted together with 
other messages. 

Transmission time can be reduced a lot using a protocol like this and all the 
deadlines will be met even if the transmission fails sometimes. 
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4.6 Modelling a system transmitting CAN-data 

4.6.1 Description of the model 

The model was built with Rhapsody in C++ v5.2, the model uses the power of 
dynamic classes where the class structure for the bus and the bus clock can be 
seen in Figure 4-2 & Figure 4-3. The power with a UML structure is that it’s 
possible to increase/decrease the model to suit the application you want to 
model. Figure 4-4 shows how the two new CAN-systems are integrated 
together. 

The power of using classes is that once one side of the bus is created the other 
side is also created! The RadioNodes must be connected together and then we 
have a complete system for the model. 

The modelling part of the thesis isn’t the main part therefore is it not described 
in detail. 

4.6.2 Description of the C++ classes used in the model 

4.6.2.1 Bus 

This class simulates the ‘wires’ of the CAN-bus. It receives the messages to be 
sent on the bus and determines which of the messages that will be sent. Of 
course the message with the lowest ID will be sent. 

4.6.2.2 ListnerBus 

This class will get the message that is sent on the CAN-bus. 

4.6.2.3 Node 

This class generates data, periodically, to simulate different physically nodes in 
a complete system. Node inherits all the features of ListnerBus and therefore 
will it get the latest sent message on the CAN-bus. When a message is sent on 
the bus and it is the message that the node itself wanted to send it will erase the 
message from the transmit buffer just like a real CAN-application. 

4.6.2.4 RadioNode 

The class RadioNode is the link to the other ‘side’ of the CAN-bus. A system 
without wires, an ordinary CAN-bus, doesn’t have these nodes ofcourse but 
now the wires are cut and there is this node instead. 
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It listens on the CAN-bus and if a CAN-ID is supposed to be transmitted to the 
other side the RadioNode will transmit it and handle all the retransmissions 
needed. 

This class handles all the logging of the errors and other useful information for 
the model. 

4.6.2.5 ClockMaster 

This class generates the clock for the CAN-node. It generates the clock for a 
CAN-bus running @ 250kb/s. It will send an update of the clock to ListnerClk. 
Every update interval is one simulated bit time, in this way it is possible to 
model in a very precise manner. 

4.6.2.6 ListnerClk 

Node, Bus & RadioNode inherits all the features of this class and therefore will 
the entire system get the right information regarding timing. 

4.6.3 Structure of the CAN-bus 

A small description of Figure 4-2: If Bus doesn’t contain any data it asks all the 
Node classes in the system if it wants to send data. If one or more of the Node 
classes’ instantiated have data to transmit the Node with the lowest ID will be 
sent on the CAN-bus. After that all of the Node classes including the 
RadioNode class listens to the Bus class via BusListner which of the data that 
was sent. The ID that was sent on the CAN-bus will be deleted from the 
transmitting buffer in the Node that wanted to send the data. In this way it acts 
just as an ordinary CAN-bus. If a Node that wanted to send a CAN-message 
didn’t receive the message it wanted to send it will try again as soon as the Bus 
class asks for more data. 

The Bus class has the role as the arbitration master, one way to look at it is as if 
it has the role of the hardware wires and it will decide which of the ID:s will be 
sent. 

All the Node instantiations have been initialized in the startup of the simulation 
regarding how they generate the CAN-data and its ID:s. They can either send it 
periodically or randomly. 

The RadioNode class will at startup be initialized with which of the ID:s it will 
send to the other side, all the ID:s not used by the other side won’t be 
transmitted, this is a way of increasing the bandwidth of the radio 
communication just as in the real life application. 
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Figure 4-2: The model of the CAN-bus 

4.6.4 Structure of the timing in the bus 

In Figure 4-3 the clock is simulated in the CAN-bus. The ClockMaster class 
generates the bus clock. Every tick of the clock that is sent to the ListnerClk 
class is as long as one data bit @ 250kHz. This tick rate is used because the 
simulation must be as precise as possible. One drawback with this is that it 
takes a lot of computation time to run a long time test of the model but it is 
more useful with a accurate model. In this way 250 ticks will be one ms. (one 
tick equals 4µs) 

The classes Node, RadioNode and Bus will receive the ticks through the 
inheritance from ListnerClk. It’s mostly the classes RadioNode and Bus that 
will use the clock. The RadioNode will use it to time the radiotransmissions 
and the Bus will of course use it to control the traffic on the bus in a relevant 
way. 
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Figure 4-3: The model of the clock 

4.6.5 Structure of the complete system 

In Figure 4-4 there is a view of the system. The two radio nodes are connected 
together to symbolize the radio communication between the two systems only. 

The one to one connection between the Bus and the RadioNode symbolizes the 
CAN-traffic to the RadioNode and the CAN-bus. 

The final relation is between the Bus and the Node. This relation is of the kind 
that all the nodes know about one CAN-bus and the CAN-bus knows one to 
many nodes. In this way we can model as many nodes as we want. This is a 
really good thing with UML. 
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Figure 4-4: The model of the complete bus 

4.6.6 State chart in the class Node 

All the events and associations to different functions in this class refer to Figure 
4-5. 

sWait

sCalcOutp>

sStart

evMs

evBusAcc/
node_CheckAcc();

evBusReq/
node_SendData();

evMs

 
Figure 4-5: Class Node state chart 

sStart 

Here we will just wait for one millisecond. This is done to sync the model. 
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sCalcOutp 

When one millisecond has passed it will calculate if there is any CAN-data to 
be transmitted. 

sWait 

When the event evBusReq occurs the Bus class signals that the bus is free and 
if there is data to be sent. The Node class sends all of the data to the Bus class. 

If an event of the type evBusAcc occurs the node checks if the Bus class has 
sent the specific nodes data, if that has happened it will be removed from the 
transmission que. 

4.6.7 State chart in the class Bus 

All the events and associations to different functions in this class refer to Figure 
4-6. 

sWait

sStable

sWaitSend

C

[bus_DataSent()]/
tickCnt = 0;

evBusRec/
bus_ShowUnused();
bus_AccData();
tickCnt = 0;

/
busData[0] = 0;
busData[1] = 0;

[else]

evTick/
bus_ReqData();
tickCnt++;

evTick

evTick/
tickCnt++;

 
Figure 4-6: Class Bus state chart 

In this state chart the idea is as follows: 
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State sWait: 

If a evTick occurs the bus will ask all the Node classes including the 
RadioNode class if they have any data to send on the CAN-bus, if any of the 
nodes have any CAN-messages the Bus will receive it. 

State sStable: 

This state just waits for all the messages to be received in time. 

State sWaitSend: 

If a evBusRec have occurred i.e. the bus have got messages from the nodes it 
will choose the ID with the highest priority to send and then it will wait in this 
state until the message is sent. 

The bus_AccData() will send the ID to all the nodes and the node that sent this 
ID will erase it from its transmission buffer. 

4.6.8 State chart in the class RadioNode 

4.6.8.1 RadioNode main state chart 

All the events and associations to different functions in this class refers to 
Figure 4-7. 

sRadio

sRadioTransmission sCanBus

sRadio

sSending
sReceive

sClockStarted

sRadioIdle>

sDel

sWaitReady>

sSendCan...

C

C

C

START

[else]

evRadioRecDone

evTick/
cnt++;

evReadyToSend/
rnode_SendStart();
flagTransmit = true;
cnt = 0;

evRecRadioStart/
cnt = 0;
flagReceving = true;

evRecRadioStart/
cnt = 0;
flagReceving = true;

[else]

evTick

evTick

evTick

evTick/
cnt++;

evTick/
active = true;

[cnt>(128*8+125)]/
rnode_TimeOut();

[!flagReceving]

[cnt >= sendWait]/
rnode_SendRadioDone();

[else]

 
Figure 4-7: Class RadioNode main state chart 
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This statechart handles all of the radiotransmission between the radio nodes. 

sClockStarted 

The first state which waits for a first tick. 

sRadioIdle 

Waits for evTick or evRecRadioStart. If a evTick will occur it will check if 
there are any data to send. If evRecRadioStart occurs this means that the other 
radio node has started to send. 

sWaitReady 

This state waits for a response from the other radio which should receive the 
message. If it gets a OK the transmission will begin, or if the other radio wants 
to send it will go to the sReceive state. 

sSending 

Will wait for the correct radio transmission time. 

sDel 

Will just wait for a tick to enable stability. 

sReceive 

Here will the simulation be if the radio node receives data. It checks for an 
unusually long transmission time and if the transmission is done with 
evRadioRecDone flag. 

4.6.8.2 RadioNode sub state chart 

All the events and associations to different functions in this class refer to Figure 
4-8. 
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sSendCan

sSendCan

START

evBusAcc/
rnode_CheckAcc();

evBusReq/
rnode_SendData();

 
Figure 4-8: Class RadioNode sub state chart 

This statechart with just one state, sSendCan, handles the CAN-traffic to the 
bus. 

4.6.9 State chart in the class ClockMaster 

All the events and associations to different functions in this class refer to Figure 
4-9. 

sWait

sTickInc

sInit sTickUpd

C[tick < 249]

/updateClocks(); tm(100)/
tick++;

[else]/
tick = 0;
showClock();

evClkStart

tm(delay)

 
Figure 4-9: Class ClockMaster state chart 

This statechart handles the bus clock which is also linked together with the 
radio node. 
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sInit 

This state waits for the clock to be initiated. 

sWait 

Here we will wait a specific time to simulate different start times of the two 
systems 

sTickUpd 

A system tick which is equal to 1 bit time has passed when we arrive here. 

sTickInc 

This is an empty state which does not do anything. 
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5 Results and Discussion 

5.1 Radio Communication 

5.1.1 Data sent during the test 

Different amounts of data were sent during the tests, the reason for this is the flexibility of 
the amount of CAN-data sent in each radio transmission. 

5.1.2 The use of Hamming codes or not 

As seen in chapter 4.4 and chapter 4.5 the use of Hamming codes doesn’t satisfy the time 
demands of the system. Therefore will this end the discussion of using the Hamming codes 
or not, the conclusion of this is to NOT use the Hamming codes, it takes too much power 
from the CPU and slows down the radio transmission too much. 

5.1.3 Jitter and latency 

The results from the measurements show that when a two way radio communication is 
used there won’t be any problems with the jitter and the latency at all. Of course should 
there not be any problems with it because the data is directly transferred to the other side. 
No other radios are disturbing the two-way communication. 

Based on this the radio tag can be implemented in the old system to replace the wires if we 
don’t care about the amount of data in the system. The timing is predictable. Depending of 
the amount of data it will be a delay of one to nine ms depending on the amount of data 
transferred. But this won’t be a problem if the delay is calculated with. 

5.2 Security 

5.2.1 Encryption in the CC2420 

The CC2420 has a built in security function which will be used if it will be used in the real 
application. It is based on the symmetric block cipher AES which in this case has a 128-bit 
long key. 
There is a possibility to use two different keys in the CC2420. These keys can easily be 
changed if there is a need of changing them during operation. 

Just for test CTR [3] encryption was tested in the implementation. 
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5.3 Real life results 

5.3.1 Received errors 

The long time tests were made with the stick antenna which doesn’t have the same high 
gain as the patch antenna but the results where just fine. 

The errors received with different amount of transmitted data: 

• 20 Byte, 1,1% error (1:25:56 h:m:s) 

• 60 Byte, 0% error (20:21:52 h:m:s) 

• 110 Byte 1.2% error (1:31:23 h:m:s) 

Conclusion of the tests was that the transmission works just fine. 
There is also a possibility of connecting a 9,5dB gain discrete amplifier on the radio tag 
and then the results would be even better. 

5.3.2 Messages not received 

If all of the field test are summed one conclusion can be made; sometimes there are some 
black outs in the transmission, why is not easy to say but they wont last to long. The 
longest gap is of 2 periods, 60ms, and that won’t cause any problems in a real life 
application. This may be a quite long time if something should be trigged but if that is not 
the case there will only be a small gap in the transmission. 

5.4 Result of the model 
The model shows that with the error rate measured from the real life measurements it is 
more than enough to use it in the real application. The problems will occur first when there 
is an error rate of about 4%. This is of course true when the CAN-traffic is as high as it is 
in the model. The CAN-traffic modelled was 24 CAN-messages with each eight bytes of 
CAN-data. This data was periodic with the period time of 21ms and all of these messages 
were sent from one side to the other, this is how it works for the company that wanted this 
to be investigated. 

In Figure 5-1 the results of the model is shown for a model time of 500 seconds. A 
registered error is when a message was not sent within its time period of 21ms. If this is 
the case there is a new message with the same ID that wants to be sent and then there will 
be a conflict. This is registered as an error and first when there is an error rate of 4% of the 
messages sent or more, errors will occur in the CAN-traffic. At first there are not so many 
errors but it increases exponentially. When the error rate reaches 7-8% the problems in the 
CAN-communication will really start. 
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Figure 5-1: Result of the model 
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6 Conclusion and Discussion 

6.1 Use of Error Correcting Codes 
Shall we use error correcting code or not? If we want a very quick data link 
regarding response time and a very low difference in the jitter I think its better 
to skip the Hamming code. The Hamming coding is very good but it takes a 
long time to calculate it in the software. 
The field tests show that the transmissions contains very little errors and this 
means that if we use the built in CRC-16 we will most probable discover errors 
in the transmission. Acknowledge must always be sent anyway and those times 
the transmission fails it will be much faster just to resend than to use the 
Hamming code. 

If we use Hamming code and transmit lets say 80 bytes at one time the total 
time just for the Hamming calculation will be about 2.5 ms and that’s a lot. We 
think it is better to skip the Hamming code and just resend when an error 
occurs which can be discovered by the CRC. 

6.2 Data protocol 

6.2.1 Overlaying CAN protocol 

If a CAN-message with a specific ID will be sent again after a short while and 
it needs to be sent to the other side via radio there must be a overlaying 
protocol handling the CAN-flow. Because the first message must be 
transmitted correctly to the other side before the new message with the same ID 
is sent on the CAN-bus. This means that an ACK must be received before the 
new CAN-message should be sent and this may take some time. At worst case 
and if there are no errors a time of 9ms, 128 bytes @ 250kb/s, is required as a 
time limit of repeated CAN-messages. 

Some how this issue must be treated carefully but the main purpose with CAN 
is that it is deterministic. One way is to have a special CAN message sent by 
the radio tag to confirm that the message sent to the other side was sent and 
received OK and after that the node that sent the message can send a new one 
with the same ID. Every node which wants to receive the CAN-message should 
also wait with using the message until the radio node sends OK. This doesn’t 
always have to be true but maybe it’s better to use a newer message with the 
same ID because in that message the data is more frequently updated. Table 6-1 
shows how this protocol could work. 
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Timeline 

Node 1 Node 2 Node 3 Node 4 Radio 
Node 

1 Sends ID1 Receive ID1 Receive ID1 Receive ID1 Receive ID1 

2 - - - - Transmit ID1 
via radio 

3 Waiting to 
send a new 
ID1 

- - - Wait for ACK 

4 - - - - ACK Received 

5 OK to send a 
new message 
with ID1 

Use ID1 Use ID1 Use ID1 Send OK for 
ID1 

Table 6-1: Overlaying CAN-protocol 

This solution leads to the problem with integrating the radio link into an 
already existing system, every CAN node in the system must be configured to 
listen to the radio node before it wants to send the next message with the same 
ID. But if the system is designed to do this it will work out just fine. 

Another way of handling the CAN-traffic is to use TT-CAN (Time Trigged 
CAN). Here every message has a time slot which the message should be sent 
within. But the case we have worked with this solution is not applicable, they 
use regular CAN. 

The only possibility to get this to work without modifying the system is if the 
messages are sent very seldom, at least two times or greater than the time to 
send and receive, in this case greater than 18ms. The factor of two is if there is 
an error in the transmission it must be resent and acknowledged again. 
Statistically it will be enough most of the time with one retransmission but by 
increasing the factor of two will of course enhance the reliability of the link. 

If there is a retransmission ongoing all the data must be resent and then there 
might be a lot of data buffered in the transmission buffer. This is included in 
the modelling of the system. 

The timing condition might be fulfilled quite often but there is one more aspect 
to consider; the amount of data sent between the radios. It’s important to 
consider that CAN-traffic at one side of the bus won’t load the radio if the other 
side don’t want it, this must be filtered by the radio node. Which is easily done 
if the CAN-ID:s are well planned. 
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6.2.2 Global time 

A problem which also occurs with the radio communication is the timing error, 
the ‘other side’ will be delayed some milliseconds which isn’t acceptable in 
every application. One way of solving this is to use a Global Clock in the 
system, a clock which is continuously calibrated in some smart manner. In this 
way a trigging message can be sent and then be activated some time after the 
trigging message is received. Then will the delay of the data link be ignored 
and not noticed by the main system. 

6.2.3 Dynamic amount of data 

To make the transmission as efficient as possible there must be a dynamic way 
of transmitting the data. It’s possible to send up to 128 bytes per transmission 
and therefore the radio time must be used as efficient as possible. If a lot of 
CAN-data is received by the radio tag, as much as possible must be sent, but 
when a high priority message will arrive this message must be sent before 
messages with a lower priority. 

6.3 Radio protocol 
The simplest way of handling the radio transmission is to let the two radio 
transmitters send in time slots. Then they will have a guaranteed radio time. It 
is also very easy to set up such a protocol. With the transmission speed of the 
radio protocol it will take at most 4.1ms to send 128 bytes @ 250kb/s. If there 
isn’t a full frame to transmit (128 bytes) just send the messages that exist. 

If all of the 128 bytes of data isn’t used then a new transmission can start faster 
than the 4.1ms, this is used in the model. 

6.4 Transmission speed 
Now there exist IEEE 802.15.4 circuits that support bit rates up to 1Mb/s 
although the IEEE 802.15.4 standard doesn’t support this. This will improve 
the transmission speed further and it will then be possible to transfer more data 
in a link or in an entire network. 

If the transmission speed would be increased four times this doesn’t mean that 
the data rate would increase four times. One limit is the processing of all the 
data by the AVR-processor. The processor must be replaced to be able to 
process the data faster and there is a limitation of the timing when the radio 
circuit will go from receive mode to transmit mode. 
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6.5 Antennas 
We haven’t said so much about the antennas but one big issue are that if we 
have a very good antenna with a high dBm the radio transmission will be much 
better. Two bad things about an antenna with a high dBm is that it will have a 
much smaller transmission field e.g. it must be adjusted more precisely and the 
antenna will be physically larger. 

6.6 The model of the split up CAN-bus 
As shown in the result chapter the model models the system as it is today and if 
the old system will use the radio link as it is without any over laying protocols. 
The model gives a very true vision of how it would work in real life and the 
conclusion of this is that it isn’t easy to implement radio communication if 
there is a lot of traffic on the bus. But in the real life case this would work just 
fine because they don’t have so much traffic on the bus, at least it is a lot less 
than the upper limit of the system. 

One important thing is to send CAN-messages within fixed time slots. If 
sporadic CAN-messages appear twice close in time (CAN-messages with the 
same ID) the system won’t be transparent any more because of the delay in the 
radio transmissions. 

 

6.7 Further Development 
 

The most important things to investigate further is: 

1. Develop new hardware which supports CAN-traffic. This will lead to a 
definite test of the radios in the original system 

2. Use an overlaying protocol within the original system to handle the 
CAN-radio-traffic. 

3. Investigate more about the antennas, what kind of antenna is the most 
suitable for their application. Now was the antennas used just picked by 
the gain. 

4. Develop a system with a global clock which could lead to a more 
transparent system although a radio link is used. The system wouldn’t 
notice the radio link at all. 
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10 Appendix 

10.1 State chart ZigBee-tag 

10.1.1 Radio transmitter 

 
Figure 10-1: State chart of the radio transmitter 
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10.1.2 Radio Echoer 

 
Figure 10-2: State chart of the radio echoer 

10.2 Result of the model 

10.2.1 Overview 

The tables below shows the result of the modelled split up CAN-bus with radio 
communication linked between the two busses 

The CAN-messages sent have the ID numbers 1 to 24 where 1 is the one with 
the highest priority and 24 is the message with the lowest priority. The figures 
are collected from the average of ten tests for every error percentage. The 
figures shown below are rounded to the closest integer. 
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10.2.2 4% error rate 

ID Err  ID Err  ID Err  ID Err 

1   7   13 2  19  

2   8   14 2  20  

3   9   15 1  21  

4   10   16 1  22 2 

5   11   17 1  23 2 

6   12   18 1  24 2 

10.2.3 5% error rate 

ID Err  ID Err  ID Err  ID Err 

1   7   13 2  19 1 

2   8   14 2  20 1 

3   9 2  15 2  21 1 

4   10 1  16 1  22 3 

5   11 1  17 1  23 4 

6   12 1  18 1  24 3 

10.2.4 6% error rate 

ID Err  ID Err  ID Err  ID Err 

1   7   13 2  19 1 

2   8 1  14 4  20 1 

3   9   15 4  21 1 

4   10   16 6  22 5 

5   11   17 5  23 6 

6 1  12   18 4  24 7 
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10.2.5 7% error rate 

ID Err  ID Err  ID Err  ID Err 

1   7 1  13 3  19 4 

2   8   14 5  20 6 

3   9 2  15 5  21 9 

4   10   16 9  22 10 

5   11 1  17 8  23 10 

6   12 3  18 7  24 14 

10.2.6 8% error rate 

ID Err  ID Err  ID Err  ID Err 

1   7 3  13 10  19 19 

2   8 6  14 10  20 16 

3 1  9 5  15 10  21 16 

4 2  10 4  16 18  22 26 

5 2  11 2  17 16  23 26 

6 3  12 7  18 17  24 21 

10.2.7 9% error rate 

ID Err  ID Err  ID Err  ID Err 

1 1  7 4  13 16  19 23 

2 2  8 5  14 15  20 21 

3 3  9 4  15 17  21 21 

4 3  10 7  16 31  22 28 

5 2  11 9  17 26  23 30 

6 3  12 11  18 22  24 31 
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10.2.8 10% error rate 

ID Err  ID Err  ID Err  ID Err 

1 2  7 4  13 26  19 33 

2 4  8 2  14 29  20 37 

3 4  9 5  15 27  21 43 

4 3  10 17  16 37  22 53 

5 3  11 15  17 35  23 62 

6 4  12 24  18 28  24 60 

10.2.9 11% error rate 

ID Err  ID Err  ID Err  ID Err 

1 1  7 8  13 35  19 51 

2 3  8 10  14 42  20 56 

3 4  9 12  15 36  21 63 

4 5  10 19  16 55  22 73 

5 6  11 20  17 49  23 82 

6 6  12 28  18 46  24 74 

10.2.10 12% error rate 

ID Err  ID Err  ID Err  ID Err 

1 4  7 12  13 40  19 68 

2 7  8 13  14 50  20 75 

3 7  9 14  15 52  21 80 

4 10  10 28  16 65  22 96 

5 11  11 30  17 60  23 104 

6 13  12 33  18 52  24 103 
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10.2.11 13% error rate 

ID Err  ID Err  ID Err  ID Err 

1 7  7 28  13 71  19 92 

2 6  8 32  14 80  20 90 

3 12  9 36  15 77  21 110 

4 15  10 44  16 84  22 127 

5 16  11 46  17 81  23 143 

6 18  12 55  18 83  24 148 

10.2.12 14% error rate 

ID Err  ID Err  ID Err  ID Err 

1 14  7 30  13 80  19 126 

2 14  8 32  14 88  20 126 

3 19  9 39  15 83  21 146 

4 20  10 50  16 112  22 161 

5 22  11 49  17 98  23 180 

6 23  12 67  18 100  24 180 

10.2.13 15% error rate 

ID Err  ID Err  ID Err  ID Err 

1 20  7 43  13 99  19 174 

2 25  8 47  14 114  20 193 

3 24  9 50  15 113  21 205 

4 29  10 81  16 149  22 214 

5 27  11 81  17 147  23 232 

6 34  12 86  18 138  24 230 
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