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Abstract 

Test of electronic circuits for fabrication fault is important if the circuits 
should have reasonable quality. To make the development of complex 
circuits manageable, methods and computer tools that work on a high level 
of abstraction are required. Development of test methodologies have 
however been left behind the increase of abstraction level used for the 
design. There is a risk that testing aspects become a bottle neck in the 
development of complex circuits if the test methods fail to cope up with the 
abstraction level for the design methods. 

System on Chips is often used to implement complex systems. The 
methods to make test for those circuits consists of three main parts. First 
part is the development of test procedures for the cores, which is preferably 
made at high level of abstraction. This area includes fault modeling and test 
pattern generation at behavior level of abstraction or higher as well as 
design of extra logic for insertion to facilitate testing. The second part 
requires development of methods to test the interconnections among cores.  
The third part is to develop a test access mechanism which can be used to 
test the cores and interconnections within a SoC. This survey is about 
development of fault models and test pattern for testing of cores at higher 
level of abstraction than logic level. A promising architecture for the 
interconnection is the Network on Chip architecture in which cores are 
interconnected through a network of packet switched switches. Testing of 
these switches will be identical to testing of a core. 

Models of physical and fabrication faults are needed at higher levels of 
abstraction in order to be able to develop test patterns from functional or 
behavioral description of cores. Researchers have experienced that the 
stuck-at fault model works quite well at logic level. But no such fault model 
has been discovered at behavioral or higher level which is universally 
accepted. Several behavior level fault models have been proposed. One of 
the proposed models is the variable bit stuck-at fault model. This model has 
been derived from the logic level stuck-at fault model but it does not give 
adequate coverage of physical faults. Physical faults inside components, like 
arithmetic and logic units, cannot be modeled in this way. With the methods 
proposed so far, knowledge of the logic level implementation of the unit is 
needed to model such faults. In this survey, we describe three proposed 
classes of fault models - fault models derived from logic level stuck-at faults, 
operator mutation faults and physically induced faults.  

Testing at higher level of abstraction has a lot in common with software 
testing. The pattern generation methods can be classified into two main 
categories, namely, code oriented methods and fault oriented methods. 
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Methods can also be classified into methods that use fault simulation for test 
pattern generation or use algorithmic approach for test pattern generation. 
These two classification approaches are orthogonal leading to four different 
categories of methods. We have tried to put existing approaches in this 
category. We also survey the experimental setups developed and used by 
various research groups for carrying out research in high level testing. 
Some very interesting conclusions can be drawn about the efficacy of 
various categories of test pattern generation methodologies for testing 
various types of systems at behavioral level. An interesting conclusion is 
that code oriented methods are not very effective for testing data dominated 
circuits at behavioral level. 

Approaches followed by five different research groups working in the 
area of high level testing is also summarized and compared. We feel that the 
hierarchical test pattern generation method, which works simultaneously on 
several levels of abstraction, to generate test patterns is the most promising 
of these methods. We also feel that new fault models need to be developed to 
make testing at higher level of abstraction achieve adequate coverage of 
physical faults and become practically useful. 

 

Keywords 
Test, Abstraction levels, Behavior level design, Fault models, Test Pattern Generation, 
Fault Simulation, Fault coverage, Design for Testability, Systems on Chip, Operator 
mutation, hierarchical test pattern generation 
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1 Introduction 
It is important to test electronic circuits for fabrication faults in order to ensure the 
required functionality and performance. The testing problem is becoming harder and 
harder as the size and complexity of circuits is growing continuously. Researchers are 
continuously developing new methods and tools to utilize the exponentially growing 
capacity of silicon chips. Unfortunately, the design-productivity gap is not getting 
narrower. The methods being employed include design using specification at higher 
level of abstraction, reuse of IP cores and extensive use of CAD tools. Development of 
system level design languages like SystemC and new SoC design paradigms like 
Networks on Chip (NoC) are attempts in this direction. 

So a complex system is usually implemented as a SoC which consists of several IP-
cores. IP-cores are preferably designed at a high level of abstraction. The methods to 
make tests for SoCs consist of three main parts. First part is the development of test 
processes for the cores, which is preferably made at high level of abstraction. This area 
includes fault modeling and test pattern generation at behavior level of abstraction or 
higher, as well as design of extra logic for insertion to facilitate testing. The second part 
is development of the test for interconnection among cores. The third main part is to 
make the test access mechanism to be able to test the cores and the interconnections 
within a SoC. This survey is about development of test processes for cores, at 
abstraction levels higher than logic. A promising architecture for the interconnection is 
the Network on Chip architecture in which cores are interconnected through a network 
of packet switched switches. Testing of these switches will be identical to testing of a 
core. 

Developments in test methods have to and have always followed developments in 
design methods. With the development of new SoC design methodologies, the gap 
between design and test capabilities has increased. Figure 1 shows the development of 
design productivity and test productivity. The steps in the diagrams show that whenever 
a new design (test) paradigm matures, there is a jump in the design (test) productivity. 
The jumps in the diagram are only to depict this principle. The time points when the 
jumps are in this diagram do not correlate to the real time points when actual jumps 
occurred. Unless the problem with the gap between the design productivity and test 
productivity is rectified, there is a danger that testing of circuits can become a 
bottleneck in the development of complex systems. Therefore, there is a need to adapt 
old test methodologies and develop new test methodologies to match the developments 
in the design area.  In recent years many researchers working in the area of testing have 
realized that the only way to bridge this design-test gap is by developing methods to test 
circuits using circuit specification at a higher level than logic level.  
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Figure 1  
 

To be able to develop test for fabrication faults when working on behavior level of 
abstraction, adequate models of the physical faults is needed. At logic level the stuck-at 
fault model is quite a universal fault model but at behavior level such a universal model 
is not found. Several behavior level fault models have been proposed. One of the 
proposed models is the variable bit stuck-at fault model. This model has a connection to 
logic level stuck-at faults but it does not cover as many of the physical faults as the 
logic level faults do. Faults inside elements that implements operators cannot be 
modeled in this way. With the methods proposed so far, knowledge of the logic level 
implementation is needed to model such faults. 

New methods need to be developed, or methods from logic level testing are required 
to be adapted, to generate test patterns from descriptions at higher level of abstraction. 
Since circuit descriptions at higher level are like software programs one can adapt code 
validation techniques for circuit testing. Although there are similarities there are also 
important differences due to different sources of errors/faults and models in these two 
cases. The purpose of software validation is to detect design errors whereas the purpose 
of testing is to detect physical defects and fabrication faults. 

Section 2 describes concepts and issues important for test methodologies at higher 
level of abstractions. In Section 3 existing fault models at behavior level are surveyed. 
Test pattern generation methods at behavior level are surveyed in Section 4. In Section 
5 we survey how behavior level fault models and test pattern generation methods have 
been used in practice by some research groups and present their experiences and some 
interesting experimental results. In Section 6 the work of the surveyed groups is 
compared. Section 7 concludes the report by point out the general direction of research 
and listing some problems for future research. 
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2 Issues in Testing of Systems on Chips 
The testing of SoCs consists of two main tasks. First task is the development of test 
patterns for testing various cores and interconnections in SoC and the second task is to 
develop a test access mechanism so that various parts of a SoC can be accessed and 
tested. The first is important mainly to develop tests for the cores in the SoC or NoC 
circuits, while the second part mainly deals with the transport of test data to and from 
the cores and with the test of the communication parts. Most of the times, the test 
patterns for a core are provided by the designer of the core.  

This survey is about fault models and test methodologies for testing of cores 
designed using high level description languages and using CAD tools like behavioral 
level synthesis. Hence it is mainly applicable to the first task of SoC test described 
above. 

2.1  Abstraction Levels in Design and Test of Digital Circuits 
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Physical level

Logic level
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System level

 
 

Figure 2  
 

Hierarchical design and design at higher levels of abstraction are two well known 
methods for handling complexity in digital systems. Figure 2 shows various abstraction 
levels generally used in circuit design. The physical circuit is realized in many steps 
starting from a system specification at very high level of abstraction. Over the years, 
CAD tools have been developed to help in transformations from higher level of design 
to a lower level.  

At system level the specification only tells what functions the system is supposed to 
perform and what are the performance, cost and other constraints. Sometimes this level 
is also referred as functional level.  

At behavioral level the algorithms used for realization of the system functions are 
decided. At this level the time is not measured in absolute units like nano-seconds and 
not in terms of clock cycles. The algorithmic description can include variables, 
operators, conditions and loops. Encoding of the variables might be defined or 
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undefined at behavior level. During behavioral synthesis scheduling is made deciding 
how operators at behavioral level should be scheduled on resources. A clock signal is 
introduced. Designs that are combinational when their behavior is regarded usually 
become sequential at RT-level. This means that several clock periods are required to 
perform the expected behavior. 

At RT-level the implementation of the behavioral level algorithms is described with 
a data path and a controller. The data path consists of functional units, vector 
multiplexers and registers. These elements are connected to each other with help of 
signals that are vectors of bits. In the data path only the registers contains memory 
elements and they are clocked with a clock signal. Only functionalities that should be 
pure combinatorial are represented as functional units. The functional units can for 
example be an ALU. Functionalities that require several clock cycles are described in 
the RT-level how they are implemented with registers and pure combinational 
functional units. The controller is used to generate load signals for registers, control the 
multiplexers and sometimes the functional units in the data path. The controller can 
have external inputs. Inputs to the controller can also be signals from the data path 
generated with some triggers, for example a comparator that compares two bit vectors in 
the data path. An appropriate way to describe the controller is in many cases to do it as a 
finite state machine. The RT-level is the highest level of abstraction in which it is 
defined what should be done at each clock cycle. 

During logic synthesis, the RT-Level description is transformed into an 
implementation using gates and flip-flops. Description at this level is called logic lLevel 
design of a circuit. This description is technology independent but can be used to 
generate a physical implementation which could be a layout for a chip or configuration 
file for an FPGA. In this document we use the term physical level for abstraction levels 
lower than the logic level.  

Researchers have realized that as designing at higher levels of abstraction help in 
increasing designer’s productivity, there should be corresponding gain in test speed if 
testing can somehow be carried out at higher level of circuit design. In this survey, we 
attempt to collect and compare result experiences of various research groups working on 
testing at levels higher than logic level and physical levels. 

2.2 Faults and Fault Models 

The root of faulty behavior of a circuit could be due to defects in the material, 
fabrication faults, or faults introduced during transformation of specification from 
higher level of specification to lower level specification or due to faulty specification 
itself. In this survey, we focus on testing of faults resulting from material defects or 
fabrication processes. We refer to these faults as physical faults. Physical faults can 
manifest themselves as short-circuits between conductors or as breaks in the conductors. 
More complex physical faults might result into creation of unwanted extra components, 
for example parasitic transistors.  

Direct testing of physical faults is impossible in VLSI circuits due to limited access 
to internal components and difficulties in measurement. It is also difficult to identify 
and enumerate all possible physical faults. Therefore, the effects of various physical 
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faults are abstracted to a few abstract models of faults. A fault model is good if by 
testing the modeled faults, we cover all (or most physical) faults.   
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Figure 3  
 

A circuit point stuck at zero or stuck at one is the most common fault model used for 
testing circuits described at logic level. Figure 3a – b shows an example of how a 
physical fault maps to a logic level fault. Some types of physical faults cannot, however, 
be modeled as stuck-at faults at logic level. Bridging fault model covers some of these 
faults, especially faults due to short-circuiting of conductors in the circuit. To be able to 
generate test patterns at higher level of abstractions, the effects of physical faults have 
to be modeled further at higher levels. One such model at RT-level is the bit stuck-at 
fault model which means that a bit of a vector signal always takes a value 0 or 1. At 
behavior level a bit stuck-at fault model is often used in cases where the encoding of 
variables is known. Figure 3c shows an RT-level implementation of a circuit that 
computes greatest common devisor of two integers A and B. Figure 3d shows a small 
part of the behavioral level description of the greatest common devisor design. At RT-
level the stuck-at fault from the logic level, in this example, may appear as a stuck-at 
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fault in one bit of the input vectors to the ALU. At behavior level it will appear as a bit 
stuck-at fault in the right operands of the minus operator. 

As we go higher in the abstraction level, it becomes more and more difficult to find 
a direct link or a co-relation between a physical fault and a modeled fault. In this 
situation co-relating fault model at a high level to the fault models at the next lower 
level is often sufficient. Higher level of descriptions of a digital circuit is quite similar to 
a multi threaded software program in a high level programming language. A logic level 
fault in a circuit can be modeled as a modification of its correct description at the 
behavioral level. The fault models at higher level of description can be defined as 
general modifications of the description which have good co-relation with fault models 
at lower levels. A good understanding of the hardware synthesis process is useful for 
this purpose. 

A measurement of the efficiency of a fault model can be defined as the percentage of 
the existing physical faults covered by testing the modeled faults.  

2.3 Test Pattern Generation Methods 

Generating test patterns to find faults in the circuit is one of the important tasks in 
testing. The generated test patterns are not only required to activate faults to be tested 
but also are required to activate a path (or multiple paths) from the fault to an 
observable output of the circuit under test. This is usually easier at the higher levels of 
abstraction than it is at lower levels of abstraction. In most cases the complexity of the 
problems to make test patterns are NP-complete or worse. This means that heuristic 
algorithms have to be used. In the lower level of abstraction of a design the structure is 
often worse and the number of elements is usually larger than at higher levels of 
abstractions. Because of that higher fault coverage is often possible to get at the 
behavior level than at logic level. With this we mean the coverage of the faults that are 
modeled at a specific level of abstraction. Fault models on the other hand are better at 
lower level of abstraction than at higher level of abstraction. That means that the fault 
models at lower level of abstraction have a stronger connection to physical faults or that 
the fault models cover more physical faults. 

So when test patterns are made at a higher level of abstraction, the fault models are 
usually less accurate than they are at lower levels of abstraction but the achieved 
coverage of the modeled faults is usually better. In some experiments the test pattern 
generation at higher level has given a better coverage of physical faults than what test 
pattern generation algorithms that works on logic level has been able to do [18]. The 
methods to activate and propagate faults at behavior level have borrowed ideas from 
software testing and produce better results than the methods used at logic level. 

The fact that there is no clock signal at behavior level in the same sense as in RT-
level and logic level has to be considered when test patterns are generated at behavior 
level. If a test pattern generated at behavior level is to be used for testing the 
corresponding RT-level design then some adjustments may need to be made. A sub-
behavior under test may be executed in many clocks in its RT-level implementation. In 
this case, the test pattern may be required to be decomposed/transformed in such a way 
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that different parts of the test pattern are used during different clocks steps 
implementing the sub-behavior.  

3 High Level Fault Models 
There are two important tasks for generating test patterns for a circuit from its 
description at a high level of abstraction. The first one is to identify useful fault models 
which have strong relationship to physical faults. The second task is to introduce faults 
corresponding to the models and generate input patterns to find them. In this section, we 
will survey fault models proposed by various researchers for testing circuits at 
behavioral or RT-level. By its very nature, behavioral description of a circuit is 
independent of implementation and technology. This fact makes it difficult to define 
useful fault models. 

Most of the researchers have tried to adapt stuck-at fault models from logic level for 
testing higher levels. Some researchers have tried to define functions or transformations 
through which the faults at lower level will manifest themselves at higher levels. These 
have been termed as Physical Induced Faults. It should be obvious that awareness about 
the algorithms for behavioral synthesis can not only be useful fault modeling and fault 
injection during test pattern generation.  

3.1 Stuck-at Fault Models at Behavioral Level 

Looking at the success of stuck-at fault model at logic level testing, many researchers 
have tried to define similar fault models at behavioral and RT-level. Here we first 
describe these proposed models and later present a brief comparison among them. 

3.1.1 Behavioral bit stuck-at faults 

A commonly used fault model at behavioral level and at RT-level is the single bit stuck-
at fault. The single bit stuck-at fault is a fault model inspired by the logic level stuck-at 
fault and it works when the encoding of the signals and variables in the behavior 
description is known. A fault in this model at behavior level means that one bit of the 
representation of a variable or a signal is either stuck at one or stuck at zero. The bit 
stuck-at fault at behavior level was presented in [1], perhaps for the first time. In this 
paper it was called “behavioral bit stuck-at fault”. The single bit stuck-at fault is not 
only applicable at behavior level but it is obviously also useful at RT-level. 

Stuck-at faults at logic level have a clear mapping to many physical faults. Each 
component at RT-level is synthesized to a specific set of logic components. Therefore 
bit stuck-at faults has a good mapping to stuck-at faults at logic level. In this case 
however the stuck-at faults at the logic level that maps to bit stuck-at faults at RT-level 
are only those faults which are in components and connections implementing inputs and 
outputs of components at RT-level. Therefore, bit stuck-at faults can only model a 
subset of physical faults. 
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3.1.2 Multiple bit stuck-at faults and Variable stuck-at faults 

In section 4 a classification of test pattern generation algorithms for high level testing 
will be described. One class of test pattern generation algorithms do not directly works 
on fault models. Instead the strategy of such test pattern generation algorithms is to 
cover as much code as possible. According to [2], code covering methods covers a type 
of faults called multiple bit stuck-at faults. There are 13 −n  different ways in which a 
signal can have a multiple bit stuck-at fault, where n is number of bits of the signal. In 
fact code covering test pattern generation algorithms tend to cover a particular subset of 
the multiple bit stuck-at faults, those forcing the variables into their lower and upper 
extreme values [2]. A test for a particular subset of faults becomes a test for a set of 
variable stuck-at faults. The variable stuck-at fault model means that the variable is 
stuck at a particular value. Multiple bit stuck-at faults where all bits have a stuck-at fault 
is equivalent to variable stuck-at faults. 

A property of the variable stuck-at fault is that it is independent of the encoding of 
the signal. At behavior level it is not always the case that the encoding of signals and 
variables are known. Sometimes it is not obvious how the signals and variables should 
be encoded. In such cases the variable stuck-at fault is possible to use while the bit 
stuck-at fault model is not possible. 

The bit stuck-at fault and variable stuck-at fault models as described above are 
directly related to signals and variables. This model is analogous to the stuck-at faults at 
outputs of gates in the logic level. At logic level it is advantageously to model stuck-at 
faults for inputs also, at least at points with fan-out larger than one. Equivalently, at 
behavior level a signal or a variable is used on right hand side of more than one 
assignment statement. The bit stuck-at fault and variable stuck-at fault models can be 
considered in a correspondingly enhanced meaning. This means that inputs and outputs 
to the operators are considered for bit stuck-at faults and variable stuck-at faults rather 
than the signals and variables directly. The stuck-at fault at behavioral level is given this 
interpretation in [1]. 

3.1.3 Branch stuck-at faults and Condition stuck-at faults 

A branch stuck-at fault means that a selection statement in the behavior is stuck at a 
specific selection. This is usually an if-statement that is stuck-at then or is stuck-at else. 
It can also be a selection statement with several alternatives, usually expressed as a 
“case”-statement. Similar to the branch stuck-at fault model is the condition stuck-at 
fault model. A condition stuck-at fault means that a condition is either stuck at true or 
stuck at false. This means that a condition behaves as if it is always true or always false. 
A distinction between condition stuck-at fault model and branch stuck-at fault is 
described in [3]. A decision in a branch statement may be based on a number of 
conditions connected through logical operators. A condition may also be used in 
conditional assignments and guarded behaviors.  
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3.1.4  Summary and comparison of stuck-at faults 

The type of stuck-at fault models that researchers have so far used to generate test 
patterns is the bit stuck-at fault and the branch- and condition stuck-at faults. The bit 
stuck-at fault model and variable stuck-at fault models are more relevant to testing of 
the data parts of the design while the branch and condition stuck-at fault models have 
more connection to the control parts of the design. 

3.2 Operator Mutation Fault Model  

A fault model named “micro-operation fault” has been presented in [1]. This fault 
model can be used to represent a fault in a functional unit where we do not have access 
to its internal implementation. A fault in such a block makes it implement a different 
function than the original function. In [2] a generalization of this fault model called 
operator mutation fault is presented. This fault model implies that the operator will 
make a miscalculation for a subset of operand values. It is obvious that for an operator 
with a large number of inputs, it is practically impossible to enumerate all possible 
operator mutations and then generate test patterns to test them. In practice, an operator, 
depending on its design and implementation, can mutate to a small set of possible 
functions. Operator mutation fault model is practically useful for high level testing if we 
get some knowledge about the internal design of the operator.  

3.3 Physically Induced Faults 

At a certain level of abstraction, for example behavior level, it is possible to directly 
map faults from a lower level of abstraction if the implementation at the lower level of 
abstraction is known. In [4] a fault modeling method called physically induced faults 
was present. This method is a formal way to generate faults at a higher level of 
abstraction from fault information at a lower level of abstraction. This method works for 
the combinational parts of designs. The method presented in [4] works as follows. First 
a set P of low level faults that should be checked is defined. These faults can for 
example be physical faults or logical faults. Let L be a higher level of abstraction. Then 
a fault inducing function IL is introduced such that FP = IL(P), where FP is a set of faults 
at abstraction level L. This implies that a set of test vectors that detects all faults FP at 
level L also detects all faults in the set P and vice versa. 

This can also be understood in the following way. An implementation of a k-input 
function that has a fault induces a faulty behavior at a higher level, represented by a 
different k-input function. Therefore the effect of the set of low level faults P can be 
represented by a set M of behaviors. If a fault in the set P is present, the behavior of the 
system would be one of the behaviors in the set M. So a test should be able to 
distinguish the correct behavior from any behavior in the set M. Each behavior in set M, 
corresponds to one of more faults in set FP. 

Fault induction is a general method to model faults from any lower level of 
abstraction to a higher level of abstraction. This way of fault modeling has high degree 
of accuracy but it has the limitation that the lower level implementation must be known 
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to be able to get the fault model at the higher level of abstraction. Another possible 
limitation of this method is that it might not exist a general method to define or derive 
the fault inducing function for a pair of levels. 

In [5] a practical way to use fault induction to generate fault models is described. A 
design is treated as a two level hierarchy. At structural level, logic signals connect a set 
of block. Each block is, however, described at a higher level of abstraction. Each block 
is synthesized separately to a lower level, in this case logic, where the fault models are 
accurate enough. Then the faults are mapped to the higher level of abstraction with the 
method described in [4]. Using these fault models test patterns are generated to test the 
design. 

Another method that can be considered to belong to this category is presented in [2]. 
An analysis of how bit stuck-at faults at behavior level maps to bit stuck-at faults at RT-
level is made. The method works under some assumptions about the synthesis process 
from behavior level to RT-level. In the first version of their analysis they assume that 
there is no sharing of functional units among operators in the behavior. Under this 
assumption, the paper claims that stuck-at faults in the behavior level has a direct 
mapping to stuck-at faults at the inputs and outputs of the components at the RT-level.  

This restriction is then relaxed in the paper such that a component in the RT-level 
can be shared among several operators from the behavior level. When this is the case, a 
kind of backtracking is made from the RT-level to the behavior level after the behavior 
synthesis has been done, such that information is passed to the behavior level fault 
model telling which operators share a component. Because of sharing, a fault at RT-
level can induce multiple faults at behavioral level. For example assume that we have a 
behavior level description that includes, among other things, two multiplication 
operators. Assume that this design has been synthesized to an RT-level design where 
one multiplier implements both the multiplication operators in the behavior level 
description. Let us call the operands to the first multiplication operator A1 and B1 and 
the operands to the second multiplication operator A2 and B2. Because the same 
multiplier implements both multiplication operators at the behavior level, the operands 
to the multiplication operations at behavior level share the same input signal to the 
multiplier at RT-level. Let's call the inputs to the multiplier Ar and Br and assume that 
the synthesis has been done such that variables A1 and A2 maps to Ar and variables B1 
and B2 maps to Br. A stuck-at fault at input Ar will then map to a stuck-at fault at 
behavior level in both A1 and A2. In this example, the stuck-at fault at Ar is equivalent 
to the operands A1 and A2 simultaneously having the corresponding stuck-at fault. 

3.4 Discussion over Fault Model Analyses and Their Use 

Fault models at high level can be categorized in physical induced faults and faults that 
do not rely on a specific implementation. The name physical induced fault was first 
introduced in [4]. The lower level of abstraction is not necessary as low as physical 
level, but it can be logic level and in some cases RT-level. In for example [2, 8, 13] it is 
described how faults are modeled up to behavior level after synthesis to RT-level and to 
logic level has been done. Such faults are a kind of physical induced fault. 
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As operator mutations have to be modeled from lower level of abstractions to be 
accurate, they can also be considered to belong to the physical induced faults. An 
advantage of this type of fault model is that it has a very good correlation to faults at the 
lower levels. 

Faults that do not rely on a specific implementation are mainly variations of stuck-at 
faults. Stuck-at faults at behavior level have been used in [1, 2, 3, 7, 8, 9, 12, 13]. This 
type of fault models is not as accurate as physical induced faults. On the other hand 
these types of faults are possible to use when a top down design approach is used. A 
related advantage with these types of fault models is that they can be used to generate 
and deliver test vectors along with soft IP cores by the core provider. 

4 Test Pattern Generation for High Level 
Testing 

Two things have to be done to detect a fault at any level of specification. First the fault 
has to be activated and second the effect of the fault has to be propagated to an 
observable output. For generating a test pattern for detecting a fault, another task 
required is to get the description of the faulty circuit from fault-free circuit description. 
This step is normally referred as fault insertion. At higher levels of specification the 
fault models are “less accurate” than at lower levels of abstraction. On the other hand, 
fault activation and propagation is usually easier at a higher level of abstraction.  

4.1 Classification of Test Pattern Generation Methods 

The test pattern generation methods can be classified into fault oriented methods and 
code oriented methods. Fault oriented methods are test generation algorithms that are 
based on modeled faults. Such algorithms rely on behavior level fault models. A test 
pattern generation algorithm tries to cover as many modeled faults as possible. 

Code oriented methods have borrowed ideas from the area of software testing and 
hardware validation. These methods try to activate different statements in the behavioral 
description of a design by assigning appropriate values to inputs such that some 
observable outputs are affected by the activated statement. A test pattern generation 
algorithm using this method tries to generate test patterns such that as many statements 
as possible are activated. One thing that makes code oriented methods weaker than fault 
oriented methods is that it is not easy to accurately correlate fault coverage to statement 
coverage. In general, however, it can be stated that statement-covering will cover some 
stuck-at faults in the control part as well as data part of the system [2]. 

There is another way in which the methods for behavior level test pattern generation 
can be classified, namely, simulation based methods and deterministic methods. In the 
class deterministic methods we include methods that are analytical methods and those 
using symbolic simulation. Simulation based methods are methods that are based on 
fault simulation. These methods generally use randomly generated test vectors to carry 
out fault simulation to check the goodness of the test vectors. Test vectors are improved 
iteratively. Some groups use heuristic algorithms or combinatorial optimization methods 



School of Engineering A Survey of High Level Test Generation 
Jönköping University Methodologies and Fault Models 

  12

like genetic algorithm to improve the set of randomly generated test vectors [8]. The 
fault simulation is central for simulation based methods and this aspect alone is the 
focus in several papers [10, 11, 24].  

4.2 Simulation Based Methods 

4.2.1 Fault simulation methods 

Fault simulation is a simulation of a design with one or more faults. The design with 
faults is usually simulated along with simulation of the correct design. This helps to see 
the effect of the fault on the circuit behavior and to identify test patterns that can detect 
the faults under study. 

To add facility of fault insertion in a normal simulator seems a natural way to carry 
out fault simulation. Good simulators that work in this way at behavior level are 
however not available [10]. This because the fault models at behavior level is not yet 
comprehensive and mature. 

Researchers have managed fault simulation at behavioral level using normal VHDL 
simulators. In one such attempt, the VHDL code is changed for fault injection [10, 11] 
by using extra inputs. These inputs are then used to control the fault activation during 
simulation. Each bit of the extra inputs is used to tell if a specific fault is present or not. 
The VHDL behavioral description is appropriately modified to handle fault injection 
using these inputs.  

Another distinct method is to use an existing VHDL simulator and interact with the 
simulator during the simulation to inject faults [10]. A scripting language like TCL can 
be used for this purpose for implementing interaction with the simulator.  
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4.2.2 Test generation with help of fault simulation 
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Figure 4  
 

Figure 4 describes the process of test pattern generation using fault simulation. A typical 
simulation based method for test pattern generation is usually an iterative process. First 
an initial set of test vectors are generated and used for fault simulation. This set is often 
generated randomly. Based on the fault simulation results the initial test vectors are 
improved. The improvement could involve modification of the test vectors or addition 
of new test vectors to the current test set. Different types of algorithms, like hill 
climbing algorithm [8] and genetic algorithm [10], have been used for this purpose. This 
process is iterated till adequate fault coverage is achieved.  

This test pattern generation technique can be used for both fault oriented and code 
oriented methods. 

4.3 Deterministic Methods 

4.3.1 Fault oriented methods 

Several deterministic methods exist to find test vectors based on fault models at 
behavioral level. In [12] a test vector generation algorithm is described that operates on 
behavior level VHDL code. The VHDL code is transformed to a set of BDDs without 
faults and to a similar set of BDDs with one or several injected faults. These sets of 
BDDs are compared to get a test vector for which at least one output differ between the 
two sets of BDDs. If this is possible, then this test vector detects at least one of the 
modeled faults. Methods like this compare the behavior of the correct design with a 
faulty one in a deterministic manner. No explicit activation and propagation of faults is 
needed in this method.  
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In [5] a test pattern generation algorithm for behavioral level is described which uses 
ideas from PODEM [25], a test pattern generation algorithm at logic level. 

4.3.2 Code oriented methods 

To the deterministic code oriented methods we include methods that analyze how 
effects of statements are propagated to an observable output. [15] describes such a 
method and claims that the fault activation is quite simple at behavior level but it is 
harder to propagate the faults to an observable output. We describe this method to some 
detail below. 

If the statement is not redundant, its execution affects value of some signal or 
variable, at least for some combination of inputs. The signal or the variable that is 
assigned in an assignment statement is affected. An if-statement affects the variables 
and signals assigned in the if-branch or in the else branch depending on whether the 
condition is true or false. In [15] it is assumed that a fault can be represented by a 
positive or negative tag for the variable. A positive tag makes the affected variable takes 
a larger value as compared to value taken by it when there was no fault. Similarly, a 
negative value makes it take a smaller value in the faulty behavior as compared to its 
value in the correct behavior. It is possible to describe propagation of tag from one 
variable to another. 

Lets consider the assignment statement c <= a + b. If a has a positive tag and b has 
no tag then execution of this statement during simulation will propagate a positive tag to 
c. In this manner the tag can be propagated to an observable output.  

The method described in [15] consists of two steps. In the first step a normal HDL 
simulator is used. The simulator simulates a modified version of the original HDL code 
for a given test stimuli. In Figure 5 is an example that shows how the code is changed 
for fault simulation. 

 
Original code  Modified code 
if (conditional_expression) 
  y = expression_one 
else 
  y = expression_two 

 y1 = expression_one 
y2 = expression_two 
if (conditional_expression) 
  y = expression_one 
else 
  y = expression_two 

 
Figure 5  

 
In the second step the tag of the simulated fault is propagated. The reason why the 

two extra lines in the example above were added can be understood now. Assume that a 
tag from the fault is propagated to the conditional expression such that a positive tag 
makes the condition false instead of true. Then the simulation trace calculates two 
values of y (in variables y1 and y2). This enables us to see how the tag propagates to y. 
For nested conditional statements and for loops it is somewhat more complicated [15]. 
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It is more efficient to propagate the tag in opposite direction, i.e. from an output to 
an internal variable. In this case a tag is placed on an observable output and a backward 
propagation is done to get a list of statements that propagates to this specific output. A 
heuristic algorithm has been described in [15] for achieving this but it has some 
limitations. It can not guarantee detection of all existing faults. The method also puts 
some constraints and discipline on the coding of behavior in Verilog. Note that this tag 
propagation method is independent of which fault model that is used. So it can also be 
useful during test pattern generation with a fault oriented method. 

[16] describes a method to generate test pattern for combinational logic built from 
unate functions. This paper is about testing data paths and its aim is mainly to test the 
functional elements of a data path. Although the paper works with data paths, its result 
can be used for testing combinational parts at higher level of abstraction, i.e. parts that 
will be pure combinational circuits in the final implementation. For each such 
combinational circuit there is a set of test vectors that can detect all stuck-at faults, 
independent of the implementation at logic level. In [16] it is claimed that this set is 
small if all the variables of the function are unate. 

An important argument stated in this paper, is that data path structures have natural 
block structures in which most key blocks use almost or completely unate functions. 
With almost unate we mean that there are only a few variables in which the function is 
not unate. The number of test patterns required grows exponentially with the number of 
variables that are not unate and grow linear with the number of unate variables [16]. 

4.4 Methods that use Multiple Abstraction Levels 

At behavior level, several faults are difficult or impossible to model before the synthesis 
to lower level of abstraction is made. An example of such a fault is the operator 
mutation fault. To handle this problem an approach that uses several level of abstraction 
can be used, usually referred to as hierarchical test. In the first step test patterns are 
generated based on the faults at behavior level of abstraction only. Then the synthesis 
into RT-level is done and some new faults that could not be modeled before RT-level 
design was known are mapped back to behavior level. The set of test patterns is updated 
so that the newly introduced faults are also covered. 

After this the RT-level description is synthesized into the logic level. Some new 
faults which could not be modeled before logic level implementation was known can 
now be mapped back to the behavioral level. Again the set of test patterns is updated so 
that the newly introduced faults are also covered. More information regarding such 
methods is available in [2, 8, 13]. 

4.5 Discussion on Test Generation Methods 

Test pattern generation at behavior level can be classified in two ways, fault oriented 
methods versus code oriented methods and simulation based methods versus 
deterministic methods. Fault oriented methods generates test vectors based on modeled 
faults. The idea of code oriented methods is to make test patterns such that as many 
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possible mall functioning statements in the behavior description as possible are covered. 
Deterministic methods use an analytic approach or a symbolic simulation to generate 
test vectors. A simulation based test pattern generation method starts from a more or 
less random set of test vectors. Fault simulation is made and test vectors are improved 
based on the result of the fault simulation. This process is iterated several times. 

5 Experimental Setups and Results 
This section first describes some experimental set-ups created by various research 
groups to carry out research in some aspects of high level testing. We will also discuss 
some important results and conclusions from these studies. This survey does not attempt 
to compare the experimental results from various groups since the methods, tools and 
benchmarks used are very different. Different groups present the data and results also in 
different ways. 

5.1 Experimental Methods 

This section describes some experimental setups which have been built to evaluate test 
pattern generation algorithms. This section also describes attempts to experimentally 
evaluating fault models at behavior level and at RT-level. All research groups use logic 
level fault coverage as the metric for finding the goodness of their method. Therefore, 
benchmarks need to be synthesized to logic level to get useful experimental results. As 
we know the results are greatly affected by the behavioral synthesis algorithms inside 
the synthesis tool. Many times multiple implementations of the same design, created 
with different constraint given to the synthesizer, are preferred for better accuracy of the 
results. 

5.1.1 Experimental setup for test pattern generation algorithms 

In [3] a method is used for synthesizing a behavioral description in different ways to 
logic level. In this paper an algorithm for generation of test vectors at behavior level is 
presented. This algorithm was used to generate test patterns for a set of benchmark 
examples. Then the best known logic level test pattern generator was used to generate 
test patterns for the synthesized logic level versions of the same benchmarks. Fault 
coverage of the test vectors generated at behavioral level is then compared with the fault 
coverage of test vectors generated directly at logic level. In [3] it is shown that the fault 
coverage of the test patterns generated from behavioral level description is quite close, 
or a little better, than the coverage of the test vectors generated at logic level for most of 
the benchmarks.  

An analytic approach of test pattern generation is described in [4] with the aim to 
cover all single stuck-at faults for a given logic level implementation of a benchmark. 
Here the goodness of the algorithm is measured by the number of test vectors needed to 
cover all faults. Experiments are made on six ISCAS-85 benchmarks and for five of 
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them the algorithm found minimum possible number of test vectors or minimum known 
number of test vector.   

5.1.2 Experimental setup for evaluation of fault models 

In [8] a method is described to evaluate goodness of fault models at behavior level. A 
similar method is also described in [7] to evaluate fault models at RT-level. Such 
evaluations are useful not only to evaluate goodness of fault models but also to study 
the variation of accuracy of fault models for different types of designs, like data 
dominated or control dominated designs.  

The method in [8] is used to experimentally estimate how well logic level fault 
models correlate to behavior level fault models. A set of test vectors is chosen for the 
experiment. The fault coverage is determined for both the logic level implementation 
and the behavioral level description of a design for a subset of the chosen test vectors. 
The length of the subset is varied such that the correlation of fault coverage can be 
measured. To improve accuracy of the experiment several set of test vectors are used. 

5.2 Special Experimental Results 

In [8] an experimental comparison between fault oriented methods and code oriented 
methods using one control dominated circuit and two data dominated circuits has been 
reported. For the fault oriented method, the fault coverage of bit stuck-at faults and 
condition stuck-at faults for a given test sequence was used as a measurement of the 
fault coverage at behavior level. For the code oriented methods the coverage of 
statements was used as a measurement for fault coverage. The correlation between these 
measurements and coverage of logic level bit stuck-at faults was used to measure how 
good the behavior level fault models are. 

For the control dominated circuit the fault oriented method and the code oriented 
method seams to have similar correlation. For the data dominated circuit the fault 
oriented method gave a considerably higher correlation than the code oriented method 
did. The results from this experiment [8] are summarized in Table 1.  

 
 Code oriented method Fault oriented method 

Data dominated circuit 67 % 97 % 

Control dominated circuit 83 % 80 % 

 
Table 1 Correlation behavior level faults to logic level stuck-at faults  

 
This experiments show that fault oriented methods are much more suitable than code 

oriented methods for data dominated circuits. In fact, performance of code oriented 
methods is unacceptably poor for data dominated circuits. But for control dominated 
circuits both type of methods are mediocre performance. We feel that this trend will 
hold in general. Pure code oriented methods, perhaps, will not be adequate for testing 
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large and complex circuits at behavioral or higher levels. This experiment was, 
however, somewhat limited in scope so some care has to be taken to make strong 
conclusions from it. 

6 Survey of Research Groups 
In this section, we briefly describe the work of important research groups working in the 
area of test methodologies at high levels of abstractions. In some cases, a research group 
consists of researchers from two universities working and publishing jointly. First a list 
of groups and their important publications that are included in this survey is given. After 
that a more detailed description about the research in each group is done. In the end we 
summarize and compare the research of various groups regarding fault models and test 
pattern generation methods. 

6.1 Papers Included for Each Research Group 

We have included most important research papers from the following five research 
groups (and eight universities). The table below lists the references that are included in 
this survey from these research groups. 

 

Research group Articles 
Politecnico di Milano and Univesità di Verona [2, 3, 13, 11, 12, 14] 
Politecnico di Torino [7, 17, 10, 18, 19, 8] 
The University of Michigan [4, 5, 16] 
MIT, Cambridge and University of California, Berkeley [15, 20, 21] 
Linköping University and Tallinn Technical University [6, 22, 23, 8] 

 
Table 2  

 

6.2 Short Description about Research in Various Groups 

In this section, we describe the following for each of the research groups: level of 
abstraction used, fault models used and the type of test pattern generation algorithm 
used. We also mention the tools developed and important results by each group. 

 

6.2.1 Politecnico di Milano and Univesità di Verona 

This group works on various aspects of testing at behavioral level of abstraction. It 
mainly uses bit stuck-at and condition stuck-at fault models at behavior level. The group 
realizes that information about sharing of resources during synthesis process can be 
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used to model faults at behavioral level. Therefore, the group transports faults from RT-
level and from logic level descriptions to behavior level. From RT-level, information of 
which operators share a functional unit is transferred to behavior level to model 
corresponding faults. Similarly, how a logic level fault causes an operator mutation 
transferred to behavior level. In [2] a hierarchical method that combines existing test 
pattern generation algorithms from each of the three abstraction levels is presented.  

In [12] a way to generate fault vectors at behavior level is presented. A software tool 
is developed that transform a behavior level description in VHDL into a BDD 
representation. The encoding of signals and variables has to be known to make it work. 
See section 4.3.1 for a description of this method. The fault models that are used by this 
method are bit stuck-at and condition stuck-at faults. This method belongs to the 
deterministic methods. 

This group has also presented ideas of how tests for fabrication faults and for design 
validation can be generated together. It is claimed that there are so much in common 
that it is a waste to make it in two separate processes. In [3, 14] such methods are 
described. Coverage of bit stuck-at faults and condition stuck-at faults are the faults 
considered in these papers. 

In [13] the method from [12] of generating test patterns at behavior level using 
BDDs is combined with the method in [2] that generated faults at several levels of 
abstractions. The algorithms presented in [12] and [13] were experimentally verified. 
Test patterns are made with the presented algorithm for a set of behavioral level 
benchmarks. Each benchmark is synthesized in several ways to logic level. For more 
information on this experimental approach, see section 5.1.1. The number of test vectors 
generated by the presented algorithm was compared with the number of test vectors 
generated by a commercial logic level test pattern generator. Percent of covered logic 
level stuck-at faults were also compared. In [12] it is shown that the presented algorithm 
produces a larger set of test vectors on average that cover a little more number of logic 
level faults. In [13], where a hierarchical method is used to generate test patterns, the 
logic level stuck-at faults covered by test vectors generated by the presented method is 
on average 97 percent for a set of benchmarks. A commercial logic level test pattern 
generator covers on average 89 percent of the stuck-at faults for these benchmarks. So 
the behavior level test pattern generation seems to perform better than logic level TPG. 
However, the test pattern set generated by the presented algorithm is approximately four 
times bigger than the test set generated by the commercial logic level test pattern 
generator. 

This group has also made some research in the field of fault simulation. Their paper 
[11] describes how an extra input in the VHDL model can be added to control the 
inclusion of a specific fault. The group has developed a tool that can automatically 
change the VHDL code for injection of bit stuck-at faults and condition stuck-at faults. 

6.2.2 Politecnico di Torino 

This group has presented ideas of how to get higher correlation between fault models at 
RT-level and fault models at logic level.  In [7] the group has identified RT-level bit 
stuck-at faults which do not map to any logic level faults. Therefore such faults can be 
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removed from consideration and it will improve correlation between RT-level faults and 
logic level faults. It will also make the test pattern generation procedure at RT-level 
more efficient because a smaller set of faults at RT-level has to be covered. Faults that 
can be removed according to this method are stuck-at faults in variables or in bits that in 
fact are constants. Experimental result presented in this paper shows that there is much 
better correlation between RT-level faults and logic level when unnecessary faults at 
RT-level are removed. 

Another way to increase the correlation between the RT-level faults and the logic 
level fault is to adopt the fault models according to the synthesis rules. In [17] a method 
is described, in which fault models are developed for descriptions in POLIS, a language 
used for hardware-software co-design. In this paper, the synthesis rules of POLIS are 
analyzed to get fault models at the behavior level which have high correlation to logic 
level stuck-at faults. It is however claimed that faults that affect the memory elements 
can be modeled at behavior level in POLIS but faults that affect the combinational part 
cannot be modeled accurately at behavior level in POLIS. Faults in the combinational 
part are in principle operator mutations faults while fault in the sequential parts are 
about variable bit stuck-at faults. Test patterns are generated using a hill climbing 
algorithm. Experimental results on three benchmarks are presented in this article. Test 
pattern sets used are larger but cover less logic level faults as compared to vectors 
generated for logic level testing. The benchmarks used were small, therefore, this 
method might turn out to be more efficient for larger circuits. 

In [18] a code oriented method to generate test in two steps with a genetic algorithm 
is presented. This method works on VHDL code. The method described in [18] is used 
in [19] to evaluate how good fault models at RT-level are. 

A comparison of different ways to perform fault simulation is presented in [10]. 
Three methods to implement fault simulation of behavior level code are discussed.  
These methods have been also briefly described in section 4.2.1 in this report. First 
method relies on an existing VHDL simulator with no support for fault simulation. 
Instead extra inputs are added to the behavior description of the design. The second 
method is to change an existing simulator such that it can make fault simulation at 
behavior level. Third method is to use an existing VHDL simulator and interact with the 
simulator during simulation to inject faults. It is claimed that the second method is 
difficult because code for good simulators are not available. On the other hand the 
developers of simulators might want to add this feature to simulators. The fault models 
at behavior level might however need to be more mature or comprehensive before 
development of simulators can be motivated. According to [10] the third method an 
interactive simulator is preferable over the first method in which the VHDL code is 
changed. This is because the insertion of extra VHDL statements makes the design 
much larger than it really is, and this slows down the simulator. In [10], a method to 
interact with the simulator is described. They use a scripting language (TCL) to force 
signals and variables to specific values as soon as they are changed. The main 
contribution of this paper is to describe how this can be done. In such a way, bit stuck-at 
faults can be simulated. This paper also deals with branch stuck-at faults in a similar 
way. 
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6.2.3 The University of Michigan 

This research group was one of the first groups to work in the area of high level testing. 
The approach proposed by this group to generate fault models at higher levels from fault 
description at lower level is general and analytical.   

In [4] the concept of physical induced fault was described, see section 3.3 for more 
information of this method. This is a general method and powerful theory of how to 
map a fault from any level of abstraction to a higher level of abstraction, when both 
these abstraction levels are known for a design.  

In [5] a test generation algorithm called SWIFT is proposed, which works on a 
functional description of a circuit. The induced fault model in [4] is used and it is 
claimed that all gate-level stuck-at faults are covered by the generated patterns for 
ISCAS 85, ISCAS 89 and 74X-series circuits. 

Another significant result from this group [16] states that Boolean functions where 
almost all inputs are unate can be tested with a small set of test vectors and is almost 
independent of the implementation. See section 4.3.2 for more information. The paper 
shows that hundred percent single stuck-at fault coverage is achieved on many such 
circuits using a small set of test vectors.  

6.2.4 MIT, Cambridge and University of California, Berkeley 

This group has worked on code oriented methods for behavioral level testing. The 
papers surveyed from these groups describe tag propagation as a method to check which 
code statements will affect observable outputs for a given test pattern. See section 4.3.2 
for a description of tag propagation. In the section about results in [15], it is claimed that 
this method is significantly faster than fault simulation. The fault coverage achieved 
with this method gave lower fault coverage, for some benchmark examples, than 
another existing line covering method referred to in this paper. It is however claimed 
that the tag propagation method has quadratic time complexity in worst case while the 
line covering method needs a conversion to logic level which makes it slower. 

6.2.5 Linköping University and Tallinn Technical University 

The abstraction levels these groups uses are behavior level, RT-level and logic level. A 
method to generate tests at behavior level was presented in [6]. This method was 
described for testing a micro-processor. Each processor register was defined but only a 
behavior description of how the registers, inputs and outputs change for each instruction 
is required. 

In [22, 23] this method is extended to work on general behavior descriptions for 
other designs than processors. A control part and a data path of the system have 
however in principle to be distinguished. The control part should be defined to such a 
level that a number of distinct states are defined. Each assignment statement in the 
behavior description belongs to a specific state in which it is executed. To make this 
analysis efficient a new type of decision diagrams were defined and used. In effect the 
method generates test vectors covering the statements in the HDL syntax.  
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About operator mutations the behavioral level test pattern generation, generates test 
patterns to access the operator. This means that it makes test patterns that transfer the 
operands of the operator from an external input to the operator inputs and that it 
transfers the output of the operator to an external output.  

It leaves positions in the test patterns where to put the test vectors that tests the 
operator. The test pattern for the operator is taken from lower level of abstraction, where 
it is known how the operator is implemented. In such a way is a hierarchical test pattern 
generation achieved. 

In [8] fault coverage of fault oriented methods is experimental compared with fault 
coverage of code oriented methods, See section 5.1.2 for a description of this method 
and see section 5.2 for the results of it. In this paper is also hill climbing algorithm for 
generation of test patterns described. 

6.3 Quantitative Comparison of Research Groups 

In this section we summarize and compare the work of various groups with the help of 
two tables. The first table presents fault models used by the groups and the second table 
presents test pattern generation methods used by these groups.  
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6.3.1 Fault modeling principles 
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Politecnico di Milano 
and Univesità di Verona X  X  X X  

Politecnico di Torino X  X  X X X 

The University of 
Michigan    X   X 

Linköping University 
and Tallinn Technical 
University 

X  X  X X  

 
Table 3  

 
This table summarizes the fault models that have been used by different groups. The 
groups at MIT, Cambridge and University of California, Berkeley have jointly 
presented a method to analyze how faults propagate to outputs. This method is 
independent of the fault models used and is not included in the table. 

No group uses variable stuck-at faults explicitly although code covering algorithms 
according to [2] tend to cover a subset of the variable stuck-at faults.  

The group at The University of Michigan has a different approach than other groups. 
It uses physical induced faults which is a fault model that presents an analytical method 
to derive higher level faults models from logic level fault models. Derived fault models 
are expected to accurately correlate to logic level faults, as discussed in section 3.3.  

The group at Politecnico di Torino uses operator mutation faults along with some 
behavioral level stuck-at faults models. Due to their research collaboration with 
Linköping University [8] they use hierarchical test generation approach.  
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6.3.2 Test pattern generation principles 
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Politecnico di Milano 
and Univesità di Verona X X X X  X 

Politecnico di Torino X X X X X X 

The University of 
Michigan X  X   X 

MIT, Cambridge and 
University of California, 
Berkeley 

X X X    

Linköping University 
and Tallinn Technical 
University 

X X X   X 

 
Table 4  

 
This table summarizes the test pattern generation approaches used by the surveyed 
research groups. The joint group at Politecnico di Milano and Univesità di Verona 
mainly uses fault oriented methods to generate test patterns. However this is 
complemented with some code oriented methods in some cases for the purpose of 
giving synergy effect if test patterns for fabrication faults and pattern for verification of 
design errors should be generated simultaneously.  

In the last column only the group at Politecnico di Torino has a cross. In [17], this 
group has presented some initial work of fault models useful in the language POLIS. 
See section 6.2.2 for more information. 

The groups at MIT, Cambridge and University of California, Berkeley have 
presented a method to propagate effects of faults to an observable output. Because it is 
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the effect of faults that propagates, it could be part of both a code oriented and a fault 
oriented test pattern generation algorithm. However this group does not present an 
entire test pattern generation method but only works with fault propagation, hence this 
group has no cross in the last column. 

7 Conclusion 
High level test methodologies are needed to cope with the ongoing increase of 
abstraction level for design methodologies. High level testing will help us to test larger 
and more complex systems faster. It will be almost necessary for testing of soft cores as 
well as for testing of designs using soft cores. New fault models and new test pattern 
generation techniques are required to make high level testing work. High level testing is 
a relatively new area. In this report we have given a survey of fault models and test 
pattern generation techniques proposed and used for testing at higher level of 
abstraction. 

Our survey shows that many of the fault models proposed at higher level have been 
adapted from logic level stuck-at fault models. Examples of these include variable 
stuck-at fault and condition stuck-at fault models. Operator mutation fault model and 
induced fault models are new models suitable for behavioral or higher level 
descriptions. A fault model at higher level is good if test patterns for testing faults 
corresponding to it can cover most or a large percentage of physical faults.  Our study 
shows that physically induced fault model perform better as compared to stuck-at 
versions of behavioral level faults. 

Existing test pattern generation techniques at behavior level can be classified in two 
orthogonal ways, fault oriented methods versus code oriented methods and simulation 
based methods versus deterministic methods. Fault oriented methods attempt to 
generate test patterns that cover as many modeled faults as possible. Code oriented 
methods attempt to generate test patterns such that as many possible functioning 
statements in the behavior description as possible are covered. Test patterns could be 
generated algorithmically or using fault simulation. Many research groups are working 
on test pattern generation at behavior level. Most of them include the variable bit stuck-
at fault model along with the conditional fault models. It is difficult to compare the 
methods used by different groups since their results are based on different set of 
benchmark circuits. We feel hierarchical test approach [2, 8, 13] that simultaneously 
uses information from several levels of abstraction for test generation is the most 
promising approach.  

In the survey we have also briefly described and compared approaches of important 
research groups in the area of high level testing. Our survey points out many limitations 
of current research in the area of high level testing which could be good topics for future 
research. We are still searching for good fault models and methods to develop fault 
models at behavioral or higher levels of abstraction. Nobody has proposed fault model 
corresponding to bridging fault model at logic level. Nobody has also proposed models 
corresponding to pattern sensitive fault models used for testing memories. Once these 
models have stabilized, research will be required to develop algorithms and tools for test 
pattern generation and fault simulation.  After this, design for testability and built in self 
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test methodologies will need to be appropriately upgraded to take advantages of these 
new methods. These developments will, hopefully, decrease the “design-test” gap.  
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