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Abstract 
Biometrics is a collection of methods for identifying and authorizing individuals with some-
thing they are, or do. It is considered to be one of the most secure technologies for secu-
rity, both physical and logical. Security is something very important for organizations today, 
but yet there has been a low interest in investing in biometrics for security in Sweden. 

The purpose of this thesis has been to establish factors to why biometrics has not been im-
plemented to any large extent, even though the technology has been around for long. We 
have evaluated the attitudes and views of individuals, as well as company leaders. 

Problem and questions with biometrics that often are discussed are privacy concerns, costs 
and ROI (return on investment) and user acceptance. Foremost there is a concern about 
the costs of implementing such a solution, although some claim that money can be saved 
by avoiding the costs in more traditional security methods, such as password administration 
and in security cards.   

There is a range of different technologies to use, such as facial-scan, voice-scan and the 
most mature and well known technique, finger-scan which has been around for a long 
time, especially for identifying criminals. All these techniques have there positive and nega-
tive sides, often measured in different levels of universality, uniqueness, permanence and 
collectability, e.g. eye-scan has a high uniqueness, facial-scan has a high universability and 
signature-scan has a low permanence level. 
 
We have collected our data through interviews with companies and suppliers of biometric 
systems as well as a questionnaire given to private persons. By interpreting the data in a 
qualitative way we have made our analysis and reached a conclusion.  
 
Our result shows that a cost related to biometric solutions is the largest reason why in-
vestments have been absent. This verifies the results of other authors, that the cost is the 
largest obstacle. Another important factor is that companies believe that biometrics is for 
organizations with a very high security need. Further our result show that individuals are 
positive towards biometrics. 
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Sammanfattning 
Biometri är ett samlingsnamn för tekniker som identifierar och auktoriserar individer, an-
tingen något de är eller gör. Biometri anses vara en av de säkraste teknologierna för säker-
het, både fysisk och logisk. Säkerhet är något som är mycket viktigt för organisationer i da-
gens läge, men än så länge så har investeringar i biometriska säkerhetslösningar i Sverige 
uteblivit.  
 
Syftet med denna magisteruppsats har varit att fastställa faktorer som bidrar till att biomet-
riska lösningar inte har blivit implementerade i någon större utsträckning, trots att teknolo-
gin har funnits länge. Vi har utvärderat individers samt företagsledares attityder och synsätt 
angående biometri. 
 
Frågor och problem som ofta relateras till biometri är personligintegritet, kostnader och 
avkastning på investering samt användaracceptans. Framförallt är det osäkerheten kring 
kostnaderna av en implementering av en biometrisklösning. Det finns även de som hävdar 
att biometriska lösningar kan spara pengar jämfört med traditionella system därför att man 
undviker till exempel lösenordsadministration och passerkort.  
 
Det finns en rad olika tekniker att använda, exempelvis ansiktsavläsning, röstigenkänning 
och den mest mogna och kända tekniken, fingeravtrycksläsning som har existerat en längre 
tid, framförallt för att identifiera kriminella. Det finns positiva och negativa sidor med alla 
dessa tekniker, de mäts oftast i olika nivåer av hur många som kan använda det, hur unikt 
biometrin är, beständighet och hur biometrin samlas in.  
 
Genom intervjuer med företag och leverantörer av biometriska lösningar samt en utdelad 
enkät till privat personer har vi samlat in data. Vi har sedan tolkat data kvalitativt och utfört 
vår analys och slutligen kommit fram till ett resultat. 
 
Vårt resultat har visat att kostnader relaterade till biometriska system är det största skälet till 
varför investeringar har uteblivit. Detta bekräftar vad många andra författare tidigare har 
funnit, att kostnaderna är det största hindret. En annan viktig faktor är att företag anser att 
biometri är något för verksamheter som kräver den allra högsta säkerheten. Vidare har in-
divider en positiv inställning till biometri.  
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1 Introduction 
This chapter is an introduction to the topic of this thesis. The chapter includes background, problem and 
purpose. The introduction will give the reader a good prerequisite for the following parts of the thesis. 

1.1 Background 
Security is becoming one of the most vital things not only whitin information technology, 
but also in many other areas, whether it concerns terrorist actions or information thefts. 
Securing both logical and physical access to information is becoming more and more im-
portant for governments, companies and individuals. The development is constantly mov-
ing forward, introducing more effective and powerful tools to encounter the problems of 
violation of security, e.g. new antivirus programs, firewalls and security systems to prevent 
unauthorized access to certain locations.  

It can be securing vulnerable information, securing transactions and access to restricted ar-
eas. The information technology industry is always in need for a better, faster and more se-
cure ways to protect information and property. Therefore large amount of money is dedi-
cated to develop new security methods. Biometrics is no exception, the use of biometrics 
as security is considered to be one of the most secure technologies as of today (Lawrence, 
2004). 

Authentication and identification are key concepts within security. The first is a process of 
verifying that you are the one you say you are, the latter is collecting information and use it 
to find out who you are (Wilson, 2002).  

People are under the impression that biometrics is something new, even though the bio-
metrics we know of today are considered high-tech, the fundamentals of biometrics can ac-
tually be traced back as long as the old Egyptians, they used some form of biometrics to 
identify their workers, i.e. not only by the names of the workers, but also by the shape of 
faces as well as other human characteristics (Russ, 2004).  

Biometrics is a technology where the human body is the tool which is used for measure-
ment. Many parts of the body can be used to uniquely identify an individual, for example 
fingerprints, the eyes and the face. There are also other sorts of techniques within biomet-
rics such as, voice-scan and signature-scan (Biometric Technology Today, 2003) 

This technology still has some question marks. Some question the reliability, how to deal 
with the personal integrity, user acceptance and the cost of implementing such a systems.  
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1.2 Problem 
As the information frauds, trespassing and information thefts increases the security meth-
ods are developing to meet these threats. Governments, companies and private persons are 
constantly investing money in improving their security. It can be installing new surveillance 
systems, e.g. cameras and security cards used with PIN-codes, firewalls, spam filters and 
antivirus programs, it can even be securing the server rooms from fire. 

Interesting is that biometrics have been around for long and the technology has been dis-
cussed over the years. Many have predicted a break through of biometrics technologies for 
a long time but little has happened (Roberts & Ohlhorst, 2005). We often hear that new 
technologies are accepted and implemented, or they expire and never see the market. Bio-
metrics has not had its breakthrough in Sweden, even though it has been a technology with 
good potential and is considered to be one of the most secure technologies.  

Most of the research regarding biometric technology is conducted in the USA, and accord-
ingly reflect biometrics technologies in the USA. Few studies are carried out in Sweden 
about why biometrics never has been implemented to any large extent, when in the USA 
biometrics are becoming more common, and  we believe that it would be intresting to con-
duct a study about the situation in Sweden.  

1.2.1 Research questions 
The following questions have been identified, which we believe are important and interest-
ing to investigate. These questions are guidelines and will help us throughout this thesis. 
The further work will be based on the questions below. 

• What are the reasons to why the biometric technology has had difficulties to break-
through? 

• What are the attitudes towards biometrics among company leaders and ordinary in-
dividuals? 

1.3 Purpose 
We will establish factors to why biometrics has not been implemented to any large extent 
even though the technology has been around for long. We will evaluate the attitudes and 
views of ordinary individuals as well as company leaders. 

1.4 Demarcation and focus 
This thesis will not be another handbook describing every technique in detail. Nor will we 
describe and explain technical issues of how the different techniques work.   The study will 
for the most part be about biometrics as a whole and not too much a specific technology. 
The focus will be on large companies and private individuals in Jönköping, Sweden, and 
the surrounding area. 
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1.5 Perspective 
The perspective in this master thesis will be from a user perspective as well as a company 
perspective.  

The variables, user acceptance, and the protection of the privacy will be studied from the 
users’ perspective. Moreover, from the company perspective we will use the following vari-
ables, cost, security, user acceptance and privacy, to fulfill our purpose 

We are aware that there exists other perspectives than these two, but we believe that these 
two are the most interesting and can help us achieve our purpose.   

1.6 Definitions 
Below follows a list of abbreviations and concepts that needs to be defined and clarified. 
These concepts will be used throughout the thesis and therefore it is important to explain 
how they will be used to prevent misinterpretations as well as increase the understanding of 
the thesis, (Information Security Technical Report, 1998) 

Authentication Is a verification process in which the identity of the user is tested, 
i.e. to establish if you are who you say you are. 

Biometrics Is a physical characteristic which is measurable and used to identify 
or verify the claimed identity. We will use this for describing both 
the characteristics of a person and the different biometric technolo-
gies. 

Biometric device Gadget that captures an individuals’ biometric sample. 

Biometric Sample Is the data-representation of the biometric characteristics of a user.  

Biometric system A system which automatically collects a biometric sample and from 
it gather data which is compared with a reference and evaluate if it is 
a match and notify the user if they where identify and verified. 

FAR False acceptance rates, Biometric systems sometimes incorrectly 
identify individuals or they fail to reject a false identity, this is a 
measurement of the probability of that to happen. 

FRR False rejection rate, Biometric systems sometimes fails to identify 
individuals or to verify an identity, this is a measurement of the 
probability of that to happen. 

Identification Is a process where the biometric sample is compared with a refer-
ence database to determine if it is a match or not, and depending on 
the result reject or allow access. 

Biometric Identify Comparing a biometric sample to a range of reference templates 
“One-to-many”. 

Logical access Claiming access to a logical address, such as a computer network. 

PIN Personal identification number. 

Physical access Claiming access to a physical address, for example a building. 
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Privacy Privacy is defined as the ability of a person to control the availability 
of personal information about them selfs, as well as the exposure. It 
is about being able to function in society anonymously. (Wikipedia, 
2005) 

Template The biometric sample is converted to a standard pattern or template 
which is used either as a reference template or as a comparing tem-
plate. This represents the measurement of a user and is used by the 
system. 

Verification Comparing a biometric sample to one template “One-to-One” 

1.7 Interested parties 
This thesis can be of interest for companies that are thinking of implement biometric secu-
rity system. Also companies that provide these kinds of systems can be interested in read-
ing this thesis, giving them an overview of peoples, as well as companies’ attitudes towards 
biometrics. 
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2 Frame of reference 
The frame of reference will give the reader an introduction to what biometrics is and explain some different 
technique. Then different issues will be discussed that can be seen as problems, holding back the definite 
biometrics breakthrough. 

2.1 Biometrics 
Biometrics is a comprehensive term of different technologies for identifying and verifying 
physical parts of the human body, or their corresponding traits or behavior (Lawrence, 
2004). According to Lawrence the typical applications for biometric solutions is access to 
computer rooms, facilities and access to computer networks and systems. 

According to Liu & Silverman (2001) biometrics works as follows. First the physical traits 
are captured by a device. Then this capture is processed and a biometric template is en-
rolled. The template is stored in a local repository or a portable token, for example a smart 
card. When an individual needs to be verified or gain access there is a live scan with the 
chosen biometric. The biometric is processed and a template is extracted. Then this tem-
plate is matched against the stored templates. This matching result is provided to a business 
application. Finally a secure audit trail is recorded i.e. a log is created, which include data of 
the flow of happenings in the system.  

 

Figure 1: How a biometric system works (Liu & Silverman, 2001). 
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Biometrics is considered as one of the most secure method for identification because it 
identifies either something you do, or you are (Lawrence, 2004). Biometrics is also much 
more secure because it is much harder to steal than for example a badge or keys (Lawrence, 
2004). 

According to Lawrence (2004) biometrics measurements are usually classified in four do-
mains: 

1. Universality – Almost all people should be able to use the system 
2. Uniqueness – Not more then one person should have the same traits 
3. Permanence -  The characteristics should not change over time 
4. Collectability – The characteristics should be measurable quantitatively, i.e. the 

biometric template is translated into a language that the computer can understand.  
 
There is a range of different factors determining what kind of technology to use, depending 
on what the company desires, for example speed, accuracy, reliability, user acceptance. 

There are two different types of biometric systems, physiological and behavioral systems 
(Kim, 1995). The physiological systems use stable trademarks such as fingerprints and iris 
recognition which does not change over time. According to Kim the behavioral systems 
can be influenced by an individual’s psychological state; examples of these technologies are 
signature or speech patterns. The templates in behavioral systems changes over time (Kim, 
1995). 

2.2 Requirements 
Rejman-Greene (2002) explains what preferences ideal biometric systems have. It should 
have stable unique templates for each individual, and it should ensure correct operations. It 
should be to authenticate individuals fast, and work in a range of environments. The sys-
tem should be safe, secure and the users have to accept it. Further Rejman-Greene says 
that no system exists that supports all these preferences, much due to the commercializa-
tion of the methods.  

Aghzout, O., Alberola-Lopez, C., Luis Garcia, R., and Ruiz-Alzola, J. (2003) suggests a 
number of requirements for a biometric system to succeed.  

Reliability – When submitting a password in a password-based authentication system it is 
always accepted if it is correct. In a biometric system this is not always true. Sensor noise, 
limitations of processing methods and variability in the biometric feature and its presenta-
tion are all factors influencing the reliability (Aghzout et al. 2003). Since biometrics is based 
on probability and not yes or no answers, false rejection or false acceptance is never bullet 
proof (Kim, 1995) 

Ease of use and user acceptance – There is a trade off between ease of use and security level 
of the system. The training and difficulty of using the system influence how well the system 
will be accepted (Aghzout et al. 2003). Most users are not willing to accept cumbersome 
systems, although at high security locations this might not be a problem, complicated sys-
tems might even be welcomed for a higher feeling of security (Aghzout et al. 2003). Then 
there is obtrusiveness and intrusiveness factors, individuals might be worried about privacy 
concerns, such as being tracked (Aghzout et al. 2003). Kim (1995) also discuss this by add-
ing, “To be broadly acceptable, biometric techniques must be legally and physically robust, safe to use not 
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invade the user’s privacy, and not be perceived as socially unpalatable” p.210. Kim additional adds that 
there are legal implications connected with personal integrity. 

Ease of implementation – There is a big problem with the lack of standards within the biomet-
ric technology. This causes problems with integration and implementation, a result of this 
is unreliable devices manufactured for low prices (Aghzout et al. 2003). 

Cost – According to Aghzout et al. (2003) biometric solutions are now cost effective, but 
still there are some issues to consider. Equipment, installation, training, system and soft-
ware maintenance and operations costs all have to be taken into consideration. Kim (1995) 
mentions the same, saying it is important to justify all cost related to the biometric system. 

2.3 Evaluation 
When evaluating a biometric system there are according to UK Biometrics Working 
Group, BWG (2005) four general types of performance metrics usually collected. These 
can be seen as an extension of the measurements by Lawrence (2004): 

• Failure-to-enroll – the proportion of users that cannot enroll because of human of 
system failure (universality) 

• False non-match rate – the proportion of times where a user’s data fails to compare 
to the user’s enrolled biometric data (permanence) 

• False match rate – How likely a user’s data will match another user’s enrolled bio-
metric data (uniqueness) 

• Throughput – the number of users a system can process in a certain time (accessi-
ble) 

 

There is a trade off between these metrics (BWG, 2005), for example if there is a demand 
for a lower false non-match rate the false match rate is going to rise. Many biometric sys-
tems can be configured for the desired properties. BWG has the same measurement but 
has added two more: 

• Accessible – Easiness to display to a sensor 
• Acceptable – How objective the users are to use the devices 
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2.4 Biometric technologies 
According to Nanavati, Nanavati and Thieme (2002) it is hard to define the best technol-
ogy for a biometrics solution. To define the best method, some questions have to be an-
swered, such as, most capable of rejecting false attempts? Least expensive to deploy? Most 
privacy protective? (Nanavati et.al, 2002). According to the same authors there are a few 
leading biometric technologies, finger-scan, iris-scan, hand-scan, retina-scan, facial-scan, 
voice-scan, signature-scan and keystroke-scan.  

2.4.1 Finger-scan 
This technology identifies individuals by the distinctive features of their fingerprint 
(Nanavati et.al, 2002). The finger-scan technology is the most common biometric technol-
ogy. On the surface of the finger there is a series of ridges and furrows which makes the 
fingerprint (Jain et al. & Prabhakar, 2005). Most often an optical device is used to scan the 
fingerprints, although more and more silicon based devices are being developed (Rejman-
Greene, 2002). These devices are cheaper than most and finger-scan is also often fast 
(Moore, 2005). On the other hand Moore says that these devices have a tendency to get 
dirty and the devices degrade over time. Also scars and cuts can cause obvious problems 
(Liu & Silverman, 2001) 

Other strengths according to Nanavati et.al (2002) are: 

• A mature and proven technology 
• Deployable in a range of environments 
• Easy to use devices 
• High level of accuracy 

 
Nanavati et.al (2002) also highlights some weaknesses: 

• Most devices can not identify a small percentage of users 
• Devices deteriorate over time 

2.4.2 Facial-scan 
The facial scan technology identifies individuals by verifying distinctive features of a human 
face (Nanavati et.al, 2002). This technology is well suited for environments were cameras 
and imaging systems already exists, and to verify people within a crowd. A big problem is 
that facial appearance change over time (Kim, 1995). 

According to Nanavati et.al (2002) some advantages of facial-scan are: 

• It can use existing image devices 
• Can search against static images, such as a driver’s license 
• The only biometric solution that does not need a users cooperation 

Weaknesses according to Nanavati et.al (2002) are: 

• Can cause privacy abuse 
• Changes in characteristics, such as hairstyle and makeup can reduce accuracy 
• Environment effects can reduce accuracy, such as light and angles 
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2.4.3 Eye-scan 

2.4.3.1 Iris-scan 
Iris-scan technology uses distinctive features of the human iris to identify individuals 
(Nanavati et.al, 2002). The iris is the coloured ring around the pupil (Liu & Silverman, 
2001). One important thing is that iris-scan work even if a person wears glasses (Liu & 
Silverman, 2001). According to Kim (1995) there is a problem finding the iris in a digital 
image. 

Strengths according to Nanavati et.al (2002) are: 

• Exceptionally high level of accuracy 
• The iris stays stable through out the lifetime 
 

And weaknesses are: 

• Difficulty of usage, the user have to know how to position themselves 
• Some users can not give good enough images and there can be a problem identify-

ing users although they have provided images. 
• Users are uncomfortable with eye based biometric, there are often a worrying about 

damaged eye sight 
• A lack of competition in the market. Only a few manufacturers of these devices, all 

under license from Iridian 

2.4.3.2 Retina-Scan 
This technology uses the distinctive characteristics of the retina, the surface on the back of 
the eye (Nanavati et.al, 2002). This technology is foremost used in highly secure locations, 
such as military facilities (Nanavati et.al, 2002). Liu and Silverman (2001) say it is not a 
convenient eye technology if you for example wear glasses, there is also a problem with 
user acceptance because people are often concerned about their eyes. 

Strengths are (Nanavati et.al, 2002): 

• Highly accurate 
• Uses a stable physiological features 
• Very difficult to deceive 

 
Weaknesses: 

• Difficult to use, takes a big effort from the user 
• Discomfort, have to position the eye close to the device 
• Limited applications because it requires a highly motivated user 

2.4.4 Voice-Scan 
Voice-scan technology identifies distinctive patterns in the voice to identify a person 
(Nanavati et.al, 2002). Kim (1995) says it is one of the most invasive and natural technolo-
gies to use. He also points out that there can be problems with the fact that the voice 
change depending on the physical state of a person and duplication with a tape recorder. 
Most PCs already have a microphone and then there is no need for any additional devices 
(Liu & Silverman, 2001). 
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Strengths with voice-scan are (Nanavati et.al, 2002): 

• The fact that telephones exists everywhere there are also authentication devices 
everywhere 

• High resistance against impostors 
• People often does not refer voice-scan as a “big brother” technology which they 

might do with other technologies such as facial and finger-scan 
 

Weaknesses: 

• Poor devices might cause false rejection. For example there can be echoes or bad 
reception on a mobile phone 

• Users does not feel it is a secure technology 
• Users feel uncomfortable and embarrassed speaking to their computer 
• It takes larger template files then in other techniques, can cause problem in for ex-

ample smart cards  

2.4.5 Hand-Scan 
The hand-scan technology uses the distinctive aspects of the hand, such as height, width of 
the fingers and hand (Nanavati et.al, 2002). It is one of the more established biometric so-
lutions and it is used almost exclusive for physical access (Nanavati et.al, 2002).  Kim 
(1995) also says it is mainly used for control of access to buildings or part of buildings. Ac-
cording to Liu and Silverman (2001) hand-scan is popular in time and attendance re-
cordings. This is also one of the fastest methods according to Moore, (2005). 

Strengths with hand-scan are (Nanavati et.al, 2002): 

• Can operate in challenging environments, can handle a rough environment 
• Established and reliable technology 
• Perceived as non-intrusive and threatening 
• Based on a relatively stable characteristic 
 

Weaknesses are: 

• Limited accuracy, in a large population, two persons can have the same dimensions 
• Limited applications due to the need of a big device 
• Expensive 

2.4.6 Signature-Scan 
Signature-scan technology uses distinctive patterns of the signature of an individual 
Nanavati et.al (2002). The same author believes this technology will be widely used for 
electronic document authentication. According to Liu and Silverman (2001) surprisingly 
few applications have emerged with signature-scan technology, in spite of the fact that user 
acceptance is usually high because users are used to signatures as a means of transaction-
related identity verification (Liu and Silverman, 2001). There are two types of this technol-
ogy, visual inspection of a written signature and then the study of signature dynamics (Kim, 
1995). This counts as a behavioral method. 
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According to Nanavati et.al (2002) the strengths are: 

• Resistant to impostors 
• Leverages existing processes, it can support many other processes such as check 

cashing 
• Non-invasive, users do not feel it threatening to the privacy 
• Users can change signatures, can take away some mistrust 

 
Weaknesses: 

• Signatures can be inconsistent 
• Users are not used to sign tablets 
• Limited applications and market 

2.4.7 Keystroke-Scan 
This is a behavioral biometric solution, which implies that it is something that you do. The 
keystroke-scan technology uses the distinctive typing pattern of an individual for verifica-
tion (Nanavati et.al, 2002). Typing rhythms are analyzed with a template to verify an indi-
vidual (Kim, 1995). This technology is often used in combination with passwords 
(Nanavati et.al, 2002).  

Strengths with keystroke-scan are (Nanavati et.al, 2002): 

• Uses existing hardware 
• Works with a common authentication process 
• Password can be changed when necessary 

 
Weaknesses: 

• Young and unproven technology 
• Not convenient for users 
• Does not eliminate password based flaws, such as administrative efforts 
 

2.5 Biometric Applications and markets 
Nanavati el al. (2002) has identified seven different forms of applications and markets for 
biometric systems. These are: 

Criminal identification - is the use of biometrics for identifying and verifying an individual. 
Biometrics is very important in this area, without this technology it might be impossible to 
identify a suspect. 

Retail - is when a biometric method is used when individuals do in-person transactions for 
goods or services. It is supposed to replace old techniques such as showing cards and pho-
tos. 

E-commerce/telephony -  is the opposite of the former application, remote transactions for 
goods or services are identified or verified.  

PC/network access - is when an individual wants to access different types of PC resources. 
Biometrics is supposed to replace traditional techniques such as passwords. 



 Frame of reference 

 15

Physical access/time and attendance - has the purpose of identify or verify the identity of an in-
dividual when entering or leaving an area, this goes together with time and attendance. 

Citizen identification - is the governments using biometric methods for identify or verify, ex-
amples are voting and social registration, is supposed to replace methods such as signa-
tures. 

Surveillance - is to verify of identify individuals in a given space or time, supposed to replace 
methods such as manual monitoring with cameras. 

2.6 Costs 
Biometrics has been around for some time now, but it has mainly been restricted to places 
were a high security is a must, such as nuclear and military installations (Biometrics Tech-
nology, 2002). After September 11th, prices and growth have expanded and therefore the 
prices have been brought down. In 2001 biometric only had 2,5% of the sales of control 
readers. The technologies competing with biometrics are old established technologies such 
as digital key pads and magnetic swipe and bar codes (Biometrics Technology, 2002). 

In a survey conducted by Europemedia on 200 companies, 74% of the investigated com-
panies use some kind of authentication technique. There is not much investment in smart 
card, tokens, biometrics and digital certificate technologies because it is often considered to 
be expensive (Europemedia, 2003). Further the article says that although the old password 
technique has a low initial cost, it will most likely be a large cost because of the resetting 
and administrating of users. 

In a poll carried out by CRN almost 90% of the customers of security solutions providers 
have not implemented biometrics solutions (Roberts & Ohlhorst, 2005). According to 
Roberts and Ohlhorst biometric security solutions can offer a higher level of security and 
ease of use than no other method can. But the providers struggle with the fact that it is dif-
ficult to demonstrate the ROI (return of investment) of biometric solutions (Roberts & 
Ohlhorst, 2005). 

Roberts and Ohlhorst (2005) writes that the lack of clear and concise marketing tools from 
the security solution providers does not argument well for their products. 

Further the research by Roberts and Ohlhorst (2005) shows that the security service pro-
viders believe that uncertainty about ROI from biometrics is the foremost reason why their 
customers stay away. Complexity comes as the second reason why customers do not invest, 
finally in third place it is the actual cost of the investment (Roberts & Ohlhorst, 2005). 

In an article by Groves (2002) he says that there is a big misconception about the cost and 
ROI surrounding biometric solutions. It is not only the strong authentication method and 
reduction in cost in password administration (Groves, 2002). Groves claims that huge cost 
reductions can be done in the E-business program; he gives examples such as E-forms, E-
procurements and E-invoicing. Groves more sees the strong authentication as a bonus to 
all the other benefits. 
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2.7 Privacy 
Nanavati et al. (2002) says that there are two types of privacy concerns regarding biomet-
rics, informational privacy and personal privacy. Informational privacy is viewed as the 
most important, as it is about unauthorized collection, storage and usage of biometric data, 
and it is especially important since the identifier is based on data you can not loose 
(Nanavati et al. 2002). Personal privacy is about the discomfort when encountering the 
technology, some individuals might find biometrics invasive, offensive or disturbing 
(Nanavati et al. 2002). 

Forte, D (2003) says that there is clearly a high privacy risk concerning biometric solutions. 
Since biometrics works with personal data, there are concerns regarding the legal point of 
view of privacy and personal data protection (Donos & Zorkadis, 2004). With biometric 
systems there might become a privacy protection problem if a third party get their hands 
on the databases holding the biometric data (Donos & Zorkadis, 2004). For example, if 
government authorities would use a fingerprint database for their own processing desires 
(Donos & Zorkadis, 2004). Nanavati et al. (2002) writes that at worst biometrics can be 
privacy invasive, when biometric technology is used without individual knowledge or con-
sent, for example tracking an individual.  

According to Nanavati et al. (2002) biometric system can be related in different ways with 
privacy, privacy invasive, privacy neutral, privacy sympathetic and privacy protective. 

Privacy neutral systems do not use any special precautions to ensure privacy, but it can not 
be used as privacy invasive. Privacy sympathetic systems have a special design and control 
to ensure that it can not be used as privacy invasive (Nanavati et al. 2002). This can be 
done through for example encryption and storing biometric data apart from personal data. 
Privacy protective is those solutions that protect other personal information (Nanavati et 
al. 2002). Examples of this are accessing bank accounts and accessing sensitive files. 

 

Figure 2: Biometric deployments on a privacy continuum (Nanavati et al. 2002) p.238 

 

According to Donos and Zorkadis (2004), personal data must be collected, specified, and 
have explicit legitimate reasons, and not to be processed for any other purposes. The data 
should neither be excessive to what it is intended to be used and processed for (Donos & 
Zorkadis, 2004).  

Donos & Zorkadis (2004) and Grijpink (2001) says that one way of minimizing these prob-
lems are to keep the data in an object that remains with the person, such as a smart card or 
mobile phone. The authors also suggest that the data should be encrypted. There are also 
some governments that want regulations against central storage of templates (Grijpink, 
2001) 
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Davis (1998) says that the when biometric solutions will be widely used the potential mis-
use is mind boggling, a government can make a dossier of individuals and track this person 
very precise. According to Davies (1998) in several different countries there are a number 
of intangible concerns from the public concerning biometric solutions, some of these are: 

• People are afraid that the system will be used against them in some way 
• People are afraid that the system will give more power to the authorities 
• People feel that the system is in some way a hostile symbol of authority 
• People are concerned that an ID scheme is the mechanism foretold in revelations 

(the mark of the beast)  
• People feel that they will be reduced to numbers, a dehumanizing effect 
• Rejects the system on the grounds of human rights 

 
Then Davis (1998) also writes about tangible concerns with biometric solutions: 

• Rules are needed, many laws have to be passed to get the users to respect the sys-
tem 

• May lead to the government becoming technology driven and occur through the 
will of bureaucrats, and not through laws or public process 

• Will the system show enough savings to defend the investment, can it be disassem-
bled if not? 

• Will there be new opportunites for fraud and criminality? 
 

2.8 User acceptance 
According to Davis (1989) there are two fundamental determinants of user acceptance, 
perceived usefulness and perceived ease of use.  

Davis (1989) defines perceived usefulness as:  

“the degree to which a person believes that using a particular system would enhance his or her job perform-
ance” Davis, (1989) p.320 

Perceived ease of use it defined as:  

“the degree to which a person believes that using a particular system would be free of effort” Davis, (1989) 
p.320 

A system needs to be both perceived as useful and easy to use by the users. A system might 
be considered to be very useful but also very difficult to handle, and thereby it will not be 
accepted and used (Davis, 1989). 
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Figure 3: The Technology Acceptance Model (Adopted from Chin, Mathieson & Peacock, 2001). 

Paper and Wang (2005) further explains factors influencing a system to be successful. 
Communicating the vision and educating the users is important to guide an organizational 
change to success, otherwise confusion, cynicism, skepticism and other negative reactions 
is likely to occur (Paper & Wang, 2005). Kiel and Mathieson (1998) also say that forcing a 
system on to users might cause mistrust and resentment. Paper and Wang (2005) believes 
that managing these reactions is challenging and demanding, but is decisive for a success of 
a new IT-system. 

2.9 Future 
According to a market interview done by Biometric Technology Today (2005) in 2004 the 
revenues for companies in the biometric industry have reached an all time high. 

According to Biometrics Technology Today there is still a long way for biometrics to catch 
a significant market share from more traditional access methods (Biometrics Technology, 
2002). 

When looking at the service providers expectations for the future, they expect the ease of 
use for business users being the largest reason for sales to boost. At second place comes 
the need for increased security by businesses (Roberts & Ohlhorst, 2005). The two are by 
far the service providers’ biggest reasons for biometrics to increase its market. 

The future seems to be bright for biometric companies. One example is the integration of 
biometric data into passports. The USA insists that all countries that have a visa-waiver 
contract with the USA should have these passports ready by October 2005 (Biometrics 
Technology, 2005). But of course here are still many hurdles to overcome, such as chip du-
rability and privacy concerns. 

Groves (2002) believes there are some different reasons holding back biometrics  

• Organizations are unsure about the reliability  
• Organizations are unsure about the safety 
• Some methods are impractical, such as DNA analysis 
• Some methods need a fixed authentication point, such as iris recognition 
• Hygiene concerns, people might not want to be in contact with peripherals 
• Privacy issues 
• Personal safety, people might be scared an iris-scan can damage their eyes 
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Groves (2002) thinks that lack of education and misunderstanding is a big problem and 
companies need to develop a security awareness culture within their organization.  

2.10 Discussion of theoretical framework 
When looking at the different requirements proposed by Aghzout et al. (2003), reliability, 
ease of use and user acceptance, ease of implementation and cost, the different biometric 
techniques seem to have different success chances. Lawrence (2004) uses her four domains 
to measure biometrics, universality, uniqueness, permanence and collectability. 

There are some reliability problems concerning finger-scan. Factors that Moore (2005), Liu 
and Silverman (2001) and Nanavati et al. (2002) writes about, such as devices have a ten-
dency to degrade over time and scars and cuts can lower the reliability. Finger-scan is easy 
to use, and it does not take a big effort from the users. It should also be accepted by users, 
although it can be associated with criminal identification. Finger-scan is the most common 
technique (Nanavati et al. 2002) and therefore the development of cheap devices has come 
a long way. Like with all other biometric solutions there is lack of standards, which might 
cause problems with implementation. Finger-scan is universal since almost all people can 
use it, fingerprints are also unique, they are permanent throughout life and it can be meas-
ured quantitatively. 

Reliability is a problem with facial-scan. Many factors such as hairstyle make up and aging 
cause problems in the identification process. Also outside factors such as lighting and an-
gels is a problem (Nanavati et al. 2002). Facial-scan is easy to use and so not require much 
user cooperation. Since devices already existing can be used (Nanavati et al. 2002) the cost 
should not be too high with facial-scan. Most people can use it. Facial is unique to each 
person. The face changes when individuals grew older and it can be measured quantita-
tively. 

Iris-scan is a reliable technique. It has a high accuracy level and it stays stable throughout 
life (Nanavati et al. 2002). There is a low acceptance level with Iris-scan, people find it un-
comfortable with devices working with the eyes, and also users need to work much with 
the devices to get a proper image (Nanavati et al. 2002). Since Iridian issues licenses for this 
there is a standard, but by this it also becomes expensive. Most people can use it. Every 
person has a unique iris, and it can be measured quantitatively. 

Much like iris-scan, retina-scan is a reliable technique that is stable and has a high accuracy 
level. As mention before the users do not like devices working with the eyes and it takes 
much effort from the user (Nanavati et al. 2002). Devices for this technique are expensive. 
Most people can use it and every person has a unique retina and it can be measured quanti-
tatively. 

Voice-scan is reliable but the voice changes over time which causes a problem. False rejec-
tion can be a problem caused by for example echoes or bad reception. It is a not a frightful 
technology (Nanavati et al. 2002), although person might feel uncomfortable speaking with 
their computer. Because existing microphones can be used the implementation is easy and 
there is a low cost. Most people can use it. The voice is more unique then people think, but 
still good impostors can imitate another person and the voice changes over time. 

Hand-scan is not totally reliable since two persons can have the same characteristics 
(Nanavati et al. 2002). It is stable throughout life (adults) and it can be measured quantita-



 Frame of reference 

 20

tively. The devices are expensive. Hand-scan usually has a high user acceptance since it is 
not considered much of a big brother method. 

Signature-scan is hard to fool and two persons do not have the same signature, but signa-
tures can be inconsistent (Nanavati et al. 2002). Users do not find it intervening with pri-
vacy. The signature usually stays consistent and most people can use it and it can be meas-
ured quantitatively. 

Keystroke-scan is a cheap technique and easy to implement. Not necessary unique or per-
manent but everyone can use it.  

The picture below summarizes the different techniques and the factors influencing usage 
discussed throughout the theoretical framework. 

  

Biometric 
identifier 

Universality Uniqueness Permanence Collectability Accessible Acceptability/
Circumvention

Finger M H H M H M 

Facial H L M H H H 

Iris H H H M L L 

Retina H H H M L L 

Voice M L L M H H 

Hand M M M H H M 

Signature L L L H M H 

Keystroke L L L M M H 

Table 1: Modified model from Jain, J.K., & Pankanti, S., & Prabhakar, S., & Uludag, U. (2004) p.949 H=high, 
M=medium, and L=Low. 
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3 Methodology 
The methodology chapter includes subchapters such as choice of research method, data collection and data 
analysis. Her we will show how we will conduct the research in this thesis. 

3.1 Choice of research method  
There are several methods to decide from when conducting a research and many factors to 
consider before choosing a method. An important question to answer is: does this method 
help us achieve our purpose? Therefore the choice of research method is necessary because 
it affect the research. There are advantages and disadvantages with every method you 
choose, and the researchers have to find out which is the most suitable for them.  

According to Järvinen (1999) it is better to divide research into approaches rather than 
methods. Under each approach is a set of research methods. Järvinen (1999) stresses that 
the reason for this view lies in the limitation of the human brain i.e. how much information 
it can process. In the taxonomy of Järvinen one sub-class is approaches for empirical stud-
ies which are divided into theory-testing approaches and theory-creating approaches. Fur-
thermore the research methods used in the theory-testing approach are e.g. field studies, 
surveys, laboratory experiments and field experiments. The characteristics of such study are 
that the theory, model or framework is either collected from literature, developed or re-
fined to fit that particular study. The research aims to answer questions like does the obser-
vations falsify or verify the selected theory. In Theory-creating approach such research 
methods like, grounded theory, case studies, contextualism and hermeneutics are used. This 
research aims to answer what theory or model best describe or explain the collected obser-
vations (Järvinen, 1999).    

All qualitative methods hold for two things. First of all, qualitative methods try to studying 
phenomena that arises in its natural surroundings, i.e. the “real world”. Secondly they focus 
on studying the phenomena and its complexity (Leedy & Ormrod, 2001). Quantative meth-
ods often use measurements and numbers. This is not used as much in qualitative methods 
although it is almost impossible to ignore them completely (Repstad, 1993). It is the text 
that is the most central artifact in a qualitative method, as opposed to numbers in a 
quantitative method (Repstad, 1993). 

Leedy and Ormrod (2001) argue that a qualitative research can serve one or more pur-
poses. A descriptive purpose should be used when researchers want to study the nature of 
certain conditions, surroundings, processes, connections, systems or public. When a re-
searcher wants to interpret a phenomenon the study is likely to serve an interpretation pur-
pose. Firstly, the interpretation purpose supports the researcher to increase knowledge of 
the studied phenomenon. Secondly, develop new ideas and theoretical perspectives, and fi-
nally the purpose allows reveeling of existing problems within the phenomenon. Further-
more a verification purpose are described by the authors as, a researcher  wanting to test 
the validity of certain claims, assumptions, theories or even generalize within a context, the 
qualitative research makes this possible. Leedy and Ormrod write that evolutionary pur-
poses are when a qualitative research can facilitate the researcher to draw meaningful 
conclusions. 

Leedy and Ormrod (2001) states that a general rule within qualitative research is that they 
do not make it easy to identify a cause-effect liaison i.e. answer questions for instance, what 
caused what? If one wants to to this a quantitative research is recommended (Leedy & 
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Ormrod, 2001). Qualitative research gives the researcher more flexibility, because it allows 
them to use their experience and intuition more than quantitative (Repstad, 1993). Mark 
(1996) says that the qualitative research is characterized by a back-and forth processes i.e. 
the researcher toggle between data collection and theoretical analysis. This procedure con-
tinues until a pleasing result is reached.   

In this thesis a combination of theory-creating-and theory-testing research approach will be 
applied. These approaches, we believe they have the best chances to help us achieve our 
purpose, we argue that a “mixed approach” will be used. We will try to verify and describe 
reasons to why biometric technology not yet has had its breakthrough. More exactly we will 
try to find answers to our research questions found in the chapter 1.2.1. Therefore one can 
argue that we have a descriptive as well as a verification purpose of the study.  

We will use interviews when collecting data from companies. We want to get a deeper un-
derstanding of how companies’ thinks of biometrics, what are the reasons why they do not 
have invested in the technology, therefore we believe that interviews are the most appro-
priate method. Secondly we want to se what individuals people think of biometrics, and 
here is a questionnaire more appropriate because then we can establish which factor is the 
most decisive and compare these to what the companies say and draw meaningful conclu-
sions. When collecting data from our sample we will use a questionnaire with open-answer 
questions, i.e. questions where the respondent types down his/her answers and no scale is 
given. 

3.2 Data collection 
There are a range of ways, techniques, sources and methods of data collection for a re-
search, e.g. personal or group interviews, case studies, questionnaires. In this master thesis, 
data will be collected through a questionnaire and interviews.  

Miller (1998) describes a six steps questionnaire development model. The first step is to 
state the purpose of the study, as well as formulate it in a way that is clear and understand-
able to the readers. The researcher should then try to visualize the result of the study, and 
how it could look like; this is the second step in the questionnaire development process. 
With this approach, as stated by Miller, the researcher can more easily establish appropriate 
variables that could be used to measure the objectives of the study. These variables should 
then be tested and evaluated by the researcher. Furthermore, target population and the 
sample size needs to be decided by the researcher. After these two steps the researcher 
should have a strategy on how to move forward in the research work. This strategy in-
cludes the purpose of the study, list of variables that are to be measured or observed and 
the additional work (Miller, 1998). The following steps are question development, ques-
tionnaire construct, pre-testing of the questionnaire and analyze of the result.  

According to Miller (1998) there are basically two types of surveys, namely interviews and 
self administrated surveys. There are pros and cons of each method, the researcher have to 
choose the one that is believed to help the researcher achieve the objectives of the study.  

The data collected in a qualitative way are regularly more complex and in depth, this im-
plies more work related to collection as well as more work involved in the analysis process, 
but the information which is retrieved is more in depth and is closer to the reality than 
quantitative data. A deeper insight and comprehensiveness of the phenomena can be 
gained from the data (Mark, 1996). 
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We have identified variables or they can be seen more as categories, which we believe are 
reasons to why biometrics not has had its breakthrough, which we intend to base our re-
search on. The variables are driven from our theoretical framework and we intend to test 
and analyze them. The identified variables are as follows: Cost, User acceptance, Privacy, 
and Security. 

The empirical data in this thesis will be collected through deep interviews with companies 
and a questionnaire handed out to individuals. The questionnaire should not be seen as a 
regular questionnaire. We will give the questionnaire to the respondent so they can read 
them and reflect while filling the questionnaire out. The motive for this is that we are able 
to register relevant things such as attitudes and establish a relationship with the respondent, 
meaning that we can help them if something is unclear. This will lead to more rich data and 
a better material for the analysis. Three different kinds of interviews will be conducted. 
One e-mail interview, one telephone interview and two regular interviews i.e. live inter-
views. The reasons to the first to types are that these companies do not have any subsidiary 
in the Jönköping region, and we do not have the resources to go to them and conduct a 
live interview, that is why we believe this solution will be the best one. The two regular in-
terviews will be conducted in the Jönköping region, and therefore a live interview is possi-
ble. The e-mail interview will be filled by the respondent; we will take notes when conduct-
ing the telephone interview while the two regular interviews will be recorded.   

According to Repstad (1993) a tape recorder is to be preferred in prepared quantitive inter-
views. The interviewer can then concentrate on the respondent and not waste time on tak-
ing notes. Non verbal messages can also be picked up much more easily and of course it is 
a certain method for not forgetting any information. On the downside the respondent can 
be inhibited by being recorded, but often the tape recorder is forgotten after a short while 
(Repstad, 1993). 

We will ask the contact persons before we start the interview if it is all right for us to re-
cord the interview, this way the respondents can feel more in control and we can establish 
a better relation with them, which in the long run encourage richer data for us.   

Furthermore the e-mail interview and the telephone interview will be with suppliers of 
biometric systems. The motive was that we want them to comment the results from the 
questionnaire as well as the regular interviews; these will be carried out as soon as the ques-
tionnaire respectively the interviews are concluded.   

The questionnaire and the interviews will be in Swedish, next the collected data will be 
summariesed which will be translated into English, i.e. both the result as well as the analy-
sis. The reason to why we choose this course is that the participants as well as the research-
ers may not have the same level of knowledge of English language. Therefore we believe 
that if the interviews and the questionnaire are carried out in the researchers and the par-
ticipants’ native language unnecessary misunderstandings and errors will reduce. As a result 
of this we believe that the thrustwurthyness of the thesis will increase. There is a possibility 
of problems of the transition from Swedish to English, for instance if the participants use 
something “Swedish” which is hard to translate properly. This is something that we are 
fully aware of and we will work to eliminate these to a large extent possible. We will do this 
by for example use the “Swedish” frace unedited if this occurs.  
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3.2.1 Population and Sample 
According to Miller (1998) the researcher starts by clearly define the theoretical population 
of the study. This must be done before the researchers choose sample. The researcher de-
termines the population from what types of data that will be collected. The researcher has 
to define the population in terms of time territory and other relevant factor such as indi-
viduals and age. The researcher has to determine how and when the data should be col-
lected in terms of time, for example at one single point or over a period of time. Moreover 
the territory of the population has to be specified and according to Miller the territory is 
government boundaries e.g. a city or a region. Finally the researcher should specify other 
relevant factors i.e. is it individuals that will be the subject of study the researcher should 
decide on age, if they have a certain occupation e.g. this survey will only study individuals 
between the age 17-30, who has worked or is working in a sports shop, (Miller, 1998).  

There are two sampling methods, explicitly probability-and non-probability sampling. 
Probability sampling includes simple random sampling, systematic sample, stratified sam-
ple, and cluster sample. Characteristics of probability samples are that they are selected 
randomly from the population and the difference from the population is measurable, and 
therefore can be calculated by an error rate, (Miller, 1998). Non-probability sampling is 
when the researcher has some control over which sample is chosen. The researcher can 
chose the sample based on judgment or reputation, convenience, quota, and/or volunteers 
(Miller, 1998). 

We will hand out the questionnaire to persons on the street that are between 17 and 68 
years old, we bealive that they are most likely to get in contact, and have thoughts and 
opinions about biometrics. We will try to get as wide spread as possible in terms of gender 
and age. The location will be Jönköping. We will try to get all the respondents during one 
day, but if it is needed a second day of data collection will be carried out. Approximately 
30-100 persons will be given the questionnaire. We believe that by doing this we will collect 
an appropriate amount of data from which we can draw appropriate conclusions. We argue 
that we will conduct three different studies in this thesis, the first is the questionnnare, the 
second will be the company interviews and finaly the interviews of suppliers of biometric 
systems. In the selection of companies to participate in the survey we reasoned that we 
wanted companies with equal or more than 100 employees. We contacted about 8-9 differ-
ent companies and we have chosen the companies that were able to participate. It is our 
opinion that selected companies are likely to invest in this technology, we base this opinion 
on that they have the resources and the need both logical security as well as physical secu-
rity now or in the future. We also wanted to compare the results from the company inter-
views with suppliers of biometric systems, because then we can compare what is believed 
of biometrics. When we selected suppliers of biometric systems, we chosed two suppliers 
that we were familiar with, they also represent a large part of the population of suppliers in 
Sweden.  
 
The company1– Logical access and physical access 
Jönköping University- Logical access and physical access 
Fingerprint cards AB – Supplier of biometric systems 
The company 22 – Supplier of biometric systems 

                                                 
1 The company and the contact person wishes to remain anonymous 

2 The company and the contact person wishes to remain anonymous 
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3.2.2 The question guide 
The four identified variables will be used when we assemble the questionnaire and the in-
terviews. Each variable works as a pre-categorization and the question related to that cate-
gory is listed under it. This will help make the analysis easier, and it will also help the reader 
follow which theory it is derived from and increase the quality of the research. The vari-
ables are: 

Cost – What are the economic factors that companies associate with biometric system, is 
their anything to gain or lose? 

User acceptance – This is something both companies and users’ needs to consider and both 
sides have their different view on the subject, which is important to reflect. 

Privacy – This is also something that both companies and users are affected by, i.e. compa-
nies need to follow laws and regulations, users need to feel that the system is trustworthy 
and that the data is secure and not to be used for other purposes.   

Security – How secure is the company both physical and logical, is biometrics something 
that can help the companies to become more secure. Is the company in need of such sys-
tem i.e. maybe it is overkill to use biometrics?  

3.3 Data analysis 
According to Daymon (2002) there are no general set of laws and stages of qualitative data 
analysis; nevertheless the qualitative analysis is about reduction and interpretation. Day-
mond says that reduction can be categorization and systematization of data. The collected 
data are detailed, therefore it is important to make it more manageable i.e. sort the data so 
it will be easier to control. An additional important part of the data analysis is interpreta-
tion, which signifies making something out of the data i.e. formulate denotation and insight 
to the participants’ words and acts. Daymon says, by creating theories and concepts that 
explain the findings one accomplishes this. 

We have presented one way of analysisng qualitative data, we know that it exist other ways 
e.g. context analysis, but we plan to apply some of these guidelines above to analyze the 
data collected from the interviews, as well as the questionnaire. 

We will use a questionnaire to collect parts of the data in this master thesis, which can be 
seen as a quantitative way of conducting research, we argue that we will analyze the answers 
in a qualitative way as well as in a quantitative way. The result will not be tested statistically, 
instead it will be interpreted with the help of our frame of reference, along with our own 
knowledge of the subject to draw meaningful conclusion. This way we can compare the 
data from the interviews with the data collected from the questionnaire and by doing this 
we can get as much basis and can draw meaningful conclusions. In the analysis process we 
will have the identified categories shown in the question guide in mind, this will help us 
make the analysis esier and increase the trustwurthyness of the thesis.   
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3.3.1 Trustworthiness 
Daymon (2002) describe two views of determine the quality of the research. First one have 
the traditionally view which include reliability and validity. The second view is described 
below in a detailed version. Reliability and validity are usually two concepts one associated 
with quantitative methods. We hold that even though we will use a questionnaire we are 
conducting a qualitative study and therefore will analyze the data according to that.   

According to Daymon validity is equivalent to relevance; this implies that the study is rele-
vant if it is usful for the researcher as well as the indeviduls who will read it. The reliability 
is, if a research instrument is used several times, how well it can reproduce the same result 
as the prior ones. This is complicated in a qualitative research since the instrument is 
roughly the researcher themself, consequently characteristics of the researcher is integrated 
in the research and this make it uncertain to reach the same result, even in the same cir-
cumstances and conditions (Daymon, 2002). 

Daymon says that an alternative view of determine the quality of a research is trustworthi-
ness along with authenticity. These two are exposed in the researcher’s technique to docu-
ment the process of the study and the decisions he or she have made along the way. The 
research can be considered as authentic if the strategies which have been used can show the 
“true” thoughts of the participants, if the study is fair, and the participant should be facili-
tated to comprehend their world and improve it. Trustworthiness is determent by the re-
search credibility, transferability, dependability and confirmability (Daymon, 2002).  

In qualitative studies credibility replace the internal validity. The study is credible if the par-
ticipants can relate to the truth of the result in their own social context, (Daymon, 2002). 
Daymon says that there are two ways one can illustrate the credibility in the initial stage of 
the research. First the researcher should explain the methods and how these complement 
each other, secondly illustrate how the member of the research will act throughout the 
study. Transferability replaces the idea of external validity which is used in quantitative 
studies and has similarities with theory-base generalizability. Researchers must be able to 
show how the result can be transferred to similar contexts. The researcher has to give the 
individuals that read the study indications of where this can be made. This chould be pre-
sented as early as possible in the study (Daymon, 2002). 

Daymon (2002) writes that dependability replaces the reliability and is closely linked to the 
credibility of the research. The dependability of the research is confirmed by the accuracy 
and consistency of the findings. The decision that is made along the way should be easy to 
follow in full for the readers. Confirmability, could replace the objectivity according to 
Daymon (2002), the study is judged by how well the findings and conclusions fulfill the 
purpose of the study. Therefore it is significant to explain how these relate to the sources 
and that the conclusions and interpretations are derived direct from them. 

We will try to follow these guidelines to increase the quality of our research. We will try to 
make it easy for the reader to follow every step of the research from the research questions, 
the frame of reference to the methodology chapter and how the further work will be car-
ried out. It is important to be honest when doing research and we believe that we can fulfill 
this criterion by showing how every step will be performed.   
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3.3.1.1 Pre-test of the survey 
We have carried out a pre-test of the survey. The questionnaire-and the interview questions 
have been tested on three persons. The pre-test is conducted because we believe that this 
increases the overall quality of the research. It also helps us to see if the questions are ap-
propriate and that they are comprehensible for “every people”. Moreover we wanted test if 
there was a natural sequence of the question, meaning that the respondents should not 
have to stop and say e.g. “what do you mean”. The questions should have a natural flow, 
and be distinctive and easy to follow.  
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4 Empirical findings 
In this part of the thesis we will present the information retrieved from interviews in four organizations as 
well as the information retrieved from ordinary people we have asked relevant questions. 

4.1 Interview 1 
Our first interview was held with Stefan Henriksson on May 10th, head of the IT depart-
ment at Jönköping University. Henriksson wanted to stress the importance that it is his 
personal view and not the university’s given to us in this interview. Jönköping University 
has about 8000 students and 700 employees, but there is actually about 17000 accounts to 
the computers, because of old students not finished their studies and similar. 

Henriksson says that the IT department works hard with security. He believes that security 
issues are the thing they work the hardest with. 

Our respondent feels that biometrics is the most secure solution for an organization, and 
therefore it fits well in to those organizations that have a high need for security, such as 
medical research companies and military facilities. He believes that implementing a biomet-
ric solution is expensive and therefore he dose not believe that the cost of such an imple-
mentation is too high for those who do not need the highest level of security. He says that 
he has not really considered if these cost could make up the more traditional cost such as 
password administration and cost for cards. Henriksson stresses that academic institutions’ 
are open and people should have access to almost everything and therefore a biometric sys-
tem is not needed, of course there is a need of security but not to every price. One has to 
look at the whole picture, meaning that if one invests in a biometric system one should also 
secure the building, it is not a secure system if someone can break-in somewhere else.   

Henriksson had knowledge about the existence of most of the techniques we have dis-
cussed in the frame of reference. Jönköping University dose not use any form of biomet-
rics, and it has never even been discussed. Actually the university is soon going to change 
the system for physical access, to a more traditional system. A biometric solution was never 
considered or proposed by the consultants.  

He thinks that biometric solutions can be trusted, but had some thoughts about voice rec-
ognitions and imitators. He did not think there would be many problems with the user ac-
ceptance concerning a biometric solution. Henriksson thinks that people would easily ac-
cept these solutions, although there would be some resistance from single individuals, as it 
is with most changes. 

Henriksson says that he does not know much about the personal particulars law, i.e. a 
Swedish law that regulates how personal data is allowed to be managed, but there is cer-
tainly matters that has to be dealt with and has to be taken seriously when considering such 
a system. 

The respondent thinks that cost is the largest reason for biometrics not to succeed. After 
the IT bubble burst companies became much more cost-oriented and he thinks that the 
general belief is that biometrics is very expensive. He does not actually know for certain 
that it is true, or if it is the suppliers of biometric systems that have had a poor marketing 
strategy. On the other hand he believes biometrics will become much more common in the 
future. Other countries and foremost USA have much more biometric solutions, and Swe-
den is usually a couple of years behind. He also says that if there would be something ex-
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traordinary to boost the market for biometrics in Sweden it would be if some kind of big 
corporate espionage would be revealed. He does not think that a terrorist attack or some-
thing similar would make any difference. 

When considering the different alternative techniques Henriksson thinks that finger- scan 
would be best for both physical and logical access. He does not really believe in the behav-
ioral techniques such as keystroke-scan, because that depends much on for example a per-
son’s mood. 

Henriksson considers in general that IT-managers and security managers have poor knowl-
edge of biometric solutions  and that this may be a result of poor marketing efforts from 
the biometric providers, or a effective marketing from providers of traditional security so-
lutions. Henriksson says that this can be one of the reasons to why biometric systems are 
slowly implemented or not used at all.  

4.2 Interview 2 
The company and our contact person wishes to remain anonymous, we respect that and 
will in the following text refer to the company as “the company” and the person as our 
contact person when it is needed. The interview held at company on Thursday May 19th.  
Our contact person is responsible for security issues at the company.  Our contact person 
told us that the company has 1000 users with logical access and about 2400 with physical 
access. 

To begin with, our contact person says that there is a strong focus on security issues at the 
company and that they have allocated resources for this matter. Security policies are com-
ing from the central management, the policies are then revised and a solution is prepared 
and implemented by the local security representatives, like our contact person. The system 
that the company has today is a traditional authenticating system with passwords and secu-
rity cards. The contact person says that biometrics is something that is interesting because 
the system that is in use today is not without failure, and causes administration tasks.  

The focus is to improve the systems they have today, our contact person says it is a step-
by-step process, and that they are evaluating two sorts of authentications simultaneously. 
Something you know for example a password system generating passwords that only are 
valid for a short time and something that you have for instance an ID-card our something 
similar. A biometric solution is not an option today. As a result of working actively with se-
curity issues the company has evaluated their security needs and they came to the conclu-
sion that there is a need of a healthy and good security, but it is not necessary for it to be at 
the highest level, which is believed about biometrics.   

Our contact person’s general view of biometrics is that it is something that one associate 
with high level of security, complicated technology and that it is an expensive solution. Our 
contact person points out that it definitely has a future within security, and that it is some-
thing to reckoning with. Our contact person names finger-scan and eye-scan among the 
biometric techniques familiar with, he knows for instance that IBM supplies laptops with a 
built-in finger-scan and that Microsoft is implementing support for biometric technology in 
to their systems. Our contact person believes that this can be a pointer towards what the 
security market are heading, i.e. the big “players” are adapting to this new technology and 
therefore others will follow or are forced to follow. Our contact person is convinced that 
biometrics is used where there is a need for a high security, e.g. sensitive activities like the 
military. 
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Big security firms like RSA, have mentioned biometrics but it is nothing that they are trying 
to suggest, instead RSA is pushing for disposable passwords, hardware-tokens and pass-
word generators which supplies passwords that only are functional for a short period of 
time. 

Our contact person believes that there can be a limited market regarding research and de-
velopment for biometrics, which can be a reason for a slow development in the field. Our 
contact person says that biometrics will have a future when it becomes more cost-effective 
and more accessible to the market. If the price is right and it works there would be no good 
reason not to use it. Not only that biometrics offers a high level of security because it iden-
tifies who you are, it also is convenient because you avoid using passwords, security cards 
and the administration of these.  

There are external demands as well, for example the Sarbanes-Oxley act, which was created 
to prevent another Enron and Anderson consulting scandals. The act states how economic 
data are to be managed, verified and or presented, this act not only puts demands on the 
economic department but also the IT –department which has to secure the economic ap-
plication i.e. which one has access to what and that sort of questions. For now these “laws” 
only have to be followed by companies having subsidiaries in the USA, or are listed at the 
stock exchange in the USA. Our contact person believes that these “laws” will be accepted 
by the European-Union and the smaller firms will have to follow as a result.  

Our contact person believes in general that users think that biometrics is something com-
plicated and unpleasant. The fear of the high technological society i.e. what kind of data is 
stored about you, even though our contact person believes that it would not make a big 
difference from the data that is stored today when working with authenticating. An argu-
ment for this is that when there is something that you are not familiar with a natural in-
stinct is to have a fear against it. Our contact person thinks that there is no direct reason to 
be afraid of that information. All data that are stored needs to serve a purpose with the 
persons approval, if the data are to be used for a different purpose a new approval is 
needed. Our contact person says that is always important to secure the privacy of the users. 
Moreover his knowledge about biometrics systems is too general for him to say something 
about, e.g. how data is stored, what kind of data and how it is managed. 

Furthermore our contact person is convinced that the cost a biometric system brings is 
greater than the cost for administrating a traditional password system. The differences be-
tween traditional systems and biometric systems are the hardware, i.e. in biometric systems 
new hardware needs to be installed as well as drivers and today this is too expensive. In the 
software on the other hand our contact person believes there is a small difference, both 
systems work with some kind of authenticating server linked to a user database.   

One has to solve the single sign-on challenges, i.e. a person signs in and have access to 
every system he or she shall have access to, then you can apply biometric at one place. As it 
look today, one single user can have 10-15 different passwords depending on what they are 
working against, i.e. different databases.  

Finger-scan is today the most current solution regarding cost, but our contact person 
points out that it is still too expensive to invest in. Moreover our contact person question 
voice-scan, what happens when you have a cold, is that a big problem? Facial-scan, why use 
this when you have eye-scan and finger-scan? Our contact person questions the usage of 
this technique.  Furthermore our contact person believes that eye-scan is the most expen-
sive technique, but is the most secure solution, also it can be unpleasant for the users. 
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Hand-scan is natural for physical access control. In signature-scan there is too much differ-
ence from day-to-day, he does not believe in this one. Keystroke-scan is something that 
our contact person is skeptical towards, believes that a handful of users might get problems 
with this technique. 

Our contact person thinks that it is time to update the knowledge about this subject, so you 
can be ready when the big “players” adjust to this technology. 

4.3 Interview 3 
We interviewed Lars Ljungren Jr May 26th, vice president of sales and marketing at Finger-
print Cards AB, which is a supplier of biometric solutions. Ljungren says that they develop 
biometric techniques not biometric products in a normal sense.  

Ljungren argues that there is a bright future for biometric systems. He says that biometrics 
spreads in stages were Asia is in front, USA is about two-three years behind while Europe 
is additional three years behind. He stresses that in Asia there are less problems regarding 
laws regulating personal data, also that the people are more adoptive to new technology.  

The prices have during the last years decreased and he believes that this is a factor that will 
help biometrics become more available. In the beginning biometrics was considered to be a 
more convenient solution rather than something for increasing security however after the 
September 11th the opinion changed towards focusing on security but once again the opin-
ion has changed back to convenience.    

Big “players” has to adopt and implement the technology before the smaller operators will 
follow. By this the volume of biometric solutions/systems will increase and therefore boost 
the market. Ljungren says that it is positive that IBM and Microsoft implement biometric 
solutions into their products. The former are according to Ljungren focusing more on se-
curity solutions while the latter have more of a convenience solution.  

Ljungren argues that the reliability is high, at least in their solutions. Although he explained 
that there are quite a few not entirely serious operators on the market which is a problem. 
Also different algorithm makes it hard to say that one system is more secure than the other.  

In fingerprint cards solution it is impossible to compare a stored template with a template 
from another system, because different templates are used, while this may be possible in 
other solutions. It depends on the fingerprint it self, the quality of peoples physical finger-
prints differ, one person can have a “perfect” fingerprint while another can have a finger-
print which is of lesser quality, and the test of reliability can therefore vary depending on 
which person is used in the test. Ljungren says that one person can be accepted 1000 times 
out of a 1000 without having to scan twice, while another have to scan twice every 100 
times. Biometrics is still not optimal for outdoor use because there are many issues to con-
sider such as, dirt, rain, snow, cold fingers.   

Ljungren stresses that by implementing a biometric solution money can be saved, there are 
less administration costs in a biometric solution. Furthermore there is easier to justify a 
biometric investment in a large organisation because they are more aware of the costs of 
traditional administration, and therefore it is easier to make calculation of the savings they 
can make.    
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4.4 Interview 4 
On May 24th we interviewed another supplier of biometrics. Our contact person, corporate 
communications manager at the company agrees that the price is, as she puts it, something 
of a showstopper. On the other hand she says that the ROI is often positive, even within a 
year for a company with a complex password administration. 

Other factor that should be mentioned is the lack of standards and compatibility in the in-
dustry and systems. Our contact person further says that there are few references to give of 
biometric solutions and that prevents a real breakthrough of biometric system. 
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4.5 Questionnaire 
This circle-diagram shows which biometric techniques that the respondents are familiar 
with, see figure 4. The three major techniques that the respondents recognize are finger-
scan, voice-scan and eye-scan. The outcome is as follows, 26 out of 41 respondents recog-
nizes’ finger-scan, while 19 out of 41 are familiar with eye-scan and finally voice-scan is 
recognized by 13 out of 41 respondents. What is worth mention is that eleven of those 
asked did not recognize any technique at all.  

Questtion 1 all  techniques familiar with

Finger-scan; 26

Voice-scan; 13
Eye-scan; 19

Face-scan; 7

Other; 3

None; 11

Hand-scan; 4

 

Figure 4  - Question 1 techniques familiar with 

There is a majority of the respondents that do not have any experience at all of biometric 
systems. As shown in figure 5, there are 33 out of 41 respondents that lack experience of 
biometric-systems while there is 8 out of 41 who have experience of biometric-systems. 
The majority of those with experience came in contact with biometrics when entering the 
USA border, where they had to use a finger-scan as well as facial-scan. Other reported ex-
perience where a demonstration during a fair and a Selecta machine where a finger-scan 
was used.  
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Figure 5 - Question 2 Experience of biometrics 

Figure 6 shows the attitudes towards using biometric as a security method for accessing the 
workplace or signing-in on the computer. As far as we can see the respondents had for the 
most part a positive attitude towards using biometrics for the above mention tasks. There 
are 28 respondents out of 41 that have a positive attitude towards biometrics, while only 7 
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of those asked have a negative attitude and 6 respondents are uncertain. For comments left 
by the respondents see appendix 8. Comments worth mentioning are that respondents says 
that if one can avoid codes and security cards that would be great, they believe that there is 
too much passwords in circulation, and that biometrics increase the security. Moreover 
there are respondents that believe that it would be good for the security but thinks that it is 
a question of cost.  
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Figure 6 - Question 3 Attitudes towards biometrics 

Figure 7 shows if the respondents believe biometrics increase the security, do not increase 
the security or are uncertain. There are 34 out of 41 respondents that believe that biomet-
rics increases the security; while only 4 respondents think that biometrics have no effect on 
the security at all. Moreover there are 5 out of 41 that are uncertain. Among those asked 
who are uncertain, many believes that not only biometrics should be used, instead a com-
bination with a traditional system. Other interesting comments were: if it works it is more 
secure. Moreover biometrics is believed to increase the security because; security cards and 
passwords are forgotten or misplaced all the time and this implies that unauthorized per-
sonnel can access the systems or the workplace. For additional comments see appendix 9.  
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Figure 7 - Question 4 Security 

Question five, see figure eight, which shows people’s attitudes towards using finger-scan, 
facial-scan, eye-scan, voice-scan, hand-scan, signature-scan and keystroke-scan. Finger-scan 
and hand-scan are the two techniques believed as the easiest to use and being the best 
techniques. In detail, the former 34 out of 41 respondents believe are good and easy while 
the latter has 32 respondents. What is interesting is that so many as 21 respondents believe 
that eye-scan is good and easy, this was a surprise due to that we had a belief that this tech-
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nique would have been perceived as uncomfortable and hard to use. Only 10 out of 41 re-
spondents thought that eye-scan was uncomfortable. Furthermore 20 of 41 respondents 
are doubtful or say no to signature-scan, voice-scan is another doubtful technique among 
those asked 19 respondents are doubtful of that technique.  
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Figure 8 - Question 5 Attitudes towards using 

Question six shown in figure 9, the respondents specified which biometric technique they, 
if have to use, would prefer. Finger-scan and hand-scan were the two most preferable 
techniques. Out of the 41 respondents 23 preferred finger-scan and 10 would like to use 
hand-scan. The comments can be found in appendix 10, among the comments for finger-
scan one can find that the reason to why this is accepted, is that it is believed to be easy to 
use, the respondents are familiar with this technique, the technique is trustable i.e. secure 
and hard to fake. Hand-scan has similar comments as finger-scan. Noticeable is that com-
ments for eye-scan show that it is believed to be the most natural. The third most prefer-
able technique is eye-scan, with 6 out of 41 respondents. For additionally comments see 

appendix 10. 

Question 6 All preferable technique

Finger-scan; 23

Facial-scan; 3

Eye-scan; 6

Voice-scan; 3

Hand-scan; 10

Signatur-scan; 1

Keystroke-scan; 3
No one; 2

 

Figure 9 - Question 6 Preferable techniques 

Question 7, was asked to find out what the respondents think about their biometric data 
being stored in a database (see figure 10). This question showed that a total of 22 respon-
dents out of 41 do not have any problems with the fact that their data is stored, while 11 
respondents have issues about it. There are 8 respondents that are uncertain. Among the 
comments one can find that, much is already stored, like social security number etc, the 
data must be stored for the biometric system to work so it is ok. Moreover there are a few 
that mentions that they have nothing to hide as an argument, and the databases would be 
good for catching criminals. For additional comments see appendix 11. 
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Figure 10 – Question 7 Store data in a database 

Question 8,  shown in figure 11 below, was asked to find out if the respondents have any 
worries about the information that is collected and stored about them could be used for 
other purposes than they where collected for in the first place. The result shows that 22 re-
spondents out of 41 have worries about their data could be used for other purposes, while 
16 respondents do not have any worries about that at all, whereas 3 respondents are uncer-
tain. The majority of the comments were concerning the “big brother”-phenomena saying 
that they are afraid of a society like that. Other remarks were that respondents believe that 
the information can become merchandise as personal data are today among criminals. Fur-
thermore respondents are afraid that their information can be used by criminals i.e. that 
crimes can be committed using one’s biometric data. See appendix 12 for additional com-
ments. 
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Figure 11 - Question 8 Different agenda 

Question 9, was asked so that we could get the respondents view of the future of biomet-
rics, what they believe need to happen so that biometrics can breakthrough. Among the an-
swers we found that the respondents thinks that suppliers of biometric systems needs to in-
form the public more about these techniques and market their products in a better way. 
The reliability must to increase to a higher level. Moreover many of the respondents’ states 
that the technology needs to become more cost effective, i.e. less expensive. Also carefully 
performed investigation of how the data are to be managed i.e. how the data will be stored, 
access control, and the purpose with storing data. Furthermore respondents answer that 
unfortunately a reason to use biometrics systems are when the terrorism and company es-
pionage increases to an indefensible situation in Sweden. We also found respondents saying 
that biometric system should already be in use, because of the situation today with all the 
terrorist attacks that happens around the world. For comments given by respondents see 
appendix 13.  



 Analysis 

 37

5 Analysis 
Here our analysis will follow. The analysis is based on the frame of reference and our own knowledge of the 
subject. 

5.1 Analysis of the interviews 1-2 
In neither company there has been any real discussion about implementing a biometric so-
lution even though both companies take security seriously and their companies work hard 
with this matter. Henriksson has never even been presented with biometrics, and that he 
thinks biometric providers are not marketing there solutions good. Roberts and Ohlhorst 
(2005) concur, saying that there is a lack of clear and concise marketing tools from the ser-
vice providers. While at our other contact persons organization there has been salesmen 
trying to sell biometric solution, although they has never considered buying it. 

We notice in both of our interviews that the respondents think of biometrics as an alterna-
tive when a very high security is needed, agreeing to Lawrence (2004), that biometrics is a 
very secure method.  Neither did really consider biometrics as an alternative to more com-
mon techniques. Henriksson says that he believes that academic institutions should be 
open organizations. This might be seen as Henriksson having concern about people feeling 
that the system is in some way a hostile symbol of authority, like Davies (1998) writes. The 
contact person even has some concern about biometrics being too secure, for example if 
someone is away and yet he needs to log into a system to do something. This could be seen 
as a perceived ease of use problem (Davis, 1989). 

In both interviews costs are clearly the largest reason why our contact persons believe that 
biometrics has not gotten a big market share. Proving what Europemedia (2003) saying that 
these technologies are often considered being expensive. They do not agree with Aghzout 
et al. (2003), that biometric solutions are cost effective. More like Kim (1995) writes that all 
costs can not be justified. We have not found any findings supporting the list of concerns 
from companies that Groves (2002) have listed. 

There are an agreement that a biometric solution should save both money and time when 
considering the lack of password, security card and the administration of these. They think 
a biometric system would have a big perceived usefulness (Davis, 1989). The uncertainty in 
ROI Roberts and Ohlhorst (2005) writes about seems to be shared by our respondents. 
And they do not share the same view as Groves (2002) about that there is a big misconcep-
tion about the cost and ROI. 

Henriksson believer that if for example a big case of corporate espionage would reveal, 
companies would start investing in more secure technologies, such as biometrics. Our 
other contact person in the company believes that the “big actors” in the computer world 
adapt to biometrics to make it successful. He also mentions that big actors such as Micro-
soft and IBM are starting to implement hardware or support for biometrics in there prod-
ucts. It is hard to say if it still is a long way for biometrics to catch a significant market 
share, like Biometrics Technology (2002) writes. 

There is a difference in what our respondent thinks of user acceptance of biometrics. Hen-
riksson do not believe that there would be many problems if they implemented one of 
these solutions at Jönköping University, while our other contact person thinks that there is 
a general fear of new technology that might cause some problems. Paper and Wang (2005) 
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writes about the confusion, cynicism, skepticism that might occur if you do not communi-
cating the vision and educate the users, similar to what Kiel and Mathieson (1998) writes 
about forcing a system on to users, which might cause mistrust and resentment. 

They both agree that finger-scan is best alternative if they would actually invest in biomet-
rics. They both are also skeptic about the behavioral techniques. Proving what Nanavati 
et.al (2002) is saying about finger-scan being the most mature and proven technology that 
many people know and trust. 

There is a consensus that the future is bright for biometrics. Henriksson says the biomet-
rics is common in the USA, and that Sweden is usually a couple of years behind, and we 
probably is going to follow the USA regarding this to. The other contact person agrees 
with this and talks about the Sarbanes-Oxley act as an example that might push biometrics 
forward also in Sweden. This is much like what Roberts and Ohlhorst (2005) writes about, 
the future looking bright because of the need for increased security. 

5.2 Analysis of the interviews 3-4 
In both of our interviews with suppliers of biometrics they tell us that these solutions have 
been quit expensive but it is getting cheaper and cheaper and therefore the future looks 
good, much like Aghzout et al. (2003) says that solutions are now cost effective. They also 
point out that when purchasing a biometric solution the return of investment is often posi-
tive. Europemedia (2003) also says the same, old password technique has a low initial cost; 
it will most likely be a large cost because of the resetting and administrating of users. 

Another thing they agree on is that there is a need for big “players” to invest in these solu-
tions, by doing this the smaller organization might open their eyes for these solutions. The 
fact that IBM and Microsoft are starting to implement biometrics, or support for biomet-
rics, is something positive for these biometric suppliers. 

One supplier sees the lack of standards within the industry as a growth problem, this is 
something that Aghzout et al. (2003) shares. This is not a problem for the other supplier, 
because they develop unique solutions for special projects. 

Ljungren agrees with our other company interviews that Europe and Sweden is most likely 
to follow USA, where biometrics is much more common. The laws of Sweden are very 
strict about handling personal information, and the Asian laws are more lose on this mat-
ter, and in the USA security are taken much more serious then in Sweden. This shows that 
there are concerns regarding the legal point of view of privacy and personal data protection 
(Donos & Zorkadis, 2004), at least in Sweden. 

It is interesting what Ljungren says about convenience, it is the largest factor for imple-
menting biometrics, and not security. This was something we got the feeling of too, when 
doing our interviews, although many also mentioned higher security. Roberts and Ohlhorst 
(2005) confirms this by writing that the ease of use is the largest reason for biometrics to 
boost, and in second place is increased security for business. Also, both Davis (1989) and 
Aghzout et al. (2003) writes about, perceived usefulness and ease of use as a need for suc-
cess of a new system. 

According to Ljungren finger-scan is a reliable and have a low false non-match rate, which 
Lawrence (2004) see as a possible problem with biometrics. Finger-scan is also a mature 
and proven technology with a high accuracy level (Nanavati et.al, 2002). Aghzout et al. 
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(2003) mentions the fact that there are unreliable manufactures, which also Ljungren agrees 
with. 

Ljungren also said there might be a problem with outdoor use, proving what Nanavati et.al 
(2002) says about the devices deteriorating with time. Moore (2005) also argues that finger-
scan devices often get dirty and degrade over time. 

Ljungren does not agree that there could be problems with things like Donos & Zorkadis 
(2004) writes about, i.e. possible problems with authorities using a fingerprint database for 
their own processing desires. 

5.3 Analysis of the questionnaire 

5.3.1 Which biometric solutions do you know of? 
Finger-scan is clearly the most known technique. Like Nanavati et.al (2002) writes, it is the 
most common, mature and proven technology which have been around for a while. Indi-
viduals probably recognize it like a technique for identifying criminals. Also when biometric 
techniques are seen in movies and the media, finger-scan is one of the most common.  

Surprisingly the two types of eye-scan were second most known of. As it is used mostly in 
high security locations and military facilities (Nanavati et.al, 2002) people do not often hear 
or come in contact with this technique. Although it might be recognized from the movies 
and television shows were it is often used. 

Third was voice-scan which we believe can be traced to mobile phones. Many of today’s 
mobile phones have voice recognition for calling people. 

In eleven of the answers we received people did not know of any technology, proving that 
in Sweden biometrics has not come a long way and is not known of by many people. 

5.3.2 Do you have any experience of biometric-systems, e.g. from 
work or somewhere else? 

Our empirical findings illustrates that 33 out of the 41 asked did not have any experience of 
biometrics-systems, while only eight respondents have had experience, strengthens our as-
sumptions that biometrics-systems dose not have its breakthrough in Sweden. First of all 
those with experience a majority had been in contact with biometrics-systems traveling to 
the USA. Secondly the number of people lacking experience is supporting this assumption. 

Reasons to why biometrics is not widely spread could be explained by Aghzout et al. (2003) 
which stresses that, the lack of standards for biometrics, Nanavati et al. (2002) also con-
cludes this. Other reasons according to Kim (1995) can be that the biometrics is based on 
probability and not true and false. This implies that the false rejection rates and false accep-
tance never is bullet proof. Moreover Kim and Aghzout et al. both argues that cost is a still 
an issue when it comes to biometrics systems. The costs regarding equipment, installation, 
training system and software maintenance as well as operation cost must be taken into con-
sideration.  
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5.3.3 What would you say about using biometrics? 
People are positive of using biometrics. Foremost two reasons are mentioned, a higher se-
curity and that it is convenient and comfortable. 

Aghzout et al. (2003) says that for a biometric system it should be easy to use and by that it 
should be accepted by the users. This is strengthened by the perceived ease of use part in 
Davis, (1989) technology acceptance model (TAM). Since users clearly think that these sys-
tems would be easy to use mostly because they would not need such things like PIN codes 
and security cards, biometrics could succeed.  

Lawrence (2004) says that biometrics is considered as one of the most secure method for 
identification. This is something people answering our interview also believe. In the TAM 
model by Davis, (1989) usefulness can be applied here. People feel they would be more se-
cure and then they accept the system. 

5.3.4 Do you think it would be more secure to use a biometric secu-
rity solution than the ones you come in contact with today? 

Our empirical findings shows that a majority of people thinks that biometrics increase the 
security. According to Davis (1989) this implies a high-perceived usefulness among those 
asked. The respondent believes that biometrics can enhance their job performance, by 
avoid using passwords and security cards, which can be lost or stolen by someone unau-
thorized. This is also supported by Lawrence (2004) who stresses not only that biometrics 
is one of the most secure technology because it identifies something that you do, or are. 
Moreover that biometrics makes it harder to duplicate and steal the identification of some-
one to gain access. 

Furthermore the respondents feel that biometrics would increase the security because it is 
not something that you can forget, fake or lose the same way you can do with passwords. 

Among those asked that did not think that biometrics would increase the security, the reli-
ability can be questioned. They believed that it would not be secure enough it should be 
used in combination with traditional systems. This view is something that Groves (2002) 
shares saying that the reliability is something that is usually question. One can also derive 
this to Kim (1995) and Aghzout et al. (2003) who all say the reliability is something that 
needs to be improved or at least have a high probability of being accurate. 

5.3.5 What would you think about using these different techniques? 
Like said before, people are positive of using biometrics. The only technique that more 
people considered as bad rather than good was signature-scan. We got the impression that 
people thought that the signature is often different from time to time, like Nanavati et.al 
(2002) says is a problem with signature-scan. Voice-scan came in second. People are wor-
ried that the voice can change if you for example have a cold. Nanavati et.al (2002) writes 
that people often do not trust this technology. Remarkably in the modified table by Jain et 
al. (2004) is that facial-scan, voice-scan and signature-scan are techniques that have a high 
acceptance/circumvention. Our findings show that both signature-scan and voice-scan are 
doubtful or not belived in which condraticts what is said in table 1. It was only facial-scan 
that turned out to be accepted by the respondents. 
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Finger-scan and hand-scan is the most accepted methods. As we wrote above finger-scan is 
well known of and this probably makes the public trust this technique. Hand-scan might 
ride along with finger-scan since they are similar. Jain et al. (2004) has these two as medium 
accepted, our results show different, that they have a higher acceptance rate. 

Eye-scan is considered to be the most uncomfortable technique. This proofing what Jain et 
al. (2004), Grooves (2002) and Nanavati et.al (2002) writes about these techniques being 
uncomfortable and discomforting.  

To our surprise facial scan is considered to be most complicated to use. Nanavati et.al 
(2002) writes that this technique is the only one not needing the users’ cooperation. Jain et 
al. (2004) also has different thoughts about this, saying it has a high level of acceptability. 

People had often no opinion about keystroke-scan, likely because they did not understand 
what it is and did not ask. And it is a young and unproven technology according to 
Nanavati et.al (2002). 

5.3.6 Which one of the above mentioned techniques would you prefer 
to use? 

Finger-scan is without a doubt the most preferred technique. This probably originates from 
the fact that it is the most mature and known of technique Nanavati et.al (2002). Earlier 
questions have shown that it is the most known as well as the most accepted and trusted. 
The comments made on finger-scan is often that it is easy to use and secure, comments 
that likely originates from the fact that fingerprints have been known to be unique for a 
long time. People are probably unsure about how other techniques would be used and 
therefore chooses finger-scan. The same comments are made on hand-scan, that they feel it 
is the most secure technique. 

This evidently contradicts Jain et al. (2004) model of finger-scan being only medium ac-
cepted, our respondents evidently highly accept it, in comparison with others that is. The 
respondents seem to believe it has a high level of perceived ease of use Davis (1989). 
Hand-scan comes in second as the most preferred technique. We believe this is much be-
cause of its similarities to finger-scan. It was a surprise that eye-scan was preferred more 
than all the other techniques, except finger-scan and hand-scan. Eye-scan is the only tech-
nique considered to have a low acceptability by Jain et al. (2004). 

5.3.7 How would you feel about biometric data beeing stored about 
you in a database? 

People do not much mind that there would be information about them stored in a data-
base. 22 out of 41 would not mind and only 8 would actually mind. All the privacy prob-
lems that Nanavati et al. (2002), Forte, D (2003) and Donos & Zorkadis, (2004) writes 
about do not worry the public to any large degree. Although we feel that the people have 
not really thought this through, what risks there could be if this kind of information would 
be stolen. The public concerns brought up by Davies (1998) do not fit very well here. And 
if these kinds of problems would be discussed in the media etc many more would probably 
have worries. The people often answered that it would be good for catching criminals and 
also they feel that personal information are already stored in different databases, so they do 
not care if there would be yet another one. The perceived usefulness in Davis (1989) TAM 
model can be applied here, showing that the public feels a system like this can protect 
them. The ones being negative are worried about the information being used for wrong 
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purposes, like Davies (1998) also says, and there are also some personal integrity worries. 
We get the feeling that the worries are not really connected to the fact that it is biometric 
data that is stored, we think that the respondents would have answered the same if we 
would had asked the same without mentioning biometrics. 

5.3.8 Would you be worried that the stored data about you could be 
used for a different purpose?  

Interesting with this question is that in the above question 22 persons would not mind hav-
ing this kind of information stored about them. But now 22 persons are worried about 
what it could be used for. This can probably be explained by that getting the respondents 
thinking a bit more and realized that this information could be dangerous. In this question 
Nanavati et al. (2002), Forte, D (2003) and Donos & Zorkadis, (2004) comments about 
privacy concerns comes much more in to play, and we believe the more the public would 
get informed about the risks the more worried they would get. One way to surpass this is 
to do what Davies (1998) writes about passing laws for getting people to respect the sys-
tem. We also have to point out that 16 answered that they would have no worries. 

5.3.9 What do you think it takes for biometrics becoming successful 
in Sweden? 

Many of the answers show that they think that cheaper solutions would get biometrics go-
ing in Sweden. The respondents clearly believe biometric systems are expensive, much like 
the survey done by Europemedia (2003) show. Roberts and Ohlhorst (2005) and Groves 
(2002) also write about costs being the largest reason for companies not investing in these 
systems. We can also see that there is some concern about the reliability in the system, 
people would like to be certain that they are trustworthy, and which is one point holding 
back biometrics in organizations in the list by Groves (2002). Other simply thinks that we 
do not really have a great demand for these solutions today. 
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6 Conclusion  
In this section we will present the conclusion which we have drawn form the previous analysis chapter. 

6.1 Conclusions drawn from the analysis 
The purpose of this master thesis is to establish factors to why this technology has not 
been implemented to any large extent even though the technology has been around for 
long. We will evaluate the attitudes and views of ordinary individuals as well as company 
leaders. 

6.2 Final Conclusion 
 
• Costs are believed to be the single largest factor preventing companies to invest in 

biometric solutions, even though neither company leaders nor individuals really 
know for a fact. There is a conception that the costs that could be lowered in other 
areas are not as high. 
 

• Biometrics has the perception of being something for organizations that have a 
very high security need and not an option for other organization with a lower need 
for security, and the convenience factor is not considered. 

 
• People thinks positive of biometrics, often because they would not need as many 

keys, passwords and that they would feel more secure. 
 

• There is not much knowledge of biometric solutions in Sweden. Few has seen or 
been in contact with biometrics. 

 
• There is a high belief that biometrics will become popular and gain market shares in 

the future. 
 

• Finger-scan is the most known of, trusted and preferred technology. Most likely 
because it is a mature identification technique that have been around for a long 
time. 

 
• There are some worries and low knowledge about how to handle the personal in-

formation, needed for a biometric system. 
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7 Final Discussion  
In this part of the thesis we will discuss and reflect on our research approach as well as give suggestions for 
further research. 

7.1 Method discussion  
The fact that only 41 respondents were participating in our research, and only four compa-
nies were interviewed, it is hard to say that the result can be generalized to any large extent. 
The sample was too small and the result from open answer questions from the survey is 
not likely to be tested statistically e.g. T-test. Although, we believe that this thesis can show 
tendencies of how the public and companies’ thinks of biometrics. 

We could have used a scale in our questionnaire this would have help the analysis because 
you would have categories helping you also this could have helped us get more respondents 
and hence we could have proceed with a quantitive analysis. With Open questions there is 
always a possibility that people answer as short as possible and you can get too little data to 
work with, i.e. for interpretations. Now we believe that we are fortunate because we got 
rich data and the reason for this are that we were present when the respondents filled the 
questionnaire, giving them the opportunity to ask us questions. We could have used the 
modified table (see table 1) in the questionnaire which would have made our analysis easier, 
now we choose a different solution which was not that bad but it implied more work for us 
that we could have avoided using it from the beginning.  

There would have been better to have additional respondents this way we could have been 
able to see if there are any differences between men and women as well as difference be-
tween educational levels, by doing this the result could have better chances of being gener-
alized. Also it could have been better to interview companies that you know use biometric 
systems and compare these with companies that do not. We still believe that because we 
had both companies as well as individuals, we collected rich information to perform a good 
interpretation. Also we believe that those selected were appropriate for this study, both re-
spondents and those interviewed. 

In question five, keystroke-scan can possibly have been mistaken as regular passwords. 
This might have compromised our findings in this technique. We have although explained 
it to those who asked. There are a possibility that some of the respondents might have read 
through the questionnaire before filling it out. For example question reading question five 
would influence answering question one. But we do not think that this was common due to 
the observations we did. 

One supplier interview was short; this is because it was an e-mail interview although we be-
lieve that we retrieved information worth mention. We had some companies’ canceling our 
interviews at the last moment, this is unfortunate and there were nothing that we could do 
about it, but you have to respect that the contact persons have busy schedules and there-
fore this is something that can occur and something that you have to accept. 
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7.2 Reflections  
Of course you have a vision of how you will work, and how things should proceed, but it is 
impossible to predict the future and therefore you have to be able to adjust, and make 
changes along the way. We have now realized that there are things that we could have 
made different or even better. 

First of all we had some difficulties finding a topic interesting enough worth studying. We 
did not want to do a technical study, which was what we had on our mind in the beginning. 
After discussing biometrics with our tutor we agreed that the chosen topic would be inter-
esting to precede with, also that there is not so much official research conducted about the 
topic was motivating for us. 

Secondly there is a lot of work involved with writing a master thesis, challenges that you 
face all the time and choices you have to make. We believe that we have made appropriate 
choices along the way and that we have motivated them well.    

7.3 Suggestions for further studies 
We have along the way come across subjects and topics, which we found particular inter-
esting but not have had the resources to proceed with. Therefore we what to give readers 
who are interested in biometrics, but maybe having troubles finding a topic, some ideas of 
what they can conduct research about: 

• Do a comparing study about the situation in Sweden and USA. What is so different 
in USA compared to Sweden?  

• A study about how the privacy can be secured when using biometrics 

• A study about how effective a certain biometric technique is, a more technological 
perspective. 

• A more in depth study about the costs of traditional systems versus Biometric sys-
tems. 
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1 Questionaire 
This survey is strictly academic and anonymous. 

Denna undersökning är rent vetenskaplig och anonym. 

 

Gender: 

Kön: 

Age: 

Ålder: 

 

1. Which biometric solutions do you know of? 

1. Vilka biometrilösningar känner du till? 

 

2. Do you have any experience of biometric-systems, e.g. from work or somewhere 
else? 

2. Har du någon erfarenhet av någon slags biometrisk lösning, ex. På ditt jobb eller någon 
annanstans?  
 

3. What would you say about using biometrics for example finger-scan, eye-scan, 
facial-scan or voice-scan for accessing the workplace or signing-in on the com-
puter, why, why not? 

3. Vad skulle du tycka om att använda sig av t ex fingeravtrycksidentifiering, ögonidentifie-
ring, ansiktsidentifiering eller röstidentifiering för att logga in på sin dator eller komma in i 
en byggnad på t ex ditt jobb, varför, varför inte? 

 

4. Do you think it would be more secure to use a biometric security solution than 
the ones you come in contact with today? 

4. Anser du det skulle vara säkrare att använda en biometrisk säkerhetslösning än de du 
kommer i kontakt med idag, t ex passerkort, pinkod, lösenord osv.? 

 

5. What would you think about using these different techniques? 

5. Hur skulle du känna dig om du kom i kontakt med någon av de biometriska lösningarna 
nedan, t ex obehag att använda, jobbigt, bra och enkelt/smidigt, tveksam osv.  

Finger-scan? 

Fingeravtrycksidentifiering? 
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Facial-scan? 

Ansiktsidentifiering? 

Eye-scan? 

Ögonidentifiering? 

Voice-scan? 

Röstidentifiering? 

Hand-scan? 

Handidentifiering? 

Signature-scan? 

Signaturidentifiering? 

Keystroke-scan? 

Tangentbordstryckningsidentifiering? 

 

6. Which one of the above mentioned techniques would you prefer to use? 

6. Och vilken av de nämnda skulle du föredra att använda och varför? 

 

7. How would you feel about biometric data being stored about you in a database? 

7. Vad skulle du tycka om att det skulle lagras data om dig i en databas, t ex fingeravtryck 
eller ansiktsbilder? 

 

8. Would you be worried that the stored data about you could be used for a different 
purpose?  

8. Skulle du vara orolig för att dessa uppgifter som sparats om dig skulle kunnas användas 
för andra ändamål än vad de vore ämnade för?  

 

9. What do you think it takes for biometrics becoming successful in Sweden? 

9. Vad anser du krävs för att det skall börja satsas på olika biometri lösningar i Sverige? 
 

Education 

Manditory school  Upper secondary  University 

Utbildning 

Grundskola    Gymnasieutbildning   Högskola/Universitet 
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2 Interview guide 
Company 

Företag:  XXXXXXX 

Date of interview  

Intervjudatum: 2005-xx-xx 

Contact person 

Intervjuperson: xxxxxxxx 

_____________________________________________________________________ 

Would you like to be anonymous, this thesis will be published? 

Vill du svara anonymt, uppsatsen kommer att publiceras publikt? 

 

What is your general view on biometrics? 

Vad är din allmänna uppfattning om biometri? 

 

Which biometric solutions do you know of, examples? 

Vilka biometrilösningar känner du till ge exempel? 

 

Do you use any kind of biometrics in this organization, why or why not? 

Använder ni någon form av biometri på företaget, varför, varför inte? 

 

If not, have you been thinking about implementing such a solution, why or why 
not? In what timeframe, do you think anything special must occur? 

Om inte har ni funderat över att införa en biometri lösning på företag, varför, varför inte, 
inom vilket tidsperiod, skulle det krävas att något speciellt händer? 

 

Why do you believe that biometrics has not really broken through although it has 
been around and discussed for some years now? 

Varför anser du inte biometri riktigt har slagit igenom trots den varit aktuell ganska många 
år och livligt diskuterats? 

 

What do you think of the future for biometrics? 



 References 

 52

Vad anser du om framtiden för biometri? 

 

What do you believe in the reability of biometric solutions? 

Vad anser du om pålitlighet hos biometriska system? 

 

How big is your company? How many computer users is there and how many with 
physical access is there? 

Hur stort är företaget? Hur många dataanvändare med logisk access finns det, och hur 
många personer med fysisk access finns det? 

 

Do you work active with security questions in the company? 

Arbetar ni aktivt med säkerhetsfrågor på företaget? 

 

Do you think there is a need for the organization to have a high level of security, 
both logical and physical? 

Anser ni att företaget är i behov av en hög säkerhet logisk såväl som fysisk? 

 

Användaracceptans 

What do you think of the user acceptance of biometrics in general, for example the 
big brother mentality?  

Vad anser du om användaracceptansen på biometri hos allmänheten, t ex big brother men-
taliteten? 

 

More specific in this company? 

Mer specifikt på detta företaget? 

 

Personlig integritet/ Juridik 

What do you think about biometrics related to the personal particulars law and 
other laws? 

Hur ser du på biometri relaterat till personuppgiftslagen (PUL) och andra lagar?  

 

Kostnader/Ekonomi 
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Do you think there is much work with the implementing a biometric solution, 
hardware as well as software? 

Anser du att det skulle vara ett stort implementationsarbete i och med att införa en biomet-
risk lösning, hårdvara respective mjukvara?  

 

What do you think of the costs a biometric solution brings? 

Vad anser du om kostnaderna en biometrisk lösning för med sig? 

 

Do you think these costs are higher than the ones with for example password ad-
ministration and security cards etc. 

Anser du att dessa kostnader överstiger de kostnader som lösenordsadministration, id-kort 
osv. för med sig? 

 

Avslutning 

If you reflect about all the other questions we have gone through, which technique 
do you think would suit you best for logical and logical access? 

Om du tänker dig alla de frågor vi tagit upp, vilket teknik tror du skulle passa bäst för lo-
giskt respektive fysiskt tillträde hos er? 

Fingeravtrycksidentifiering? 

Ansiktsidentifiering? 

Irisidentifiering? 

Retinaidentifiering? 

Röstidentifiering? 

Handidentifiering? 

Signaturidentifiering? 

Tangentbordstryckningsidentifiering? 
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3 Men with University education 
Men with University educa-
tion Sum Age 17-25 26-43 44-68 

20 20  5 12 3 
Question 1      
Finger-scan 15  Question 2   
Voice-scan 9  Experience 4  
Eye-scan 13  No-experience 16  
Hand-scan 4     
DNA analysis    Question 3   
Facial-scan 4  Positive 14  
Other    Negative 3  
None 3  Uncertain 3  
Question 4      
Increase the security 17     
Not increase 2     
Uncertain 1     
      

Question 5 Uncomfortable Complicated Good and easy Doubtful/No 
No opin-

ion 

Finger-scan      18 2   

Facial-scan 1 3 12 4   

Eye-scan 3 2 10 5   

Voice-scan     11 9   

Hand-scan     17 3   

Signature-scan   1 7 9 3 

Keystroke-scan     9 4 7 

Question 6  Preferable      

Finger-scan 12  Question 7 Database   

Facial-scan 1  Do mind 7  

Eye-scan 1  Do not mind 10  

Voice-scan 3  Uncertain 3  

Hand-scan 3     

Signature-scan    
Question 8 Different 

agenda   

Keystroke-scan 3  No worries 9  

No one 2  Worries 11  

   Uncertain    
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4 Men with Upper secondary education 
Men with Upper secondary edu-
cation  Age 17-25 26-43 44-68 

5   4  1 

Question 1      

Finger-scan 3  Question 2   

Voice-scan 2  Experience    

Eye-scan 4  No-experience 5  

Hand-scan       

    Question 3   

Facial-scan 2  Positive 3  

Other 1  Negative 2  

None 1  Uncertain    

Question 4      

Increase the security 4     

Not increase       

Uncertain 1     

Question 5 Uncomfortable Complicated Good and easy Doubtful/No No opinion 

Finger-scan      4 1   

Facial-scan 1 1 2 1   

Eye-scan 1   2 2   

Voice-scan 1   2 2   

Hand-scan     3 2   

Signature-scan   1 1 3   

Keystroke-scan     1 3 1 

Question 6  Preferable      

Finger-scan 1  
Question 7 
Database   

Facial-scan 1  Yes 1  

Eye-scan 2  No 4  

Voice-scan    Uncertain    

Hand-scan 2     

Signature-scan    

Question 8 
Different 
agenda   

Keystroke-scan    No worries 1  

No one    Worries 3  

   Uncertain 1  
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5 Women with University education 
Women with University educa-
tion  Age 17-25 26-43 44-68 

10   5 2 3 
Question 1      
Finger-scan 5  Question 2   
Voice-scan    Experience 3  
Eye-scan 1  No-experience 7  
Hand-scan       
    Question 3   
Facial-scan 1  Positive 7  
Other 1  Negative 1  
None 5  Uncertain 2  
Question 4      
Increase the security 7     
Not increase 2     
Uncertain 1     

Question 5 Uncomfortable Complicated Good and easy Doubtful/No 
No 

opinion 

Finger-scan  1   7 2   

Facial-scan 2 3 1 3 1 

Eye-scan 5   4   1 

Voice-scan 1   5 4   

Hand-scan 1   7 2   

Signature-scan   1 3 6   

Keystroke-scan   1 3 3 3 

Question 6  Preferable      

Finger-scan 5  
Question 7 Da-

tabase   

Facial-scan    Yes 3  

Eye-scan 2  No 5  

Voice-scan    Uncertain 2  

Hand-scan 5     

Signature-scan 1  
Question 8 Dif-
ferent agenda   

Keystroke-scan    No worries 4  

No one    Worries 6  
   Uncertain    
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6 Women with Upper secondary education 
Women with 

Upper secondary educa-
tion  Age 17-25 26-43 44-68 

6   3 2 1 
Question 1      
Finger-scan 3  Question 2   
Voice-scan 2  Experience 1  
Eye-scan 1  No-experience 5  
Hand-scan       
   Question 3   
Facial-scan    Positive 4  
Other  1  Negative 1  
None 2  Uncertain 1  
Question 4      
Increase the security 4     
Not increase       
Uncertain 2     

Question 5 Uncomfortable Complicated Good and easy Doubtful/No No opinion 

Finger-scan  0   5 1   

Facial-scan 1   4 1   

Eye-scan 1   5     

Voice-scan 0   2 4   

Hand-scan 0   5 1   

Signature-scan     1 2 3 

Keystroke-scan     2 1 3 

Question 6  Preferable      

Finger-scan 5  
Question 7 Da-

tabase   

Facial-scan 1  Yes 0  

Eye-scan 1  No 3  

Voice-scan    Uncertain 3  

Hand-scan       

Signature-scan 0  
Question 8 Dif-
ferent agenda   

Keystroke-scan    No worries 2  

No one    Worries 2  
   Uncertain 2  
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7 All respondents 

All  Age 17-25 26-43 44-68 
41   17 16 8 

Question 1      
Finger-scan 26  Question 2   
Voice-scan 13  Experience 8  
Eye-scan 19  No-experience 33  
Hand-scan 4     
   Question 3   
Facial-scan 7  Positive 28  
Other 3  Negative 7  
None 11  Uncertain 6  
Question 4      
Increase the security 32     
Not increase 4     
Uncertain 5     

Question 5 Uncomfortable Complicated Good and easy Doubtful/No No opinion 

Finger-scan  1 0 34 6 0 

Facial-scan 5 7 19 9 1 

Eye-scan 10 2 21 7 1 

Voice-scan 2 0 20 19 0 

Hand-scan 1 0 32 8 0 

Signature-scan 0 3 12 20 6 
Keystroke-scan 0 1 15 11 14 

Question 6  Preferable      

Finger-scan 23  
Question 7 Da-

tabase   

Facial-scan 3  Yes 11  

Eye-scan 6  No 22  

Voice-scan 3  Uncertain 8  

Hand-scan 10     

Signature-scan 1  
Question 8 Dif-
ferent agenda   

Keystroke-scan 3  No worries 16  

No one 2  Worries 22  
   Uncertain 3  
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8 Comments in question three 
 

 “It would feel alright, both more secure and safer” 

 “Practical, would not have to use keys“ 

”Yes, there is too much passwords in circulation” 

 “Yes, if it were easy” 

 “Yes, to avoid company-espionage” 

 “Good security” 

 “If it is necessary, it is good, but for simple stuff like signing in on ones computer it feels 
like overkill” 

 “If it works it is good and therefore it increase the security”  

 “Why not, totally ok” 

 “Would be very good it increases the security” 

 “It is tragic that it has gone so far that biometrics is needed, but it would be cool to use 
finger-scan or voice-scan to sign in on the computer” 

 “Convenient to avoid security cards”  

 “Simple” 

 “Good” 

 “Using eye-scan would be good” 

 “Comfortable”  

 “More secure at sensitive workplaces”  

 “Convenient to avoid codes and cards” 

 “Good, secure and Comfortable” 

 “It would be good from a security perspective but expensive”  

 “Fast, convenient and secure” 

 “If there is a need for a high security it is good” 

 “It is okay if the security demands it” 

 “Good for the security but is lengthy and expensive” 
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 “Sounds good, one avoids using codes. Must be super-secure though otherwise it is a little 
frightening”  

 “If there is something important that needs to be protected it is a good alternative 

 “Sounds good and convenient if it works” 

”Sort of ok, simple if it works but it is a  disadvantage when you are away from work and 
somebody needs something from my computer”  

 “It would be good If there where to be some kind of biometric system at my future com-
pany or school, because then one should not have to use all these cards and passwords”  

 “Lengthy, would take longer time, do not trust voice-scan do not believe that it works 
when you are sic e.g. have a cold”. 

 “No, feels like the personal integrity is violated, and it is tricky if problems occur” 

 “Do not believe it is secure, believes that one should use two independent systems like 
finger-scan and password.” 

 “Uncertain if it increases the security” 

 “It depends on the security need at the company, can imagine if the company thinks it is 
necessary”  

 “Both yes and no” 

“Not completely secure. Combined with passwords or similar.” 

“It takes more security when as much sensitive information has become digitalized.” 

“Totally ok. It is new and cool. Does not need codes.” 

“It should be alright. If it will be faster and simpler it is only positive.” 

“Totally ok, because it feels more secure than today” 

“Would imagine that is a questions of cost” 
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9 Comments in question four 
“Yes it would be more secure because it uses unique attributes. There is a need for faster 
and more secure solutions” 

“Absolutely, 100%. Security cards I use do not feel safe at all.” 

“Because I do not really know how it works I can not really answer, but I guess it is safer 
because it is connected to the individual.” 

“Yes, much harder to fake.” 

“Yes, but criminals evolves all the time and will find weaknesses in this too” 

“Certainly. You can not steal anything and nothing is written down, for example beneath 
the keyboard” 

“As long as it works it is more secure, but how secure is it? Not only biometrics.” 

“Yes, security cards and similar things can be lost and unauthorized people can gain ac-
cess.” 

“Yes/no it is good because it can not be forgotten or lost, but could it not get stuck some-
how” 

“Yes it must be. Passwords easily leaks out and cards can be lost, to imitate someone is 
harder.” 

“It would most likely be more secure, although it does not seem as easy to use” 

“Yes, of course, codes can spread and security cards can be lost” 

“No, but in combination with for example passwords I think I would be more secure” 

“I believe that a biometric solution it self would not mean a higher security, unless it is not 
used in combination with other security solutions” 

“Yes, but there is a risk that personal information could get in the wrong hands.” 

“Yes, you can forget codes or other people can get hold of them. And cards can be stolen.” 

“I think so; no one can steal your fingerprints, or is it possible” 

“Some systems are more secure, for example eye-scan. I do not believe in finger-scan. The 
construction of the system is of great importance. There must be something like a code 
triggering a silent alarm. A person under threat should be able to alarm the police without 
anyone noticing.” 

“Definitely YES. Security cards, passwords and similar solutions can be forgotten, lost or 
come in to the wrong hands. These weaknesses do NOT exist in biometric solutions.” 

“I have not thought about it much, but it feels quit safe as it is now. Although, I would not 
mind new solutions in the future.” 

“Maybe the best would be to combine both ways.” 
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“Maybe not more secure, but it makes it easier.” 

“Yes, I believe so.” 

“Definitely, much more secure and they can not be abused the same way as PIN-codes” 
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10 Comments on question six 
“Finger-scan is easy and probably reliable.” 

“Facial-scan seems most assuring and easy to use (takes the smallest effort)” 

“Finger/hand-scan, would feel strange to look in to a scanner today” 

“Finger-scan. Seems easy to use.” 

“Finger-scan, because I trust that the most.” 

“Eyes, is probably the least influenced.” 

“Finger-scan, because it seems to be the easiest to use.” 

“Hand-scan, because it seems most secure.” 

“Finger-scan, because it seems to be the easiest to use.” 

“Finger-scan and voice recognitions, little doubtful about voice because it can be influ-
enced by for example colds.” 

“Finger-scan, seems easiest to use.” 

“Voice-recognition, because it seems easy to just say some words, then it is done.” 

“Hand-scan, because it is much harder to fake a whole palm with gelatin then a finger-
print.” 

“Finger-scan because I think it is the most secure” 

“Finger-scan, because everyone is unique.” 

“Hand-scan, no risk of infection, high security.” 

“Finger-scan, because it is secure and easy to use.” 

“The one most suitable for the situation, no real favorite.” 

“Personally I think voice-recognition sounds like an interesting alternative, from a user per-
spective, but I do not know how secure it is.” 

“Hard to say when you do not really know much about what the different alternatives 
would mean. Spontaneous, finger-scan or hand-scan because they are simple and you al-
ways have them with you. I also think they are hard to manipulate.” 

“Eye-scan feels most natural” 

“Finger-scan. I get the feeling that it is most secure and hardest to fake. Would not feel as 
uncomfortable as facial-scan would which feels more exposing.” 

“Keystroke-scan. Good and interesting” 

“Hand-scan and facial-scan. Hard to fake and easy to use.” 
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“Feel ok with finger-scan. But I do not know how easy it would be to fake fingerprints. 
Depends on how safe it would be to use it.” 

“Finger-scan because have heard of it.” 

”Finger-scan or hand-scan. Feels most secure and easiest to use.” 

”Finger-scan because it is easy to use and should be unique.” 

”Signature-scan. The others feel a little integrity imposing.” 

”Hand-scan seems easiest to use. But eye-scan seems most secure.” 

”Hand-scan, seems most secure.” 

”Finger-scan, because it feels like it is the easiest to use, if there is a simple and good tech-
nological solution.” 

”Keystroke-scan as well as finger-scan, feels simple and easy to use. The other methods fe-
els to advance for regular workplaces” 
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11 Comments on question seven 
 “Cool” 

 “Ok” 

 “Would not be that bad” 

 “Finger-scan” 

 “Ok, I have nothing to hide” 

 “It is a prerequisite for Biometrics-systems so I do not have any problems with it”  

 “No problems” 

 “Nothing against simple data which is useless to others, so that no one can commit crime 
with ones fingerprints”  

 “Special crime investigation can require it and therefore it is good, as long as one have 
good intentions.” 

 “Totally ok” 

 “Ok, have nothing to hide” 

 “Would not have anything against it” 

 “No problem as long as it is dealt with professional.  

 “No problems” 

 “No problem, have nothing to hide” 

 “No worries would be good for caching criminals etc.” 

 “No problems” 

 “Never thought about it, much already exist anyway like, address, social security number 
etc.” 

 “To be able to use the techniques I guess it is necessary to store the data in a database so 
that is ok. There is a certain anxiety, but data needs to be stored…”  

 “It feels little strange. Believe that e.g. it is unpleasant that you are nothing without your 
social security number. But if one gets time to adjust it is ok” 

 “Should be illegal if not a crime have been committed” 

 “Little Unpleasant” 

“I do not like it, but it already exists for example at the customs control in the USA” 

 “Not at all good” 

 “To a certain point it can be necessary for the function of the systems but it most exist 
strict regulations on how the information should be used and spread.” 
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“Finger-scan is ok, but at the same time it implies that a “big brother” society is evolving 
more and more, which is not fun. Moreover there is always a risk that it can be used in the 
wrong purpose.” 

 “I feel certain skepticisms against all forms of personal-data storage, this implies that the 
personal integrity is violated.” 

 “Would be scared of abuse, and it would be difficult to establish restrictions of what can 
be stored later. Maybe it ends-up with all kinds of sensitive personal data which can be 
used against you.”  

 “It depend on the security level, no individual should have access to the information, eve-
rything should be controlled by a computer “ 

 “Uncertain” 

 “No opinion” 

 “Uncertain” 

 “Fingerprints should be ok, but not the face” 

“It depends on the purpose. It feels unpleasant if you can be registered anywhere” 

“It is ok if it is used for the right purpose”” 

“Ok if its purpose is to give me and my personal data a better protection.” 

“Already used to it, but it is a little integrity intruding. Ok if it is used for the right pur-
pose.”  

“Ok if there are rules concerning usage of the information.” 

“We already exist in all kinds of databases today, so this will not make any differences” 
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12 Comments on question eight 
 “Yes, maybe it would never happen to me but for other more “important” people or 
maybe rich people.” 

“Maybe this information can be used in criminal context” 

 “a certain worry exists, the same way that personal data can be sold in commercial purpose 
e.g. marketing. And there is also a fear of a “big brother” society if ease the official secrets 
legislation” 

“Yes, no problem as long as the information does not reach outside the company” 

 “Yes one should be that, e.g. crimes” 

 “Could be used to plant evidence at seriously offences” 

 “Yes that is what one is worried about”. 

“One is most certainly worried about it. Maybe fingerprint could become merchandise 
amongst criminals like bank cards is today? My alibi could be strengthen if one is logged 
when traveling by bus or airplane or even at work”   

 “Yes maybe if one got a lot of marketing from plastic surgeons” 

“Yes, one is, but with the technology today one can hope that it is secure and properly 
worked-through before it is used. It is scary if it is possible to steal and use the data in a 
criminal context.”     

 “Most defiantly” 

”There is always a risk because there is always the human factor” 

 “No, I would not be scared” 

 “75% no” 

 “I would like to know to what, but worried, no” 

 “No there is a lot of information stored already today e.g. personal data” 

“Sure it could be used in other contexts but I am not the worried about that” 

 “For certain there are worries in the beginning but there exists risks with almost every-
thing. Of course one would want the security to be high before but things keep happening 
anyway” 

 “There is always a risk, but I am not particular worried” 

 “No opinion”  
“There are always risks but the advantages with security are larger then the disadvantages” 
”No, there is regulations and laws that contoling this” 
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13 Comments on question nine 
“That it can be proven that no human can get the information.” 

“Occasions with severe criminality break ins, identity fraud, bank robbery, murders etc.” 

“It is time now, look at the world today (terror, etc.) 

“I suppose a real need, seems a little unnecessary at ordinary institutions such as 
schools/universities and other regular work places which does not have an especially big 
security need.” 

“High reliability and that the solutions are not considerable more expensive then present 
systems, such as security cards.” 

“Think that it is needed already. Technical development, marketing, less expensive and di-
rectives from the government.” 

“More terrorism in the country and corporate espionage to a larger extent. Biometric solu-
tions have to become more known, strict laws concerning the security of the systems.” 

“Research, money and convincing the people that it is good and necessary.” 

“Probably money, but also information about the security.” 

“That companies and authorities realize the surplus of the solutions, mostly the older ones. 
Then investments can be justified. 

“That is would be cheap.” 

“Greater knowledge and optimal security.” 

“That a couple of companies, or that the military starts to buy these systems. Maybe more 
knowledge about how it works. Many probably do not even know what it is and thinks it is 
sci-fi gadgets. More information and testing which are evaluated.” 

“That the costs are low.” 

“Simple, reliable systems at reasonable prices and marketing.” 

“Information to the consumers, who then creates a demand for their cars, houses, compa-
nies etc.” 

“Money” 

“That the present security systems are not considered secure.” 

“A demand and cheaper solutions.” 

“Cheaper” 

“That companies starts to invest in security to a larger extent.” 

“Cheaper and safer solutions that as little as possible impose on the personal integrity.” 

“Unfortunately I believe a serious security crime has to happen so that people starts to 
think about developing different security solutions.” 
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“Would something big and unexpected happen I think there is a risk that biometrics would 
be considered the only solution.” 

“Much information to the people, and high security.” 

“The techniques have to become cheaper to reach the society. It also a need to become 
more recognized in society, it should feel strange to use these techniques. 

“Carefully performed investigations about how the information would be used. A control 
system so that different interested parties does not get hold of the information.” 

“If it is totally secure and I am given enough information.” 

“Investigate how secure it is (if more secure than today’s systems). Develop good solutions. 
Inform and discuss. What are the dangers?” 

“To get people to realize how insecure information on a computer really is.” 

“Research and information.” 

Proper technical solutions which makes them easier to use and cheaper then today’s sys-
tems.” 

“Cost effective and that the methods works without failure i.e. that they are fully devel-
oped” 

“Do not know.” 

“Do not know.” 

“Do not know.” 

“Do not know.” 

“Do not know.” 

“No opinion.” 

“No opinion.” 


