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Abstract 
The development of Information and Communication Technologies has opened up a 
large pool of possibilities for any and every business actor. These possibilities have 
brought up new vulnerabilities as well. Information security has become an inherent 
part of any organization. Companies and organizations invest significant amount of re-
sources in IT security solutions, usually omitting the weakest link of the defense – the 
people. 

The research intended to study and evaluate the information security awareness level of 
employees in a public organization which preferred to remain anonymous. This study is 
based on a mixed-methods approach. A survey was built up and performed, basing on 
the interview of the employees and the IT Security Chief. The interview intended to 
give a general picture of the attitude, knowledge and behavior the employees towards 
information security and its constituent aspects. 

The results of the survey show that the information security awareness at this particular 
organization has an average performance based on the grading scale determined by the 
management of the company. Generally speaking, half of the information security focus 
areas show underdeveloped sense of awareness among employees, whereas the other 
focus areas are close to perfect. In terms of information security, the research indicates 
that there is a gap between the employees’ theoretical condition and their day to day be-
havior. In other words, the theoretical and practical preparation of the employees does 
not provide an appropriate information security awareness behavior. Some of the rea-
sons for unsecure behavior were complex and sophisticated security designs including 
passwords; another problem was inherent in the work design which imposed the use of 
multiple systems and applications in the daily work. 

In the end, the research suggests some recommendations for improvement, as well as 
practices to sustain a desirable level of information security awareness level. The over-
all information security awareness program required immediate improvements in order 
to boost the positive attitude and behavior of employees towards information security, 
as well as enrich the knowledge of information security in general. 
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1 Introduction 
The introduction chapter will acquaint the reader with the subject of the thesis. The 
problem and purpose sections will explain the essence of the focused phenomenon and 
the overall aim of the research we embark on. 

1.1 Background 
The new technological era has brought up numerous possibilities of information han-
dling. The development of Information and Communication Technologies (ICT) has 
moved the processing, storing and dissemination of data on binary level, in other words 
the information is used and spread electronically. The development and integration of 
new information technologies did bring increased possibilities, as well as new vulnera-
bilities and security matters.  

Our interest was primarily spurred by the fact that Swedish government bodies and pub-
lic organizations handle sensitive information, as well as process large amount of finan-
cial and non-financial transactions. Moreover, there is large amount of resources spent 
on creation of needed informational security. We were curious to find out, if the spent 
resources provided the needed information security, as well as if the internal informa-
tion security among employees was appropriate. 

Generally speaking, Information Security has become an important aspect of an organi-
zation’s activity. The governmental offices of the central and the local public adminis-
tration communicate through intranet/extranet networks. Therefore, it is crucial for all 
organizations to develop proper Information Security policies which would protect the 
sensitive information. 

What is Information Security? According to Whitman and Mattord (2004), Information 
Security is the protection of information and its critical elements, including systems and 
hardware that use, store, and transmit that information. Information security includes 
such components as Information Security Management, Network Security, and Com-
puter and Data security.  

Information security implies both technology and people. Even though, hardening the 
physical aspect remains a solution, the human factor plays a major role, as it is becom-
ing evident that most of the information security problems arise due to human mistakes.  

One of the most noticeable social engineers, Kevin Mitnick, argues that 
 ” ...the human side of computer security is easily exploited and constantly overlooked. 
Companies spend millions of dollars on firewalls, encryption and secure access devices, 
and it’s money wasted, because none of these measures address the weakest link in the 
security chain.”(cited Poulsen, K. 2000) 

According to Sasse, Brostoff & Weirich (2001)., some of the reasons of users’ undesir-
able behavior towards company’s IS resources are due to the ineffective design of secu-
rity systems, posing challenges to human abilities such as memory etc. A perfect exam-
ple is the sophistication of credentials, i.e. passwords and login names, which make 
their memorization close to impossible. 
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Following Bishop’s (2003) ideas regarding the human factor in security, the reasons be-
hind employees’ misuse of the information systems of a company can be related to lack 
of training and education in both technical and, especially, non-technical domains, i.e. 
password handling etc. Generally speaking, the single most important argument lying 
behind human security mistakes is the lack of information security awareness. 

Information security awareness implies proper security behavior, as well as appropriate 
knowledge and attitude in the domain towards the protection of physical and informa-
tion assets of the entity.  

Information security awareness level can be increased and sustained through multiple 
practices. Usually, the motives behind a high information security awareness level can 
vary in their nature – from psychological to financial incentives. It is generally accepted 
that the most efficient way of enhancing information security awareness is to provide 
training and education (Parker, 1998). Even though organizations tend to provide decent 
information security awareness programs, Vyskoc and Fibikova (2001) argue that there 
exists a gap between the theoretical and practical reality. In other words, there is a mis-
match between employees’ knowledge and behavior, usually the latter not being guided 
by the former. 

1.2 Problem discussion 
This leads us to the objective of our research - the study of the information security 
awareness among employees at a large organization. This particular organization has 
about 1000 employees divided into different offices around Sweden. The office that we 
are focusing our study on has around 600 employees and it serves as headquarter. Their 
work deals with governmental subsidies. There are many transactions, substantial 
amount of money, and sensitive personal information implied annually, therefore the 
security aspect is very important. This data was provided partly by the organizational 
documents, as well as based on the interview held with the Information Security Chief 
of the organization.  

The organization has a well-planned advanced IT-department with an IT-crisis group 
that is prepared to act fast in case of any incidents. The definition of information securi-
ty for this organization is categorized into three areas. These three areas are coordinated 
by the information security council.  

• Physical security involves fire, trespassing, threats and the shell around the 
whole system. Responsible for this is the purchasing department. (Upphand-
lingsenheten) 

• System security deals with the network, system and access authority. Responsi-
ble is the support and maintenance department.  

• Logical security concerns organizational policies and guidelines, as well as their 
enforcement and monitoring. The responsibility is held by the head of informa-
tion security. 

If the users are not fully aware of the consequences for not following the policies and 
rules, then the information security in the organization is not at a sufficient level. In the 
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worst case scenario, it can be enough that one user makes a mistake or acts carelessly to 
jeopardize the information assets of the organization. 

The management of the company showed great interest in our research, stating that it 
would be useful to assess the current level of information security awareness of their 
employees. This way it would be possible to evaluate the security status of the organiza-
tion and its readiness to react promptly to any potential attacks or threats. 

1.3 Purpose 
The aim of this study is to assess the information security awareness among employees 
of a public organization. In other words we will evaluate employees’ knowledge, atti-
tude and behavior towards information security. The results of the assessment would be 
analyzed in order to highlight the weaknesses and the strength aspects of the informa-
tion security, as well as build recommendation for improvement/amendment of the cur-
rent information security awareness level. 

1.4 Research Questions 
The undertaken research is proposed to answer three research questions, and namely: 

1. What is the level of information security awareness among employees?  
2. What is the discrepancy between employees’ theoretical buildup and day-to-day 

conduct? 
3. What measures should be taken to improve/sustain a desirable level of informa-

tion security awareness at this organization? 

1.5 Delimitation 
Information security deals with several areas as mentioned earlier. The physical aspect 
deals with protecting the "shell" of the organization, i.e. physical assets, computer assets 
and so on. System security handles the network and access to systems.  
This thesis focuses on the logical side of information security of the organization; our 
group will study the knowledge, attitude and behavior of the users and, ultimately inves-
tigate whether or not they possess appropriate information security awareness.  

1.6 Definitions 
The definitions are summed up from the literature reviewed. 

• Information ‐ Data in the systems, documents that is stored within the organization 
and crucial for their day‐to‐day operations. 
 

• Information system – system of people, data and activities that process data and in‐
formation in the organization, including the automated and manual processes. 
 

• Information technology – computer based information systems, consisting from 
hardware and software 
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• Information classification ‐ The information of the systems or documents in the organ‐
ization is classified into different categories; normal, sensitive and crucial depending 
on the nature of the information.  
 

• Information security ‐ This deals with the protection of the information and informa‐
tion system within an organization. 
 

• Information security awareness ‐ The attitude and knowledge towards protecting the 
information and the systems within the organizations. 
 

• Users ‐ An employee who uses a computer for their daily tasks at the workplace. 
 

• Threats ‐ Possible breach of the security of the system by exploiting its vulnerabilities; 
can be unauthorized access to the system and its information as well as unauthorized 
physical access to the facilities. 

 

1.7 Parties interested 
This thesis is written for students and anyone who has any interest in the human side of 
information security, and namely information security awareness. Researchers might 
find it useful for further studies in the subject either on a larger scale or in multiple or-
ganizations. 

 Our group is also writing this thesis with the mentioned organization in mind. This the-
sis will give them an indication of the knowledge, attitude and behavior levels among 
their employees regarding the awareness of information security. Hopefully, the results 
of the study will contribute with improvements to information security education and 
training programs for the employees in this particular organization.  

Hopefully, the thesis will be of interest for other organizations that have similar security 
standards and demands as our chosen organization, as well as, organizations or compa-
nies that have an interest in assessing the level of security awareness among their em-
ployees. We believe that the study results and recommendations can be applicable to 
every organization or company that is operating large amounts of information, and has a 
high level of computer usage among their employees. 
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2 Method 
The aim of this chapter is to get the reader acquainted with the basic research 
definitions and terminology, as well as to present and explain the research approach, 
strategy and method choice. 

2.1 Research Approach 
We would like to begin with the explanation of what a method is. Following the ideas of 
Andersen (1994), method constitutes a guideline for solving a specifically formulated 
problem, by explicit use of models and other tools. 

One of the most relevant steps when embarking on a research is to consider the research 
approach (Easterby-Smith, M, Thorpe, R. & Lowe, A., 2002); they propose 3 arguments 
behind that idea. Firstly, the research approach  helps gather the right evidence and 
interpretation of that evidence with the ultimate purpose of providing proper answer to 
the initial research questions. Secondly, it helps choose appropriate strategies and 
choices that suit research the most.  

There are two approaches towards research design: deductive and inductive. Simply put, 
deductive approach employs the technique of testing an existing or assumed theory 
(Saunders, Lewis & Thornhill, 2003). Since Information Security Awareness research is 
rather scarce, and the existing literature rather unstructured, chaotic, the deductive 
approach would not fit our research purpose. As well as existing informatics field 
literature does only provide theoretical assumptions regarding information security 
awareness, leaving it with little practical ground. 

Whereas, according to the same authors, inductive approach presumes the collection 
and analysis of data in order to develop a theory. Inductive approach embraces the 
positivist philosophy. The factors of repetitive characteristics and regularity help to 
predict and draw conclusions. (Fig 2.1) 
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Figure 2.1 - Inductive vs. Deductive 
 

We believe that inductive approach will help us answer the question posed. One 
argument behind is that we try to develop a better understanding of humans and their 
social world. It is more realistic to treat humans as humans, and not unthinking research 
objects. 

Furthermore, the authors of this paper aim at identifying new aspects (Saunders et al., 
2003). Over and above, inductive approach is less structured – a fact which may help in 
revealing alternative explanations of the problem. 

2.2 Research Strategy 

2.2.1 Exploratory, Descriptive or Explanatory Study 
Saunders et al. (2003) suggest that there are three possible characters of the research 
study. That is the research could be exploratory, descriptive or explanatory. 

An exploratory study seeks to find new insights, enrich the understanding with an 
ultimate purpose of clarifying the nature of the problem (Saunders et al., 2003). In this 
manner, to explore usually means to give answers to questions such as: What is 
particularly happening here? Do we know everything about the problem? Is there any 
other perspective of observing this phenomenon? (Saunders et al., 2003) 

The exploratory study is mainly conducted through a thorough search of the literature, 
interviewing experts or professionals in the matter and conducting focus groups 
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interviews.  

We feel imperative to follow the exploratory way, as there is no large and firm 
theoretical background on the subject of user information security awareness in 
governmental organizations. We assume that there are many unknown practical aspects 
of information security awareness. 

 Moreover, we have already researched vast literature resources and successfully 
established interviews with the organization security department representative and 
organization's employees. 

The aim of the descriptive research is to “portray an accurate profile of persons, events 
or situations” (Robson, 2002). The researcher is left without the ability to understand or 
explain the phenomenon.  

Saunders et al. (2003) suggest that descriptive results may constitute an addition to the 
exploratory or explanatory research. According to the same authors, explanatory 
research aims at finding and establishing causal relationships between different parts or 
variables.  

We, the authors of this paper, believe that descriptive and explanatory approaches 
would be slightly evident in the research, although their presence would be minimal if 
opposed to exploratory approach. The reasons for that were explained above. 

2.2.2 Qualitative vs. quantitative 
Mainly, two research approaches are used: the qualitative and the quantitative approach 
(Saunders et al., 2003). The difference between the approaches lies in the nature of the 
data that is collected for the undertaken research.  

Both of the approaches have their advantages and disadvantages; although there is a 
possibility to follow the mixed method strategy. Mixed method is the term for when 
both quantitative and qualitative data collection methods and analysis formulas are used 
(Saunders et al., 2003) (Fig 2.2). The technique best suitable for the research depends 
on what kind of data and results the researcher whishes to obtain. 

Research 
Choices

Mono 
method

Quantitative

Qualitative

Multiple 
methods

Multi‐
methods

Mixed 
methods  

Figure 2.2 - Research Choices 
 

Further, the short definitions of the research choices will be explained and namely the 
mono methods, quantitative and qualitative; in order for the reader to be able to distin-
guish the difference between the research approaches. Generally speaking, multiple me-
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thods imply the use of both quantitative and qualitative world views (Saunders et al., 
2003). We intend to apply the mixed method approach. The reasons of our choice are 
exposed below. 

2.2.3 Quantitative 
The quantitative approach is usually associated with making a survey using a question-
naire, structured interview or observations. Using this method enables the researcher to 
reach a larger sample group to obtain a greater number of responses. The quantitative 
approach generates in numeric data that also gives you a possibility to generalize the re-
sults (Saunders et al., 2003). The disadvantage is that the results will only give an over-
all view of the problem. If the aim is to get a deeper knowledge of a problem then it is 
recommended to use the other approach.  

However, we are encouraged to assess the information security awareness level and try 
to give it a numerical representation in order to have a clear picture of the situation. In 
other words, we will quantify the qualitative results. That consists part of the mixed me-
thods strategy. The quantifying of the results will apply solely to the analysis related to 
the first research question. 

2.2.4 Qualitative 
Using a qualitative method enables the researcher to get more in-depth answers and is 
generally used in an inductive research approach. The advantage of a qualitative method 
is that it gives you a possibility to build a deeper understanding of a problem and to de-
velop new insights on a phenomenon (Saunders et al., 2003).  

Over and above, qualitative data collection method is considered to fit the most induc-
tive research purposes, as long as “induction has to do with building theory and the col-
lection of qualitative data” (Welman, Kruger & Mitchel, 2005, p. 34). 

The disadvantage is that each person being interviewed takes longer time and the sam-
ple group might not be that great due to time and resource constraints.  

For the data collection, we have chosen to use the qualitative approach since we feel 
that it is best suited for our research. The fact that our group is interested in investigat-
ing the knowledge and attitude among the employees towards information security, we 
feel that the optimal results would be obtained by interviews.  

The qualitative approach is said to generate non-numeric data (text) and is obtained by 
conducting interviews, usually through a semi-structured or non-structured form.  

2.2.5 Time horizons 
One of the most important aspects of a research design is the time horizon factors. The 
main reason is that time horizons determines the research strategy, as well as the data 
collection methods. 

The core element of the time horizon factor is time itself. In a situation where there exist 
broad time limits, there is also a possibility to conduct a research over a period time. 
This is referred as longitudinal research (Saunders et al., 2003). The main argument for 
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carrying out a longitudinal research is to observe some phenomena in order to get a bet-
ter picture and insight, especially when the factor of change is significant. 

In our situation, with explicitly specified time constraints, it is only acceptable to carry 
out a research at a particular time. Our research is not continuous. That is why we de-
cided to conduct a cross-sectional research; as one of the objectives is to snapshoot the 
current employee information security awareness at the organization. 

2.3 Primary Data Collection 
Primary data consists the data which is collected specifically to meet the needs of the 
research undertaken (Saunders et al., 2003). In other words, primary data is the raw data 
collected by the researcher basing on the research purpose.  

Opposite to primary data, secondary data represents the data used by the researcher, 
which was previously collected not necessarily for the same purposes (Saunders et al., 
2003). 

2.3.1 Sample Selection 
The object of our thesis is to research on the human factor in information security. This 
fact implies the human beings themselves. In other words, we are going to collaborate 
with the employees of a Swedish public organization. The collaboration is going to be 
based on interview. In most of the cases, researchers are not able to test the entire popu-
lation. In our case, the total number of employees is approximately 650 people. There-
fore it is reasonable to select a sample. 

A sample is a set or a group taken from the target population. This sample would pro-
vide the researcher with the data required (Groves, Fowlers, Couper, Lepkowski, Sing-
ers & Tourangeau, 2004). 

The sample was selected with the help of an organization representative who preferred 
to be anonymous due to the thesis’ subject nature. The contact person is responsible for 
IS security in the organization. We agreed that she/he would select 11 employees from 
all of the staff. The interviewees have different positions and departments in the organi-
zational structure. This way we assured that the sample is representative for the whole 
population. The size of the sample is corresponding to the requirements of an inductive 
research with a qualitative world view, because the sample does not have to be large in 
that case (Saunders et al., 2003). 

2.3.2 Data Collection Method 
There are different choices when it comes to collection of necessary data. It is obvious 
that all of the methods have their benefits and limitations, and all of them fit different 
purposes of research. 

Having considered the purpose and the problem of our research we concluded that the 
interview represents the appropriate collection method. 

Interviews 
The strategy for making an interview varies depending on what data and results that the 
researcher wishes to obtain. Interviews are able to supply reliable and explicit data; 

9 

 



 

there is room for bringing new suggestions and ideas. The interview provides the possi-
bility to observe respondent’s behavior as well, thus enriching the communication and 
the data of the research (Saunders et al., 2003). 

Structured interview 
A structured interview is when the researcher uses a questionnaire or a standardized set 
of questions for all interviewees. This strategy belongs to the quantitative approach to 
obtain numerical data.  

Semi-structured interview 
The semi-structured strategy belongs to the qualitative approach and generates non-
numerical data (Saunders et al., 2003). The researcher has some predetermined ques-
tions but is not obliged to follow these exact questions. By using this strategy you can 
adapt the interview depending on the responses of the person being interviewed.  

Our team opts for the choice of semi-structured interview, since we aim at evaluating 
the human aspect of security. Another argument is that our interview consists of both 
questions with predetermined answers and open-ended questions. The inherent part of 
our interviews is the discussion with the interviewees in order to understand and elabo-
rate on some aspects of information security. 

Non structured interview 
In a non structured interview, also called in-depth interview there are very few or no 
predetermined questions, there might be some guidelines for what you want to investi-
gate (Saunders et al. 2003). The questions will emerge during the interview based on 
what the interviewee talks about. The persons being interviewed have more freedom in 
their answer and are not obliged to exact questions from the interviewer. 

2.4 Designing the Interview 

2.4.1 Structure and content of the Interview 
Our choice of data collection method falls on semi-structured interview. The interview 
will consist of two separate sessions. During the first session we will interview 11 em-
ployees; the purpose is to gain information about the information security awareness 
among the employees. In the second session we interview the Information Security 
Chief responsible at the organization studied. We believe that he/she would be able to 
give us some managerial insights on the matter of information security at their organiza-
tion. 

Usually, every semi-structured interview consists of both questions with predetermined 
answers, i.e. closed-ended questions, and open-ended questions. We composed an inter-
view which meets the same characteristics. 

The purpose of open-ended questions is mainly to get more information on the subject 
addressed. The interviewee is given the possibility to express his/her opinion on the 
matter. We assume that open-ended question contribute to evaluating and assessing the 
problem in the best way, as new insights and perspectives are opened (Saunders et al., 
2003). 
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On the other hand, closed-ended question have a specific purpose in our interview. Re-
ferring to Youngman (1986; cited in Saunders et al., 2003), closed-ended question are 
given as: 

• List of alternatives to choose from 
• Categories with a single possible alternative chosen 
• Ranking with alternative to be put in order of importance 
• Quantity with the answer given in a numerical amount 
• Grid (matrix) where answers to numerous questions can be collected in a matrix. 

We have included the closed-ended questions in the interview with the primary purpose 
of testing employees’ knowledge, attitude and behavior in the field of information secu-
rity. 

Regarding the content of our interview, all of the questions are based on the existing in-
formation security policies in the organization. Before designing the interview, it is im-
perative to be familiar with the phenomenon discussed and researched (Saunders et al., 
2003). Therefore, the authors of this thesis tried to enrich their knowledge in the domain 
with existing literature found in electronic databases, local and regional libraries. Hav-
ing discussed and determined our theoretical framework, we decided to delimit the in-
formation security awareness to 6 key areas which are self-explanatory: password, email 
& internet, technical equipment & software, incidents & threats, training & education, 
and sensitive data (data with high level of significance for the organization). These 6 
key areas were approved by the contact person at the organization, who is the Informa-
tion Security Chief. He/she considered these areas as the most important in relation to 
information security. 

Besides the general assessment questions, the interviewees will be asked for their email 
address in order to run the email-test. The test presumes sending an email with a link. 
Should anyone follow the link, the action would be registered by a special web based 
application (www.easycounter.com). This application registers the number of unique 
page hits. The link is known only by our group. There are no harmful consequences of 
clicking the link, although in reality the link could develop malicious effects. 

2.5 Research Credibility 
Saunders et al. (2003) suggest that there could be a number of quality issues relating to 
the credibility of the research. Research credibility refers to the quality of being believ-
able and trustworthy. In the words of Raimond (1986, cited in Saunders et al., 2003) 
credibility refers to the fact that “scientific methodology needs to be seen for what it tru-
ly is, a way of preventing me from deceiving myself in regard, to my creatively formed 
subjective hunches which have developed out of the relationship between me and my 
material”. The quality issues relate to the reliability, validity and generalisability.  

Reliability concerns the errors and bias of both participants/subjects and observers. In 
other words, it is questionable if the same information would be revealed by different 
alternative researchers. The matter of error possibility is reduced since we involve a 
semi-structured interview, which makes us able to reveal the true knowledge of partici-
pants through discussion. Bias refers to the subjective participation, interpretation, as 
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well as influence over the interview results and data (Saunders et al., 2003). The issue of 
bias will be overcome by appropriate preparation supported by high level of knowledge 
in the field, supply of relevant information to the interviewee, audio recording of col-
lected data. Corresponding to bias is the Hawthorne effect. Hawthorne effect assumes 
that people would intentionally or unintentionally alter their behavior, if they are befo-
rehand aware of the planned testing/evaluation/assessment. We tried to keep the list of 
people aware of evaluation as short as possible. 

We have used scientific sampling methods when deciding on the number interviews, 
taking in consideration the fact of population representation. We strongly believe that 
same results and conclusions would be made, if any other researcher followed the data 
collection techniques and data analysis theories/methods we applied. 

Another issue refers to the validity and generalisability. Validity represents the degree 
the researcher accesses participant’s knowledge and experience. Semi-structured inter-
views permit the probation of the information gained, thus validating the data gathered 
(Saunders et al., 2003). We have consistently applied the theories and methods, covered 
in our theoretical framework, over the data gathered. 

Generalisability refers to applicability of the results to a larger population, settings and 
cases (Saunders et al., 2003). We tried to pick up a representative sample. We think that 
if any researcher studied the information security awareness among employees in the 
same circumstances of time and organizational size, he/she would get the same results. 
Nevertheless, we believe that generalisability of the study results and conclusions are 
backed up by the fact that all governmental organizations in Sweden follow the same in-
formation security rules, guidelines and standards when building and maintaining in-
formation security (Commission on Information Security, SOU 2005:42). However, the 
level of information security awareness among employees of governmental organiza-
tions could differ. 

Having built the interview structure and content, we received the approval of our super-
visor, Jörgen Lindh. Generally speaking, we realize the importance of his support and 
supervising. 

2.6 Data Analysis and Interpretation Methods 
Information security awareness is rather fresh topic in the domain of information securi-
ty. Having reviewed vast literature and article resources, we concluded that there are 
few information security awareness assessment models. Most of the information securi-
ty awareness literature focuses on the importance of information security awareness, 
giving explicit examples of how should awareness be maintained and nurtured inside an 
organization. 

Some of the methods of assessing information security awareness worth attention are 
Information Security Program Maturity Grid developed by T.R. Stacey, and Kruger & 
Kearney’s prototype of assessing information security awareness. 

Information Security Program Maturity Grid evaluates the overall security awareness 
inside an organization, with a special focus on what has to be done and how it should 
be. Although, the model does not allow an entity assess the security awareness based on 
its internal and external needs. In other words, different companies have different needs, 
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but the model does not take in consideration this matter – thus generalizing the applica-
bility of the model to all of the companies of different nature and sizes 

Therefore we chose to analyze our data using the latter model, which was developed by 
H.A. Kruger and W.D. Kearney 

2.6.1 A prototype for assessing information security awareness 
This model was developed in 2005. Its main advantage is the possibility to adjust the 
evaluation to the specific security needs and characteristics of an organization. 

Basically, the model assesses the behavior (what you do), knowledge (what you know) 
and attitude (what you think). When assessing the information security awareness, the 
company decides what is to be measured, in terms of information security, i.e. password 
secrecy, adherence to the security policies etc. Also, the company’s management settles 
on security priorities, i.e. behavior is more important than knowledge or vice versa. 

Another important feature of the model is the ability to quantify the information security 
awareness. In other words, the information security awareness level is given an explicit 
numeric value. Hence, the model gives a precise picture of the existing situation. 

Having thoroughly thought, we decided to measure six aspects of information security. 
The data shall be collected with the help of the interview. As well as it is imperative to 
set the importance weights (security priorities in relation to behavior, knowledge and at-
titude). This shall be found out during the interview with the IT security representative 
from the company. 

After collecting the needed data, we are able to give a numerical representation of the 
information security awareness in the organization. 

Due to time restrictions, we lack the possibility to measure the importance weights. That 
has to be done by interviewing company’s entire management. We consider that the 
contact person has all the abilities and skills to give an estimate of importance weights 
in the name of the organization. Therefore, the issue is unessential. 
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3 Frame of references 
This chapter consists of relevant model and theories regarding information security 
awareness. The final part of the chapter discusses the analysis model we intend to apply 
to our results. 

3.1 Information security 
The Committee on National Security Systems (CNSS), U.S., defines information securi-
ty as “the protection of information and its critical elements, including the systems and 
hardware that use, store, and transmit that information”. Information security is much 
broader term than Internet Security or IT security. 

The IT professional community, represented by www.it.toolbox.com, mention that in-
formation security embraces data stored in electronic form, as well as secrets, intellec-
tual data, know-how technologies, plans and budgets and so on; information security is 
large enough to encompass the whole organization and its informational assets, as long 
as the information represents a critical component in its operational/business activity. 
According to Whitman & Mattord (2007), the components of information security are 
information security management, computer and data security, and network security 
(Fig 3.1). 

Information Security 

 
Figure 3.1 - Components of Information Security 
 

Information security has become interchangeable with the terms of computer security 
and information assurance. These fields have much in common and often aim the same 
goals of protecting the confidentiality, integrity and availability of information. Infor-
mation security is a broad term in its sense, and actually covers all IT security defini-
tions. Security is applicable to information as to any other physical asset. Moreover, the 
protection of data is always the primary target of IT or Computer security, as those ma-
chines and physical assets hold information. 
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The basic principles of Information Security are covered in the series of ISO/IEC 27000 
standards published by the International Organization for Standardization (ISO) and In-
ternational Electrotechnical Commission (IEC). 

One of the central ISO standards which emphasize information security is the “ISO/IEC 
27001:2005 – Information technology – Security techniques – Information security 
management systems – Requirements”. 

Other important frameworks for information security are the Information Security Fo-
rum’s Standard of Good Practice (SOGP), Control Objectives for Information and re-
lated Technology (COBIT) and Information Technology Infrastructure Library (ITIL). 

The key component of Information Security is information security management 
(Whitman and Mattord, 2007). The general aim of the information security management 
team slightly differs from those of IT and general management communities. The main 
function of information security management team is build around the model of six P’s 
(Whitman and Mattord, 2007) (Fig 3.2): 

Planning

Policy

Programs Protection

People

Project 
Management

 
Figure 3.2 - The six P’s 
 

Planning – activities necessary for supporting the creation, design and implementation 
of information security strategies. It is imperative that the business strategy is translated 
into the IT strategy, and finally converted into information security strategy. There exist 
different types of information security plans. The range starts with incident response 
plans, business continuity plans, disaster recovery plans and ends with policy planning, 
personnel planning, risk management planning etc. 

Policy – the information security management team is responsible for developing a set 
of rules, guidelines and general security principles which finally take the form of securi-
ty policy. The policy consists of certain behavior rules within the organization there are 
three general categories of policy: enterprise information security policy, issue-specific 
security policy, system-specific policies. 
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Programs – represent the operations conducted within information security. The pro-
grams might have different purposes; usually they cover the aspect of training, educa-
tion and awareness appraisal (Whitman and Mattord, 2007). One example would be a 
security education training and awareness (SETA) program. 

Protection – this function is supported by a set of risk management activities and pro-
tection mechanisms. Basically, these activities cover the physical, logical and other as-
pects of security. 

People – this aspect includes the security personnel and the security of personnel. Man-
agement has already recognized the significant role people play in information security. 

Project Management – all the security process which take place in the organization have 
to be thoroughly planned and controlled by the project management team. 

3.1.1 Security awareness 
The Information Security Forum (ISF, 2003) defines information security awareness as 
the point to which any individual of the staff comprehends the significance of informa-
tion security, the level of information security importance in the organization, and the 
personal responsibilities related to information security. 

Gaunt (2000) argues that the most important element in the information security in an 
organization or entity is the personnel. Therefore, all employees should be aware of in-
formation security. 

The employees of an organization must have a certain degree of security awareness in 
order to prevent unauthorized access to IS/IT systems. Following the ideas in the book 
“IT-säkerhet för ditt företag” by Borg et.al, good security awareness is the foundation 
for the IT-security of an organization. If the employees does not have the knowledge re-
garding what is a secure behavior in terms of IT usage, it does not really matter how 
much money the organization spends on sophisticated technical solutions. The IT secu-
rity will not be total without security awareness among the employees. (Borg et.al, 
1997) 

The situation in organizations today is unfortunately that this is not a prioritized issue. 
The attitude towards security thinking and precautionary measures is for instance that it 
is unnecessary, steals time from “real” work and makes everyday working life harder. 
This is a reason why a common phenomenon at working places is to write down your 
password on a post-it or on a note placed under your keyboard.  

It is therefore important that the organization stimulates the staff to develop an interest 
and a desire to learn more. The security awareness can be defined as a sense or know-
ledge of what should be protected in an organization, what critical information that must 
be handled in a secure way. In addition to that, the employees must also have know-
ledge regarding proper behavior in the IT environment. 

3.1.2 Security Education 
A major part of handling everyday security in an organization is education. Devastating 
accidents for the organization can easily be prevented with knowledge among the em-
ployees. It is important that all employees, both users and system administrators, are 
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educated and trained. According to the authors of the book by Borg (1997), one of the 
most important aspects of IT-security is: “To create and maintain security awareness in 
the organization and make sure that rules and procedures are being obeyed”.  

Wood (2002, p.16) suggests that human actions reverse the technical information sys-
tem security measures. That is why any organization should take considerable efforts to 
educate its users – create a sort of “Human Firewall” as opposed to any physical or logi-
cal firewall. 

Security awareness is the foundation for a security promoting behavior among all em-
ployees in the organization. (Borg, 1997) The way to create security awareness is by 
education and training, such as courses or seminars for the employees. The work does 
not stop there, it is not enough to be educated once and then think that everything will 
be fine. The security awareness among the employees has to be maintained, technology 
changes and the users have to be up to date with what is going on.  

According to the book, a way to keep the employees on their toes is to conduct a simu-
lation of an accident by different scenarios. This is a way for the users to practice what 
to do in certain situations and to be aware of what might happen if the security issues 
are taken too lightly.  

Borg (1997) mentions three situations when education is necessary: 

• Security upgrades. The greatest educational work will take place when an or‐
ganization introduces the security guidelines or policies, or when a major up‐
grade in the security is done. 

• New employees. Every new employee must receive the same education that 
the rest of the staff has undergone. Ideally this should be done during the first 
week of employment but due to lack of time and resources, but that rarely is 
the case. 

• Continuous education. This is necessary to maintain the security awareness 
among the employees. It is a risk that the employees become more and more 
comfortable, nothing happens anyway. They become careless in handling 
passwords and making backups. As mentioned earlier, the employee’s know‐
ledge must be kept up to date. There are several ways to do this; the authors 
mention approaches such as workshops, lectures or seminars.  

3.1.3 Security Training 
Denning (1999) suggests that training is a significant element of information defense. 
He argues that the purpose of information security training is to inform employees, 
create and raise the level of awareness, and teach them proper information system prac-
tices. 

According to Whitman and Mattord (2007), security training consists of supplying the 
organizational members with explicit information and instructions regarding informa-
tion security, and security in general. The main purpose of training is to keep the users 
of the Information Systems aware of security, as well as perform their duties securely. 
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There exist two general methods of training. The choice lies between an in-house or 
outsource training program. Each of the methods has their advantages and disadvantag-
es which relate to the cost and internal security of the organization. 

Training is considered to be effective when it is designed to meet the precise needs of 
the users. The users can be categorized in groups according to their needs or other rele-
vant criteria (Whitman and Mattord, 2007). 

3.1.4 Security agreements 
To increase the IT security in an organization all employees, as already mentioned, must 
be made aware of risks that can cause damage to the organization. A common way to 
deal with these issues is to have the employees sign a contract of agreement. These 
agreements are usually a list of do’s and don’ts concerning the use of the IS/IT system 
in the organization. Borg et al, (1997) suggests some paragraphs that should be included 
in such an agreement: 

• User names and passwords must only be used by the person it belongs to. 
• It is forbidden to give out your password to anyone, not even someone within 

the organization.  
• The computer resources of the organization must not be used for unauthorized 

access to other IS/IT systems.  

It can also be appropriate to point out the consequences if one should break the agree-
ment. The organization should, if possible, have legal advisors to take a look at the 
agreement before having the employees sign it. Borg et al, (1997) also suggests that 
there are separate agreements for the users and the system administrators. 

Parker (1998) suggests that agreements have the role of managing the conflicts between 
job performance and security constraints. Thus, making security a part of job perfor-
mance. 

3.2 Existing Information Security Awareness Approaches 
When it comes to information security awareness, many factors should be considered. 
Some of them are technical, motivational, and even psychological. There exist many IS 
security awareness approaches. According to Puhakainen (2006), the information secu-
rity approaches can be grouped by the organizational role of information systems securi-
ty criterion. Therefore, existing information security awareness approaches have social, 
technical and socio-technical nature. 

The social view is focused on the end-user. The emphasis is placed on social and orga-
nizational issues. Technical view emphasizes the technical issues, and the socio-
technical view is a mix of social and technical views. 

Ayes and Connolly (2003) describe a model based on the assumption of user behavior, 
which is related to the user’s perception of risk and the choice based on it. Following 
the idea of this model, the user’s knowledge is formed primarily by information sources 
like media, coworkers, training etc. 
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Mitnick (2002) promotes continuous IS security awareness training as means to resist 
social engineering. He argues that the goal of the training programs is to make people 
adapt their behavior and attitudes to organizational rules and procedures on protecting 
the information assets. 

Murray (1991) focuses on the problems of poor IS security. He argues that the biggest 
problems appear as a result of employees’ incompetence, who perceives the risk lower 
than should be. According to his ideas, the users have to be trained by the means of 
courses, seminars, videos etc. 

An interesting security awareness formula was developed by Perry (1985). He states 
that the behavioral change equals the (Behavior = individual + environment) formula. 
Changing any of the elements should lead to the desirable behavior towards information 
security. 

Siponen (2000a) gives the idea that information system awareness programs must rely 
on behavioral theories. The purpose of such programs would be making users learn and 
follow the security policies unconsciously. 

3.3 Confidentiality, Integrity and Availability Triad 
Information Security basics and principles lay in the well-known security model – CIA 
triad. The CIA triangle constitutes the ground for security policy development. The tri-
angle consists of three sides: Confidentiality ensures that the information is accessed by 
privileged users with the right to access. Integrity presumes the completeness of the da-
ta. Availability characterizes the ease of access to the information requested/needed 
(Tipton and Krause, 2001). 

The formal description of the model is found in many official documents. The most 
spread is the one issued by the US Committee on National Security Systems (CNNS), 
and is called National Training Standard for Information Security Professionals, No. 
441. The model described is founded on the same three characteristics of information – 
confidentiality, integrity and availability. (Fig 3.3) The NSTISSC security model gives 
a comprehensive representation of the triangle. 
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Figure 3.3 - NSTISSC Security Model 
 

The NSTISSC model explicitly includes all of the aspects of information security. The 
axes on the left side show the facets of the information security. When extended, we are 
provided with a 3x3x3 cube with 27 cells. Every single cell represents the intersection 
among the three dimensions. For example, the cube of confidentiality, policy and 
transmission relates to the development of proper policy for confidential transmission of 
data or information. 

However, Whitman and Mattord (2007) emphasize that the CIA triangle in its initial 
form does not suit anymore the conditions of today’s informational and technological 
development. The pace of attacks and threats has considerably increased, as well as 
their level of complexity. Therefore, they propose a few additional concepts to the mod-
el, and namely: 

Privacy concept states that information should be collected, used, and stored for pur-
poses stated to the data owner. In other words, the provider of the data should be in-
formed about the further use of the data. 

Identification assumes that any individual user shall be recognized by the system. Iden-
tification represents the initial tread in gaining access to the data. 

Authentication is the ability of the system to check that the user has the identity 
claimed. 

Authorization assures that the person or computer has been authorized by proper author-
ity to access, update, and delete any information. 

Accountability assures that any activity or action carried out can be tied to a named per-
son or automated process. 
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3.4 Kruger & Kearney’s prototype 
The existing information security awareness literature lacks any scientifically proven 
methods of assessing information security awareness in an organization. 

H.A. Kruger, North-West University, South Africa, and W.D. Kearney, Australia, has 
developed a prototype model for measuring information security awareness in an inter-
national mining company. 

The methodology of the prototype is based on the grounds of social psychology. From 
the social psychology perspective, any tendency to act in response to a particular object 
has three elements: affect (one’s positive or negative emotion towards something), be-
havior (one’s intention to act in a particular way) and cognition (one’s thoughts about 
something). These three components make up the ground for the model development on 
same dimensions: knowledge, attitude and behavior. 

The hardest part of the measuring tool is to decide on the question of what to measure 
and how to measure. Basically, it is recommended that information security problems 
should be separated in distinct focus areas, so that to specifically address multiple as-
pects of information security. There is a possibility to narrow down the focus areas into 
particular factors if needed. This process resembles the construction of a structure tree 
of problem (Fig 3.4). 

 
Figure 3.4 - Tree structure of a problem 
 

This way, the question of what to measure is solved. However, there still exists the ele-
ment of importance weights determination.  

Importance weights represent the prioritization of the three dimensions, i.e. behavior, at-
titude and knowledge, according to their significance towards information security. In 
other words, the management of the company is required to assess the importance of 
behavior, attitude and knowledge in relation to security.  
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The estimation of importance weights is done in percentage, for instance, behavior is 
50% important, attitude – 20%, and knowledge – 30%. That means management 
stresses the employee’s behavior towards information security, with little care about 
what employees think of information security on that specific aspect. Generally speak-
ing, the measurement of information security awareness in this prototype follows the 
next formula: 

, 

Where V(a) is the general value of alternative a, and  (a) is the value score of alterna-
tive a’s performance on criterion i.  (a) is determined using a questionnaire. Finally, 

 represents the importance weights, determined by the decision of management board. 
Having measured the alternatives and the importance weights, final picture of informa-
tion security awareness can be obtained (Fig 3.5). 

 
Figure 3.5 - Example of possible results of the method 
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It is important to mention that the level of performance with regards to information se-
curity awareness should be determined by the company’s management.  

Usually, the following grade table is applicable (Table 3.1): 

90‐100
70‐89

69 and less

Good
Average
Poor

MeasurementAwereness

 
Table 3.1 - Awareness Measurement Table 
 

The benefits of this prototype are clear enough. One manager could get the clear picture 
of information security awareness to date. As well as it is possible to apply the model 
over some time in order to measure the difference in information security awareness 
performance. 

3.5 Information security policies of the organization examined 
The organization in question has explicit rules and guidelines for their employees, as we 
mentioned earlier, that they receive during their introduction education when being em-
ployed. The first is a two-page document, called Cheat sheet for users, divided into 
three sections: instructions that users must follow; areas where the users should use 
their own judgment; and information that is useful to know.  

The second document is the internet policy for all employed at the organization. This is 
a document developed by several persons from the management of their different IT de-
partments as well as legal advisor in the organization. (Appendix 1)  
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4 Empirical findings 
This chapter includes the findings from data collection. The results are structured 
around the analysis model and its six focus areas of information security awareness. 
The behavior, attitude and knowledge dimensions are taken in account as well. 

4.1 General information security statistics and facts 
Our sample consisted of 8 women and 3 men. The average age of the respondents is 45 
years old and the average term of employment is about 11 years. The least period of 
employment is 2 months, and the longest term is 40 years (Table 4.1).  

All of the employees use the computer 75% of their work time. In addition, all of the 
employees have a personal computer at home, which serves work purposes as well. 
Some of them even share their personal computer with their families. 

 

Interview 1 2 3 4 5 6 7 8 9 10 11 Average
Gender F F F M M F F F M F F
Age 36 33 62 36 53 50 59 57 35 48 35 45,8
Years employed 0,45 10 40 0,15 30 10 13 18 2 0,15 1 11,3

Table 4.1 - Gender, age and years of employment 

In terms of importance weights, the Information Security Chief stated that their organi-
zation emphasizes appropriate behavior the most, extending its significance to 50%. At-
titude and knowledge dimensions share the same importance of 25% (Fig 4.1).  

The Information Security Chief argues that attitude is as much important as knowledge, 
because the attitude of the employees should be based on actual knowledge.  

 
Figure 4.1 - Importance Weights Chart 
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Following previous idea, the Information Security Chief stressed the fact that what em-
ployees do is more important to the organization itself in order to prevent any incidents 
or reject any attacks. 

She/he agreed and approved the 6 key focus areas of information security which we re-
search upon, identifying them as the most challenging areas of information security.  

In the same interview, the Information Security Chief agreed on the general grading of 
performance towards information security awareness. Therefore, the range of 80 to 100 
represents a good performance, whereas 60 to 79 express an average performance; eve-
rything which is below 60 shows poor performance (Table 4.1). 

 

Grade
Good

Average
Poor

Overall Awereness Level
80‐100
60‐79

59 and less

Table 4.1 - Overall Awareness Level 

 

The entire group has made an impression of having a high degree of knowledge of in-
ternal information security guidelines and policies. On the other hand, only 10 out of 11 
were confident that they properly understood the rules specified. 

Moreover, one of the respondents confessed that he/she never read the rules specified in 
information security guidelines and policies. Some of the interviewees mentioned that 
the information security knowledge they possess has sources other than the organization 
they are currently working. 

4.2 Password 
Only 20% of the group used or shared someone else’s password. One interviewee ex-
plained that there is a need to do that, since they sometimes use the same applications 
with the same credentials. On the other hand, when asked to give out the password, 91% 
agreed to disclose it partially. Thus leaving only 9% (1 interviewee) that obeyed the in-
ternal password rules.  

In the same context, the Information Security Chief explained that there is a large num-
ber of systems and applications used in the organization. The number is varying be-
tween 150-200 systems and applications. 75% of the total number of systems and appli-
cations are run under the system of single sign-on, i.e. the employees are required to au-
thorize only once, and with the same credentials when using different applications. 
She/he added that each employee has 4 to 5 distinct credentials. 

Since the organization uses many systems/application, employees are forced to handle 
multiple passwords. This fact has raised complaints from one of the respondents, who 
argued that it was often complicated to remember all passwords.  
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That is why some employees, and namely 54% of the respondents, are predisposed to 
keep them in written form, despite the formal internal rules which prohibit this action. 
The same 54% of the respondents declared that they do keep their passwords written 
down. 

8 out of 10 could explain how to secure and protect the password, and everyone was ac-
quainted with the rules of password usage.  

The Information Security Chief stated that for every new system user the passwords are 
generated by the system. Password rules require that it should be changed periodically 
by the user.  

The password has to contain both characters and numbers; this rule is enforced by the 
application rules inherent in the information systems and applications. She/he also add-
ed that employees are recommended to use special characters in their passwords, such 
as [%, &, /, (, ), =, #, “]. 

4.3 Email and Internet 
The email & internet security area impressed us the most. Initially, the interviewees 
were asked for their emails. One of the respondents even hesitated and questioned the 
need for his/her work email address.  

The respondents were put through the email test which is described in the method part. 
10 out of 11 did not click the potentially dangerous link received during the email-test. 
The same number of employees declared that they never open suspicious email attach-
ments, stating that they are fully aware of the possible negative consequences which 
might come out of malicious email attachments. 

Similar results have been obtained regarding the usage of internet – almost all of the 
employees were using internet for work purposes, i.e. 91%. In addition, 91% of the res-
pondents are always aware of the content of sites they visit on the web. Most of the em-
ployees take in consideration the ethical aspect of sites and user their own judgment 
when surfing the web. 

One of the respondents admitted that he/she visits recreational sites as youtube.com and 
social sites as facebook.com. On the other hand, the IT Security Chief argued that em-
ployees are required to use the internet only for work purposes, although it is not prohi-
bited to surf the web for other purposes.  

Also, it has been found out that the primary use of the email account refers to personal 
messages and work related activities. 63% of the respondents use their email account for 
both small private messages and work related purposes, on the other hand 37% declared 
that they use it only for work purposes and related tasks. 

It can be stated that employees at the organization researched have 100% knowledge of 
information security when it comes to email and internet usage. The entire group of 
people successfully identified the potential threats related to the use of internet and 
email.  

The interviewees were able to explain and exemplify different types of threats. And 
namely, 63% knew what a virus, a spam message and phishing are. 27% of the respon-
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dents were not familiar with what phishing constitutes, and only one person declared 
that he/she is not cautious when using internet and email, because there are firewalls 
and antivirus programs installed. 

4.4 Technical Equipment and Software 
Almost 100% of the respondents are behaving securely towards the technical equipment 
and software, i.e. never tried to reconfigure neither the physical nor the software confi-
guration.  

On the other hand, 18% believe they should be allowed to install their personal soft-
ware. One person declared that he/she installs personal software, still being confident 
and cautious in his/her actions.  

In the same perspective, the IT Security Chief declared that none of the employees are 
allowed to install application or software of personal use. The employees are required to 
use the preinstalled package of applications, and in case there is a need to install addi-
tional applications or software, they should contact the IT Department specialists. 

100% of the sample was able to correctly determine the situation when technical staff 
should be contacted. 3 out of 11 failed to know if employees are allowed to bring any 
personal physical devices to the workplace.  

On the other hand, one of the respondents stressed that there should be stricter rules on 
electronic and storage devices, i.e. to forbid any of them, so that to reduce any risk of 
information security breach.  

It is worth mentioning that most of respondents felt acceptable to use personal electron-
ic and storage devices for different purposes such as file transfer or storage, mobile 
phones for calling etc. The argument is that they find it comfortable to continue their 
work at home, or to receive or give calls from their mobile phones.  

On the other hand, the IT Security Chief explained that the employees are allowed to 
bring their own/personal electronic and storage devices, although the electronic and sto-
rage devices should not be neither connected or plugged to the work computers, nor 
used at the workplace so that to avoid any information breach. She added that mobile 
phones are allowed to be used, but not connected or plugged to the hardware which be-
longs to this organization. 

 

 

4.5 Incidents and Threats 
91% of the group is confident of their actions if any security incident happens. 10 
people stated that they would call a supervisor as stated in the internal rules.  

However, only 2 employees would approach and escort unknown persons in the hall. 
Some of the employees emphasized the need of having identity cards always disclosed 
when being inside the building. The rest of employees argued that it is highly impractic-
al to approach all unknown persons in the hall since the number of employees is high. 
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Moreover, it is impossible to recognize all the persons working in such a large organiza-
tion. 

Regarding the subject of threats to information security of the organization, 10 out of 11 
gave correct answers, exemplifying them. Nevertheless, only 27% knew what social en-
gineering represents. One of the respondents mentioned that there exist 2 to 3 attempts 
daily, resembling social engineering attacks. These attacks took the form of phone calls, 
and unidentified persons were trying to get full or partial information on a specific mat-
ter. 

When asked to identify threats to the organization, the IT Security Chief argued that 
there are two main source of threat for the organization:  

• lack of information security awareness among the employees, and  
•  threats originating from the internet such as hacker attacks, viruses, worms etc. 

She/he added that the experience of threats and information security attacks happens ex-
tremely rare. The last experienced threat occurred in the form of computer viruses in 
2008. The consequences were insignificant and immediately removed. 

4.6 Training and Education 
In his/her interview, the Information Security Chief explained that all of the employees 
are given an introductory information security lecture, i.e. new employees are given de-
tails about the information security requirements of the organization. Every single fresh-
ly hired employee is handed in a paper-based summary of information security prin-
ciples, and is given a self-evaluation test which consists of security questions. 

The introductory lecture is followed by seven preparation lectures/seminars where the 
newly employed personnel are given information security education and training. The 
training sessions consist of information security tests. 

Besides the introductory lecture and preparation, selective employees are given infor-
mation security training and education on an annual basis. Training and education 
usually have the form of meetings and lectures.  

The purpose of training and education programs is to “increase the information security 
awareness among employees, as well as to educate them, so that to avoid existing and 
future security problems”, as the Information Security Chief mentioned. The rest of the 
employees are annually reminded of the information security problem using brochure 
and paper based tests. 

As a matter of fact, two employees acknowledged that they were never been given any 
information security training except for the introductory session and preparation. Both 
of the employees have been employed for more than 10 years. 

72% of the respondents felt that it would be beneficial to have additional information 
security training and education programs. Moreover, 81% found past information secu-
rity training session very useful and informative.  
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The respondent group has stated its training and education preferences in the following 
order:  

•  55% preferred practical seminars and workshops,  
• 27% favor theoretical seminars, and  
• -the rest of the employees interviewed chose brochure, informative materials, or 

a combination of those mentioned above. 

The IT Security Chief also mentioned about the motivation and penalization practices 
their organization has. All the employees are encouraged to respect and obey the infor-
mation security policies and rules, being given small and insignificant incentives such 
as small gifts or objects.  

If the employee does not follow the rules or consistently breaks them, then his/her be-
havior would be evaluated by the “internal rule court”, which applies formal punish-
ments and penalizations if needed. The punishment/penalization depends on the degree 
of harm shouldered by the organization. 

4.7 Sensitive Data 
The respondents expressed a high level of positive attitude towards internal information 
security rules and policies. 91% of the group have read the internal information security 
policy, and have attended the information security introductory lectures. 

The IT Security Chief has explained that sensitive data for the organization constitutes 
any document with classified information, as well as any information which is not pub-
licly published, including work reports, decisions, and statistics etc. 

Most of the interviewees (81%) successfully identified the criteria of sensitive data for 
the organization, delimiting it to work related reports, management decisions, official 
documents and documents with restrictive character etc. Although fewer employees 
(63%) know how the data should be backed up and secured, i.e. they failed to realize 
who is responsible for this process. 

The IT Security Chief mentioned that employees are obliged to lock their computers 
when leaving the workplace. Regarding the backup of sensitive data, the IT Security 
Chief stated that this process should be handled only by the specialists from IT Depart-
ment, in order to avoid the dissemination of important or secret information.  

In the same context, she/he added that work files are classified according to their impor-
tance and secrecy degree. Thus any work file is allowed to be copied or taken home as 
long as it has little importance or secrecy. If the work files are highly classified, then 
any copy or storage on external devices is prohibited. The classification rating is based 
on criteria selected and decided by the organization itself. 

Regarding the sensitive data, only six employees out of eleven act and work cautiously. 
The rest sometimes leave their computers unlocked and unattended, and forget to save 
and close the work files when leaving the office.  

The IT Security Chief stated that the unattended computers are always backed up by 
protection screen savers. The user has the option to configure the screen saver time op-
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tion. However, eight out of eleven believe that screen savers are efficient, whereas three 
people find it disturbing and annoying practice. 
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5 Analysis 
In this chapter we will apply the analysis model to the results obtained in order to as-
sess the information security awareness level at the organization studied, as well as 
give answers to the research questions posed. 

5.1 Information security awareness level 
In order to fulfill the purpose of our research, we have applied Kruger & Kearney’s pro-
totype (see p.21) to the results obtained from the interviews. The tool permitted us to 
give an exact numerical value to the level of information security awareness (Fig 5.1). 

 

Importance 50% 25% 25%

73 73 83

Password 45 77 86 70

Email & Internet 95 91 100 95

95 64 86 82

Incidents & Threats 55 64 59 59

Training & Education 91 77 95 88

Sensitive Data 55 68 73 65

B
ehavior

A
ttitude

K
now

ledge

Total aw
ereness/focus area

Total awareness/ 
dimension

76

Technical Equipment 
& Software

Figure 5.1 - Total awareness score sheet 
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Therefore, the organization studied has the total awareness score of 76, which represents 
an average information security awareness level according to the IT Security chief. The 
mathematical expression of the awareness if the following (see p.21 for formula): 

Overall Awareness (74) = 72*0.6 + 73*0.2 + 83*0.2 

Although the total awareness score of 76 represents an average, it is interesting to ob-
serve there is high contrast among the focus areas. In other words, some of the focus 
areas have a high degree of awareness, such as email & internet (score 95), technical 
equipment & software (score 82), and training and education (score 88). Whereas, 
password, incidents & threats, and sensitive data areas have rather low scores of 70, 59, 
and 65 respectively. 

Incidents & Threats aspect of the information security has scored the least. Its perfor-
mance could be characterized as unacceptable. We believe that previous training and 
education programs would have avoided this matter. That is why only three people were 
able to explain the terms of incident and threats. Moreover, the IT department manager 
declared that daily there were many social engineering attack attempts, in the form of 
phone calls. We feel that this subject should be included in the training sessions, as so-
cial engineering poses great danger for information assets of the organization (Mitnick, 
2002). 

Another reason for poor incidents & threats area level might be the employees’ lack of 
interest in information security issues in the organization. Only three employees showed 
some interest in organizational information security. Murray (2005) argues that this 
might be the reason for overall poor IS security. He states that the most of the informa-
tion security difficulties appear as a consequence of employees’ competence deficiency. 
Following his idea, incompetent employees do not realize the potential risks and danger 
of their actions. James (1996) states that the possible reasons for reduced user involve-
ment in information security are:   

1. Most of the users do not have a technical background, thus they do not under-
stand the technical language;  

2. Information security approaches are too technical and sophisticated, thus diffi-
cult to understand;  

3. User do not feel the individual responsibility for information security, and  
4. Low level of security awareness amongst users because of lack of proper educa-

tion.  

Our interviewees are partially characterized by the criteria exposed above; 40% of the 
group failed to identify the threats to their organization, 45% show careless behavior 
towards information security, and 35% have little or no interest in information security 
welfare of their organization. 

Concluding, we believe that any type of threats could possibly lead to problematic out-
comes under present circumstances. 

In the same time, employees show better results towards the incidents side of the area – 
almost 90% know how to handle and report security incidents. This fact alone is impor-
tant for the operations continuity, and well-functioning of the company. 
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The area which interested us the most was the passwords. We could monitor considera-
ble password mismanagement – 91% of the respondents partially gave out their pass-
word when asked. This fact might represent a great danger for the informational security 
of the organization. The problem is deepened since the organization uses multiple sys-
tems. The attacker could easily access the information required. Bresz (2004, p.57) ar-
gues that one ‘should draw a balance between password complexity and people’s ability 
to remember a password’. Following his idea, if a password is too complex, it raises the 
likelihood that some of the employees would write it down. That is the case of the or-
ganization examined. Some of the respondents confessed that it is easier if they keep the 
password written down. Although the internal password rules prohibit that, employees 
argue that it is difficult to remember all of the passwords. 

Interesting is the fact that passwords are initially generated by the system. The users are 
able and enforced to change their password periodically. It is generally accepted that 
passwords should be 8 characters long with a mix of character types Bresz (2004). We 
discovered that many passwords partly revealed were simple in their complexity, i.e. 
passwords represent the name of its owner; include repetitive characters and so on. The 
reason assumed is that employees try to adjust the password to their memory capabili-
ties and needs. 

The best information security awareness performance has been achieved in the area of 
email and internet. Although the organization assumes that the employees should use 
email and internet according to their sense of judgment, all of them follow the rules of 
security. As well as we assume that there exists high level of system protection, in other 
words there should be firewalls and antivirus software installed. 

Another problematic information security area of the organization is sensitive data. The 
total level of sensitive data awareness is as low as 65, which grades it as an average per-
formance. Sensitive data constitutes an important factor for the organization, its func-
tioning and its stakeholders. 

Sensitive data was identified by the Information Security Chief as the classified docu-
ments, organizational reports, management decisions, personal information of its stake-
holders and so on. 82% out of 11 people could identify the same sensitive data characte-
ristics of the organization. The overall result of 65 is due to employees’ incautious be-
havior towards their working files and documents.  

The employees convey a good level of awareness towards technical equipment and 
software. 

Concluding, the overall information security awareness level of employees at the organ-
ization researched is acceptable, with a little need to improve some of the areas in order 
to increase awareness performance to the highest level. The nature of the information 
security awareness is contrasted. Half of the information security awareness areas have 
a rather poor performance, and the rest exhibit successful information security policy 
and standards enforcement. 
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5.2 The discrepancy - theoretical buildup vs. day-to-day con-
duct 
From the very beginning, management’s expectations regarding the information securi-
ty awareness among employees of their organization were positive and high. The IT se-
curity chief explained her position, arguing that their organization processes large 
amounts of public and private data, as well as operates numerous and large financial 
transactions. Having reviewed vast literature sources, we assumed that there would be 
an evident gap between management expectations and reality. Vyskoc and Fibikova 
(2001) observed that there is a discrepancy between theoretical expectations and prac-
tice. Vyskoc and Fibikova insist that the discrepancy identified should help managers 
and IT specialists to manipulate employees’ behavior and attitude towards a better secu-
rity environment. 

If we follow the results the model supplies (see p.31), we can observe that the actual dif-
ference between the averages of knowledge and behavior is minimal (score difference 
of eleven), disregarding the importance weights (see p.25). This detail stresses the fact 
that even though the employees have a proper theoretical background, there still is some 
deviation in their behavior. The reasons for this behavior deviation could be traced to 
different factors: psychological, motivational, financial, personal etc. According to Per-
ry (p.17), potential scientific reason for such phenomena is that knowledge alone is use-
less, until proper environmental attitude is created. Management should constantly re-
mind employees the importance of proper attitude and behavior towards information se-
curity. In the same context, Banerjee et al. (1998) argue there are situational factors 
which influence the ethical aspect of their behavior when faced with dilemmas. They 
discovered that employees’ intent to act ethically or unethically is strongly associated to 
the environment they work in and their own decision towards the action. 

The employees’ knowledge in all of the information security awareness areas seems to 
outperform the results based on the behavior dimension, except for technical equipment 
and software. A reasonable explanation is the fact that most of the employees inter-
viewed have little or no technical background. That argument is validated by the fact 
that behavior towards technical equipment and software security awareness is highly 
positive (score 95), i.e. employees lack knowledge of technical nature, leaving this con-
cern to technical staff – which is a positive behavior from the security awareness point 
of view. 

The reduced knowledge of incidents and threats (score 59) determines low behavior 
performance of the same area. The paradoxical is the relationship between behavior and 
knowledge in the password awareness field. Although, most of the respondents have a 
good knowledge of password protection, 10 out of 11 failed the test we put them 
through. This fact can be an indicator for successful social engineering attacks. 

It is worth to notice that two of the respondents declared that they had not participated 
in any of the information security awareness training & education sessions apart from 
the introductory lecture. Both of the employees have been working for that organization 
for more than 10 years. That leads to the conclusion that some of the workers possess 
high level of information security knowledge from other sources than the organization 
examined. 
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Returning to the areas with high level of security awareness knowledge, we believe that 
managers should work on employees’ attitude in order to improve/maintain the security 
behavior. 

In conclusion, it can be argued that although the level of employees’ security education 
is rather high, there still is a gap between the theoretical buildup and reality. The man-
agement board should change the training and education programs, or provide different 
means of education. Furnell et al. (1997), Beatson (1991), Desman and other informa-
tion technology scholars discuss programs of information security awareness training 
and education. Another explanation might lay in employees’ attitude, thus the organiza-
tion should try to create a better attitude. In addition, management should not forget to 
constantly monitor employees’ behavior (Wood, 2002). 

5.3 Recommendations for improvement 

5.3.1 Improving the information security awareness 
The information security awareness assessment tool we applied to the results depicts the 
general picture of information security awareness at the organization studied (p.29). 
Moreover, the model presents details on each area along the three dimensions of aware-
ness. Depending on color, each cell marks the performance of that specific variable in 
relation to the dimension considered. The reddish colors denote problems, whereas 
greenish colors mark highly positive performance. 

From the picture above (p. 31) it is clear enough which areas should be improved. The 
most problematic matter is the password protection behavior (score 45). Considerable 
efforts have to be taken to improve the situation.  

We suggest that the management should emphasize the importance of password protec-
tion. Firstly, the organization must have strict rules regarding the complexity of pass-
word. Secondly, every member of the organization should be reminded and motivated 
to follow this rule. Thirdly, the organization should think of implementing single sign-
on systems in order to avoid the problem of multiple log-on IDs and passwords main-
tenance. Sasse et al. (2001) discussed the problems referring to security design. They 
suggest that security mechanisms should fit employees’ abilities and tasks. Any security 
mechanism, for instance password complexity, should be implemented with the aim that 
employees would be capable of applying and using those mechanisms. The security me-
chanisms should not be a barrier for an employee to perform his work as well. Finally, 
in order to avoid any risk of unauthorized access, Beatson (1991) promotes the principle 
of least possible privileges, so that the attacker would have less room for illegal actions, 
if credentials were involuntarily or voluntarily disclosed. 

The second most challenging issue are behavior toward incidents and threats (score 55) 
and sensitive data (score 55). These areas are critical to the functioning of the organiza-
tion. Many employees do not follow internal security rules. That poses a great risk for 
potential threats and security incidents. Mitnick argues that information security aware-
ness training should include role-playing techniques; reviewing reports of the latest at-
tacks on organizations or entities, and discussing the potential ways the organizations 
could have circumvent these attacks, thus exemplifying concrete steps of avoiding 
troublesome situations. In the same context, 91% of the employees have never expe-
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rienced any security incident. That is why we believe that role-playing or any type of 
security incident simulation would boost employees’ knowledge as well as his/her over-
all security awareness. 

Surprisingly high is the email and internet security awareness. We believe that existing 
documents, brochures and training sessions the organization provides mostly emphasize 
email and internet issues. We think that future training and education sessions, as well 
as brochures and documented policies, should devote more attention to other areas of 
information security. 

Generally, the overall level of attitude (score 73) is acceptable for a sound security envi-
ronment. Attitude is correlated to the motivation employees have for information securi-
ty. Parker (1998) suggests that the optimal way to sustain high level of motivation and 
commitment is applying rewards and penalties. In the same context, McLean (1992) 
suggests that an information security awareness program should be able to change em-
ployees’ values, behavior and perceptions. Lafleur (1992) proposes ways to combat em-
ployees’ resistance to secure behavior. His proposal takes the form of an information 
security awareness program with two main components. One of the components is pro-
motional component, which aims at reminding the employees of security. Another com-
ponent is interactive component, i.e. meetings, seminars etc. The interactive component 
helps employees internalize security procedures and rules easier. 

Referring to Perry, if an organization wants to change the security awareness behavior 
of its employees, it should change either the environment or the individuals. To make a 
more significant change, both of the variables could be changed. We assume that the or-
ganization studied should amend its security environment in order to change the securi-
ty behavior. The change should start from the top management layer and organization 
leaders (Gaunt, 2000). 

5.3.2 Sustaining a high level of information security awareness 
In order to keep high performance results on the existing information security awareness 
areas, the management board of the organization has multiple options and choices. Most 
of the researchers in the IT domain argue that any organization should promote and pro-
vide information security awareness programs to its employees. According to Puhakai-
nen (2006), the existing information security awareness approaches can have a social, 
technical or socio-technical view (p. 18). It is important that the organization chooses 
the right information security awareness approach. 

Social information security awareness approaches suggest that employees’ behavior 
should be nurtured and motivated basing on the social and organization issues (Forcht et 
al., 1988; Banerjee et al., 1998). These studies suggest that ethical awareness should be 
cultivated, by continuously reminding the need for security. The organization should 
build clear ethical policies. Motivation and attitude are the primary factors which affect 
users’ behavior. 

We believe that the technical view limits the behavior of information system users, as-
signing the security responsibility on strict rules and automated systems/machines. 
Straub (1990) proposes following actions to be taken: establish proper policies, training 
and informing users about the system use, generating and checking passwords, conti-
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nuous surveillance. In the circumstances where social issues are given high attention, 
the technical is useless to apply. Furthermost, the organization studied is a governmen-
tal institution, thus it is imperative that the social aspects to be taken in consideration. 

The socio-technical supporters (Murray, 1991; McLean, 1992, Parker, 1998) suggest 
building a program with a mixture of videos, audios, seminars, tutorial sessions, hand-
outs, and so on. Our organization should place itself in this content. Both technical and 
social factors should be evaluated when delivering the information security awareness 
programs. Technical security assurance is equally important for supporting the opera-
tional functioning of the organization. 

Generally speaking, disregarding the information security awareness approach, the 
management board should think of organizing multiple and various types of training 
and education sessions, taking into consideration the preferences expressed by their em-
ployees (see p. 29). 73% of employees thought it would be useful to have additional in-
formation security awareness training and education.  
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6 Conclusions 
In this chapter we will present research conclusions based on the analysis presented in 
the section above. 

The research shows that the information security awareness level at the organization ex-
amined has an average performance according to the grading table established by the 
management of the company.  

The nature of the information security awareness performance is contrasted, with half of 
the areas needing immediate intervention for improvement. Whereas, the other focus 
areas fit the expectations of the management towards the information security. 

The survey demonstrated the existence of discrepancy between the theoretical buildup 
and the daily conduct of employees, who tend to have higher level of knowledge of in-
formation security, but lower performance regarding proper information security beha-
vior. 

The organization examined lacks a properly developed information security awareness 
program. The existing information security awareness program does not focus all the in-
formation security areas, mainly emphasizing the email and internet subject.  

Therefore the organization should improve the information security awareness level by 
providing complex training and education programs. 

  

38 

 



 

7 Closing Discussion 
In this section we will present reflections and suggestions for further research. 

7.1 Reflections 
The research undertaken gave us the opportunity to see the importance of education and 
training for employees and to see how they behave or would behave in certain situations 
regarding information security awareness.  

The model we used to assess the awareness is not a standard method for this kind of 
evaluation, but will hopefully be of use for other researchers when conducting similar 
studies. 

Given a chance to perform the research once again, we would probably revise the ques-
tions to make the answers more straight forward and easier to interpret. Given more 
time, a possible approach would have been to try out some test-interviews first in order 
to find out which questions need improvement. The optimal situation would be to make 
the interviews with the employees totally unaware in advance. It would prevent the em-
ployees from reading up on the rules and guidelines prior to the interview. Our group 
also feels that the number of employees has to be larger in order to be representative for 
the whole organization. It would have been useful to have in-depth interviews with dif-
ferent managerial persons to find out which dimension they put more weight on. 

 In addition to having only interviews, it would be a good idea to conduct some sort of 
simulation of possible real-life incidents to really test the behavior of the employees. 
That way, they are not prepared to be tested, and it would reflect their actions, resulting 
in a more accurate view of their behavior. 

We believe that in order for us to be able to generalize the result to many other organi-
zations in Sweden, we would have to assess a larger number of organizations/companies 
of different size. 

As well as, we think that the purpose of this thesis is fulfilled. The reason behind that 
argument is that we managed to assess the level of information security awareness 
among employees of this particular organization; as well as we achieved to see that 
there is discrepancy between the theoretical and practical preparation of the employees, 
in terms of information security awareness. We were able to build recommendations to 
the management of the organization, in order to improve the information security 
awareness level on different areas, as well as maintain the current good performance on 
other areas. 

7.2 Suggestion for further research 
Further research is suggested on the relationship between knowledge and behavior, and 
why behavior deviates from actual knowledge.  The reasons for that deviation could be 
multiple, ranging from psychological to financial motives and incentives. In our thesis 
we can only make assumptions on why that is the case, but if the research is initially fo-
cused on that area it could result in interesting findings. 
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Another suggestion is to find the motivation criteria, which would work the best for im-
proving employees’ information security behavior and attitude. In other words, how 
should be the employees motivate so that they behave properly towards information se-
curity of the organization and its assets. We found that these two variables are less de-
pendent on employees’ actual knowledge. 

Taking into consideration the fact that sometimes security design does not meet people 
capabilities, for instance difficult passwords to remember, we suggest that further re-
search is conducted on the security design. And namely, how the security should be de-
signed so that to make it simple for the employees to behave appropriately and accord-
ing to the security rules. 

  

40 

 



 

8 References 
Andersen, E.S. (1994). Systemutveckling – Principer, metoder och tekniker. Lund: Stu-
dentlitteratur. 

Aytes, K. & Connolly, T. (2003). A research model for investigating human behavior 
related to computer security. Ninth Americas Conference on Information Sytems, 2027-
2031. 

Banerjee, D., Cronan, T.P. & Jones T.W. (1998). Modelling IT Ethics: A study in situa-
tional ethics. MIS Quarterly 22(1):  31-60. 

Beatson, J.G. (1991). Security – a personnel issue. The importance of personnel atti-
tudes and security education. Sixth IFIP International Conference on Computer Securi-
ty. 

Bishop, A. (2003). Computer Security: Art and Science. Boston: Addison-Wesley Pro-
fessional. 

Bresz, F.P. (2004). People – Often the weakest link in security, but one of the best plac-
es to start. Journal of Health Care Compliance, 57. 

Denning , D.E. (1999). Information Warfare and Security. USA: ACM Press. 

Easterby-Smith, M, Thorpe, R. & Lowe, A. (2002). Management Research. (2nd ed.). 
London: Sage. 

Furnell, S.M., Gennatou, M. & Dowland, P.S. (2002). A prototype tool for IS security 
awareness and training. International Journal of Logistics Information Management 
15(5), 352-357. 

Gaunt, N. (2000). Practical approaches to creating a security culture. International 
Jouirnal of Medical Informatics 60(2), 151-157 

Groves, R., M., Fowler F., J., Couper, M., P., Lepkowski, J., M., Singers, E., & Touran-
geau, R. (2004). Survey Methodology. New Jersey: John Wiley & Sons Inc. 

James, H. L. (1996). Managing Information Systems Security: a Soft Approach. IEEE 
Xplore.  10-20. 

Lafleur, L.M. (1992). Training as a part of a security awareness programme. Computer 
Control Quarterly 10(4), 4-11. 

McLean, K. (1992). IS security awareness – selling the cause. 8th International Confe-
rence on IS security. 

Mitnick, K.D. (2002). The art of deception: Controlling the human element of security. 
USA: Wiley Publishing. 

Murray, B. (1991). Running corporate and national security awareness programmes. 
IFIP TC11 Seventh International Conference on IS security, 203-207. 

Parker, D.B. (1998). Fighting Computer Crime: A new Framework for Protecting In-
formation. USA: John Wiley & Sons. 

41 

 



 

Perry, W.E. (1985). Management Strategies for Computer Security. USA: Butterworth 
Publishers. 

Poulsen, K. (2000, March 2). Mitnick to lawmakers: people, phones are weakest links. 
Retrieved 2009-03-03 from http://seclists.org/politech/2000/Mar/0005.html. 

Puhakainen, P. (2006), A design theory for information security awareness. University 
of Oulu. 

Sasse, A., Brostoff, S. & Weirich, D.(2001). Transforming the weakest link a hu-
man/computer interaction approach to usable and effective security. BT technology 
journal 19(3), 122-131. 

Saunders, M.K., Lewis, P. & Thornhill, A.(2003). Research Methods for Business Stu-
dents. (4th ed.) Financial Time Press. 

Siponen, M.T. (2000).  A conceptual foundation for organizational IS security aware-
ness. Information Management and Computer Security 8(1), 31-41. 

Straub, D.W. (1990). Effective IS Security: An Empirical Study. Information Systems 
Research 1(3), 255 – 276. 

Vyskoc, J. &  Fibikova, L. (2001). IT users’ perception of IS security. IFIP WG 
9.6/11.7 Working.-Conferenece.  

Welman,Ch., Kruger, F. & Mitchell, B. (2005). Research Methodology, (3rd ed.). Cape 
Town: Oxford University Press. 

Whitman, M.E & Mattord, H.J. (2004). Management of Information Security (2nd ed.). 
US: Course Technology. 

Wood, C.C. (2002). The Human Firewall Manifesto. Computer Security Journal 18(1), 
15-18. 

 

 

 

 

 

 

 
  

42 

 



 

Appendix 1 - Cheat sheet for users 

Section one 
Instructions that you must follow 

• Do not share your login and password and do not expose them by accident 

Logins and passwords are personal and are assigned to you based on what is needed for 
you to perform your work tasks. They are connected to keycards and user ID. The activ-
ities of users are logged in our systems so to protect yourself you should not give them 
out. 

• Use screensaver with password on your computer 

If you have logged in but are not present in your room you know that no one else can 
use your login to get access to the systems and information. 

• Do not save any work material on your hard drive C: 

Backups are not made on your local hard drive, only on the servers in the network. In 
case of an incident such as a virus, the whole computer and its hard drive is emptied and 
formatted. Besides all information on C: can be accessed by everyone using the com-
puter. 

• Report virus attacks, fire, threats, thefts and other incidents to nearest super‐
visor or to service desk 

The different functions at the organization who handles these types of incidents must be 
able to act fast and take care of the problem. 

• Do not install software by yourself 

This can create holes in our security protection. The IT department decides how soft-
ware should be installed to avoid conflicts in the system between different applications. 

Section two 
Areas where you should use your own judgment 

• Internet usage 

When browsing the internet, you leave electronic traces from our organization. These 
traces are logged in our organization and perhaps on all sites you visit. Follow the ethi-
cal guidelines regarding browsing websites of inappropriate material which can often 
involve an IT security risk. 

• E‐mail usage 

The information in an e-mail can easily be read by others. Besides you do not know if 
the recipient forwards the e-mail to anyone else. Do not send sensitive information by e-
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mail. Automatic forwarding of e-mails to mail addresses outside our building is not al-
lowed. 

• For attachments in e‐mails applies: 
 Use a link to the document instead of attaching it 
 Do not make changes directly in an attachment 
 Do not open suspicious looking attachments 

This is to maintain authorization control to documents; not to waste our storage capaci-
ty; not risk losing changes made in a temporary file; and to maintain the control of 
access to the document.  

• Classification of information 

The information in systems documents or in other form should be classified as Normal, 
Sensitive or Critical in order for you as a user to know how to handle the information. 

• Using USB memory, laptop, mobile phone or other mobile equipment 

The usage of mobile equipment increases the risk of losing information. You must al-
ways have control over your mobile equipment and make sure that the information is 
protected according to the requirements in the information classification. Mobile 
equipment is not allowed to be connected the network without the approval of the IT 
department. Your nearest supervisor decides if you are allowed to have mobile equip-
ment and it should be approved by the IT department.  

• Printouts 

Take care of your printouts from the printer. If you leave them unattended, someone can 
get hold of information without proper authorization.  

Section three 
Useful to know 

• All activities in systems and network are logged according to decided guide‐
lines. This includes private transactions. 

• Entering through front door after work hours are logged through card readers. 

• At the organization there is an IT crisis unit. The organization is depending on 
the IT Crisis unit to quickly get information regarding incidents and to act fast. 

• The three areas for information security: (mentioned in section Problem discus‐
sion) 

 Physical security 
 System security 
 Logical security 
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• Close the door to your office when you go home. This increases the chances of 
protecting information in the event of a fire. This applies also in the case of an 
evacuation. 

• Visitors shall not wander around in the building alone; they should be escorted 
by the person they are visiting. The visits must be reported and met/dropped 
off at the front desk.  

• We have protection that works in several layers. 
 Front doors are locked and requires a card to be able to open 
 Visitors must enter via the front desk 
 After working hours, the inner doors are closed to avoid unauthorized 
people wandering around 

 The house has alarms and is being monitored by a security company 
 Sensitive equipment is kept locked in 
 Computers and software are protected with firewalls, virus checks, authori‐
ties and passwords 

 Mobile equipment must also be protected 

It is important that there are no scarcities in any of the layers. You are responsi-
ble for what you can influence. 
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Appendix 2 – Intervju 26 Maj anställda (Svenska) 
Allm naä  frågor 

 post adress___  (för att sända ut resultatet på frågorna) 1. (2B1) E‐ _________________

 
2. Kön :   Man/Kvinna 

 /Avdelning 
3. Ålder:   ________________ 
4. Befattning ________________ 
5. Tjänsteår  ________________ 

Dat anor vändning 

  6. Använder du en dator i ditt dagliga arbete? Är du ensam användare på den datorn?
 tsuppgifter? De‐7. (6A1) Använder du dig av en hemdator? Använder du den för arbe

 
lar du din hemdator med de övriga i din familj? 

8. Hur mycket använder du din dator i ditt dagliga arbete (procent)? 
9. (2B2) Använder du internet på din arbetsplats? Hur mycket tid spenderar du och i 

vilket syfte använder du internet (surfning, e‐post, chattar, nyheter, informations‐
sökning etc.)? 

Lös reno d 

 10. Hur många olika systemlösenord använder du? 
tt lösenord

 ? 
11. (1A2) Tycker du det vore okey att skriva ner di
12. (1K  V
13. (1K  A

 ? 
1) et du hur man gör sitt lösenord säkert? Förklara

 ska jag: 
det. 

2) ngående lösenordssäkerhet så
 
 

a. Skriva upp det på en lapp under tangentbor
n. b. Aldrig lämna ut det till någo

c. Bara lämna ut det till mina arbetskollegor. 
d. Byta lösenord varje månad. 

 ar nå‐14. (1B1) Har du någonsin använt eller fått del av någon annans lösenord eller h
gon använt din dator med dina inloggningsuppgifter? 

 15. (1A1) Tycker du att det ibland skulle vara bra att känna till någon annans lö‐
senord? Varför? 

16. (1B2) Vi skulle vilja kontrollera ditt lösenords styrka. Kan du ge oss de första eller 
sista, 2 eller 3 tecknen i ditt lösenord?  

Arbetsplats 

 17. (6B1) Lämnar du ibland din dator olåst och obevakad under arbetstid? 
18. (6B2) Sparar och stänger du dina arbetsfiler när du lämnar din arbetsplats?  
19. (6A2) Vad tycker du om skärmsläckare med lösenordsskydd? Är den irriterande 

eller störande i ditt dagliga arbete? 

 

Backup/Kopior 

 r din organisation? 20. (6K2) Vet du vad som kännetecknar känslig/kritisk data fö
21. (6K1) Är du tillåten att ta backup för att skydda dina filer? 
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Inte  rnt skydd 

 ormation? Nämn 22. (4K1) Vet du vad som utgör hot mot er organisation och dess inf

 
minst 2 typer av hot. 

 
23. (4K2) Är du bekant med termen ”social engineering”? Förklara! 
24. Har du v tsincident på din arbetsplats? 
25. (4B1) V  s  kom i kontakt med en säkerhetsincident? 

arit med om någon säkerhe
ad kulle du göra/gjorde om du

 aste chef 
 medarbetare 

a. Kontakta närm
 b. Berätta för en

c. Lösa det själv 
d. Något annat 

 lskap i 26. (4B2) Skulle du gå fram till en okänd person som vandrade omkring utan säl

 
korridoren? 

27. (4A1) Är du intresserad av informationssäkerhetsfrågor på din arbetsplats? 
28. (4A2) Tycker du det är viktigt att rapportera alla småincidenter (t ex strömavbrott 

eller att datorn låser sig)?  

Mjukvara & hårdvara 

29. (3B1) Vilke  du i ditt arbete? n sorts program använder
 
 rade 

a. Förinstallerade 
b. Egenhändigt installe
c. Webbapplikationer 
d. Inga alls 

 niskt problem? (T ex datorn låser sig, 30. (3B2) Har du någonsin försökt att laga ett tek
glap ko

31. (3K  N  
p ntakt) 

1) är bör du kontakta teknisk support?
 arit strömavbrott 
 

a. När det har v
b. När det krävs systemuppdateringar 

 c. Hårdvarufel 
d. När jag inte kan installera ett program 
e. När jag inte kan ladda ner filer från internet 

 32.  (3K2) Är du tillåten att ta med egen elektronisk/lagringsutrustning till din arbets‐
plats? (USB‐minne, mobiltelefon, extern hårddisk, mm) 

 33. (3A1) Borde det vara tillåtet att använda och installera personliga program på job‐
bet? 

34. (3A2) Skulle du rapportera en kollega som installerar hårdvara/program på egen 
hand? 

E-p &ost  Internet 

 r du surfar? 35. (2A  T et är för sorts innehåll på sidorna nä
36. (2A2) Hur skulle du beskriva din attityd mot e‐postsäkerhet? 

1) änker du på vad d

eten a. Starkt medv 
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b. Normal 
c. Tillräckligt 
d. Jag bryr mig inte 



 

37. (2K  V2) ad använder du din 
 tmeddela

arbetsmail till? 
nden till familj och vänner a. Små e‐pos

b. Bara till arbetsmail 
 ch 

38. (2K  N surfar på internet måste du tänka på: 
c. Både o
1) är du 

 
 

a. Virus 
b. Spam 
c. Ph ing 

 vanstående 
ish

d. Alla o
e. Inget 

Trä gnin  & Utbildning 

 t? 39. (5K1) Känner du till de interna reglerna gällande informationssäkerhe

 
40. Är de tydliga och koncisa? 

 erheten? 

 
41. (5B1) Har du läst de interna reglerna gällande informationssäkerhet? 

tår reglerna för informationssäk
 

42. (5K2) Känner du dig säker på att du förs

 
43. (5B2) Deltar du alltid i utbildningar och träning i informationssäkerhet? 
44. (5A2) Var det informativt och givande? 

  av ytterligare informationssäkerhetsutbild‐45. (5A1) Tycker du att du skulle ha nytta
ning? 

46. Vilken typ av utbildning föredrar du? 
a. Teoretiska seminarier 

r 
nsmaterial, videor 

 
 b. Praktiska övninga
 
 

c. Broschyrer, informatio
d. Alla ovanstående 
e. Ingen av ovanstående 
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Appendix 3 – Interview May 26 Employees (English) 
Gen aer l questions 

 t the questionnaire results) 1. (2B1 m d ______ (for se

 

) E ail ad ress___________ nding ou
  2. Gender :   Male Female

 ment)
3. Age:    _____________ 
4. Position (Depart  _____________ 
5. Years employed  _____________ 

Com utp er usage 

 6. Do you use a computer at work? Are you the single user of the computer? 
 rposes? Do you 7. (6A1) Do you have a computer at home? Do you use it for work pu

 
share it with your family? 

8. How much time do you use your computer at work (percentage)? 
9. (2B2) Do you use internet at your work place? How much time do you spend and 

what is the purpose of using Internet (browsing, email, chatting, news, searching 
information, etc.)? 

Passwords 

 10. How many different system passwords do you use? 
ritten down? 

 cure? Explain! 
11. (1A2) Would you feel ok having your password w
12. (1K  D se
13. (1K  W  

1) o you know how make your password 
urity I shall:

 

2) ith regards to password sec
 
 

a. Write it on a note under my keyboard. 
b. Never give to someone else. 
c. Only share it with my department colleagues. 
d. Change password every month. 

 14. (1B1) Have you ever used or shared anyone else’s password or has anyone used 
your computer with your credentials (login)? 

 15. (1A1) Do you feel that it is useful sometimes to know someone else’s password? 
Why? 

16. (1B2) We would like to check your password’s strength. Would you please give us 
the first or the last 2, 3 characters of your password? 

Wor lkp ace 

 17. (6B1) Do you sometimes leave your computer unlocked and unattended?  
18. (6B2) Do you save and close the files you are working with when leaving the 

workplace? 
19. (6A2) How do you feel about the protection screen saver? Is it annoying or dis‐

turbing your daily work? 

Bac
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kup / Copy 

20. (6K2) Do you know what distinguishes critical/sensitive data for your organiza‐
tion? 



 

21. (6K1) Are you allowed to take backup/security measures to protect your data? 

Internal Protections 

 anization and its data? 22. (4K1) Do you know what represents a threat for your org

 
Name at least 2 type of threats. 

 
23. (4K2) Are you familiar with social engineering? Explain! 

 security incident at work? 
  encountered a security incident? 

24. Have you ever experienced any
d you do if you

 r/supervisor 
25. (4B1) What woul

age
  

26. Contact a man

 
27. Tell a co‐worker

 
28. Fix it yourself 
29. Something else 

 e 30. (4B2) Would you approach persons wondering around without an escort in th

 
corridor? 

31. (4A1) Are you interested in information security issues in your organization? 
32. (4A2) Do you think it is important to report every little incident (i.e. power out‐

ages)? 

Soft rwa e & Hardware 

 software are you usually using at your workplace? 33.  (3B1) What kind of 

 d 
34. Preinstalled 

lle
 

 
35. Personally insta

 
36. Web applications 
37. Don’t use at all 

 ? (The CD‐player hangs, fixing 38. (3B2) Have you ever tried to fix a technical problem
elec ica

39.  (3K  W echnical staff? 
tr l cords) 

he t
ges 

1) hen should you contact t
 er outa
 

a. When there is pow
b. System updates required 

 c. Hardware failure 
d. When I cannot install a program 
e. When I cannot download a file 

 40. (3K2) Are you allowed to bring your own electronic/storage devices to the 

  work? 
workplace? (Flash drives, cell phones, external hard drives etc.) 

41. (3A1) Should you be allowed to install and use personal software at
42. (3A2) Would you report a colleague installing hardware/software? 

Email & Internet 

 43. (2A1) Do you feel ok opening all email attachment
44. (2A  D
45. (2K  W

s? 
  u2) o you consider the contents of the sites when

r work email for? 
ges to friends and family 

sing the internet? 
2) hat do you use you

  private messa
 or work mail 

a. Small
b. Only f
c. Both 
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46. (2K  When you surf the internet you have to be aware of: 1)
 
 

a. viruses 
b. spam 
c. ph  

  above 
ishing

d. All of the
e. Nothing 

Training and Education 

 elines/policy? 47. (5K1) Are you familiar with internal information security guid

 
48. Are they clear and concise? 

 

 
49. (5B1) Have you read the internal information security policy? 
50. (5K2) Are you confident that you properly understand the policies? 

  the information security training and education 51. (5B2) Do you always participate in

 
program? 

52. (5A2) Did you find it informative? 
 t from additional information security train‐53. (5A1) Do you think you would benefi
ing?

54. Wha ki
 
t nd of training do you prefer? 
 
 s 

a. Theoretical  seminars 
g, workshop

s, videos 
b. Practical trainin

 
 

c. Brochure, handout
d. All of the above 
e. None of the above 
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Appendix 4 – Results 

 

I1 I2 I3 I4 I5 I6 I7 I8 I9 I10 I11
Question Code 81% 69% 50% 69% 75% 86% 86% 75% 83% 94% 72%

14 1B1 1 0 1 1 1 1 1 0 1 1 1 9
16 1B2 0 0 0 0 0 0 0 0 0 1 0 1
1 2B1 0 1 1 1 1 1 1 1 1 1 1 10
9 2B2 1 1 1 1 1 1 1 1 1 1 1 11
29 3B1 1 1 1 1 0 1 1 1 1 1 1 10
30 3B2 1 1 1 1 1 1 1 1 1 1 1 11
25 4B1 1 1 0 1 1 1 1 1 1 1 1 10
26 4B2 0 0 0 0 0 1 1 0 0 0 0 2
42 5B1 1 1 1 0 1 1 1 1 1 1 1 10
44 5B2 1 1 1 0 1 1 1 1 1 1 1 10
17 6B1 0 0 0 1 1 1 1 0 0 1 1 6
18 6B2 0 1 0 0 1 0 1 1 1 1 0 6
15 1A1 1 0 1 1 1 1 1 1 1 1 1 10
11 1A2 1 0 0 1 1 1 1 1 0 1 0 7
35 2A1 1 1 0 1 1 1 1 1 1 1 1 10
36 2A2 1 1 0 1 1 1 1 1 1 1 1 10
33 3A1 1 1 0 0 1 1 1 1 1 1 1 9
34 3A2 1 0 0 0 1 1 0 0 1 1 0 5
27 4A1 1 0 0 1 0 1 1 0 1 1 0 6
28 4A2 1 1 0 0 0 1 1 1 1 1 1 8
46 5A1 1 0 0 1 1 1 1 1 1 1 0 8
45 5A2 1 0 1 1 1 1 0 1 1 1 1 9
7 6A1 0 1 1 1 1 0 1 1 0 1 0 7
19 6A2 1 0 0 1 0 1 1 1 1 1 1 8
12 1K1 1 1 0 1 0 1 1 0 1 1 1 8
13 1K2 1 1 1 1 1 1 1 1 1 1 1 11
38 2K1 1 1 1 1 1 1 1 1 1 1 1 11
37 2K2 1 1 1 1 1 1 1 1 1 1 1 11
31 3K1 1 1 1 1 1 1 1 1 1 1 1 11
32 3K2 1 1 0 0 1 1 0 1 1 1 1 8
22 4K1 1 1 1 1 0 1 1 1 1 1 1 10
23 4K2 0 1 0 1 0 0 0 0 0 1 0 3
40 5K1 1 1 1 1 1 1 1 1 1 1 1 11
43 5K2 1 1 1 0 1 1 1 1 1 1 1 10
21 6K1 1 1 1 0 1 0 1 1 1 0 0 7
20 6K2 1 1 0 1 1 1 1 0 1 1 1 9
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