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Abstract

Wireless technology has increased in popularity since its invention, being embedded
in many devices, such as smartphones, laptops, earphones etcetera. One of those
technologies is Bluetooth, which is a short-range technology that is widely used
worldwide. While being a popular and important technology, it is not as optimized as
it could be, especially the standard Bluetooth 4.2. According to (Bluetooth, 2023)
Bluetooth version 5 has four times the range of Bluetooth version 4.2 which is one
area of improvement in Bluetooth. While limited Forward Error Correction (FEC)
functionality in terms of (15,10) Hamming codes is present in the Bluetooth classic
4.2 stack, however, it is not utilized in that version of Bluetooth. This thesis aims to
implement a functionality in Bluetooth that uses FEC to increase the range. Before the
experiments were conducted, multiple measurements were done in order to check if
the hardware, such as the Bluetooth modules, antennas, air sniffer, could provide
reliable and valid data. The experiments were conducted by streaming an audio
sample of 48 kHz via Bluetooth and increasing the range until a certain percentage of
fail rate in data transmission has occurred. FEC was then enabled, and the same
experiment was repeated. The results from the experiments show that the range can be
increased up to a few meters. Not only that, but the transmission without FEC allows
a high level of errors without a connection cut-off. With FEC, the connection does not
allow high levels of errors which means that the audio quality would not drop as low
as it would have without FEC which means that a certain audio quality is preserved.
This also makes the case for the implementation of higher modes of FEC into the
Bluetooth stack to potentially increase the range of Bluetooth classic multiple times,
but that implementation is beyond the scope of this thesis.

Keywords
Audio quality, Bluetooth Classic, Fail Rate, Forward error correction, Range, Success
rate, Wireless Technologies.
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1 Introduction

1.1 Problem statement

Bluetooth is a wireless data transmission technology that uses short-range (“range” is
defined as the maximum distance at which data can be correctly extracted from the
received signal.) radio transmissions (Bluetooth, 2021). The technology started off as
a cable replacement technology, but it has developed a lot since it was first founded in
1994 by L. M. Ericsson. Nowadays Bluetooth is embedded in most computing
devices such as computers, mobile phones, and headphones. It is also a driving
technology in the development of automatized home appliances that fall under the
concept of Internet of Things (IoT) (Zeadally et al., 2019). However, Bluetooth is
mainly used for wireless audio streaming and is the standard radio protocol behind
most wireless speakers and headphones (Bluetooth, 2023).

The focus of this study will be on the standard called Bluetooth Classic, also known
as Basic Rate/Enhanced Data Rate (BR/EDR), version 4.2. The range of this version
is quite short (up to a few meters) and the transmission at the outer edge of this range
usually suffers from distortion and data packet loss leading to audibly unstable
reception (Bluetooth, 2021). One solution to alleviate this situation could be
employing Forward Error Correction (FEC).

Bluetooth 5 offers up to four times the range of Bluetooth 4.2, which is an advantage
in many applications (Bluetooth, 2023). One of the things that improved the range of
Bluetooth 5 comes through the use of FEC, which is a form of channel coding that
detects and fixes errors in the received packets at the receiver (Bluetooth, 2023). It
works by adding additional, redundant bits to the transmitted packets. The sole
purpose of those bits is to support the application of the FEC algorithm so that error
correction can be performed (Bluetooth, 2023).

When two devices are connected using Bluetooth, for example, a smartphone and a
wireless headset, the information sent between them is compressed into data packets
(Fragiadakis et al., 2014). It is important to note that there exist different types of
Bluetooth data packets where each packet type has different content and capabilities.
Some packets may for example have different payload sizes or may support different
error correction codes such as Hamming codes.
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In order to make use of FEC, data must be transmitted using a data packet type that
supports it. Bluetooth Classic 4.2 does however not use packet types that support FEC
by default, instead, it only has error detection (Bluetooth, 2023). In general, a packet
consists of several different parts that describe the content of the packet, for example,
a “packet header” is used to make sure that the information is sent between the right
devices (Bluetooth, 2023). Figure 1 shows an example of what a data packet consists
of.

Figure 1: An example of how a Bluetooth data packet is built.

The number of retransmitted packets and packet errors in percentage per measured
iteration is what in this thesis will be addressed as the fail rate. When the fail rate is
above a certain threshold, the dynamic system which is implemented by the authors of
this thesis will make it so that FEC is employed dynamically by switching to a data
packet type that makes use of FEC. Since FEC reduces the throughput due to the extra
redundancy (a 15,10 code produces 15 "coded" bits to be transmitted for every 10
original data bits), its deployment should only take place when it's necessary
(indicated by a high BER through the CRC).

As described further in the chapter “Purpose and research questions”, the main goal of
this thesis is to determine and implement an adaptive system that can detect the need
for FEC.
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As the range increases, the signal-to-noise ratio (SNR) decreases, and decoding errors
begin to occur. Instead of increasing the transmit power, the receiver’s sensitivity can
be boosted via FEC so that the maximum BER occurs at a greater range.

Bluetooth 4.2 uses CRC to check for packet errors. The receiver recalculates the CRC
and compares the value with the value appended to the packet by the transmitter. A
difference between the CRC values indicates an error has occurred (Bluetooth 2023).
However, Bluetooth Classic 4.2 does not include any mechanism for error correction
at the receiver. Instead, the receiver typically requests a packet be resent and thereby
slowing the overall throughput down. This should be possible to change by switching
to a packet type that supports FEC. It is important to know that different areas of
Bluetooth usage make use of different communication protocols. This study will only
focus on the communication protocol named AVRCP/A2DP which is the protocol
used for transmitting audio from media such as music (Bluetooth, 2022).

When two connected devices operate out of and near the threshold of the maximum
supported range for a specific device used, a higher rate of packets has to be
retransmitted, which in turn leads to an increasing fail rate. By enabling FEC many of
these bit errors can be corrected at the receiver leading to much fewer packets lost
(and needing to be retransmitted). However, the FEC bits eat up some of the space in
the packet reserved for the payload, thus decreasing the speed at which the audio is
being sent. This means that it is possible that a reduction in the sampling rate of the
audio being sent could be necessary, in order to still have a real time stream of audio,
without the need for buffering.

1.2 Purpose and research questions

The purpose of this study is to find and potentially implement an adaptive Bluetooth
functionality that dynamically determines the fail rate, which is usually increased due
to a longer distance and decides to turn on FEC. This will prevent signal cut-offs and
the end-user could use their Bluetooth devices in a more flexible fashion.

An example of how the solution is viable and makes Bluetooth better is this: When a
song is being streamed over Bluetooth at a sample rate of 48 KHz, the range can be
seven meters and cannot be changed for that song, so when the user goes over the
seven meters range, the audio would get cut off. However, with the system this study
will provide, Bluetooth could potentially switch on FEC, Hamming (15,10) code, and
increase the range to a few more meters. However, this also reduces the throughput
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which means that it could be necessary to flexibly change the sample rate of the song
in order to ensure real time streaming.

Since Bluetooth technology is used by many people on a daily basis it is of big
importance that the Bluetooth device gives the user the best experience possible (Yue
et al., 2018). It is thereby of great importance to investigate how such an adaptive
system could be implemented in current devices.

The first step in order for the functionality to be determined is to find out what the
maximum range of communication is for which the fail rate stays below a certain
threshold. By looking at the fail rate threshold it will be possible to determine how
many data packets that are acceptable to be retransmitted without significantly
affecting the audible sound. This naturally leads to the first research question of this
study:

- What is the maximum fail rate for which the signal remains stable between the
connected devices using Bluetooth 4.2 before FEC is utilized?

Once this is determined, the study will continue by choosing a data packet type that
makes use of FEC. This leads to the second research question of the study:

- By how much can the maximum range be extended by choosing a data packet
type that uses FEC?

As stated earlier in the problem statement using FEC consequently mean that some of
the bits in the data packet that were originally reserved for the payload get eaten up by
the error correction bits when FEC is used. Logically this means less space for data in
each packet which consequently leads to a reduced transmitting speed, this is due to
an increased number of packets in total.

When FEC is employed, parity bits will be added to detect and correct errors in the
transmitted data(something that is explained in the technical framework of this thesis).
These parity bits occupy space inside each data packet which consequently means less
space for the actual payload. This means that a larger amount of data packets in total
has to be sent in order for the entire amount of data to be transmitted. Due to this, it is
possible that reducing the sampling rate might be necessary in order to still have a
real-time audio stream without buffering or patchy sound. The need for an adjusted
sample rate is however not evident before the experiment has been conducted. If a
change of data packet type to one that supports FEC proves to be insufficient as proof
of concept, changing the sample rate of the data transmission might be necessary. This
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leads to the third research question of this study:

- To ensure real-time audio streaming when FEC is used, by how much is it
necessary to decrease sampling rate/sound quality?

1.3 Scope and limitations

The Bluetooth modules used in this study make use of a Bluetooth stack called
BlueGO that is developed and provided to us by the company Knowit. A
non-disclosure agreement(NDA) had to be signed that prevented the authors of this
thesis from sharing information regarding the BlueGo stack, which is why any
specific information about the source code in it cannot be provided in this report. The
information provided in this study is however enough for readers to understand and
follow through the whole document.

As briefly mentioned previously in the problem statement chapter a Bluetooth stack
refers to the software that implements the Bluetooth protocol stack and the protocol
stack itself is a set of protocols that together builds up a Bluetooth profile, such as
A2DP. The BlueGO stack can be instantiated on a computer and will provide
functions to control a Bluetooth module connected to the same computer, in this case,
it will allow us to select A2DP as the preferred profile to use.

The BlueGO used during the thesis work is only supported on a limited number of
Bluetooth modules, therefore the experiments will be limited to those specific
modules (Knowit, 2023).
Because of the fact that Bluetooth uses different profiles when streaming media audio
in comparison to for example streaming phone-call audio, this study will be limited to
the profile called A2DP (Brayanov et al., 2016).

As mentioned in the introduction there are many factors that affect the signal and
there might be a source of interference present in the locations where the experiments
are conducted that can not be controlled by us. The equipment and software used in
the experiments are owned by Knowit and protected by a confidentiality agreement,
therefore the experiment must be conducted in the near area of the office which is a
limiting factor for the outcome of this study.

In order to implement a dynamically adaptive functionality that employs FEC when
the fail rate reaches a certain threshold its necessary to have access to the firmware of
the modules in use. This is not possible since the modules used in this study are
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developed by another company called NXP. An equivalent solution where the fail rate
is read through sniffer logs is instead implemented. The sniffer logs are generated by a
software analyzing tool called Frontline ComProbe Protocol Analysis
System(FCPAS) included with the air sniffing tool(Frontline BPA-600). The
functionality will however function in the same way as if the data were received
directly from the transmitting module with the exception that one might have to
change the data source in the code to do so.

1.4 Disposition

The study comprises seven chapters, including this introductory chapter. Chapter two,
"Method and Implementation," details the procedures employed for data collection
and analysis. Chapter three, "Technical framework," expounds upon the fundamental
knowledge required to conduct comparable experiments. In the fourth chapter,
"Results," the collected empirical data is presented and analyzed. Chapter five,
"Discussion," elaborates on the analyzed data by discussing the results of the study as
well as the methods used to collect it. In chapter six “The adaptive functionality” the
implementation of the dynamical Bluetooth functionality is described. The study
concludes and further research is presented in chapter seven, "Conclusions and further
research."
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2 Method

Since the study involves changing the data packet type to observe the effects on the
range the data will be collected empirically using an experimental research method.
This makes sense since the very definition of an experimental study is to manipulate
one or more variables to observe their effect on dependent variables(Eisler, 1978).

2.1 Data collection

The purpose of this study is fulfilled by conducting empirical experiments and
collecting real-time data quantitatively by measuring the signal iteratively. Because
of that, empirical experiments are the method of choice when it comes to collecting
data. Using a tool called “air sniffer” (which will be described more in-depth further
on during the technical framework) it will be possible to observe the data transmitted
between the two connected devices in real-time.

2.1.1 Experiments

There are five pieces of hardware used when conducting the experiments:

- Two laptops
- Two Bluetooth 4.2 modules (JODY-W263)
- One Air sniffing tool (Frontline BPA-600)

Each Bluetooth module will be connected to a laptop where one of the modules is
configured as the source and the other as the receiver.. This is in order to simulate
how a Bluetooth device connected to a data source is normally used, for example, a
wireless headset connected to a smartphone that transmits audio wirelessly to it, using
Bluetooth.

One of the laptops has the operating system Linux installed and the other one operates
on the operating system Windows, this is since the Frontline software tool is only
available on Windows. Each computer has an instance of the Bluetooth protocol stack
BlueGo installed that can be used to configure the Bluetooth modules in various ways
and also to send a number of commands between the modules which will be paired
with each other throughout the whole experiment.
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The laptop that has Windows installed as the operating system will also be
continuously connected to the Air sniffing tool which is designed to intercept, decode,
and then display real-time data about the Bluetooth signal such as the number of data
packets that have been sent and the number of data packets that had to be resent
during transmission (something that will be used to determine the current fail rate of
the signal). Figure 2 shows an illustration of the setup for the experiments.

Figure 2: An illustration of the setup that will be used during the experiments.

Once the equipment is in place and the modules are correctly configured, the
Bluetooth modules will be first placed at a close distance of 5 meters from each other
while the air sniffer will be placed closer to the receiver at about a 90 degrees angle
which gives the best results according to the user manual of the air sniffer (Teledyne
Lecroy, 2017). Figure 3 shows an example of the optimal angle between the air sniffer
and the paired devices which in this study will be two Bluetooth modules instead of
mobile phones.
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Figure 3: An example of the optimal angle between the air sniffer and the paired
devices(Teledyne Lecroy, 2017).

At the starting distance of five meters, an audio file will be transmitted, and the data
packets transmitted will be observed using the air sniffer, where the fail rate will be
visible. There are only certain packet types that support FEC, and they are called
DM1, DM3, and DM5(see technical framework). The type of packets used during the
experiments will be observed and visible in order to make a clear connection between
the results and what packets are used. With the help of Knowit, there is now a
function that makes it possible to select the packet type. Changing from preselected
packet types that do not support FEC (more on those in the technical framework) to
being able to select which packet types to use during transmission is now possible.
This means that the experiments will compare the range achieved without using the
packet types that support FEC to the packet types that support it, in order to answer
the research questions.

The experiments will proceed according to the steps below:

Step 1: The same audio file is transmitted iteratively with an increasing range of one
meter per iteration, the song will be played for ten seconds, and paused for ten
seconds within each meter measured in order for the data to be more easily read, until
the fail rate is at a threshold where the fail rate is not acceptable anymore, and this
will answer our first research question:
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- What is the maximum fail rate for which the signal remains stable between the
connected devices using Bluetooth 4.2 before FEC is utilized?

Step 2: Once the threshold is met, the data packet type will manually be changed to
one that utilizes FEC. This will be done manually during the experiments. By
changing the data packet type and retransmitting the same audio file over the same
distances the assumption is that the fail rate will decrease and the range
correspondingly increase. With these results, it will be possible to answer the second
research question:

- By how much can the maximum range be extended by choosing a data packet
type that uses FEC?

From step two, it will be clear if changing the packet type worked as intended, which
might lead to the need for us to decrease the audio sample rate to make it so the audio
can be sent and received in real-time with the selected packet type, which answers the
third question:

- To ensure real-time audio streaming when FEC is used, by how much is it
necessary to decrease the sampling rate/sound quality?

The quality of the transmitted audio sample is initially 48 kHz. To determine if it is
necessary to adjust the sample rate after FEC has been utilized, the analyzing software
tool FCPAS is used.

2.2 Data analysis

The data analysis of this study was done by conducting the experiments described
above and further observing the collected data using the software analyzing tool
included with the Frontline BPA- 600. The analyzing software FCPAS provides the
users with a variety of display and filtering options, making it easy to view and
analyze data. By observing and analyzing the collected data such as the fail rate at any
given range within the range-interval of the measurements, with and without FEC, the
aim is to answer the research questions of this study.
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2.3 Validity and reliability

To make an academic thesis more trustworthy, it's important to measure the right data
and ensure that the tests and experiments can be repeated accurately. This means
checking the data for each important factor multiple times to make sure it's consistent.

2.3.1 Validity

Increasing the validity of the outcome of the study is crucial to ensure that the results
are reliable and accurate. Conducting experiments both inside and outside, placing
equipment in the correct position, collecting data iteratively, avoiding physical
obstacles, and using identical Bluetooth modules and antennas are some of the ways
to increase the validity of the outcome of the study. These steps help to account for
environmental variables and ensure that the results are consistent and accurate.

2.3.1.1 Location of the experiments

Conducting experiments both inside and outside can help increase the validity of the
outcome of the study. This is because conducting experiments in different
environments can help to account for environmental variables that may affect the
outcome of the study. For example, conducting experiments outside may expose the
equipment to different weather conditions that may affect the outcome of the study.
On the other hand, conducting experiments inside may expose the equipment to
different levels of interference from other devices, which may also affect the outcome
of the study. Therefore, by conducting experiments both inside and outside, the study
can account for these environmental variables and increase the validity of the
outcome.

2.3.1.2 Equipment

The placement of equipment can also affect the validity of the outcome of the study.
Therefore, it is essential to ensure that all equipment is placed in the correct position.
For example, the air sniffer must be placed closer and at a certain distance from the
receiving module to ensure valid and reliable reading at all times. As the study
proceeds, data will be transmitted with an increased range for each iteration. To
ensure the correct positioning of all devices throughout the whole experimental part
an associated user manual of the air sniffing tool is made use of.

Furthermore, it is essential to ensure that there are no physical obstacles between the
modules and the air sniffer that may affect the signal and thereby the outcome of the
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study. Using identical Bluetooth modules, antennas, and antenna transmission gain on
both modules is essential to ensure that the outcome of the study is valid. This is
because using different modules or antennas may affect the signal strength and
accuracy of the measurements.

2.3.1.3 Iterative measurement

Collecting data iteratively is another way to increase the validity of the outcome of the
study. This is because collecting data iteratively allows for any errors or
inconsistencies to be identified and corrected before the final results are recorded. For
example, in a study that measures the signal strength of Bluetooth modules, it is
important to collect data multiple times to account for any inconsistencies that may
occur due to interference or other environmental variables.

2.3.2 Reliability

To increase and ensure the reliability of the experiments described in this thesis the
steps below will be taken.

All of the hardware and software components used in the experiment will be
thoroughly documented in the technical framework of this paper. In addition to that
the steps taken when the experiments are conducted will be thoroughly and carefully
described in order to make the experiments and the result repeatable. The data
collected during the experiment will be carefully analyzed and presented in a
transparent and reproducible manner, making the raw data available to others who
wish to replicate the analysis. To further ensure reliability the results of the analysis
will also be presented in a clear and concise manner, with appropriate tables, charts,
and figures.

2.4 Considerations

The experiments are conducted in both an inside and outside environment to
maximize the chances of avoiding sources of interference. There might for example
exist a source of interference in one or the environments that do not occur in the other.
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3 Technical framework

3.1 Bluetooth

As stated in the chapter “Problem statement”, Bluetooth is a technology for wireless
data transmission that employs short-range radio transmissions. Although its primary
use is for wireless audio streaming, it serves as the standard radio protocol for many
wireless headphones and speakers. Ultra High-Frequency radio waves are utilized by
the technology to transfer data between stationary and portable devices. The
frequency band used for the data transfer can range from 2.4 to 2.48 GHz.

Bluetooth uses a type of checksum known as a Cyclic Redundancy Check (CRC). All
packets have values calculated for them by the transmitter and appended to the packet.
“The receiver recalculates the CRC and compares the calculated value with the value
appended to the packet. If they are not the same, an error has occurred. In the event
that errors are detected, systems may respond in one or two different ways. They
could regard the error as fatal and abandon the communication or they could request
or hint that the transmitter should send the data again, in the hope that a subsequent
attempt will be successful” (Bluetooth, 2023). Retransmitted data packets
consequently mean a delay which from an audio perspective might be crucial.

The range of a wireless communication link can be increased in a variety of ways.
The main ones are lowering the baseband frequency of the communication, increasing
the power of the transmission, and channel coding to detect and correct errors
(Rappaport, 2001). The first two options are not available in the case of Bluetooth
because the frequency band (2.4 GHz) is fixed, and so is the maximum power for the
transmissions. However, channel coding is a viable option and has been used to a
similar effect in other wireless communication standards.

There are two types of Bluetooth. Bluetooth Classic which will be used in this thesis,
and BLE (Bluetooth Low Energy). They have different stacks and for the purposes of
this study, only the Bluetooth Classic stack will be used. For this thesis, it is important
to understand what a Bluetooth stack is. Figure 4 shows how a stack is built, and will
be further explained in the following section.
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Figure 4: Bluetooth classic stack(Tosi et al., 2017).

3.1.1 Host

A host in our case is the computer to which the Bluetooth module is connected. The
Bluetooth protocol incorporates several essential components, including SDP,
RFCOMM, and L2CAP.

SDP (Service Discovery Protocol) is responsible for enabling a client device to
discover the services available on a server device. The server stores a database of
available services that applications can access, and it provides information about the
characteristics of these services.

RFCOMM (Radio Frequency Communication) facilitates the emulation of RS-232
serial port communication between wireless devices.

L2CAP (Logical Link and Control Adaptation Protocol) is responsible for providing
both connection-oriented and connectionless data services to upper-layer protocols.
L2CAP features protocol multiplexing capabilities, as well as segmentation and
reassembly operations. The protocol allows for the transmission and reception of
upper-layer data packets with a maximum length of 64 kilobytes, while also enabling
per-channel flow control and retransmission. L2CAP creates logical channels, known
as L2CAP channels, which can be multiplexed over one or more logical links.
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3.1.2 Controller

In this study, the controller is the Bluetooth module connected to the computer.
LM (Link Manager) plays a critical role in controlling and negotiating Bluetooth
connections between two devices. It is responsible for setting up and managing logical
transports, logical links, and physical links, as well as communicating with the Link
Manager of the other device. The LM ensures that all messages are transmitted
exclusively over physical links, associated logical links, and logical transports
between the sending and receiving devices. This helps to establish and maintain a
reliable and secure connection.

PHY (Physical layer) BR/EDR radio operates in the range between 2.4 to 2.4835 GHz
frequency band. Bluetooth Classic 4.2 supports two different PHY modes, namely
Basic Rate (BR) and Enhanced Data Rate (EDR) where BR supports a maximum data
rate of 1 Mbps and EDR supports up to 3 Mbps. Each PHY mode has different
modulation schemes and encoding methods to optimize performance for different use
cases

3.1.3 Host Controller Interface(HCI)

HCI acts as an agent between the host and the controller of a Bluetooth device. It
provides a standardized command interface for the host to access controller
capabilities and manage connections to other controllers. The HCI logs all commands
sent and received, which can be accessed via HCI dump. In short, the HCI enables
communication and interaction between the host and the Bluetooth controller.

3.1.4 Bluetooth Serial Port Profile(SPP)

As mentioned before, Bluetooth uses a profile called A2DP when transmitting media
audio, for example, when streaming songs wirelessly. SPP is a profile that is made to
emulate physical serial ports such as RS232 with a virtual serial port through
Bluetooth. A2DP is a part of the “SPP protocol” which is pre-defined within
ED/EDR. There are other protocols but since this study only uses and evaluates the
A2DP profile, the only relevant protocol is the SPP protocol. SPP has several
sub-protocols that depend on it, as shown in Figure 5.
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Figure 5: A model of the SPP protocol stack. (Lukks & Tåqvist, 2022).

3.1.5 Data packets

When two devices are connected using Bluetooth, the information sent wirelessly
between them is compressed into data packets. A Bluetooth data packet could be
further described as a unit of information that contains a specific amount of data such
as the device’s address, the type of data being sent, and error correction information.

The size and structure of the Bluetooth data packet can vary depending on the specific
application and protocol being used. In A2DP, which is the protocol under evaluation
in this thesis, the audio data is first encoded using a codec called Subband
Coding(SBC) and then divided into small packets, each of which is placed into a
Bluetooth data packet. The SBC can be described as a digital audio compression
algorithm that is mandatory for all A2DP devices in order to compress transmitted
audio. The two available PHY modulations for BR/EDR have different package
formats. In Figure 6 and Figure 7, the difference between a BR and an EDR packet is
shown.

Figure 6: An image of the format on a BR data packet.
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Figure 7: An image of the format on an EDR data packet.

3.1.5.1 Data packet that does not support FEC

Certain data packet types do not support FEC and in Bluetooth classic BR/EDR they
are DH1, DH3, DH5, 2-DH1, 2-DH3, 2-DH5, 3-DH1, 3-DH3, 3-DH5 as shown in
Figure 6. Each with its own features, such as a unique user payload. For the purpose
of this study, the most important part to focus on is if a packet type supports FEC or
not.

3.1.5.2 Data packets that do support FEC

As shown in Table 1 the data packets that do support FEC are DM1, DM3, and DM5.
Each packet type has different features such as a unique “user payload”. All of the
DM packets are a part of the BR PHY modulation which means that packets that
support FEC are transmitted using the BR PHY modulation.

Table 1: Data packets available in Bluetooth Classic(The MathWorks Inc, n.d.).
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3.1.6 Frequency-hopping spread spectrum

Bluetooth utilizes a technique called frequency hopping spread spectrum(FHSS),
which involves rapidly switching carrier frequencies during data transmission. The
purpose of FHSS is to mitigate the effects of interference and ensure robust
communication in the presence of other wireless devices or environmental factors.

The hopping sequence is generated by an algorithm that is shared between the
Bluetooth devices participating in a communication link. This algorithm is based on
specific parameters, such as device-specific Bluetooth addresses and time-based
synchronization (Bluetooth, 2021). By following the hopping sequence, Bluetooth
devices hop from one channel to another in a predetermined pattern, typically
changing channels multiple times within a single second.

FHSS in Bluetooth operates in the 2.4 GHz band, divided into 79 channels, each 1
MHz wide (Bluetooth, 2021). However, not all 79 channels are used simultaneously
for communication. Instead, Bluetooth employs a pseudorandom sequence, known as
the hopping sequence, to determine the order of channel usage.

3.2 Forward Error Correction

“Error detection coding is the means whereby errors can be detected based upon
received information” (Moon, 2005). FEC stands for Forward Error Correction and
can be explained as a technique used to detect and correct errors in data transmission.
One of the FEC techniques that is commonly used is Hamming encoding. It works by
adding redundant bits to the data being transmitted to enable error detection and
correction.

Hamming encoding is an algorithm that creates parity bits based on the number of bits
in a data packet. It adds additional parity bits to the original data to create a code that
can detect and correct single-bit errors. Parity bits are calculated based on the data bits
they cover, ensuring that the total number of ones in specific positions is either even
or odd. By comparing the received parity bits with the calculated ones, errors can be
detected and corrected. Hamming codes provide a reliable mechanism for error
detection and correction in digital transmission (Moon, 2005). An example of a
Hamming encoding algorithm is a (7,4) Hamming code, which means that for every 4
bits that are used as an input, there has to be 7 bits of output.
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If a bit in a certain position is flipped (from 1 to 0, or from 0 to 1) during
transmission, the received message no longer matches the parity bits as a result. By
utilizing the Hamming algorithm, the receiver can locate the position of the error and
rectify it.

When sending audio, it could be that the packet used to send the audio is full because
the sample rate is too high, which is why, it is possible that in order to use Hamming
encoding, it would be of need to send audio of a lower quality so that there is space
left for the parity bits added when using Hamming.

A standard Bluetooth stack has FEC in terms of a (15,10) Hamming code
implemented in it, but it is not used for coding the payload or the actual data that
needs to be transmitted. This thesis aims to demonstrate the benefits of fully utilizing
the FEC capabilities.

3.3 Air sniffer(Frontline BPA-600)

The air sniffing tool used in this thesis is called “Frontline BPA-600”. Together with
the included analyzing tool FCPAS, it is designed to capture, analyze and display
wireless traffic in real-time. Frontline BPA-600 is a portable and easy-to-use device
that can capture data from a wide range of network protocols, including Ethernet,
Wi-Fi, and Bluetooth. Figure 8 below shows an image of what the Frontline BPA-600
device looks like.

Figure 8: An image of the Frontline BPA-600 device(Teledyne Lecroy, 2017).
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It uses a combination of hardware filters and software algorithms to capture only the
relevant traffic, which in this thesis is the Bluetooth traffic sent between the two
modules. Being able to choose which data to capture is very convenient since it
reduces the amount of data that needs to be analyzed.

In addition to the hardware, the Frontline BPA 600 also comes with an analyzer
software called Frontline ComProbe Protocol Analysis System(FCPAS). FCPAS
provides users with a variety of display and filtering options, making it easy to view
and analyze data such as the number of retransmitted data packets (fail rate), the
percentage of errors that occurred while transmitting the data, the type of packets used
during the transmission and timestamps to mention a few. When FCPAS captures
Bluetooth traffic, it displays the captured packets in a user-friendly format, an
example of this can be viewed in Figure 9 below.

Figure 9: An example of how the captured data is displayed in
FCPAS(Teledyne Lecroy, 2017).
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3.4 Antenna

As mentioned in the validity chapter the Bluetooth modules as well as the antennas
used during the experiments are identical to increase the validity of the outcome of the
study. The type of antenna used is an on-chip antenna called W3006 from the
company pulse electronics(Pulse Electronics, n.d). Figure 10 shows an image of the
on-chip antenna and its position on the Jody-W263 module that is used in this study.

Figure 10: An image of the W3006 antenna attached to a Jody-W263 module(Pulse
Electronics).

The W3006 antenna is compact and efficient. It operates in the frequency range of 2.4
to 2.5 GHz, making it suitable for a wide range of applications, including Bluetooth.
The W3006 antenna also features a low return loss, which ensures that the signal is
transmitted with minimal loss.
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4 Results

4.1 Presentation of collected data

The following figures in this subchapter present the collected data from the conducted
experiments. Each figure throughout this chapter(Figure 11-14) shows the whole
analysis window of the collected data which is automatically generated for each
measurement by the FCPAS. There are many details displayed in each figure, one
could for example view which data channels that have been used during the
transmission, various types of occurred packet errors, and retransmitted data packets.
The detailed images are mainly included in this chapter to provide a better
understanding of how the data is displayed when it is generated by the FCPAS. In
Chapter 4.2 Analysis of collected data, the figures showing the collected data are
displayed as snippets from Figure 11-14 where the relevant sections are magnified.

As explained in the chapter technical framework Bluetooth utilizes frequency hopping
spread spectrum. The available and used channels during the transmission are visible
in Figure 11-14 but the possible impacts of rapidly switching between channels are
not a part of the study made in this thesis.

The colors of the bars and the pie chart in all of the figures displaying data captured
with the Frontline BPA-600 device each signifies the error status of the data packets
during the transmission(Teledyne Lecroy, 2017). There are a total of four different
colors that indicates the error status of the transmitted data packets in the following
way:

● Green: The number of transmitted packets with no errors.
● Light red: The number of transmitted packets that have header errors.
● Dark red: The number of transmitted packets that have payload errors.
● Yellow: The number of re-transmitted packets.

It is important to note that the full width of the scroll at the bottom of Figure 11-14 is
displayed as compressed when a large amount of data is captured, this means that a
greater width on the scrollbar might not necessarily indicate longer measurements. A
more accurate approach is to observe each rising and falling edge instead. The height
of each bar does however indicate the total number of transmitted packets. Figure
11-14 below shows the measured result with and without FEC utilized in both an
indoor and outdoor environment.
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Figure 11: Data measured indoors without using FEC.
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Figure 12: Data measured indoors using FEC.

Figure 13: Data measured outdoors without using FEC.
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Figure 14: Data measured outdoors using FEC.

4.2 Analysis of collected data

The following analysis includes measurements from both the indoor and the outdoor
environment showing the result when an audio sample was transmitted with and
without utilizing FEC. The number below each snippet indicates in which distance the
result occurred and the space between the bars indicates each pause in the data
transmission

As described in Chapter 4.1 Presentation of collected data, the visual presentation of
the signal includes different colors where each color corresponds to a specific packet
error occurrence. By examining the measurement, a distinct transition point where the
bars in the captured data contained noticeably larger amounts of red and yellow
compared to green was determined. In the following figures throughout this thesis the
part of the signal before this breaking point is referred to as the stable part of the
signal whilst the part after this breaking point is referred to as the unstable part of the
signal. The stable and unstable parts of each measurement are carefully marked in all
of the related figures.
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4.2.1 Indoor measurements

4.2.1.1 Without FEC
Figure 15 below is a snippet of the scrollbar in Figure 11 presented in the results
chapter. It represents the whole data transmission in an indoor environment using a
default packet type that does not make use of FEC. Further on during this chapter in
Figure 17 and Figure 19 variations of Figure 15 are used where the same distance
applies.

Figure 15: A snippet of the scrollbar from Figure 11 showing the whole data
transmission indoors without using FEC.

As can be seen in Figure 16 below the average fail rail rate of the whole data
transmission indoors between 5-23 meters without the use of FEC is approximately
59%.

Figure 16: A pie chart that shows the average fail rate of the whole data
transmission indoors without using FEC.
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The results of the measurements indoors when data is transmitted using a default
packet type show that when the range is around 18 meters, the bars contain
significantly less green and a lot more yellow and red. When the distance is extended
even further most of the bars are overwhelmingly red which indicates that most of the
data packets fail to be received correctly during transmission. In Figure 17 below the
unstable section of the signal is marked.

Figure 17: A snippet of the scrollbar from Figure 11 where the unstable part of the
signal, transmitted indoors without FEC, is marked.

Figure 18 below shows a pie chart that represents the scrollbar in Figure 17 above
showing that the average fail rate in the unstable part, which occurs between 5-18
meters of range is approximately 89%.

Figure 18: A pie chart that shows the average fail rate of the unstable part of the
signal transmitted indoors without FEC.
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Figure 19 below shows the section between 5-18 meters where the signal is relatively
stable.

Figure 19: A snippet of the scrollbar from Figure 12 where the stable part of the
signal, transmitted indoors without FEC, is marked.

In Figure 20 below a pie chart is visible showing that the average fail rate between
5-18 meters of range is approximately 42%.

Figure 20: A pie chart that shows the average fail rate of the stable part of the signal
transmitted indoors without FEC.

4.2.1.2 With FEC

In comparison to measurements done in the exact same location, with the only
difference being that the data is transmitted using a packet type that makes use of
FEC, the result is significantly different. A snippet of the scrollbar from Figure 12 in
the previous “Result” chapter is presented in Figure 21 below which shows the results
of the measurements done indoors using FEC. The numbers below the colored bars in
Figure 21 below indicate the distance in meters at which each error occurs during
transmission.
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Figure 21: A snippet of the scrollbar from Figure 12 showing the whole data
transmission indoors with FEC employed.

When FEC is employed, the amount of green color that occurs in the bars exceeds up
to 27 meters which is a significant improvement compared to the measurements done
in the exact same location but without using FEC. After 27 meters the signal gets cut
off. During this measurement, data were transmitted using a packet type called DM3
which in contrast to the previous measurements in the same environment does make
use of FEC.

As can be seen in Figure 22 below the average fail rail rate of the whole data
transmission indoors(between 5-21 meters of range) using FEC is approximately
46%.

Figure 22: A pie chart that shows the average fail rate of the whole data transmission
indoors using FEC.

When FEC is employed the amount of green color that occurs in the bars exceeds up
to 27 meters which is a significant improvement compared to 23 meters the
transmission without FEC. During this measurement, data were transmitted using a
packet type called DM3 which in contrast to the previous measurements in the same
environment does make use of FEC. Please note that this also makes the case for the
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implementation of higher modes of FEC into the Bluetooth stack to potentially
increase the range of Bluetooth classic multiple times, but that implementation is
beyond the scope of this thesis.

4.2.2 Outdoor measurements

During the experiments conducted outdoors, the exact same audio sample was
transmitted between the modules using the same packet types as in the indoor
environment. As previously stated, it is important to conduct the experiments in
several places to avoid having a static source of interference.

4.2.2.1 Without FEC

Figure 23 below is a snippet of the scrollbar in Figure 13 presented in the previous
“Results” chapter. It represents the data transmission in an outdoor environment using
default packet types that do not make use of FEC.

Figure 23: A snippet of the scrollbar from Figure 11 showing the data transmission
outdoors without FEC.

As can be seen from the pie chart in Figure 24 below the average fail rail rate of the
whole data transmission outdoors without the use of FEC is approximately 66 %.
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Figure 24: A pie chart that shows the average fail rate of the whole data transmission
outdoors using FEC.

The results of the measurements outdoors when data is transmitted using default
packet types show that when the range is around 15 meters, the bars contain
significantly less green and a lot more yellow and red. This indicates an unstable
signal, and the transmitted sound is presumably sounding very choppy at this point
due to the fact that the vast majority of all transmitted data packets fail to be received
correctly. In Figure 25 below, the unstable section of the signal is marked.

Figure 25: A snippet of the scrollbar from Figure 13 where the unstable part of the
signal, transmitted outdoors without FEC, is marked.

Figure 26 below shows a pie chart that represents the scrollbar in Figure 25 showing
that the fail rate between 15-18 meters of range is approximately 89%.

Figure 26: A pie chart that shows the average fail rate of the unstable part of the
signal transmitted outdoors without FEC.
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Figure 27 below highlights the section between 5-14 meters where the signal is
relatively stable.

Figure 27: A snippet of the scrollbar from Figure 13 where the stable part of the
signal, transmitted outdoors without FEC, is marked.

Figure 28 shows the pie chart that represents the scrollbar in Figure 27 where it is
visible that the average fail rate between 5-14 meters of range is approximately 48%
which is close to the average fail rate of the stable part of the indoor measurements
without using FEC.

Figure 28: A pie chart that shows the average fail rate of the stable part of the signal
transmitted outdoors without FEC.

4.2.2.2 With FEC

In comparison to measurements made in the exact same outdoor location, with the
only difference being that the data is transmitted using a packet type that makes use of
FEC, the result significantly differs. A snippet of the scrollbar from Figure 14 in
Chapter 4.2 Presentation of collected data is presented in Figure 29 below which
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shows the results of the measurements done outdoors using a packet type that
supports FEC.

Figure 29: A snippet of the scrollbar from Figure 14 showing the whole data
transmission outdoors with FEC employed.

As can be seen from the pie chart in Figure 30 below, the average fail rail rate of the
whole data transmission outdoors with the use of FEC is approximately 38 %.

Figure 30: A pie chart that shows the average fail rate of the whole data transmission
outdoors using FEC.

Just as the indoor measurements showed both the range and the amount of green color
in the bars are increased when FEC is made use of. The range is extended by up to
three meters, which proves our theory that the range can be extended using FEC. As
mentioned before, ideally it would be good to have the option of a higher mode of
FEC (a 40,10 code for example), to show even more pronounced gains, but for the
thesis at hand, the (15,10) hamming code available in the standard stack is used.
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5 The adaptive functionality

This chapter describes how the dynamically adaptive Bluetooth functionality is
implemented and how it works. As previously described in Chapter 1.3 Scope and
limitations, it is not possible to access the firmware of the modules directly to read the
fail rate. A different yet equivalent approach has instead been chosen. For the sake of
this thesis, the fail rate is read through sniffer logs that come from the FCPAS but it
works in the same way as if the data were to come directly from the module, just a
change of data source would be necessary.

In Figure 31 below a multi-threaded implementation in the programming language C
is shown from which it can be seen how the adaptive functionality is implemented.
The part of the code in Figure 31 where the data packet type is set to one that supports
FEC if the fail rate reaches a certain threshold is lines 29-32 which is also marked
with green comments at the end of each line.
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Figure 31: A picture showing the implementation of the adaptive Bluetooth
functionality.

In order to run the functionality it must be implemented using threading. The main
function initializes the execution by creating a new thread (line 50 in Figure 31) and
passing the exjobb_thread function as the thread's entry point.

The function reads packets from a socket and checks the fail rate of a buffer of
packets. If the fail rate exceeds a threshold of 48% which is the maximum fail rate for
which the signal remains stable between the connected devices before FEC is used.
The function named setPacketType is called upon which changes the packet type to
DM3, a data packet type that supports FEC.
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6 Discussion

6.1 Result discussion

The purpose of this study is to find and implement an adaptive Bluetooth functionality
that dynamically determines the fail rate, and decides to make use of FEC to increase
the range and prevent unstable reception and signal cut-offs. In order to fulfill the
purpose of the thesis, three constructed research questions had to be answered.

The first research question of the study is:

- What is the maximum fail rate for which the signal remains stable
between the connected devices using Bluetooth 4.2 before FEC is utilized?

In Chapter 4.1, Analysis of collected data, several pie charts displaying the success
rate for the selected intervals are shown. By looking at the parts where the signal is
stable for both the indoor and outdoor measurements, which is displayed in the pie
charts in Figures 19 and Figure 27, the maximum fail rate for which the signal
remains stable can be calculated in order to answer the first research question.

When it comes to the indoor measurements, the signal remains stable between 5-18
meters of range, in which the average success rate is 58%. As shown in Chapter 4.2,
Analysis of collected data, the signal quickly fades after 18 meters of range. This
leads to the conclusion that the maximum success rate in which the signal remains
stable before FEC is employed is 58% for the indoor environment.

When it comes to the outdoor measurements, the signal remains stable between 5-14
meters of range, in which the average success rate is 52%. Just as with the indoor
measurements the signal quickly fades when the range is extended even further. This
leads to the conclusion that the maximum success rate in which the signal remains
stable when a default packet type is used is 52% for the outdoor environment.

To answer the first research question it is important to note that the maximum fail rate
for which the signal remains stable is asked for. Since the outdoor measurement has a
lower success rate and thereby consequently a higher fail rate than the measurements
done indoors, the conclusion that the fail rate outdoors is the maximum fail rate is
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drawn. The maximum fail rate can be calculated as the average success rate subtracted
from the total number of transmitted packets(which is 100%).

Average success rate outdoors = 52%
Total number of transmitted packets = 100%

Maximum fail rate = 100- 52 = 48%

The maximum fail rate for which the signal remains stable between the connected
devices using Bluetooth Classic 4.2 before FEC is utilized is thereby determined to be
48%.

The second research question of the study is:

- By how much can the maximum range be extended by choosing a data
packet type that uses FEC?

The maximum extension of the range when FEC is utilized can be determined by
comparing at which distance in meters the signal gets cut off with and without FEC
utilized. For the indoor measurements, the result shows that the signal gets cut off at
approximately 23 meters of range when data is transmitted with a default packet type.
When the same audio sample was transmitted the only difference being that a packet
type that utilizes FEC was used, the signal did not get cut off until 27 meters of range.

When the measurements with and without FEC are compared the range difference in
meters between them was four meters. This means that the range was extended up to
four meters when data was transmitted using FEC compared to when a default packet
type that does not support FEC was used.

For the outdoor measurements, the result shows that the signal gets cut off at 18
meters of range when data is transmitted using a default packet type that does not
support FEC. When a data packet type that utilizes FEC was used the signal did not
get cut off until 21 meters of range. This means that the range was extended up to
three meters when data was transmitted using FEC compared to when a default packet
type that does not support FEC was used.

The maximum extension of the range when FEC was used is concluded to be
equivalent to the measurements where the longest range extension occurred. The
range exceeded up to four meters in the indoor measurement compared to three meters
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in the outdoor measurements, this leads to the conclusion that the maximum range can
be extended up to four meters by choosing a data packet type that utilizes FEC.

Since the inbuilt (15,10) Hamming code was the only option available, the increase in
range is only marginal but the result serves as a proof of concept for employing higher
modes of FEC. According to the collected data and the analysis done of it, the
maximum range can be extended by four meters when a data packet type that uses
FEC is used

The third research question of the study is:

- To ensure real-time audio streaming when FEC is used, by how much is it
necessary to decrease sampling rate/sound quality?

As described in Chapter 1.2, Purpose and research questions decreasing the sampling
rate might be required since some of the bits in the data packet that were originally
allocated for the payload are consumed by the parity bits when FEC is used, which
logically implies less space available for data in each packet. The finding from the
data analysis done indicates that adjusting the sampling rate is not necessary since
using a data packet type that supports FEC turned out to serve well as proof of
concept.

Despite the decrease in payload space due to FEC being utilized, the extended range
compensates for this limitation. The improved error correction capabilities provided
by FEC outweigh the potential reduction in transmission speed. Therefore, it is not
required to compromise the sampling rate or sound quality in order to achieve
real-time audio streaming with FEC in this study.

6.2 Method discussion

The method of choice proved to be good and we succeeded in answering our research
questions to a satisfactory degree. Initially, we used the Bluetooth module called
Jody-W164 together with an external antenna with a very high peak and average gain
that made the range very long.

Even though a long range might sound like a good thing, the reason behind the
long-range was the antenna gain and not the use of FEC which this study evaluates.
The long-range made it difficult to measure the quality of the signal since the
Frontline BPA-600 ended up having difficulties capturing accurate data at such long
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distances. The initial thought was to turn the antenna gain down but as it turned out it
was more difficult to do so than we first anticipated on the Jody-W164 since no such
command existed. Our solution to the problem was to switch to another module called
Jody-W263 which already had a command for setting the antenna gain implemented.

In addition to a set of RP-SMA connectors for external antennas, the Jody-W263 had
an on-chip antenna that proved to be very good to use instead. By using the
Jody-W263 module and the on-chip antenna we were able to do very accurate and
valid measurements based on the use of FEC.

We believe that we have achieved the requirements on validity and reliability to a
good level. Because of the fact that some parts cannot be disclosed due to the NDA
that we signed, we cannot say that we obtained them to a 100%, but other than that,
we believe that our results are both valid and reliable.

6.3 Limitations discussion

The measurements should ideally be done in an anechoic chamber in order to
conclusively eliminate outside sources of interference and ensure homogeneity, but
such a chamber is not available at the university or at the company Knowit. Only
(15,10) Hamming codes were available in the standard stack.

Interference from external sources can introduce variables that affect the
measurements. These inconsistencies can make it challenging to compare and
replicate the results accurately. While the absence of an anechoic chamber and the
limited availability of error correction codes pose challenges, several measures were
taken to maximize the validity of the study's outcome. As described in Chapter 2.3.1
Validity, these measures encompassed careful experimentation procedures, strategic
equipment placement, iterative data collection, and the use of consistent Bluetooth
modules and antennas. These steps mitigated the impact of the limitations, resulting in
valid findings that can be applied with confidence.

To account for potential environmental variables, experiments were conducted both
indoors and outdoors. By encompassing different environments, the findings could
better reflect real-world scenarios and improve the generalizability of the results.
despite the absence of an anechoic chamber and limited error correction code options,
the study implemented meticulous measures to maintain a high level of validity.
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7 Conclusions and further research
This chapter is a summary of the study in which implications and further research are
included.

7.1 Conclusions

Using packet types that make use of FEC proved to be much better than using the
standard packet types. It gives better signal quality and increased range. (15,10)
Hamming codes which have only 1/3rd extra redundancy (coding capacity) was
available in the standard stack. A more powerful Hamming code, with many factors of
redundancy, would show an even greater increase in range. The (15,10) code still
showed a clear increase in range and served well as proof of concept.

7.2 Implications

The result from this study shows that the signal range of a Bluetooth classic device
does increase when data is transmitted using a packet type that supports FEC. As
mentioned in the Introduction chapter most devices in use right now are still working
on Bluetooth Classic 4.2. The result of this study could motivate developers and
manufacturers of Bluetooth devices that still make use of the classic Bluetooth version
to upgrade their devices to make use of FEC. This would be very beneficial for the
end user since it allows one to use a Bluetooth device in a more flexible fashion.

7.3 Further research

To fully investigate how FEC could improve Bluetooth Classic 4.2 further research
must be conducted.

In this study, FEC with Hamming codes(15,10) is made use of but it is possible that
the result could differ using other Hamming codes, something that might be a topic
for further research to investigate.

As this study is based on a licensed Bluetooth stack that is not publicly available, it
would be intriguing to conduct comparable experiments using an open-source stack.
This would make it possible to examine and confirm whether there are any
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dissimilarities between the licensed Bluetooth stack used in this study and an
open-source stack.
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