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Abstract 
 
Background:  Trust is a precondition for any relationship. In the online environment, the 

question of trust becomes even more complex due to the physical distance and often anonymity 

of parties. Despite significance, recent scandals have damaged the trust we placed in 

institutions, and now, urge firms and managers around the globe to rebuild and strengthen trust 

of their customers. An emerging technology called Blockchain promises to deliver trust by 

itself, and thereby may serve companies as an enabler of even substitute of trust.  

 

Purpose:   This thesis aims at identifying the different perceptions of demographics 

towards firms using Blockchain technology, and how this may affect customers’ trust. In 

particular, this paper seeks at investigating trust in the critical online environment. In order to 

approach the new phenomenon of customers’ trust in Blockchain, a descriptive purpose is 

followed, which lays foundation for further business and management studies. Moreover, 

generalisable conclusions seek to support firms in their decisions on trust strategies and 

opportunities facilitated by Blockchain. 

 

 

Method:  This thesis approaches a quantitative study design. An online survey 

among more than 250 participants with a variety of demographic characteristics was conducted. 

A descriptive analysis was then used to evaluate the empirical findings and derive observations, 

from which conclusions are generalised and propositions for future studies are formulated. 

 

Conclusion:  The results show that Blockchain technology has some potential to act as 

a facilitator of trust since it offers features that correspond to those trust-building factors 

required by customers including security, transparency, reputation and reliability. Moreover, it 

becomes evident that the perception of trust is influenced by not only one single demographic 

characteristic, but rather a combination. Results indicate that tech-affine customers, who belong 

to GenZ or work in the computer industry, generally trust in technology and Blockchain. 

Surprisingly, customers with lower levels of both affinity and trust in technology (such as GenX 

or employed in the healthcare industry), do also grant a credit of trust in Blockchain. Firms 

targeting these demographic groups may therefore be able to establish trust through the 

application of Blockchain. 

 

 

  



 

3 

 

Acknowledgements 

 

At this point, we would like to take the opportunity and address our appreciation and gratitude 

to the people who provided us with love, support and encouragement throughout the course of 

our thesis. This Master thesis represents the last written assignment of our academic career and 

simultaneously stands for the wonderful study period we had in Sweden, which comes to an 

end now. 

First and foremost, we would like to thank our tutor Professor Edward Gillmore from Jönköping 

International Business School for the advising comments, remarks and his engagement in our 

learning process during this Master thesis. Furthermore, we would like to thank our opposing 

group Neema Kisanga and Samana Mohammad for the effort they have put in giving us 

valuable hints and constructive feedback throughout the course of our thesis.  

Additionally, we want to thank all survey participants for their precious time to answer the 

questions. We highly appreciate their input and we hope the questions were interesting for them 

to answer. 

Finally, we must express our acknowledgement and gratitude to our families for supporting and 

encouraging us throughout this last semester of our studies. Without you, we could not have 

accomplished this work. 

 

Thank you! 

      

 

Philipp Rödig & Jennifer Zalud 

 

Jönköping International Business School 

May 2019 

  



 

4 

 

 Table of Contents 

      
1. Introduction 7 

1.1 Research problem and relevance 9 

1.2 Research purpose and questions 10 

1.3 Delimitations  12 

1.4 Definition of key concepts 12 

2. Literature study 14 

2.1 Stakeholder theory 15 

2.1.1 Types of stakeholder 16 

2.1.2 Customers as primary stakeholder 16 

2.2 Trust 17 

2.2.1 Definitions and dimensions of trust  17 

2.2.2 The importance of trust in stakeholder relationships 19 

2.3 Trust in digital technologies 20 

2.3.1 Trust in online technologies 20 

2.3.2 Models and dimensions of trust in online technologies 21 

2.3.2.1 Trust in e-commerce and online services 21 

2.3.2.2 Trust in other technologies 27 

2.4 Blockchain 29 

2.4.1 Definition 30 

2.4.2 Explanation 30 

2.4.3 Bitcoin Blockchain 32 

2.4.4 Relevance  33 

2.4.4.1 The technology of trust 34 

2.4.4.2 Revolutionary potential 34 

2.4.4.3 Current challenges  35 

3. Methodology and method 36 

3.1 Research philosophy 36 

3.1.1 Ontology and epistemology 37 

3.1.2 Positivist stance  38 

3.2 Context of the study  39 

3.3 Survey design 40 

3.4 Data collection 42 

3.5 Data analysis 44 

3.6 Triangulation 45 

3.7 Quality criteria 46 

3.7.1 Objectivity 47 



 

5 

 

3.7.2 Reliability 47 

3.7.3 Validity 47 

3.8 Ethical considerations 48 

4.  Empirical findings 52 

4.1 Demographics 52 

4.2 Knowledge and awareness 55 

4.3 Trust propensity 56 

4.4 Organisational trust 58 

4.5 Technological trust 60 

4.6 Blockchain 62 

5. Analysis of demographics 68 

5.1 Generation 69 

5.2 Gender 70 

5.3 Nationality 71 

5.4 Education 72 

5.5 Industry 73 

6. Discussion   74 

6.1 Discussion of survey results 74 

6.1.1 Overall high level of trust in technology and Blockchain 74 

6.1.2 Common perceptions on trust-building factors   75 

6.2 Discussion of the new variables 77 

6.3 Discussion of demographic tendencies 78 

6.3.1 Most frequent tendencies: the opposing scores of "- - +” and “++-"  79 

6.3.2 Stepping out of line: the exclusively positive scores of "+++"  79 

7. Conclusion 81 

7.1 Limitations 83 

7.1.1 Limitations of the literature study 83 

7.1.2 Limitations of the empirical study 84 

7.2 Recommendation for future studies 85 

References 88 

Appendices 93 

Appendix I 93 

Appendix II 94 

Appendix III 95 

Appendix IV 113 

Appendix V 114 

Appendix VI 115 

 



 

6 

 

Table of Figures 

      

Figure 2.1: High-level trust concept 22 

Figure 2.2: E-commerce customer trust construct 24 

Figure 2.3: Trust in Internet shopping 25 

Figure 2.4: IoT technology trust model 28 

Figure 2.5: Publications about Blockchain 29 

Figure 2.6: Blockchain transaction process 33 

Figure 3.1: Key elements of a research design 37 

Figure 3.2: Literature based survey dimensions 40 

Figure 4.1: Cluster of generations 53 

Figure 4.2: Degree of education 54 

Figure 4.3: Current industry 54 

Figure 4.4: Online activity frequency by service 55 

Figure 4.5: Trust a stranger 56 

Figure 4.6: Trust in other people 56 

Figure 4.7: General trust in industry 57 

Figure 4.8: Industry image 58 

Figure 4.9: Trust in competence 59 

Figure 4.10: Factors for trusting an online company 59 

Figure 4.11: Internet has enough safeguards 60 

Figure 4.12: Victim of digital crime 61 

Figure 4.13: Probability of digital crime 61 

Figure 4.14: Trust in technology supporting B2C processes 62 

Figure 4.15: Knowledge of Blockchain features 63 

Figure 4.16: Motives for trust in accommodation provider mediated by Blockchain 64 

Figure 4.17: Motives for trust in online banking mediated by Blockchain 65 

Figure 4.18: Motives for trust in online vendor mediated by Blockchain 66 

Figure 4.19: Motives for trust in healthcare insurance mediated by Blockchain 66 

Figure 4.20: Motives for trust in online activities mediated by Blockchain 67 

Figure 4.21: Willingness to pay for Blockchain 68 

Figure 5.1: Total against new variables 69 

Figure 5.2: Generation against new variables 70 

Figure 5.3: Gender against new variables 71 

Figure 5.4: Nationality against new variables 71 

Figure 5.5: Education against new variables 72 

Figure 5.6: Industry against new variables 73 

Figure 6.1: Tendency matrix 78 

      

 

 



 

7 

 

1. Introduction 

 

 

The first chapter provides an overview of this thesis’ topic on trust in technology and the idea 

how trust might be affected by technology such as Blockchain. It is further outlined why 

research in this field is relevant and the research questions are introduced. The chapter ends 

with delimitations and the definition of key concepts of this thesis. 

 

Trust is integral to any relationship, may it concern personal relationships between individuals, 

business relationships between organisations and their stakeholders, or even relationships 

between people and computing technologies (Lee & Turban, 2001). While private relationships 

flourish with trust, the longevity of organisations depends on their ability to convey trust to 

their stakeholders. Inter-organisational relationships that are based upon trust constitute a 

source of competitive advantage (Jones, 1995). Through the proliferation of the World Wide 

Web and the development of recent technologies these trusting relationships have become even 

more critical and complex, yet more volatile (Friedman, Kahn & Howe, 2000). Despite the 

great advantages digital technology has brought, including free and real-time information 

exchange across the globe, it bears substantial threats that recently have left us questioning the 

value of trust. Far-reaching scandals such as the financial crisis, the Facebook data breach and 

numerous fake news and reviews have put the trust, which we had placed in large private 

organisations and public institutions, to the test (BBC, 2018). This illustrates the volatility of 

relationships that were carefully developed over time (PwC, 2015). To customers, the Internet 

has developed into an area of uncertainty with the omnipresent potential threat of scam and 

theft of identity (Friedman et al., 2000). A trust crisis in digital technologies has emerged. 

Institutions and companies, public and private are now urged to revert this. For the long-term 

success of firms, it will be indispensable to find ways of protecting their customers against the 

online threats and rebuilding trust (Edelman, 2017).  

The questions being asked as starting point for this study is: When do customers trust in 

technologies, and how can firms maintain their trust? With the emergence of the Internet, 

especially in recent years, scholars have started to research this field academically, suggesting 

that organisations must safeguard the existence of some critical factors for customers to place 

trust in the digital environments and services offered by companies (Vos et al., 2014). 

First, data security is decisive. Latest scandals have shown that customers are increasingly 

concerned about their personal data. They are worried about private information becoming 
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publicly available and misused in fake accounts (BBC, 2018). The need for frequently changing 

their private passwords or blocking and re-activating credit card credentials intensifies 

customers’ negative connotation towards online services. On the contrary, firms that introduce 

security measures to safeguard sensitive data can enhance their customers’ confidence (Vos et 

al., 2014). 

Second, firms’ reputation and reliability of data online are key elements for customers’ trust in 

technological innovations. When customers purchase online from a vendor, to whom they have 

not yet established a relationship, they require evidence for the vendor’s real existence, in form 

of authentic contact information and reliable customer reviews for instance (AlHogail, 2018). 

After assessing this information and the vendor was found to be trustworthy, providing own 

private information such as credit card credentials and housing information can be regarded as 

the customer’s trust commitment (Harrison, Bosse & Phillips, 2010). Thus, reliability of 

information online and technological functioning raises customers’ confidence, while online 

reviews and firms’ reputation influences customers’ overall levels of trust (Chopra & Wallace, 

2003). 

Third, customers demand for transparency of processes in order to place trust in the online 

environment. On the one hand, it is crucial for them to be able to trace the origin of information 

provided to them to evaluate their trustworthiness (AlHogail, 2018). On the other hand, it is 

important for firms, independent of their size, to prove the authentic source of their products or 

services, thereby hindering infringement by non-authorised others. Offering transparency 

throughout the value chain and revealing full insight about the history of goods or services 

offered by a firm, can promote customers’ trust (Abbasi, Bigham & Sarencheh, 2011). 

The above-mentioned factors can amongst others, enable trust in digital technologies, and may 

be regarded as promising approach to overcome the recent public loss of trust. So far, however, 

there have not yet existed a technology that can safeguard all those factors at once. Some firms 

and even private communities have started to recognise the significance and have begun to work 

on solutions that could re-establish trusting relationships - among companies and their 

stakeholders. One technology that can theoretically satisfy the need for data security, reliability 

and transparency, was developed in 2008 by a group of independent programmers under the 

lead of Satoshi Nagamoto (2008) whose real identity remains obscure until today. This 

technology, which could bring trust back, is called Blockchain (Radanović & Likić, 2018). 

Blockchain became popular because it facilitated the creation of cryptocurrencies (Nagamoto, 

2008), which were said to disrupt the financial sector. However, this study does not want to 

deal with Blockchain’s disruptive potential for many industries but rather focuses on how 
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Blockchain technology can influence the nature of trust for both customers and companies. An 

underlying question of this study is whether Blockchain may act as a trust facilitator, or if it 

makes trust redundant in future business-to-customer (B2C) relationships and how different 

demographics perceive it. 

 

1.1 Research problem and relevance 

In the face of the public trust crisis, firms and managers around the globe must start thinking 

on initiatives to regain trust of their existing customers and build trust with future stakeholders 

to stay relevant (Edelman, 2017). Ultimately, firms’ choices on how to handle stakeholder 

management will greatly influence their success, and even survival, in the long-run (Harrison 

et al., 2010). This raises the need for identifying promising strategies to foster customers trust 

on different levels, especially in online environments (Vos et al., 2014). 

Despite abundance of literature scrutinising online trust formation, McKnight et al. (2011) 

claim that the topic of trust in online technologies calls for more academic attention. 

Furthermore, Hoffmann, Lutz and Meckel (2014) propose that trust of online users in 

information and communication technologies is affected by demographic characteristics and 

may change when their social and technological environments develop. The effect of 

introducing a new technology in a B2C setting, for instance, will therefore require further 

research on online trust formation. In recent public debates on online trust, opinion makers 

across industries increasingly point towards a recent technology which may has great potential 

in strengthening trust in the near future: this is Blockchain technology (e.g. Petersen, 2016; 

Tapscott & Tapscott, 2016; Deloitte University Press, 2017). Notwithstanding its popularity, 

Blockchain has only been discussed by few academic researchers so far. This may be due to 

two facts. First, Blockchain is a rather young phenomenon. Second, high-quality academic 

papers normally proceed through a lengthy peer-reviewing process, which can take up to several 

years until publication (Easterby-Smith, Thorpe & Jackson, 2015). As a result, this area opens 

great potential for new debates and future academic directions. The promising projections by 

media and non-academic literature is certainly worth considering in academic research by 

taking a more structured and theory-based perspective on the phenomenon of Blockchain 

(Hawlitschek Notheisen & Teubner, 2018). The little literature that exists on Blockchain 

technology largely focuses on its disruptive effects for the financial industry (Dierksmeier & 

Seele, 2018) as well as on developments of possibly new business models or entire industries 
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(Tapscott & Tapscott, 2018). However, specific research on trust in Blockchain is still in its 

infancy (Hawlitschek et al., 2018).  

In a first scientific attempt to investigate the potential of Blockchain technology for solving the 

problem of trust, Loebbecke, Lueneborg and Niederle (2018) researched its role when trading 

luxury goods. Their findings suggest that there exists a simultaneous effect of Blockchain, being 

complement and substitute for trust. Another academic approach by Hawlitschek et al. (2018) 

focused on the context of the sharing economy, thereby placing focus on peer-to-peer trust. 

They propose that Blockchain is to some extent appropriate to substitute trust in platform 

providers of the sharing economy. Research on Blockchain technology in a B2C context, 

however, has not yet been approached constituting a current gap in literature. Due to the few 

studies on Blockchain’s effects on trust, there is an urge for more academic work in the future 

(Dierksmeier & Seele, 2018; Hawlitschek et al., 2018; Loebbecke et al 2018).  

Therefore, the authors of this paper recognise both the considerable gap in academic literature 

and significance of scrutinising the potential influence of Blockchain technology in the trust 

relationships between firms and customers as key stakeholders.  

 

1.2 Research purpose and questions 

For the reasons above, this study aims at examining how the integration of technologies can 

influence customers’ trust, thereby focusing on the Blockchain technology as one specific 

technology. Particular interest is dedicated to the question of whether different demographics 

of customer groups may perceive firms differently when Blockchain technology is adopted in 

their core corporate processes. This leads to the formulation of the guiding research questions 

of this paper:  

What are the perceptions of different demographics towards firms using Blockchain 

technology? 

Thereby, the authors are interested in: 

How does the use of Blockchain technology affect customers’ trust? 

      

Hence, the major objective of this study is to examine trust perceptions of customers towards 

firms when Blockchain technology is applied in core business processes. The authors of this 

thesis want to empirically analyse customers’ perception of trust by considering various 

demographic characteristics, levels of tech-affinity, attitudes towards trust in the context of 

digital technology in general, and Blockchain technology in specific. These considerations are 
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followed by a hidden question which was inspired by the findings from Loebbecke et al. (2018): 

Has Blockchain technology the potential to act as a facilitator of trust, or may it even substitute 

the need for trust between firms and customers?  

This thesis has a descriptive purpose. Its main objective is to describe the topic by presenting 

people’s current perceptions with the support of numbers and facts derived from a survey. These 

results may pave the way for implications on how businesses and managers can establish and 

maintain trusting relationships with their customers, and ultimately stay successful in the long-

run. Hereby, a descriptive approach offers the advantage of delivering objective outcomes by 

displaying them as they are, including raw data, rather than applying subjective interpretation. 

Hence, the empirical findings are a representation of reality without modification. According 

to Saunders, Lewis and Thornhill (2009), a descriptive study seeks to provide a clear picture of 

the current state or phenomenon the researchers want to investigate. It often serves as 

foundation for further exploration and explanation research. Rather than starting off with 

making claims or formulating hypotheses, the authors of this study aim at describing 

Blockchain technology and its effect on trust between firms and customers as one key 

stakeholder group in a quantifiable and objective way. Considering the young stage of research 

in the area of Blockchain and trust, a descriptive study is both suitable and highly relevant for 

further academic work. Providing a clear picture and not biasing the reader by simply stating 

facts derived from the data collection will set the grounds for further exploration, explanation 

and hypotheses testing in the area of customers’ trust in Blockchain technology. 

Beyond the stated research purpose and questions, the authors of this study hope to inspire 

future researchers and practitioners on an emerging field of study. The cross-section of a 

revolutionary technology, such as Blockchain, and a fundamental human behaviour, such as 

trust, may bring up innumerable thoughts on how intelligent technology could potentially alter 

prevailing assumptions, which dominated both theory and practice for a long time. This thesis 

wants to make managers, customers, and each individual likewise ponder on the conditions and 

values of human coexistence in a world that is continuously facing new innovations. 

Before diving into the literature study and presentation of empirical findings of this study, both 

scope and definitions of key terms are clarified. 
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1.3 Delimitations  

This thesis lies within a predetermined and specific scope with regards to time, volume and 

depths of study, which requires prior decisions on research delimitations. Delimitations of this 

thesis are presented subsequently. By investigating trust, focus is placed on a business and 

management perspective, and thus excludes any theoretical perspectives from other disciplines. 

Moreover, this study is interested in trust of customers as they are one of firms’ major 

stakeholder group. Consequently, other stakeholders such as suppliers or employees will not be 

examined herein. The scope is further narrowed down by focusing on customers’ trust in the 

context of online environments and digital advances. This has two main reasons: recent public 

debates on an online trust crisis, and the significance of online trust for companies in 

combination with the complexity and peculiarity of building trust in the online world (Friedman 

et al., 2000). Finally, this thesis takes a quantitative data collection approach and follows a 

descriptive purpose for data analysis. For this reason, it does not aim at scrutinising why 

customers trust, nor questioning underlying meanings, but focuses on creating knowledge on 

describing how different demographics trust. Furthermore, it attempts to draw generalisation 

from a sample to explain a wider phenomenon, rather than testing theory-grounded hypotheses 

or generating entirely new theory.  

 

1.4 Definition of key concepts 

This sub-chapter offers brief definitions of key concepts used throughout this thesis, presented 

in thematic order as they are applied. Below definitions are either direct citations from literature, 

or short summaries in the words of the authors of this thesis, that are based on present references 

cited in the subsequent theory chapter. 

 

Stakeholder theory deals with the needs and demands of “any group or individual who can 

affect or is affected by the achievement of the organisation’s objectives” (Freeman, 1984, p. 

46), such as customers, employees, suppliers. It goes beyond the sole profit maximisation 

purpose of firms by focusing on a shared sense of values and managing long-term stakeholder 

relationships.  

 

Primary stakeholders include shareholders, suppliers, employees, customers as well as a 

firm’s public stakeholders, such as the government or other parties that potentially have direct 

influence on the firm 
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Trust is a generic term and can be defined as “the willingness to rely on a specific other, based 

on confidence that one's trust will lead to positive outcomes" (Chopra & Wallace, 2003, p.11).  

 

Trustor is the person who grants trust to another party. 

 

Trustee is the party who receives the trust, and can either be another person, an institution, a 

group of people (McKnight & Chervany, 2001, p.43), or even a technology. 

 

Digital technology entails all kinds of technologies that are written in a computer language 

such as a single algorithm or a complete software.  

 

Trust propensity is one dimension of trust and refers to an individual's general tendency to 

trust.  

 

Organisational trust is a dimension of trust as well. In literature, it is also known in the 

literature as interpersonal trust or the trust a trustor places in a firm based on beliefs about the 

firm’s benevolence competence and integrity. 

 

Technological trust is another dimension of trust. It refers to institutional trust in the Internet 

as well as in technologies in general.  

 

Trust in technology refers to the above definition of trust in combination with digital 

technology. The digital technology thereby is the trust receiver, in other words, the trustee. 

 

Blockchain is a digital technology that approaches a new way of how digital data is processed, 

distributed and stored. Its key features include reliability of data entries, security of data, 

anonymity of actors, and transparency of actions. 

 

Digital data refers to any kind of digital content such as personal information, company 

records, property register, written information (such as news, books) and media (such as 

pictures, music, videos) 

 

about:blank
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Cryptocurrency enables digital data and value transactions based on technologies such as 

Blockchain that are not authorised by any official institution but an independent network. One 

example for a cryptocurrency is Bitcoin.  

 

This thesis starts off with an extensive literature review with main focus on customers’ trust in 

technologies and Blockchain technology. This is followed by the methodology to provide 

insight on how this study was conducted. Subsequently, empirical findings are presented and 

analysed. Finally, the concluding chapter highlights managerial and theoretical implications 

and limitations. 

 

2. Literature study 

 

 

The following chapter provides an overview of the theoretical background for this thesis. It 

starts off with a description of the literature review process, followed by analyses of theories in 

the areas of stakeholder theory, trust as integral part to successful stakeholder management, 

and trust in digital technology. Finally, Blockchain technology as one specific technology is 

introduced and brought into context. 

 

In order to obtain a general understanding of relevant literature, the authors of this study started 

utilising the online libraries Web of Science, Science Direct, Research Gate and Google 

Scholar. By identifying and investigating state-of-the-art literature on stakeholder theory first, 

the authors became acquainted with the predominant studies in the area. Similarly, the authors 

investigated relevant scholars in the field of trust. Thereby, focus was placed on customers as 

a key stakeholder group subsequently. Building upon trust, the scope of this paper was further 

specified by analysing academic literature on trust in technology. The database Web of Science 

(formerly known as Web of Knowledge), which contains journals in the Social Sciences 

Citation Index and guarantees a high standard of literature quality (Easterby-Smith et al., 2015), 

was mainly utilised for specific keyword search. In an attempt to create a connection to the 

fairly new research topic Blockchain, the following keywords were combined in various ways: 

Blockchain; Trust; Customer; Technology. Furthermore, the following filters were applied: 

document type article, publications from recent years (2015-2019) and the categories 

management, economics and business. Subsequently, by tracing back essential statements, a 

snowball approach was conducted to identify key authors and access a greater number of 
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relevant articles in order to gather deeper insights into the areas of trust in technology and 

Blockchain (Easterby-Smith et al., 2015). The literature research was an iterative process which 

endured the entire timespan of the Master thesis. Principally, sophisticated academic articles 

were selected, which are listed in the Association Business School’s “Academic Journal Guide 

2018”, as well as highly cited publications. However, Hawlitschek et al. (2018) encourages that 

at an early stage of research, it is urgent to involve non-academic literature in the scientific 

discussion. Easterby-Smith et al. (2015) agree that for some topics, this is a necessary 

consideration, and Bryman (2012) add that when researchers only rely on peer-reviewed 

literature, they would ignore other relevant sources. For these reasons, and due to the few 

existing academic research on Blockchain in the context of trust, also non-academic literature 

such as white papers, reports from renowned sources, and statistics from institutions were 

applied when appropriate as supplementary data. Finally, to ensure transparency when citing 

and referencing, the guidelines suggested in the 6th edition of the Publication Manual of the 

American Psychological Association (APA) was adopted.  

Subsequent literature review starts with an analysis on stakeholder theory, being the 

overarching theoretical construct, from which theories on trust and trust in digital technology 

will be further narrowed down. 

 

2.1 Stakeholder theory 

Stakeholder theory goes beyond the traditional view of shareholder theory. While the latter 

focuses merely on a company’s shareholders as its main interest group, stakeholder theory 

encompasses a wide range of a firm’s constituencies to be crucial for the management of a 

company (Pearlson & Saunders, 2013). Stakeholder theory acknowledges the concerns and 

demands of “any group or individual who can affect or is affected by the achievement of the 

organisation’s objectives” (Freeman, 1984, p. 46), such as employees, customers and suppliers. 

The nature of stakeholder management can be understood as a firm’s responsibility and 

balancing act to please the claims of its stakeholders without affecting those of any particular 

stakeholder group in an undesired way (Pearlson & Saunders, 2013). According to Freeman, 

Wicks and Parmar (2004), stakeholder theory is concerned with the purpose of the company 

beyond the sole profit maximisation view of the shareholder theory. It addresses a shared sense 

of values, which a firm encourages, and that eventually bond its key stakeholders. Thus, 

business evolves around managing relationships with stakeholders and aims at delivering on 

objectives that benefit each individual or group, who has a stake in the business in the long-run. 
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Managing these key relationships in a way that creates mutual value is what the scholars Post, 

Preston and Sachs (2002) regard as effective stakeholder management. More recently, Tantalo 

and Priem (2016) introduced the term stakeholder synergy perspective to emphasise firm’s 

value creation responsibility of enlarging the ‘pie’ for all interest groups simultaneously. They 

refer to its strategic importance for managers, claiming that any initiative shall result in different 

forms of value to a firm’s stakeholders. 

 

2.1.1 Types of stakeholder 

By categorising stakeholders, Clarkson (1995) introduced the prevailing view of primary and 

secondary interest groups. Primary stakeholders are those, whose persisting participation in the 

business is decisive to a firm’s performance and outcome. This primary group of stakeholders 

include shareholders, suppliers, employees, customers as well as a firm’s public stakeholders, 

such as the government or other parties that potentially have direct influence on the firm. Taking 

this perspective, the economic and social purpose of a firm focuses on the creation of value to 

its primary stakeholders. A firm’s duty to any primary stakeholder is essentially the same, which 

is fostering a respectful and fair relationship. Nevertheless, different attitudes of primary 

stakeholders become relevant due to their distinct characteristics and behaviour. Promoting a 

moral management style towards the customer as one critical primary stakeholder, for instance, 

involves fair treatment in the exchange transaction, where the customers’ demands are satisfied, 

protecting their rights are protected and comprehensive information and fair warranty are 

guaranteed (Carroll, 1991). 

 

2.1.2 Customers as primary stakeholder 

As suggested previously, the creation of value for and fostering relationships with key 

stakeholder groups are critical for effective stakeholder management and the strategic success 

of companies. Firms that neglect their significance run risk of losing valuable stakeholder 

relationships, hence squander business opportunities. For instance, if customers feel their 

demands are not taken care of sufficiently, they may turn their backs on the company, and look 

out for value propositions that seem more endeavour to satisfy their needs (Tantalo & Priem, 

2016). Furthermore, managers must be aware of the fact that different stakeholder groups can 

have severe influence on each other as well as on the firm itself, thereby affecting corporate 

behaviour (Jones, 1995). Regulations such as the recently introduced General Data Protection 

Regulation, known as GDPR legislation, determines how firms in Europe must manage their 
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customers’ data and simultaneously reinforces the privacy rights of that primary stakeholder 

group (European Union, 2016). Acknowledging the different demands by all primary 

stakeholder and acting accordingly, can improve brand reputation. As a result, firms benefit 

from decreasing customer loyalty employee turnover and stronger supplier commitment, 

leading to higher financial performance and advantage over competitors (Hillman & Keim, 

2001). Moreover, firms aiming at effective stakeholder management must understand that it is 

essentially based on long-term relationships and values (Freeman et al., 2004). A company’s 

ability to create wealth for all its stakeholders in a sustainable way develops not only tangible 

and intangible assets, but also relational ones. The latter in particular, can result in sustainable 

competitive advantage, because relationships are hard to imitate by competitors due to its 

socially complex nature (Post et al., 2002). An essential ingredient for nurturing this kind of 

successful stakeholder relationships in the long-term is trust. Without trust, customers may not 

be willing to share any information with companies, let alone entering into a relationship with 

them (Harrison et al., 2010).  

By considering customers as one key stakeholder group and trust as indispensable component 

of corporate success, this thesis focuses on customer trust. To provide a holistic picture a 

general introduction to trust, followed by research on trust in the business context is presented 

in the following. 

 

2.2 Trust 

Trust has been profoundly discussed and analysed in academic literature (e.g. Mayer, Davis & 

Schoorman, 1995; McKnight & Chervany, 2001; Chopra & Wallace, 2003). While there are 

numerous definitions of trust, one can argue that a universally applicable one has not yet 

emerged (Lee & Turban, 2001). Consequently, a selection of definitions and dimensions that 

are most suitable for the topic of this paper are stressed hereafter.  

 

2.2.1 Definitions and dimensions of trust  

Chopra and Wallace (2003, p.11) define trust as “the willingness to rely on a specific other, 

based on confidence that one's trust will lead to positive outcomes". In that regard, the premise 

for trust demands three things to be present: a trustee, to whom trust can be granted, faith in the 

maintenance of trust, and the willingness to perform upon that faith. McKnight and Chervany 

(2001, p.43) add an additional characteristic to above definition of trust: “to willingly become 

about:blank
about:blank
about:blank
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vulnerable to the trustee, whether another person, an institution, or people generally, having 

taken into consideration the characteristics of the trustee." Mayer et al. (1995, p.30) follow a 

similar approach by defining trust as “the willingness of a party to be vulnerable to the actions 

of another party based on the expectation that the other will perform a particular action 

important to the trustor, irrespective of the ability to monitor or control that other party." Wang 

and Emurian (2005) summarise the variety of definitions on trust by reducing them to four 

generally applicable characteristics, namely trustor and trustee, vulnerability, produced 

actions, and subjective matter. A trusting relationship requires both someone who grants trust 

- the trustor - and a party or an object to put trust in - the trustee. It further involves the risk of 

vulnerability for the trustor. Vulnerability is a frequently cited and important aspect of trust. 

Since making oneself vulnerable can be regarded as taking risks, trust is often misinterpreted 

with taking risk. Trust, however, can be rather understood as willingness to take risk (Mayer et 

al., 1995). Produced actions refer to the assumption that trust results in some kind of action 

between the trustor and the trustee. The trusting relationship thereby is situation- and subjective-

dependent (Wang & Emurian, 2005).  

McKnight and Chervany (2001) differentiate between dispositional trust as a generic trust 

concept, institutional trust as trust in situations or structures, and interpersonal trust as trust in 

other individuals. However, dispositional trust is also commonly referred to as trust propensity 

(e.g. Mayer et al., 1995; Lee & Turban, 2001). Both can be understood as a general tendency 

of the individual trustor to depend on others (Hoffmann et al., 2014). In an alternative study, 

Chopra and Wallace (2003) identified four categories of trust: individual or self-directed, 

interpersonal from one person to another, relational or reciprocal, and societal based on 

common characteristic as clusters of trust. From a psychological perspective, trust can also rely 

on trustor’s rational evaluation of the objective which would be described as cognition-based 

trust, or on the trustor’s emotional connection to the objective, which would indicate affect-

based trust (Stewart & Gosain, 2001). In subchapter 2.3, the authors of this paper will seize on 

different dimensions of trust in the context of digital technologies, while investigating most 

applicable trust concepts for this study.   

First and foremost, trust is inherently subjective and therefore difficult to quantify its meaning 

(Marsh & Dibben, 2005). This is an important consideration that researchers must keep in mind, 

because participants of their studies may respond in dependency of their social interactions (Xu, 

Le, Deitermann & Montague, 2014). 
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2.2.2 The importance of trust in stakeholder relationships 

Trust on an interpersonal level is essential for human interaction. A trustee's ability, 

benevolence and integrity are integral factors for a trusting relationship. Despite the importance 

of establishing trust, the need for granting trust frequently occurs without sufficient information 

regarding those factors. This often applies for stakeholder relationships that happen online, 

whereas the organisational situation is more complex and severe (Mayer et al., 1995). With 

respect to the above-mentioned definition of trust by Mayer et al. (1995), the willingness to take 

risk for companies is complemented by agreeing upon structures and rules for collaboration, 

hereby reducing the inherent risk of vulnerability. Moreover, Gulati (1995) argues that in inter-

firm relationships, alliances rely on detailed contracts as substitute for trust to ensure the 

predictability of their partners' behaviour. The established relationships from these contracts 

can be classified as institutional trust (McKnight & Chervany, 2001).  

Companies can considerably benefit from a trust relationship with their key stakeholders in 

many ways. First, searching costs can be reduced, because recommendations become a 

selection criterion. Second, contracting costs can decline as less resources are required in the 

contract creation process. Third, partnerships can emerge that would not have been possible by 

only relying on the existence of sophisticated contracts (Gulati, 1995). A logical argumentation 

- and decisive one for managers - follows from these insights: Trust relationships with 

stakeholders allow firms for spending fewer resources on establishing inter-firm relationships, 

and consequently placing more attention to other value-creation activities. Jones (1995) stresses 

that companies can gain significant competitive advantage over rivals by finding mutual 

commitments based on trust and collaboration with, amongst others, their customers. With 

regards to B2C relationships, Harrison et al. (2010) imply that customers will be more willing 

to share information if they believe in receiving an advantage in return. For instance, most 

smartphone applications, software and online services nowadays are available free of charge, 

and customers reward their suppliers by accepting their terms and conditions, which include 

the right to collect their data. In turn, firms can leverage their business model by creating 

customer profiles based on the collected data. 

The arguments above give legitimate reasons for companies to acknowledge trust as significant 

determinant for the long-term success of their businesses and successful stakeholder 

management. As companies’ interactions with their customers increasingly move to the online 

environment, trust in this specific context demands particular attention (Salo & Karjaluoto, 

2007). Considering the purpose of this paper, trust in the face of the Internet and technological 

advances is analysed in the following. 

about:blank
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2.3 Trust in digital technologies 

This subchapter outlines the importance of trust in relation with digital technologies. As, 

technology is a broad term which requires further clarification in the context of this study. 

Technology emerged with the existence of primordial human being around 2.5 million years 

ago, when first stone tools were utilised which was elementary for the evolution of humanity 

(Ambrose, 2001). Nowadays, technology is defined as “the application of scientific knowledge 

for practical purposes, especially in industry” (Oxford Dictionaries, 2019). This implies that, 

depending on the industry where technology is applied, many categories and subcategories of 

technology have formed. One subcategory which derives from information technology, is called 

digital technology, which has disrupted many industries simultaneously over the past decades. 

Reason for its disruptive character stem, amongst others from the radical improved accessibility 

of services, products, and solutions for customers as well as the profound reduction of their 

distribution costs via the Internet (Curley & Salmelin, 2018). 

With the raise of the Internet and companies engaging online with their customers, increasing 

interest by both practitioners and researches emerged for the topic of trust in online 

environments and digital technologies (e.g. Salo & Karjaluoto, 2007; Beldad, Jong & 

Steehouder, 2010; Xu et al., 2014). While acknowledging the different academic directions 

from research in defining and comprehending trust, this thesis does not intend to conclude a 

distinct definition, but rather incorporates emerging topics and concepts from literature in order 

to provide a sophisticated understanding of customers’ trust perceptions in the face of digital 

technologies.  

 

2.3.1 Trust in online technologies 

Similarly, to the characteristics of trust as a generic concept, trust in the specific context of 

online environments also involves the presence of four character: trustor and trustee, risk of 

vulnerability for the trustor, some kind of ensuing action, and is subjective or situation 

dependently. In the online world, however, a trustee typically refers to an Internet merchant or 

the technology itself - often referring to the World Wide Web, while the trustor concerns the 

online user in this study, the customer (Wang & Emurian, 2005). The risk of vulnerability gets 

more complex due to the distant physical location of the two trusting parties, which is frequently 

combined with insecurity stemming from not knowing the other party. Vulnerability of 

customers manifests for instance, in the risks of potential fraud of privacy or financial theft 

during online transactions, hence representing a complex combination of human participation 
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and technological systems (Friedman, Kahn & Howe, 2000). In the absence of direct contact to 

the trustee, online users may feel uncomfortable with sharing sensitive information on the 

Internet. Lack of trust in the trustee’s ability to safeguard their personal data can therefore 

prevent users from engaging in an online activity with a firm (Salo & Karjaluoto, 2007). It is 

unquestionable that customers’ trust in digital technologies adopted by firms is key to 

successful stakeholder relationships. Thus, understanding customers’ perceived risks when 

engaging online and knowing how to increase their trust is vital to the success of businesses 

(Vos et al., 2014). Trustworthiness in the technologies behind firm’s online presence ultimately 

leads to customers’ confidence in and willingness to interact with the firm. This in turn, 

stimulates stakeholder relationships and supports sales (Marsh & Dibben, 2005). 

Understanding the factors that influence customers’ trust formation in the online environment 

will consequently be vital for businesses and managers engaging with their customers online. 

For this reason, the following sub-chapter provides an overview of the dimensions and key 

factors relevant to trust in online technologies.  

 

2.3.2 Models and dimensions of trust in online technologies 

Academic literature offers a number of theories and models which help understanding trust in 

online technologies, thereby serving as starting point for answering the research questions of 

this paper. While some studies examine trust in technology itself (e.g. Xu et al., 2014), including 

more specific areas such as trust in Internet of Things (IoT) technology (AlHogail, 2018), trust 

in artificial intelligence (AI) (Hengstler, Enkel & Duelli, 2016), and trust in information systems 

(IS) (Chopra & Wallace, 2003), the majority of scholars focus on trust in the online world (e.g. 

Salo & Karjaluoto, 2007; Beldad et al., 2010; Hoffmann et al., 2014). Within the online trust 

literature, a majority of researchers investigate trust in e-commerce (e.g. Lee & Turban 2001; 

McKnight & Chervany, 2001; Abbasi et al., 2011).  

The following sections focus on most remarkable theoretical models and constructs that, in the 

view of the authors of this paper, allow for a holistic approach of analysing trust in the context 

of digital technologies and are helpful in delivering answers to the research questions.  

      

2.3.2.1 Trust in e-commerce and online services 

Figure 2.2 and figure 2.3 were selected based on their literary weight and quality - both are 

highly cited as according to the database Web of Science (2019), with each more than 540 times 

in less than a decade. Both examine antecedents of online trust. While researching 

independently - no citation of each other was found - the scholars yield similar findings and 
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published highly comparable theoretical models in the same year. Moreover, below models 

were selected as they acknowledge the complexity of trust formation in the face of online 

environments, and thus, are valuable for deriving argumentation in answering the research 

questions of this paper. 

The work by McKnight and Chervany (2001) work on trust in e-commerce customer 

relationships has left its mark on future trust research and served as one guiding theory for the 

empirical study of this paper. Their research model encompasses knowledge from across 

disciplines, thereby acknowledging three high-level trust concepts: dispositional trust, 

institutional trust, and interpersonal trust, while the latter is composed of the concepts trusting 

beliefs and trusting intentions. Eventually, trust in all three dimensions encourage trust-related 

behaviours by customers. Figure 2.1 facilitates understanding of the complexity of trust in 

online environments and serves as foundation for more sophisticated models, which highlight 

the interplay of the high-level constructs in greater detail (see Figure 2.2). 

 

Figure 2.1: High-level trust concepts 

 

Source: McKnight & Chervany (2001, p.42). 

 

      

As illustrated in the e-commerce customer trust model by McKnight and Chervany (2001) (see 

Figure 2.2), the first high-level construct dispositional trust refers to the trustor’s general 

tendency to trust others and consists of two sub-constructs: faith in humanity, which is the 

trustor’s assumptions about people in general, and trusting stance, which can be considered as 
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a personal strategy that one will be better off by engaging with others as though they were 

trustful. Following, institutional trust concerns the trustor’s trust level in structures or 

situations. In the online context, this can be understood as trust in the Internet and its structures 

to be safe, comprising structural assurance of the Web and situational normality. While the 

first is the belief in the existence of structures that guarantee safe online activity, the latter 

concerns the view that the situation runs as expected without strange incidents. Finally, 

interpersonal trust is determined by trusting beliefs in the online vendor’s competence, 

benevolence and integrity as well as predictability. In essence, these describe the e-commerce 

customer’s belief in the goodness of the online vendor. Strong trusting beliefs facilitate trusting 

intentions, that is, the customer’s willingness and probability of depending on the online vendor, 

and lead to trust-related online behaviours such as sharing information or purchasing on the 

Internet. Lastly, an online vendor can, through a set of Web vendor interventions such as 

offering guarantees and incorporating third party seals, steer customers’ interpersonal trust in 

the vendor (McKnight & Chervany, 2001). Considering the models illustrated in figure 2.1 and 

2.1, it becomes apparent that each of the dimensions of trust have influence on the others, 

thereby strengthening overall trust of online customers in Web vendors and their activities 

online. 
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Figure 2.2: E-commerce customer trust model 

 

Source: McKnight & Chervany (2001, p.44). 

 

While investigating independently McKnight and Chervany (2001) and Lee and Turban (2001) 

published similar findings on the dimensions of trust in the context of online shopping (see 

Figure 2.3). Subsequent investigation of figure 2.3 focuses on key similarities and differences 

between figure 2.2 and figure 2.3 only, in order to avoid repetition of theory. 
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Figure 2.3: Trust in Internet shopping model 

 

Source: Lee and Turban (2001, p.80). 

 

Figure 2.3 emphasises customers’ trust in online shopping. The first trust construct relevant to 

online customer relationships is the customer’s belief in the trustworthiness of the Internet 

merchant. Considering the recurring factors ability, integrity and benevolence, it represents 

strong connection of this trust antecedent with the concept of interpersonal trust in figures 2.2. 

Similarly, trustworthiness of Internet shopping medium, including the factors of technical 

competence, reliability and medium understanding, are comparable to the institution-based 

trust by McKnight and Chervany (2001), which involves the customers’ perceived security of 

Internet structures. Moreover, Lee and Turban (2001) acknowledge two additional trust 

antecedents, namely contextual factors and other factors. The first comprises effectiveness of 

third-party certification and security infrastructure. The second concerns influencing variables 

such as firm size, demographic characteristics of the trustor such as age and sex, and his or her 

prior experience with the online shopping medium. Lee and Turban (2001) support the 

argument that the trustor’s general tendency to trust, that is his or her individual trust 

propensity, is a decisive factor influencing all other constructs. Finally, overall trust level of 

customers in online shopping is influenced by the trust level of each single factor (see Figure 

2.3). 
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Nearly a decade later, Beldad et al. (2010) compiled a comprehensive literature review on 

antecedents of trust in online services and transaction. Their work yields three widely-

recognised dimensions, which remarkably, complement previous findings by McKnight and 

Chervany (2001) and Lee and Turban (2001). According to the more recent study, customers’ 

trust in online services rely on three trust antecedents: customer-based, website-based, and 

organisation-based. The first dimension can be summarised in terms of online customers’ 

tendency to trust, and more specific, their prior experience with the technology behind a 

particular online transaction or service delivery. The second dimension concerns the above-

mentioned security assurances supported by the firms’ websites and the impression of website 

quality. The third dimension refers to customers’ experience with organisations as well as their 

reputation, which is the trusting party behind online services. Thus, the success of an online 

activity ultimately depends on all three dimensions, which supports earlier argumentation. 

Hoffmann et al. (2014) agree to the trust constructs as suggested by McKnight et al. (2001), 

being disposition to trust, institution-based trust and trust in the Web vendor, which comprises 

trusting beliefs and trusting intentions. They, however, placed focus on online users’ 

characteristics as one influencing factor of trust in online technologies. They further argue that 

cognitive structures are decisive for users’ overall trust in online services. They propose that 

such structures are shaped through the trustor’s social, cultural and economic surroundings, 

hence online customers’ demographics and experience with the Internet as determinant of 

online trust. These findings were derived by separating Web users into three distinct groups 

based on their age, gender, education and habits with regards to the Internet. Results show that 

digital natives are mostly young Internet-savvy users with regular online activity. By contrast, 

digital immigrants comprise a group of significantly older or more passive users, who have a 

more sceptical attitude towards new digital technologies. In-between, there are the naturalized 

digitals, mostly middle-aged in well-educated professions, whose Internet usage and experience 

keeps up with those of the digital natives. Different behavioural patterns and demographics are 

thus suggested to have distinct views on the trustworthiness of online firms and services. Next 

to the above-illustrated theoretical models, the findings by Hoffman et al. (2014) findings serve 

as interesting basis of research in this paper. Comparing their findings with empirical results of 

this thesis, will be valuable to future research on trust in new online-embedded technologies 

such as Blockchain.  

Besides focus on online services and e-commerce, trust in digital technologies can also be 

analysed through a more technical lens. The following section provides an overview of relevant 

technology-orientated theories. The presented studies were selected based on their richness in 



 

27 

 

technology-specific trust consideration or their significance for the acceptance of, and trust in 

new technologies by customers.  

 

2.3.2.2 Trust in other technologies 

To investigate trust in a specific technology, McKnight et al. (2011) suggest using the high-

level trust constructs as shown in figure 2.1 and to analyse those through a technological lens. 

Instead of focusing on trust in people or organisations, the researchers propose a framework 

that emphasises on trust in the technology itself. In that regard, customers’ propensity to trust 

refers to their general tendency to trust technologies. Faith in technology then relies on their 

assumptions of technologies of being generally reliable, functional, consistent and of great help 

when performing a desired task. Furthermore, institution-based trust in technology is fostered 

when customers believe that technological structures are in place to safeguard secure and 

successful activity. More recently, Hawlitschek et al. (2018) even draw on the importance of 

institution-based trust for the acceptance of new digital technologies such as Blockchain-

empowered systems. Finally, interpersonal trust can be projected to trust in a specific 

technology, whereby users believe in the capability of the technological system to perform as 

expected and to operate in a consistent and proper way (McKnight et al., 2011).  

Moreover, Chopra and Wallace (2003) contrast the rather people-related dimension of trust in 

e-commerce against the technology-related dimension of trust in IS, thereby suggesting distinct 

factors to assess the trustworthiness of each dimension. On the one hand, e-commerce happens 

in the context of interpersonal transactions between the online customer as trustor and the 

transaction partner or company as trustee. Vulnerability to the customer arises from risk of non-

delivery of products or services, while confidence in the online firm is fostered by contract 

fulfilment. Consequently, trustworthiness relies on the online firm’s capability of and integrity 

in protecting customers’ privacy and security during online activity and transactions. On the 

other hand, trust in IS refers to a technology-enabled task, whereas the hardware or software 

behind the respective technology is seen as the trustor. Perceived risks include technological 

failure or loss of sensitive data. As a result, trustworthiness arises from proper computing of the 

technology to guarantee correct functioning, reliability, security and safety while performing a 

required task. 

Another approach to analyse trust in technology is by adopting the widely recognised 

technology acceptance model (TAM), which was first introduced by Davis, Bagozzi and 

Warshaw (1989) and gained its popularity for explaining people’s resistance towards and 

adoption process of new technologies. Doing so, AlHogail (2018) investigates trust in digital 
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technologies, focusing on IoT as one particular category. Trust in the technology is found to be 

the sum of three dimensions or factors, namely product related, social influence related and 

security related (see Figure 2.4). The theory by AlHogail (2018) theory is considered useful for 

this thesis insofar that it integrates the TAM with a social-psychological view on trust 

formation. First, building on the TAM’s two main components, being perceived usefulness and 

perceived ease of use of the technology in question, allows for further analysis on factors that 

influence customers’ trust level towards the adoption of a new technology. In accordance with 

above findings, a technology’s helpfulness, functionality and reliability are additional 

determinants of customers’ trust levels. Second, the social-psychological perspective considers 

the omnipresent feeling of uncertainty that comes with new technologies. Social influence 

through a customers’ network or community interests as well as security related factors such as 

product or service security and associated perceived risk influence overall trust formation. It is 

argued that security and privacy of the technology-enabled product or service are amongst the 

strongest influencers of customer trust in technologies such as IoT (AlHogail, 2018). 

 

Figure 2.4: IoT technology trust model 

 

Source: own figure, adapted from AlHogail (2018, p.5).  

 

Furthermore, Xu et al. (2014) found that three groups of antecedents influence trust in 

technology next to distinct user characteristics and task-specific demands and outcomes, factors 

related to the technological system itself, are crucial. The trustworthiness of the technological 

factor thereby depends on an individual’s evaluation of a variety of elements, such as ease of 
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use of the technology and efficiency it brings. The technology’s reliability, that is the degree of 

accuracy in providing information to the user, and level of automation in performing a required 

task are further influencing factors. These findings supplement previously presented theories.  

Since trust mediated by Blockchain is an inherent part of this thesis, in the following this 

phenomenon will be introduced and its relevance for trust in digital technology will be 

elaborated on.  

 

2.4 Blockchain 

Although Blockchain was introduced in a white paper (Nakamoto, 2008) by the designated but 

still anonymous developer Satoshi Nakamoto a decade ago, it did not gain great attention in 

research until the past two years, as can be recognised from figure 2.4 as well as the publications 

cited in the following sections. 

 

Figure 2.5: Publications about Blockchain 

 

Source: Own figure adapted from Web of Science, search term: Blockchain. Retrieved March 17, 2019 from 

http://apps.webofknowledge.com 

 

Blockchain is a digital technology, which gained first attention for being the technology behind 

cryptocurrencies. The most well-known example for cryptocurrency is Bitcoin (Nakamoto, 

2008). Nevertheless, Radanović and Likić (2018) claim that one major challenge for Blockchain 

is the continuing lack of expertise in society and research. Almost all major tech-companies 

such as Amazon, Facebook, Microsoft and IBM acknowledge this gap and have raised strong 

investments (del Castillo, 2018) to research and further develop Blockchain applications with 
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the objective of introducing their stakeholders to the new technology. IBM for instance offers 

a free toolkit platforms for testing (see www.ibm.com/ Blockchain/platform). This also aims at 

helping customers to overcome fear of first contact, which is normally involved with new 

technologies (AlHogail, 2018). 

 

2.4.1 Definition 

So far, no universally acknowledged definition of Blockchain technology exists in academic 

literature. There are several attempts to describe Blockchain technology, some of which are 

more economical, others more technical. However, Blockchain is a technology very difficult to 

understand whose complexity is hard to summarise in a commonly comprehensible definition. 

To provide a coherent and holistic picture to the audience of this paper, the following two 

definitions are presented in their original tone, before Blockchain will be described in greater 

detail:  

“Conceptually, Blockchain is an open, public, distributed, and secure digital registry where 

information transactions are secured and have a clear origin, explicit pathways, and concrete 

value" (Funk, Riddell, Ankel & Cabrera, 2018, p.1791). 

  

“Blockchain technology is a decentralized database that stores a registry of assets and 

transactions across a peer-to-peer computer network, which is secured through cryptography, 

and over time, its history gets locked in blocks of data that are cryptographically linked 

together and secured” (Radanović & Likić, 2018, p.583). 

 

Above definitions emphasise on the complexity of the Blockchain technology. As Blockchain 

has several significant characteristics, one needs to comprehend each of them individually, 

before being able to understand the technology’s functionality and potential at large. Since For 

this reason, the below sections provide a more detailed explanation of the characteristics of 

Blockchain, followed by its most prominent application, being Bitcoin Blockchain. 

 

2.4.2 Explanation 

The leading global investment banking firm Goldman Sachs (2019) proclaims Blockchain as 

The New Technology of Trust and underpins this statement by pointing towards one of the key 

features of Blockchain technology: the digital recording of transactions. Traditionally, to record 

transactions or other economic activities, ledgers were used which became fundamental to legal 

entities in estimating whether their business partners were solvent, hence trustworthy. This 
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enabled the development of reputation, credit, and long-distance trade (Felin & Lakhani, 2018). 

Blockchain can be understood as digital ledger technology that solves the double-spending 

problem in online environments (Narayanan et al., 2016). An example for ‘double-spending’ is 

sending an email via the Internet, where one is basically sending a copy of information to the 

recipient’s mailbox, who in turn, could replicate this information infinitely by forwarding 

copies of this email (Tapscott & Tapscott, 2017). Blockchain technology assures that no copies 

but only original values can be exchanged, because it is programmed as digital ledger that 

irreversibly records transactions (Iansiti & Lakhani, 2017). Therefore, solving the double-

spending problem is revolutionary, and have set foundation for digital currencies to emerge 

(Davidson, De Filippi & Potts, 2018). Moreover, Blockchain technology has a distributed 

character, which means that the digital ledger is stored in a decentralized database in form of 

a network of many independent computers (Casey & Vigna, 2018). This decentralized or peer-

to-peer network guarantees transparency since it makes all ledgers public to the users, while 

no individual exclusively holds the data or information sovereignty (Iansiti & Lakhani, 2017). 

Blockchain enabled systems can be constructed in different environments, such as public, where 

anyone can access the network freely, or private, where permissions need to be granted to join 

the network (Casey & Vigna, 2018). 

As explained above, Blockchain is a digital ledger that can record and secure digital values. In 

addition, it can be programmed with commands and rules to self-execute transactions based on 

computational logic (Iansiti & Lakhani, 2017). These embedded commands and rules are called 

smart contracts which rely on pre-negotiated conditions. These programmed contracts owe 

their “smart” characterisation not only to its automation, but rather to decentralization of the 

Blockchain which secures that transactions are executed in a fair way (Casey & Vigna, 2018). 

For instance, a smart contract can offer access to digital content such as music or a movie and 

simultaneously trigger the customer’s online payment. Additionally, it can process payment on 

pre-negotiated terms, such as the allocation among different stakeholders, or transfer at a 

specific time (Dutra, Tumasjan & Welpe, 2018).  

To further explain functionality and relevance of Blockchain, the following section points to 

the most popular application called Bitcoin Blockchain to further illustrate above-described 

characteristics. 
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2.4.3 Bitcoin Blockchain 

In case of the Bitcoin Blockchain, a digital ledger records the balance of each Bitcoin owner 

and contains all transactions, which were executed between network participants (Funk et al 

2018). Anyone inside the network may access information about all processed transactions, but 

at the same time, the parties of a transaction remain anonymous (Nakamoto, 2008). To execute 

a transaction, the approval in form of a digital signature of all actors involved is required 

(Sander, Semeijn & Mahr, 2018). A transaction happens between Blockchain addresses, which 

is an individual alphanumeric sequence with more than 30 characters, thereby each party of the 

transaction may choose to stay anonymous or share identity (Iansiti & Lakhani, 2017). A certain 

amount of independent transactions is then combined to a block which must first be verified by 

a so-called consensus protocol, before it is created (Casey & Vigna, 2018). The consensus is a 

mathematical algorithm, that requires the approval of the majority of so-called miners, who are 

network participants with sufficient computing power to solve mathematical exercises and earn 

monetary incentives in return (Nakamoto, 2008). This elementary verification process 

guarantees, that no single entity may alter a ledger since a block without consensus of the 

network will be classified as invalid, and consequently, will be automatically rejected (Casey 

& Vigna, 2018). Every time new transactions are added to the database in form of a block, they 

are immutably connected with all previous block in chronological order or chain, hence the 

name Blockchain (Iansiti & Lakhani, 2017). The immutability derives from the fact that the 

Bitcoin Blockchain is stored on all network participants’ computers simultaneously (Sander et 

al., 2018), which makes it impossible to unjustifiably be modified. Cryptocurrencies such as 

Bitcoin can therefore be understood as digital assets because their values are verifiably unique 

for the reason that it cannot be duplicated (Casey & Vigna, 2018). Figure 2.6 simplifies the 

complex transaction process of the Bitcoin Blockchain and highlights some of the key features 

of the technology: 
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Figure 2.6: Blockchain transaction process 

 

Source: figure adapted from Funk et al. (2018, p.1792).  

 

Even though Satoshi Nakamoto pointed out that the primary application for the Blockchain 

technology were cryptocurrencies (Nakamoto, 2008), digital distributed ledger entries are able 

to store any kind of data structure or digital value such as property titles, identity, certification 

and contracts (Davidson et al., 2018). This allows a variety of transformative business 

opportunities to emerge as illustrated below.  

 

2.4.4 Relevance  

Taking into account its extraordinary characteristics, Blockchain technology could have the 

same potential than the Internet had on the way business is conducted. Managers are thus urged 

to start deliberating on its potential and actively shaping the future of their businesses (Felin & 

Lakhani, 2018). Where Blockchain records money, it is recognised as cryptocurrency, however, 

other applications may concern the tracing of digital and physical assets, identity authentication 

and enforcement of business agreements (Davidson et al., 2018). Iansiti and Lakhani (2017) 

picture a system where digital contracts are transparently located in decentralized databases and 

cannot be altered, manipulated or deleted. This could establish smooth business activities 

among individuals, companies and technology, because all arrangements, transactions and 

processes are validated and immutably recorded by digital distributed ledgers.  
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2.4.4.1 The technology of trust 

For almost all business activities, whether in the physical or digital world, trust is an elementary 

requirement. If there exists no trusting relationship between firms and their stakeholders yet, 

cooperation with a trusted third party can increase customers’ confidence in the trustworthiness 

of firms. Participation in certification programmes, which act as a kind of middleman, can often 

compensate for the missing trust, thereby facilitating B2C cooperation. In online environments, 

these middlemen become even more critical because of distant physical locations and often 

anonymity of the two actors (Jiang, Jones, & Javie, 2008). Blockchain may function as that 

kind of middleman. 

Loebbecke et al. (2018) claim that the security and transparency enabled through Blockchain 

technology eventually allows parties to make transactions via the Internet without demanding 

a prior trusting relationship. Blockchain can be used to transfer any assets without the need of 

mediation due to its decentralized structure (Sander et al., 2018), and further promises the 

prevention of fraud and corruption (Rahmadika & Rhee, 2018). Nakamoto (2008) explains that 

this way, Blockchain enables two unfamiliar actors to perform transactions directly, 

transparently and securely, which makes a central third trusted authority obsolete. By serving 

as facilitator of trust, Blockchain may also considerably decrease transaction costs (Loebbecke 

et al., 2018). The considerations above might have motivated Goldman Sachs to promote 

Blockchain as the Technology of Trust. 

Loebbecke et al. (2018, p.7) state that “Blockchain technology simultaneously substitutes and 

complements for trust”, but further stress that without users granting trust in the system and the 

Blockchain protocol, which is manmade itself, the technology would not succeed. This 

argumentation of Blockchain’s potential of facilitator or substitute for trust, represents the 

motivation of this thesis. The authors of this paper aim at investigating whether the claimed 

great potential of Blockchain as the technology of trust match with customers’ perceptions. 

 

2.4.4.2 Revolutionary potential 

Blockchain could essentially transform transactional applications and rationalise business 

processes by building accountability, transparency, and thereby, creating trust among 

stakeholders (Rahmadika & Rhee, 2018). This is one of the promising opportunities of 

Blockchain, which could lead to free interactions between people, organisations and technology 

without the demand of middlemen such as lawyers, brokers, and bankers (Iansiti & Lakhani, 

2017). Several researchers proclaim that this could cause a disruption of many business models 

and even entire industries. For instance, Dierksmeier and Seele (2018, p.1) claim that 
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“cryptocurrencies are representing an alternative to conventional centralized banking system”, 

and furthermore point out that cryptocurrencies could be a remedy against poverty since they 

enable anyone with a smartphone to make instant transactions online for the fraction of what 

traditional bank’s charge. Rahmadika and Rhee (2018) support that view that micro-payments 

facilitated by cryptocurrencies signify a major opportunity compared to classic bank 

transaction. 

Moreover, with the advent of the Internet, online platforms emerged as lucrative business 

models. Many of them are currently dealing with the challenge to declare and track the 

ownership and accountability of the content which is generated and shared (Funk et al 2018). 

Being one of its core capabilities, Blockchain could solve this issue for platform providers. 

Notwithstanding, platform incumbents such as Uber, Lyft and Airbnb, whose business models 

rely on ultimately being a centralized databases and mediator, need to be aware that Blockchain 

also could significantly disrupt them (Tapscott and Tapscott 2016). Radanović and Likić (2018) 

predict, that Blockchain will further revolutionise many industries in the future such as 

medicine, science, education, intellectual property, and supply chain management. 

 

2.4.4.3 Current challenges  

Notwithstanding, Blockchain is still in its infancy, and therefore, has many challenges and 

criticism to overcome. Since the technology generates an imperishable trace of transactions and 

encrypts sensible information by digital signatures, the risk remains that any profit-oriented 

entity such as hackers, organised crime or businesses may leverage this online data by 

connecting enough pieces such as healthcare, property and transactional records and thus, reveal 

the user’s identity. Another important point of critique is the high energy consumption of 

cryptocurrency Blockchains, which is a compensator of the economic benefits in many sectors 

(Radanović & Likić, 2018). In addition, Dierksmeier and Seele (2018) stress the issue that 

especially cryptocurrencies are not yet appropriate alternatives for conventional monetary 

systems due to its attractiveness for criminal energy such as fraud, money laundry, tax evasion, 

and drug trafficking which take place on the dark web for instance. Furthermore, scalability and 

user adoption are major challenges for Blockchain, as well as the lack of expertise in society 

and research (Radanović & Likić, 2018). There still exist teething problems for Blockchain to 

be fully accepted and these challenges need to be considered and further explored. However, 

for companies the option to select a private ledger system which they modify to their needs, can 

optimise business processes by increasing accountability, transparency and thus, building trust 

among stakeholders (Rahmadika & Rhee, 2018). 
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Theoretical knowledge and above insights on Blockchain technology, its characteristics, 

challenges and potential for future businesses, in combination with previous literature study on 

trust in technology, set the base for subsequent empirical study of this thesis. 

 

3. Methodology and method 

 

 

This chapter introduces the methodology applied in this study. It provides motivation for the 

choice of research philosophy and presents the selected methods for empirical data collection 

and analysis to serve the quantitative study approach. The chapter concludes with critical 

consideration on quality criteria, triangulation and research ethics. 

 

A clear research process and consistent research design are prerequisite for any high-quality 

academic study. Key elements include amongst others, research philosophy and approach, 

methodological strategies and choices, and techniques for data collection and analysis 

(Saunders et al., 2009). In addition, consideration on triangulation and quality criteria, and 

ethical principle distinguish a quality academic work from others (Bryman, 2012). The 

following provides a holistic picture of the methodological approach of this quantitative study.  

 

3.1 Research philosophy 

Research Philosophy as an overarching concept refers to the nature and development of 

knowledge, which in essence, is base of any academic paper. It encompasses ontology and 

epistemology. While ontology is a researcher’s basic assumption about the nature of reality, 

epistemology refers to his or her view on most appropriate ways of enquiring into the nature of 

reality (Saunders et al., 2009).  

Using the metaphor of a tree, Easterby-Smith et al. (2015) illustrate the two elements of research 

philosophy as the inner rings of a tree-trunk, with ontology in the middle, being most hidden 

from external observers (see Figure 3.1). Epistemology as second inner ring is then surrounded 

by the research strategy - the methodology, and ultimately, the methods and techniques applied 

for data collection and analysis. The latter is most obvious to outsiders, and thus, represented 

by the largest ring of the tree-trunk. While none is considered more important than the other, 

the four elements together contribute to the strength and coherence of every research project 

(Easterby-Smith et al., 2015).  
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Figure 3.1: Key elements of research design 

 

Source: own figure, adapted from Easterby-Smith et al. (2015, p.26). 

 

Different positions in each element take distinct assumptions on knowledge creation for 

granted. This in turn, requires distinct research designs including, amongst others, choice of 

most suitable techniques to collect and analyse respective data. Thus, considering research 

philosophy is critical, even an obligation, for researchers as it brings clarity over their own 

understanding of knowledge creation and their reflexive role in the research process. It also 

helps defining requirements on the research design of a particular study and facilitates decision-

making regarding most suitable design. Lastly, consideration on research philosophy assists in 

evaluating the effectiveness of one research approach over the other as well as respective 

limitations (Easterby-Smith et al., 2015).   

 

3.1.1 Ontology and epistemology 

According to Bryman (2012), researchers’ ontological and epistemological assumptions 

fundamentally influence their choices for undertaking either a quantitative, or a qualitative 

study. Moreover, quantitative studies mostly rely on the ontological position of internal realism 

and the epistemological stance of positivism (Bryman, 2012), which was employed by the 

authors of this thesis. Internal realism refers to the assumptions that one reality exits, but there 

is only indirect access to it due to the individually different perceptions of the human minds 

(Easterby-Smith et al., 2015). Accordingly, positivism is concerned with an observable social 

reality, where facts can be discovered to draw generalisations (Saunders et al., 2012). 
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Observation is passive, while the researcher takes a neutral observer role without involving 

subjectively or influencing the results of the empirical study. The nature of reality can be 

indirectly inferred by gathering surveys of large samples of individuals for instance. 

Measurement happens in an objective, replicable and quantifiable way to derive arguments that 

explain human behaviour (Easterby-Smith et al., 2015). This supports the quantitative research 

design, which accentuates quantification in data collection and analysis (Bryman, 2012). It 

allows for a systematic inquiry about quantifiable information on a phenomenon as well as the 

social and economic issues connected to it (Castree, Kitchin & Rogers, 2013). The positivist 

epistemology has the advantage of achieving wide and potentially fast coverage of empirical 

data, and thus, allows comparability and generalisation. On the other hand, it is difficult to 

discover underlying meanings and derive actionable implications (Easterby-Smith et al., 2015). 

Regarding the purpose and scope of this study, however, positivism is regarded as most suitable 

approach for this thesis.  

 

3.1.2 Positivist stance  

The authors of this thesis followed a positivistic approach by putting themselves into an 

independent and neutral observer position. First, knowledge from preceding literature review 

was regarded as existent and was analysed in an objective way. There exists an abundance of 

literature explaining trust formation, which is bound, at least to some extent, to the perspectives 

of the different researchers of the literature. The authors of this paper are fully aware of the 

distinct researcher perspectives, while attempting to generate one reality - that is the objective 

of creating viable knowledge on trust in Blockchain. By considering given facts, a great variety 

of studies were compared and made sense of, which were then deployed to develop the 

quantitative, empirical study of this paper. Second, a positivistic approach was followed by 

empirically investigating the phenomenon of trust in technology, in particular Blockchain 

technology. The epistemological opponent to positivism, namely constructionism, would have 

been interested in the underlying meanings and sense making of trust in the eyes of different 

individuals. However, positivism regards the trust formation as one reality and logical 

conclusion of trusting dimensions that, when combined, lead to overall trust. By taking the 

reality of these trust dimensions for granted, a survey strategy was adopted, which allowed for 

quantitative data collection and descriptive data analysis (Saunders et al., 2009). The authors 

structured the survey into categories of dimensions and mainly used closed questions. By 

sending out a survey online, the survey participants’ answers were not influenced. Thus, the 

survey design guarantees a distant role and independency of the authors of this study. Moreover, 
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it allows for objective and quantifiable measurement of the results, because it relies largely on 

closed short-answer questions, with some dichotomous and mainly ordinal variables. This 

structure reduces potential room for subjective interpretation. In the knowledge that each 

participant may have distinct views when responding to the survey, the authors of this study 

were able to draw inferences from the particular sample to generalise to a wider population, 

hence reality of trust perceptions (Easterby-Smith et al., 2015; Saunders et al., 2015). 

 

3.2 Context of the study  

In order to satisfy the descriptive purpose of this thesis, an inductive research approach is 

applied, which allows to proceed from a particular sample to broader generalisation. Inductive 

reasoning is considered most suitable as it serves the objective of creating observable 

knowledge, which can lay foundation for future research including the formulation and testing 

of hypothesis. By contrast, deductive reasoning starts off with a hypothesis based on established 

theory and aims to prove it through logical argumentation, rather than create generalisation 

(Saunders et al., 2009). 

Thus, the authors of this thesis follow an inductive approach by analysing the empirical findings 

from a specific sample and compare those both internally and with previous research, in order 

to formulate generalised observations for demographic patterns on the phenomenon of trust 

through Blockchain (Ketokivi & Mantere, 2010). Doing so, customers’ trust in the context of 

online environments and digital technologies is quantitatively investigated. The empirical study 

thereby focuses on online activities related to four specific industries: online accommodation 

services, online banking, health insurance services and e-commerce. On the one hand, this helps 

to make questions to the survey participants more concrete and easier to refer to. On the other 

hand, it attempts to research if there are industry-specific differences when it comes the 

industries’ online services and customer’s perceived trust. This study aims to draw 

retrospectively on whether Blockchain as emerging technology may be a legitimate way for 

customers to establish and maintain trust. Based on the empirical results, the authors of this 

thesis generalise implications for managers and businesses that are concerned with sustainable 

stakeholder management. 
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3.3 Survey design 

In order to analyse the trust perceptions of different demographics towards firms that adopt 

Blockchain technology, the empirical part of this thesis - an online survey - is structured into 

different dimensions as suggested by literature (Lee & Turban, 2001; McKnight, Choudhury, 

& Kacmar, 2002b; AlHogail, 2018). Moreover, as there exists no framework for trust in 

Blockchain technology yet, and because literature on trust in the relevant areas of online 

environments and digital technologies cover many distinct topics, it appears highly valuable to 

build on a combination of theories. Thus, trough comparing and combining the dimensions 

deriving from preceding literature study in chapter 2, the authors of this study created the survey 

dimensions as depicted in figure 3.2. 

 

Figure 3.2: Literature based survey dimensions 

 

Source: own figure 

 

The first survey dimension considers participants’ demographics such as age, gender and 

nationality, followed by the second dimension, being knowledge and awareness level of 

technologies including participants’ interest in and experience with digital technologies and 
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online services. These factors are considered important by numerous academic studies (Lee & 

Turban, 2001; Hoffman et al., 2014; Xu et al., 2014; AlHogail, 2018). For later analysis of the 

empirical findings, the two first survey dimensions are grouped together to a new variable, since 

both aim to reveal a participant’s overall tech-affinity profile. 

Following, the three trust-related survey dimensions, which are widely accepted across all 

researchers listed in figure 3.2, form together a second new variable that measures participants’ 

overall trust in technology. Thus, this is derived by firstly, examining participants’ trust 

propensity (Lee & Turban, 2001; McKnight & Chervany, 2001; Hoffman et al., 2014; Beldad 

et al., 2010), both in a general and industry-specific context. Secondly, it comprises 

organisational trust including the researched factors of interpersonal trust, trust in the Internet 

merchant and organisation-based trust (Lee & Turban, 2001; McKnight & Chervany, 2001; 

Hoffman et al., 2014; Beldad et al., 2010). This is empirically captured by investigating 

participants’ overall beliefs in firms’ trustworthiness, rather than in the competence, 

benevolence and integrity individually, since they show similar results in empirical studies 

(McKnight, Choudhury, & Kacmar, 2002a). Thirdly, technological trust is considered by 

scrutinising participants’ trust in digital technologies in general as well as in technology-

enabled processes when doing certain industry-specific activities online. It entails participants’ 

institutional trust in structures and condition of the World Wide Web (Lee & Turban, 2001; 

McKnight & Chervany, 2001) and takes inspiration from the more technical-oriented literature 

including the researched factors security, product-related and technology-related (Xu et al., 

2014; AlHogail, 2018). 

Finally, the survey involves a sixth dimension on Blockchain, which gathers insights on 

participants’ knowledge about it as well as their existing and potential perceptions on 

Blockchain and the firms adopting it. Again, this is measured both in general and in industry-

specific online activities.  

Appendix V further illustrates the survey structure and the creation of the three new variables 

including the individual survey questions. In sum, the survey and analysis of new variables aim 

at revealing the perceptions of different customer demographics on their trust through 

Blockchain (see Figure 3.2). 

To design the survey questions, the authors of this paper followed recommendations offered by 

Easterby-Smith et al. (2015): In order to sequence related questions, all survey questions related 

to the dimensions of demographics and knowledge and awareness are grouped together and are 

posed to the survey participants one behind the other. Furthermore, more sensitive questions 

regarding the three trust-related dimensions are placed at a later stage to guarantee smooth start 
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and increase participants’ confidence in answering the survey. In the end, the dimension on 

Blockchain, being a new technology, is included in order to approach the questions in a timely 

sequenced order (Easterby-Smith et al., 2015). 

      

3.4 Data collection 

The authors of this thesis decided for a quantitative survey design, since it is regarded highly 

suitable for gathering information on the perceptions of a large number of participants 

(Easterby-Smith et al., 2015). The objective was to collect data, which can be measured 

numerically, and subsequently, be transformed into meaningful, descriptive information. The 

descriptive analysis approach was chosen as one way of evaluating the quantitative data 

(Castree et al., 2013).  

The goal for quantitative data collection, as demanded by the Jönköping University, was to 

gather a total of 250 respondents. In a first step, the authors of this study defined their sampling 

strategy, which identifies criteria for prospective research participants (Easterby-Smith et al., 

2015). This included the criteria of a minimum age of 18 years for all potential participants, 

hence possessing the role of legally competent customers in order to receive high validity of 

data and reliability of findings. Furthermore, no prior technological expertise was required to 

expand the possible sample size and gather a holistic picture of a broad population. Doing so, 

convenience sampling, which relies on accessibility of possible respondents, was the preferred 

choice, because it allowed to gather information from a considerable sample size in only a short 

period of time by leveraging the personal network of the authors of this thesis (Easterby-Smith 

et al., 2015). The personal contacts could be accessed instantly via the Internet, and therefore, 

portray the main target group of this study. 

Moreover, the partly-standardised online survey allows for high scalability at low costs, which 

was particularly valuable considering the limited timely scope of this thesis. As no prior 

technological knowledge was asked, an easy comprehensible definition on Blockchain in the 

words of the authors of this study is presented in the survey to introduce the capabilities of 

Blockchain. The potential bias deriving from the definition in the survey was evaluated, 

however accepted, due to the fact that without it, the sample would have been a weak 

representation of “normal online customers”. In order to receive quantifiable, standardised 

responses, the survey comprises a majority of closed questions and utilises five-point Likert 

scales ranging from strongly disagree to strongly agree, which are suitable for measuring 

perceptions (Lee & Turban, 2001),. This way, participants were able to share an extreme 
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opinion in either direction, or show neutrality on a certain question (Easterby-Smith et al., 

2015). Furthermore, by offering survey participants the opportunity to be neutral (neither agree, 

nor disagree), the authors of this study acknowledged that Blockchain is still a new topic to 

many, and consequently, participants might not yet have formulated an opinion. In addition to 

the mainly closed questions, the survey contains five open, short-answer questions to gain 

further insights on a topic, especially on questions directly related to Blockchain. Amongst 

others, these serve as control to check consistency and coherence of participants’ answers.  

Before sending out the survey, a pilot-testing as recommended by Easterby-Smith et al. (2015), 

was conducted to test reliability and validity of the survey questions. Doing so, five independent 

volunteers with different demographic backgrounds and levels of expertise in technology 

assessed the questions regarding suitability of language. A pilot study is considered particularly 

valuable in the self-completion questionnaire design of this study, as it indicates if individual 

survey questions and the research tool at large are appropriate for the purpose of the thesis 

(Bryman, 2012). After having received feedback on the survey, minor changes were made and 

overall number of questions was reduced. The final version contains 41 questions and takes 

approximately ten minutes to respond (see Appendix III). For the creation and distribution of 

the online survey, a professional licence of the web-based tool esMaker, operated by Entergate 

AB, was acquired. Full compliance with latest GDPR guidelines was a selection criterion and 

therefore requested in a written form from Entergate AB (see Appendix VI). The survey was 

distributed via email and published online on social media channels including Facebook, 

WhatsApp and LinkedIn.  All participants were informed about the purpose and processing of 

the collected data. A 30€ Amazon voucher was raffled among all participants, who applied for 

the lottery by voluntarily leaving their email-address or Facebook name. To provide full 

transparency, the survey and its introductory page (see Appendix I) as well as social media post 

(see Appendix II) are attached to this paper. After a 16 days period, a total of 317 surveys were 

collected. From this total, a sample of N=259 cases were considered for the empirical analysis, 

since they were fully answered with the exception of the five open questions, which were 

answered by 169 participants on average. 
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3.5 Data analysis 

The authors of this study applied guidelines on analysing quantitative data as suggested by 

Saunders et al. (2009) in order to describe and to analyse the empirical data at hand. The 

collected, empirical data from the online survey was reviewed, translated, coded, explored, 

visualised, described and evaluated with the help of the software Microsoft Excel 2016. This 

tool software was selected by the authors of this study as they were already familiar with it and 

it allowed to conduct all required analysis for this thesis. First, all data was downloaded from 

the survey tool esMaker into an Excel format to structure all responses in a large data matrix. 

From a total of 317 cases, only the fully completed ones were considered for the following 

analysis to support quality and reliability of the results. This led to a total number of valid 

responses of N=259, which was visualised with a data matrix of 259 rows. Since the survey 

was distributed both in English and German language, some answers to open questions were 

translated into English where needed. All data types were subsequently coded into numerical 

values and converted where necessary. The coding scheme can be found in the appendix (see 

Appendix IV). As a first step of the data analysis, the authors of this study used diagrams to 

explore the collected data results for each individual question of the survey. To visualise results, 

pie charts, bar charts and percentage component bar charts were created to display significant 

findings in most suitable ways (Saunders et al., 2009). To evaluate results, the authors of this 

study categorised and clustered the demographic data. Doing so, five overall demographic 

categories were formed: age, nationality, education and industry. Moreover, each category was 

structured into distinct demographic clusters with reliable sample sizes as according to 

Saunders et al. (2009), who suggests a minimum of 30 responses. This way, responses to age 

were clustered into Generation X, Y and Z as commonly defined (Francis & Hoefel, 2018), 

gender into Male and Female, nationality into German and Other countries, education into 

University degree, Vocational training and Other education, and lastly, industry into Student, 

Computer, Healthcare and Other industry. The last category includes student to serve all those 

participants, who are still studying, and thus, cannot yet be clustered into a distinct industry.  

For analysis and discussion of results, the survey questions were grouped based on the survey 

dimensions from figure 3.2, thereby creating the three new variables Participant’s technology 

profile, Trust in technology and Blockchain (see Appendix V). To discuss the findings and 

compare the new variables with the demographic clusters, focus was placed on descriptive 

statistical values such as central tendency including mean and median and dispersion implying 

the standard deviation (Saunders et al., 2009), as well as the minimum and the maximum value. 



 

45 

 

The median represents the middle value of a sequence of all data results within a sample, while 

the mean refers to the average value of the data results. The standard deviation indicates how 

the data is distributed around the mean. Consequently, comparing the mean values with their 

respective values for the median and standard deviation allows to draw conclusions on the 

meaning and accuracy of the mean values. In research, the mean and standard deviation are 

most commonly applied as they are highly efficient summary measures in describing empirical 

data. The median is less efficient than the mean, but less sensitive to changes in the data, and 

therefore, complements the data analysis in this study (Easterby-Smith et al., 2015). As a result, 

a data matrix with averages of the cross values from variables and clusters was created to 

provide a better understanding (see Figure 6.1). By evaluating different demographic 

perceptions, the three new variables tech-affinity, trust in technology and Blockchain are 

evaluated with a score, using either a “+” or “-” sign for each respective cluster. The “+” sign 

shows that a particular mean value of one demographic cluster is higher compared to the total 

mean value of N=259. Similarly, a “-” sign stresses that the mean value of a specific 

demographic cluster is below the total average. Combining the scores for each demographic 

cluster yields patterns of scores that allow for general observations on three distinct tendencies 

without being biased by subjective beliefs or personal interests and with the aim to obtain 

generalisable results.  

 

3.6 Triangulation 

An important consideration in empirical research is triangulation, a term that refers to 

researchers using “more than one method of data generation and analysis to provide a more 

detailed and balanced picture, and to cross-validate results” (Castree et al., 2013). In a broader 

sense, triangulation can be conducted in four different ways as suggested by Denzin (2006): 

First, methodological triangulation involves a mixture of research methods applied within the 

same study, such as the combination of a quantitative and a qualitative study. Second, 

theoretical triangulation considers the use of more than one theory in the interpretation and 

evaluation of the researched phenomenon. Third, data triangulation requires the collection of 

a number of different data about the research participants for instance. Forth, investigator 

triangulation calls for the involvement of more than one researcher in the investigation process 

of the study (Denzin, 2006; cited in Jackson, 2018). By incorporating varied methods and 

techniques as well as different perspectives, researchers can enhance the confidence and 



 

46 

 

accuracy of their empirical findings (Easterby-Smith et al., 2015). As a result of triangulation, 

the reliability and validity of an academic paper can be strengthened (Bryman, 2012). 

The authors of this thesis can guarantee high levels of triangulation through a number of 

considerations. First, theoretical triangulation is satisfied as diverse trust and technology 

models have been investigated with the aim of gathering a holistic picture of most relevant 

topics. Moreover, both technology-advocate literature as well as literary critics on trust in 

technology have been studied to avoid any form of bias. Investigator triangulation is fulfilled 

throughout the entire research process for the fact this study is conducted by two authors and 

criticised through peer-reviewing procedure. For instance, the empirical results were first 

analysed by each author individually, followed by common discussion and reflection to cross-

examine data and evaluate of empirical results, as recommended by Jackson (2018). Doing so, 

any subjective evaluation of results could be avoided, while higher levels of reliability, and 

thus, greater validity of data was achieved. 

Finally, data triangulation is conducted by involving a large number of cases, with valid 

responses of N=259, as well as analysing a great variety of cases, with covering generations, 

genders, and nationalities with each being represented by a robust sample size of n>30 

(Saunders et al., 2009). By questioning a broad and diverse range of survey participants, a more 

inclusive view and understanding of the topic under research could have been established. 

Moreover, triangulation of data findings and analysis is ensured both within primary data and 

with secondary data. To confirm the reliability of data findings, the empirically collected data 

has been triangulated by showing variances and similarities both within and across variables 

and clusters. In the discussion chapter, empirical analysis is supported with secondary data from 

literature and publications such as insights from research institutes where applicable. 

 

3.7 Quality criteria 

Ensuring high quality standards and credibility of this thesis, quality criteria of a quantitative 

study, being objectivity, reliability and validity are satisfied. By considering the quality criteria 

in the research design, the authors of this thesis ensure that the findings are valid and that 

legitimate generalisations can be concluded (Rammstedt, 2010). 

 

 



 

47 

 

3.7.1 Objectivity 

According to Rammstedt (2010), objectivity refers to the degree to which the empirical data of 

a study is gathered, evaluated and interpreted in an objective and unbiased way. This ensures 

that resulting findings are independent of the individual researchers and can be reproduced by 

outsiders. As this thesis is a descriptive, quantitative study, it aims at describing data in an 

objective way without interpretation. Unlike with hypothesis testing, where the researchers may 

be influenced in a way that they solely focus on results to verify a proposed hypothesis, the 

authors of this study can claim an entirely neutral role with regards to data collection and 

analysis. Moreover, survey design of this study allows for a high level of objectivity and avoids 

subjective interpretation. Since empirical data was exclusively collected online without 

involvement of the authors of this study, their subjective role or personal factors are eliminated. 

In addition, the semi-standardised survey questions with responses measured mainly on a Likert 

scale strengthen an objective data analysis. As a result, this thesis fulfils the quality criteria of 

objectivity (Rammstedt, 2010). 

 

3.7.2 Reliability 

Reliability concerns the thoroughness of the research design and the extent to which it delivers 

consistent findings, hence replicability of study. To achieve reliability, it is recommended to 

test research instruments prior to the actual study in order to determine if they are suitable and 

accurate in measuring the concepts of interest (Bryman, 2012; Saunders et al., 2012; Easterby-

Smith et al., 2015). Thus, pilot-testing the survey of this thesis supported the accuracy of the 

final survey questions, and ultimately, fostered consistency of the empirical findings. Moreover, 

the creation of dimensions and a majority of the trust-related questions of the survey were 

inspired by previous research a presented earlier. This way, the suitability of the selected 

measurement instruments in this thesis is assured (Easterby-Smith et al., 2015). Finally, 

reliability is strengthened through the use of control questions in the survey, which evaluated if 

the participants’ answers were consistent throughout (Saunders et al., 2009). 

 

3.7.3 Validity 

The third quality criteria validity refers to the integrity of conclusions, which are drawn from 

this study. Research thereby differentiates between internal and external validity.  

Internal validity is the confidence with which conclusions can be generalised from the empirical 

study to answer the research questions. In a positivist study, internal validity is provided when 

the research design assures correctness of findings, and thereby eliminates plausible alternative 
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explanations. Thus, validity is closely connected to the measures of reliability (Easterby-Smith 

et al., 2015). In order to maintain high levels of both validity and reliability, the authors of this 

study considered the suggestions formulated by Foddy (1994; cited in Saunders et al., 2012). 

Doing so, the research design and formulation of survey questions are carefully structured in a 

way that promote unambiguous information exchange between the authors of this study and the 

survey participants. Formulation and structure of the survey ensure that participants could 

understand the questions as intended. Again, pilot-testing before the actual survey strengthens 

the valid design of this study. By discussing the research instruments with participants, 

questions could be adapted to avoid any misunderstanding, thereby increasing the correctness 

of the empirical results. Additionally, the semi-standardised design with majority of closed 

questions promoted straightforward analysis of participants’ answers. These measures result in 

satisfaction of internal validity of this thesis. 

External validity involves the extent to which the empirical results of our study can be 

generalised to a broader context, hence relevance of study (Easterby-Smith et al., 2015). As this 

thesis takes an inductive approach and focuses on investigating customers’ online trust in a 

variety of industry settings, rather than analysing one particular firm or case, generalisability is 

supported by design. Moreover, external validity of this study is enhanced through the 

validation with previous academic findings and secondary data, which are consistent with the 

observations concluded in this thesis (Saunders et al, 2009; Easterby-Smith et al., 2015).  

 

3.8 Ethical considerations 

Complying with research ethics is of high importance to all management and business studies 

(Bryman, 2012; Saunders et al., 2012; Easterby-Smith et al., 2015). Researchers must be aware 

of the dynamics their findings may set in motion since they can affect institutional, 

organisational and personal interest (Easterby-Smith et al., 2015). Cooper and Schindler’s 

(2008, p.38) widely cited definition proposes that ethics are the “norms or standards of 

behaviour that guide moral choices about our behaviour and our relationship with others”. By 

following and consistently reflecting upon ethical considerations, researchers can avoid 

dangerous pitfalls and furthermore, ensure the quality of their research (Bell & Bryman, 2007). 

Throughout social sciences, eight universally applicable ethical principles have been 

established and serve researchers as moral code when conducting their studies. Whereas, 

According to Easterby-Smith et al. (2015), the first six principles presented in the following are 

fundamental for the protection of the research participants and the last four presented principles 
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concern the integrity of the research community. The authors of this paper are fully aware of 

the ethical challenges of this study. Therefore, every step of this research project has been 

accompanied with mutual discussion and reflection upon the ten ethical principles to safeguard 

compliance with all of them. This intense process fundamentally helped to increase the quality 

of this paper.  

In the following, a description of the authors’ ethical considerations and reflections is proposed 

in order to stimulate other researchers to act accordingly.  

 

1. Ensuring no harm comes to participants 

The survey participants are not exposed to any harm when answering the questions, because no 

conclusions were being drawn from individual replies. This is a descriptive approach where 

quantities of answers in form of numbers, scales, diagrams and figures are presented. By 

reviewing, categorising and summarising answers to open questions, it assures that no content 

which is published can lead to any participant’s identity. By sending out the survey via an online 

link, the participants were able to choose from which location, when and how to access the 

survey, so they can assure themselves to conduct it in a safe and harm-free environment. 

  

2. Respecting the dignity of research participants. 

The participants’ dignity is highly respected by the authors of this study, because no 

differentiation was made regarding demographic attributes such as gender, age, nationality, 

level of education, profession or knowledge of the topic. Every response was equally weighted 

and considered and facts were presented without modification unless anonymity have been at 

stake otherwise (open answers). It is clearly stated on the introduction on the first page, that not 

prior knowledge is required, and all answers are a valuable input. For the reason of avoiding 

language barriers, the survey was additionally translated into German, to facilitate the 

participation of people with fewer practice of the English word. 

  

3. Ensuring a fully informed consent of research participants. 

By sending out the survey via an online link, every participant was able to decide individually 

whether to participate in the query or not. At the survey’s front page, participants were informed 

about the authors’ motivation and purpose as well as on procedure regarding data analysis (see 

Appendix I). To access the first batch of questions, the participant had to intentionally click an 

arrow button, and therefore perform an action after being enlightened about the purpose of the 

data collection. The layout of the survey showed the logo of the Jönköping University, thereby 
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guaranteeing the institutional research engagement. In the footer of every page, the text “Data 

collection for the Master thesis of Jennifer Zalud and Philipp Rödig” was displayed to remind 

the participants about the survey’s purpose, in case they paused it and returned at a later time. 

Survey participation was voluntary, and each participant was able to leave it and close the 

website without having their responses considered. 

  

4. Protecting the privacy of research participants. 

Since making conclusions by generalising the data from a sample to the larger population, none 

of the responses have been individually assessed nor connected to a single person. In the data 

analysis and findings part of this paper, nothing was mentioned that could identify the 

participants’ identities to harm their privacy. In fact, no sensitive information was asked in 

general with respect to the participants’ privacy. Clusters and groups of people were used for 

conclusions and also responses to open questions were coded and translated into English as 

many participants chose to respond the survey in German, in order to further protect the research 

participants’ privacy.  

  

5. Ensuring the confidentiality of research data. 

Selection criteria regarding a suitable survey tool included, amongst others, an accountable 

provider as direct contact point, the fulfilment of latest GDPR requirements and the confidential 

treatment of collected data. The web-based tool esMaker, operated by Entergate AB, was 

recommended by researchers at Jönköping University, so the authors of the study acquired a 

professional licence to operate with esMaker, to maintain full control over data. For evaluating 

the data, the authors downloaded the data sets and stored these locally on one of the author’s 

private computer hard disk drive. For backup reason, one additional external storage medium 

(private USB stick) was used. It was decided on purpose not to share or store the data via online 

storage platforms such as Dropbox or Google drive in order not to expose the data to 

unnecessary risk and maintain confidentiality. Instead, both authors regularly met in person to 

analyse and evaluate empirical findings. Once the Master thesis was submitted, the query and 

corresponding data was deleted from the tool esMaker. 

  

6. Protecting the anonymity of individuals or organisations. 

By meeting previously mentioned principles, especially those referring to privacy and 

confidentiality, the participants’ anonymity was guaranteed to the most possible extent. 

Moreover, anonymity was protected by the design of the survey itself, since no names or other 
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identity-specific characteristics were requested, nor any other sensitive information, which 

could be associated to one’s identity, were asked for. Furthermore, anonymity could be fully 

ensured for all collected empirical data, since it was exported as a large-survey dataset and 

aggregated to analyse the sum of data rather than individual responses. 

  

7. Avoiding deception about the nature or aims of the research. 

The research participants were informed about the purpose of the research and intention of the 

data collection through an introduction at the front page of the survey. During a pilot-testing 

phase, the survey was reviewed by five people with different level of tech-affinity, different age 

and status of occupancy. This helped to improve the quality and clarity of the questions 

throughout age groups and other demographics. The applied language was straightforward and 

coherent, and examples were occasionally provided for additional simplification. These actions 

were performed to avoid any participant’s deception and to obtain authentic responses. 

  

8. Declaration of affiliations, funding sources, and conflicts of interest. 

This Master thesis is an institutional assignment requested by Jönköping University. To ensure 

progress, an academic supervisor was provided. No conflict of interest emerged in the selection 

of the topic of this paper, which was ultimately motivated by both gaps identified in the previous 

academic literature research and personal interest derived from public debates around the topics 

of trust in technology and Blockchain (online and offline). Throughout monthly peer-reviewing 

seminars and frequent contact with the supervisor research progress was constantly discussed 

to increase aspiration and to improve the quality of this paper. There was no affiliation nor 

source of funding or other incentives offered by any third party. Consequently, the authors of 

this thesis can declare to have written this thesis independently and unbiased. 

 

9. Honesty and transparent in communicating about the research. 

By writing very detailed about the applied methodology of this study, transparency could have 

been guaranteed, which allows other researchers to imitate this study and confirm the findings. 

Moreover, accurate documentation on procedure and analysis of the study provides evidence 

for the authors being the true and sole producers of this Master thesis. The authors did not 

plagiarise and referenced all findings, statements and thoughts, which were derived from 

literature and other sources. They were honest about the techniques and methods which were 

applied and transparent in the way findings were presented. 
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10. Avoidance of any misleading or false reporting of research findings. 

To build the survey, frameworks, concepts and proposed questions from other literature were 

adapted and adjusted to the specific requirements of this study. Furthermore, participants were 

consulted during a prior pilot-testing phase, which could secure that the participants’ responses 

would result in findings, which were applicable to answer the overriding research questions of 

this paper. Additionally, control questions were posed in order to prove the coherence and 

consistency of the participants’ answers. To avoid any misleading or false reporting, the data 

was reviewed independently by each of the two authors first, and then, discussed together in 

order to avoid subjectivity and grant different points of views. This could further increase the 

quality and confirmed the correctness of interpretation. 

 

4.  Empirical findings 

 

 

This chapter provides descriptive insights into the results from the online survey. Graphs, 

charts and figures visualise relevant findings and make them more comprehensible to the 

reader. Finally, this chapter serves as basis for subsequent analysis and discussion. 

 

To provide a holistic overview on the empirical findings with a total sample size of N=259, the 

results for each survey question is presented in the following. Doing so, the results are described 

in the same order they have appeared in the online survey and are grouped into their respective 

survey dimension. Thus, respective findings for the dimensions of demographics and 

knowledge and awareness are followed by the three trust dimensions and ends with the 

dimension of Blockchain. This aims at guaranteeing transparency and creating better 

understanding of this study’s findings as well as subsequent analysis and discussion. 

4.1 Demographics 

Considering the demographic data of all 259 survey participants, the average age is 34 years, 

while the range stretches from the youngest with 19 years to oldest being 75 years old. For 

further presentation of results, participants are grouped into generations GenX, GenY or GenZ. 

Of all participants, n=64 belong to GenX, referring to those who were born before 1980. A 

majority of n=153 represent GenY as they were born between 1980 and 1994. Lastly, n=42 

participants form the youngest GenZ since they were born in 1995 or later. Figure 4.1 illustrates 

the distribution of participants’ generations. 
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Figure 4.1: Clusters of generations 

 

Source: own figure 

 

Results show that the gender distribution among all participants is very balanced with 130 men, 

127 women and two participants who did not comment on this question. 

A wide diversity is recognised among participants’ nationalities, who come from 33 different 

countries in four continents. The greatest majority is represented by 195 Germans, while the 

remaining 64 participants with different or even double nationalities are grouped to the cluster 

other countries in order to have a reliable sample size.  

Moreover, 73.4% of all participants hold a university degree and 12.7% a vocational training 

degree. Only one participant chose to not give a statement about the question on completed 

degree of education (see Figure 4.2).  
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Figure 4.2: Degree of education 

 

Source: own figure 

 

Looking at the industry demographics, the survey participants have diverse professional 

backgrounds. The industries with reliable size include students with n=73, computer with n=35 

and healthcare with n=31. Figure 4.3 shows a detailed analysis of all responses to this question. 

 

Figure 4.3: Current industry 

 

Source: own figure 
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4.2 Knowledge and awareness 

The objective of the second dimension is to determine online habits of participants and their 

level of tech-affinity in their own perceptions. Considering the survey question about personal 

interest in technology, a majority of 77.2% affirm by agreeing or strongly agreeing to be very 

interested in new technologies. The second questions in this dimension reveals that 51.7% 

evaluate themselves to adapt new technologies early compared to friends and colleagues. As 

can be seen from figure 4.4, almost all participants (n=232) use online banking always or often. 

Pay services such as PayPal (n=163), platforms for accommodation bookings such as Airbnb 

(n=205) and online shopping via marketplace such as Amazon (n=167) are also used always or 

often by a majority of participants. The online activities that seem to be less common include 

dealing with healthcare affairs (n=77), booking an accommodation from the host’s homepage 

(n=48), and shopping from the vendor’s homepage directly (n=81).  

 
Figure 4.4: Online activity frequency by service 

 

Source: own figure 

 

64.5% of all participants agree or strongly agree that it is important for them to use a platform 

as safeguard or middleman between themselves and the provider when conducting online 

activities. A vast majority of n=227 prefers to have direct control over personal data to be able 

to regulate who else has access to it. 
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4.3 Trust propensity 

The first trust-related dimension aims at identifying participants’ individual tendencies towards 

trust. Moreover, it seeks overview on their views towards the four predefined industries.  

First, the following bar chart shows, opinions whether it is easy to trust a stranger are quite 

diverse, however, more participants deny this statement.  

 

Figure 4.5: Trust a stranger 

 

Source: own figure 

 

In the next question, a majority of 58.7% confirm by agreeing or strongly agreeing to generally 

trusting other people. 

 

Figure 4.6: Trust in other people 

 

Source: own figure 

 

As depicted in figure 4.7, trust in the four listed industries is generally high, while participants 

place most confidence in online banking, with 87.6% agreeing and strongly agreeing. 

 



 

57 

 

Figure 4.7: General trust in industry 

 

Source: own figure 

 

Furthermore, the figure below shows how participants perceive the different industries when it 

comes to their fulfilment in terms of cybersecurity, digitization, innovativeness, and customer 

focus. Participants’ thereby ranked from options ranging from laggard to pioneer. It is evident 

from the findings of this question that most participants share common perception regarding 

particular industry characteristics. In most cases, one single or two neighbouring options, such 

as average and advanced, represent the majority perception of participants, and shape overall 

view on an industry. Figure 4.8 stresses those options that are selected considerably more often 

compared to others. E-commerce, for instance, is perceived by the majority to be furthest 

developed with regards to digitization and customer focus. The accommodation booking service 

industry is assessed to be most advanced in cybersecurity and innovativeness. As illustrated in 

the last column, most participants feel unsure in evaluating the online healthcare insurance. By 

contrast, evaluations of the e-commerce are more determined, with only 6% being indecisive. 

In addition, an average of 10% left no comment to these questions. 
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Figure 4.8: Industry image 

 

Source: own figure 

 

Moving from empirical findings of participants’ general perceptions of the four industries as 

depicted above, the following dimension focuses on trust-related questions with regards to 

companies generally, and the industries specifically. 

4.4 Organisational trust 

To measure participants’ trust towards firms, questions concerning firms’ competence in 

meeting a core offer were asked in this dimension. Doing so, participants were asked to describe 

what is of importance to them in order to trust an online company by providing two to three 

keywords. Most participants provided several keywords, while 32 participants did not reply to 

these questions. Three answers were out of scope, since the answer did not respond to the 

question. Figure 4.10 displays the frequency of mentioned keywords. 

In general, participants believe that firms can fulfil their promised offerings. It can be observed 

that online banking enjoys the strongest support with 91%, whereby 53% participants agree and 

37% strongly agree. This is followed by participants’ trust in the competence of an 

accommodation provider with 89%, and an ecommerce vendor with 70%. Merely 49% agree 

(39%) or strongly agree (10%) that online healthcare insurance can perform the necessary 

actions, while the majority of 107 respondents (41%) neither agrees, nor disagrees with this 

statement.  

In the end of this dimension an open question was included with the purpose of collecting 

factors that are relevant for participants in trusting an online firm. 
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Figure 4.9: Trust in competence 

 

Source: own figure 

 

Every second respondent (52%) considers a firm’s reputation, its reviews or the fact that it is 

recommended by friends as highly important. The need for security, especially when 

transferring money, but also security of customer data, is the second frequently written 

keyword, with 42% of the sample commenting it. Furthermore, for nearly every fifth respondent 

it is important that the online provider is a certified and authorised company, that the service 

quality is right, especially in terms of communication and customer-support, that the homepage 

is appealing and easy to use, and that the company is credible and reliable. Lastly, 10% believe 

that transparency of actions such as on status, delivery and payment is decisive to trust a 

company online. 

 

Figure 4.10: Factors for trusting an online company 

 

Source: own figure 
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4.5 Technological trust 

Technological trust deals with the participants’ generic trust in the Internet as the medium of 

online transaction and activity, as well as trust in technologies to perform a certain action within 

a B2C process.  

From the total sample, 66% (n=170) show a high trust level in technology and believe that 

things are generally programmed correctly. Moreover, 97 participants stated that they agree that 

the Internet has enough safeguards to make them feel comfortable. However, the same number 

of responses neither agrees nor disagrees to this statement. 

 

 

Figure 4.11: Internet has enough safeguards 

 

Source: own figure 

 

The questions on whether participants have ever been victim of a digital crime such as e-mail 

fraud, password hacking or credit card misuse is denied by more than half (59,5%) while, 37.5% 

confess that they have already been attacked. 
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Figure 4.12: Victim of digital crime 

 

Source: own figure 

 

The majority of all participants (62%), represented in blue and red in the following pie chart, 

estimates the probability for themselves becoming a victim of a digital crime to be less than 

50%. 

 

Figure 4.13: Probability of digital crime 

  

Source: own figure 

 

Considering figure 4.14, it becomes evident that most participants (91%) trust in the technology 

to support the process of booking an accommodation online. This is closely followed by 90% 
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of participants trusting in the technology when doing their online banking and 88% when 

shopping online. Respondents are not as much united when conducting their healthcare affairs 

online, yet, a majority (57%) confirms to trust in the technology behind B2C activity. 

 

Figure 4.14: Trust in technology facilitating B2C processes 

 

Source: own figure 

      

Finally, highest affirmation (93%) among all questions can be observed for security of online 

data is very important to participants. Furthermore, the reliability of online information is 

perceived as very important with 85% agreeing or strongly agreeing. Anonymity is evaluated to 

very important with 72% and not having to register in order to access an information with 68%. 

 

4.6 Blockchain 

 

The last dimension of the survey describes participants knowledge and experience with 

Blockchain and investigates how they would trust the industries if they would apply 

Blockchain. In addition, open questions give deeper insights into their motives to trust. To 

provide a holistic view, a summary shows the means of the individually mentioned factors to 

the open questions. 

By assessing knowledge levels of Blockchain, 18% of all participants indicate that they have 

never heard about Blockchain before this survey. Similarly, 24% have heard about it, but do 

not know what Blockchain is. The greatest accordance with 29% include participants who have 

heard about Blockchain before, and know its features, while a group of 26% even knows some 

Blockchain use cases. Solely 3% of all participants claim to know all about Blockchain as they 

have read about it extensively, or even worked with it. 
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To probe participants’ answers on their perceived knowledge levels, seven features of 

Blockchain (see Appendix III) were presented as well as the possible answer “I don’t know” 

and “none of the above”. Findings show that most respondents know three to four features of 

Blockchain out of seven correctly, whereas Blockchain is recognised to be the technology 

behind cryptocurrencies such as Bitcoin by 47%. 

 

Figure 4.15: Knowledge of Blockchain features 

 

Source: own figure 

 

In the following, the increase of trust in the particular industries when Blockchain would be 

applied, is analysed. It reveals that, 59% of participants agree or strongly agree to trust the 

online accommodation provider more, when all activities would happen within a Blockchain 

network, which ensures the authenticity, traceability and transparency of accommodation 

reviews. The column chart below displays their motives for the increased trust in online 

accommodation provider through Blockchain including 129 valid answers. 89 participants did 

not reply to this open question while 41 answers are not applicable, because participants either 

answered something similar such as “no comment”, or their response express that trust in the 

industry was already present, and thus, were excluded in figure 4.16. 

 



 

64 

 

Figure 4.16: Motives for trust in accommodation provider mediated by Blockchain 

 

Source: own figure 

 

Second 56% agree or strongly agree to trust the online bank more, when all activities would 

happen within a Blockchain network, where all transactions are anonymously and 

unchangeably recorded. The following figure shows the motives for the increased trust in online 

banking through Blockchain including 109 valid answers. Again, 95 participants did not 

respond, and 55 answers are not considered, because statements were written such as no 

comment, or implied that participants already trusted the industry and therefore, they were not 

applicable. 
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Figure 4.17: Motives for trust in online banking mediated by Blockchain 

 

Source: own figure 

 

Third, 53% agree or strongly agree to trust the online-vendor more, when a Blockchain network 

would record all purchasing activities between them and the online-vendor in a transparent way 

and instantly process transfer of ownership. The following graph (Figure 4.18) exhibits the 

motives for the increased trust including 75 valid answers. Here, 112 participants did not 

respond, and 72 answers are not included for similar reasons as explained previously. 
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Figure 4.18: Motives for trust in online vendor mediated by Blockchain 

 

Source: own figure 

 

Fourth and last, 46% agree or strongly agree to trust the online healthcare insurance company 

more, when all activities would happen within a Blockchain network, which, in case of injury, 

illness, or similar, completes coverage verification and payment in an automated and secure 

way. The following figure demonstrates the motives for the increased trust including 76 valid 

answers. Thereby, 120 participants did not respond, and 63 answers are not considered for the 

reason outlined above.  

 
Figure 4.19: Motives for trust in healthcare insurance mediated by Blockchain 

 

Source: own figure 



 

67 

 

The matrix below shows the absolute allocation of motives which were named by participants 

in addition to the questions if a Blockchain network would positively affect their perceived 

trust. On average 155 participants responded to each open question whereas N=97 answers 

could be evaluated. The delta of all responses against evaluated answers are not applicable. 

Since this study has a descriptive purpose, the analysis was focused on those answers which 

contained unambiguous content. Thus, responses that would have required higher level of 

interpretation and diverged to an extent that could not be clustered to the required sample size, 

are not included. Of all applicable answers (N=97), security was the reason for more than every 

third respondent (n=58) why Blockchain could increase trust. This motive was by far the reason 

with the highest relevance for increased trust followed by transparency (n=19) reliability of 

data (n=17). Further comments concerned the relevance of anonymity and the motive that no 

one holds the sovereignty of data. 

 

Figure 4.20: Motives for trust in online activities mediated by Blockchain 

 

Qualitative motives 

Open questions about Blockchain  

Mean 

 

Std-Dev 
37 38 39 40 

Security 43% 53% 49% 57% 50.5% 6% 

Transparency 24% 15% 24% 15% 19.5% 5% 

Reliability of data 18% 14% 11% 13% 14.0% 3% 

Anonymity 9% 10% 10% 9% 9.5% 1% 

No data sovereignty 6% 9% 5% 6% 6.6% 2% 

Source: own figure 

 

The final question of the survey concerned if people would be willing to pay for a Blockchain 

service that would guarantee security and anonymity of their personal data and transparency 

and reliability of information provided online. 131 respondents confirmed, 120 denied and 8 

did not respond to this question.  
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Figure 4.21: Willingness to pay for Blockchain 

 

Source: own figure 

 

In the following chapter, the above-described data is further analysed with the specific focus on 

different demographic clusters. 

 

5. Analysis of demographics 
      

 

This chapter introduces a data matrix including three new variables - tech-affinity profile, trust 

in technology and Blockchain - that serves as basis for the analysis. By combining the results 

from the survey questions, the three variables are summarised and five demographic categories 

are analysed for their perceptions in these variables. 

 

Building on the grouped dimensions of the survey as illustrated in figure 3.2, the three new 

variables tech-affinity profile, trust in technology and Blockchain support subsequent analysis 

of empirical findings. The first variable tech-affinity profile thereby allows for observations and 

comparisons of the interests in and knowledge about digital technologies by distinct 

demographic categories and their respective clusters. The second variable trust in technology 

provides an understanding of the overall trust perceptions of different demographics, including 

their trust propensity, their organisational and technological trust as described in sub-chapter 

3.3. The third variable Blockchain aims at revealing the views of different demographic 



 

69 

 

categories and clusters on certain Blockchain’s features and how their trust is influenced when 

a Blockchain network would support certain B2C processes online. 

The resulting data matrices (see Figures 5.1-5.6), which are presented step by step in this 

chapter, thereby allow to evaluate the new variables against the respective demographic 

categories and subordinate clusters. With the aid of the descriptive statistical values, differences 

and similarities across the demographics are observed.  

 

Figure 5.1: Total against new variables 

 

Source: own figure 

 

For a comprehensive understanding of the new variables, figure 5.1 provides the descriptive 

statistical values for each of the three variables for N=259 first. The range corresponds to zero, 

being the lowest value, to four, being the highest value. The following sections illustrate similar 

matrices for each of the demographic categories. The mean values presented in figures 5.1 to 

5.6 thereby serve as starting point for analysis. By combining the mean values of each variable 

per demographic cluster and comparing those within their respective category, an overall 

perception of a particular demographic cluster can be recognised.  

 

5.1 Generation 

As figure 5.2 indicates that the mean for tech-affinity profile of GenY (2.52) is distinct higher 

compared to the mean of the total sample (2.42), which implies that GenY seems to be more 

tech-affine than other generations. GenZ shows a similar tech-affinity (2.49). The oldest 

generation GenX lies remarkably behind (2.16), hence portraying the least tech-affine cluster 

in the demographic category of generation. Considering the second variable trust in technology, 

it indicates that GenY (2.77) and GenZ (2.75) share similar trust perceptions in general. On 

average, both GenY and GenZ place more trust in technology compared to the total mean. GenX 

represents the outlier (2.54), indicating that the older generation trusts less in technologies 

compared to the total population. In respect of the third variable Blockchain, GenX stands out 

with a high mean value (2.84), closely followed by GenZ (2.83). For participants in both 

generations, their trust would increase if a Blockchain network is applied in online B2C 
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processes. Solely GenZ shows a tendency that their trust would increase less (2.78) measured 

against the total.  

 
Figure 5.2: Generation against new variables 

 

Source: own figure 

 

Following from the insights above, GenX can be regarded as the generation with the weakest 

tech-affinity profile, implying fewer expertise in digital technologies and usage of online 

services. Furthermore, GenX shows the least trust in these technologies, however, the potential 

increase of trust facilitated by the application of Blockchain is the greatest compared to other 

generations. GenY is characterised by the highest interest in and knowledge of digital 

technologies as well as high trust in technology. However, their trust seem to increase less, if 

Blockchain would be introduced, compared to the average population. Lastly, the youngest 

generation GenZ exhibits a similar tech-affinity profile and trusts comparably in digital 

technologies as GenY. Surprisingly, the trust increase due to Blockchain for GenZ is close to 

that of GenX, and thus, above average. 

 

5.2 Gender 

In the analysis of the demographic category gender (see Figure 5.3), the data indicates that men 

possess higher tech-affinity profiles (2.51) compared to the total average (2.42), while women 

perceive themselves less as tech-affine (2.32). Data from the two participants, who did not want 

to reveal their gender, are not further considered due to the minor sample size. With regards to 

trust in technology, the distinction between men and women is considerably large. Men have 

an overall stronger trust in technology (2.78) compared to women (2.65). However, the female 

sample tends to have more trust, if Blockchain would be applied (2.85), while trust of the male 

sample would increase slightly less (2.75) compared to the average. 
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Figure 5.3: Gender against new variables 

 

Source: own figure 

 

Concluding, men seem to be generally more interested in and knowledgeable about 

technologies and have more confidence in digital technology. However, their trust increase 

through Blockchain is lower compared to the average population. By contrast, women are 

generally less tech-affine and have fewer trust in digital technology than the average, while 

their trust increases more through Blockchain. 

 

5.3 Nationality 

As figure 5.4 illustrates, there are only minor differences in tech-affinity profile among 

nationalities. Germans (2.43) tend to be slightly more tech-affine compared to participants from 

other countries (2.40). When analysing the clusters’ trust in technology, national differences 

can be recognised, although divergence is fairly moderate. Participants from other countries 

trust more in technology (2.74), while Germans do slightly less (2.70) compared to the total 

population (2.71). If Blockchain would be applied, Germans trust slightly less (2.80) compared 

to the average (2.81), while participants from other countries do so slightly more (2.82). 

 

Figure 5.4: Nationality against new variables 

 

Source: own figure 

 

In conclusion, it can be stated that neither participants’ tech-affinity, nor trust in technology are 

greatly influenced by nationality. Likewise, the mean values for trust increase through 
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Blockchain are closely located to the total mean, no matter if evaluated by a German or another 

nationality.  

 

5.4 Education 

The analysis of the demographic category education reveals great differences, especially 

between the clusters university degree and vocational training (see Figure 5.5). The tech-

affinity profile of participants with an academic background is noticeably high (2.50) compared 

to rather low mean of those with vocational training (2.00). Participants with other educational 

backgrounds are less tech-affine (2.37) than the overall average (2.42). Similarly, for the 

variable trust in technology, participants with vocational training represent the outliers with a 

distinct low mean (2.55) compared to the total (2.71). The cluster other education perfectly 

mirrors the total with an identical mean (2.71), while participants with a university degree 

generally trust more in digital technologies (2.73). When Blockchain is introduced, the mean 

values of other education (2.81) and the total (2.81) are equal. For participants with a university 

degree (2.79), trust increase is slightly less, whereas trust of those with a vocational training 

increases considerably (2.89) compared to the total average. 

      

Figure 5.5: Education against new variables 

 

Source: own figure 

 

Consequently, it seems that education has a great impact on participants’ evaluation of the three 

variables. It can be observed that participants from the cluster vocational training are less tech-

affine and trust less in digital technology, yet their trust would increase with the application of 

Blockchain. On the other hand, participants with a university degree are generally more tech-

affine and trust more in digital technology, but their trust would not increase more when if 

Blockchain is implemented. A more detailed investigation of other educational backgrounds 

could shed light on more interesting patterns, however, in this study, this cluster shows an 

almost perfect representation of the total sample. 
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5.5 Industry 

Finally, figure 5.6 reveals that the industry a participant is working in influences his or her 

responses to the three variables. A remarkably high tech-affinity profile can be found for 

participants working in the computer industry (2.75). In contrast, those employed in healthcare 

are commonly less tech-affine (2.00). Students are more tech-affine (2.52) and participants 

working in other industries tend to have less interest in and knowledge about technologies 

(2.30) compared to the average (2.42). In analysing the second variable, students place most 

trust in technology (2.82). Compared to the total (2.71), the cluster computer trusts slightly 

more (2.72), whereas other industries trust slightly less in technology (2.70). Healthcare again 

represents the outlier (2.43), indicating considerably fewer trust levels. Considering the third 

variable Blockchain, participants working in healthcare (2.89) and computer (2.90) have similar 

tendencies to trust more, despite their great differences in the previous two variables. Students’ 

trust increase through Blockchain is slightly less (2.80) compared to the total (2.81). 

 

 
Figure 5.6: Industry against new variables 

 

Source: own figure 

      

Considering the findings above, it appears that perceptions for the three variables are influenced 

by the demographic category industry to a certain degree. On the one hand, students who are 

tech-affine and generally trust in technology, seem to be less influenced in their trust 

perceptions when Blockchain is applied. On the other hand, participants working in healthcare 

are less tech-affine and trust less in technology, but, show second highest mean for increased 

trust through Blockchain. Notably, the cluster computer has an overall high mean, while other 

industries underscores throughout all variables compared to the total. 

By taking into account above analysis, the following chapter takes a more holistic perspective 

on the empirical findings and discusses these under consideration of the research questions of 

this thesis. 
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6. Discussion   

 

 

This chapter takes a holistic view on the empirical findings and subsequent analysis. It 

highlights most remarkable insights from the survey and draws general observations based on 

the analysis of the previously-introduced data matrix. 

 

 

The preceding descriptive analysis of empirical findings and detailed analysis of demographic 

categories and subordinate clusters, lay foundation for a comprehensive discussion of this study. 

To facilitate understanding and acknowledge the diverse insights gained throughout the process 

of this study, the discussion chapter is structured into three parts. First, general observations 

from the survey are presented. Second, results from the analysis of the three variables of tech-

affinity profile, trust in technology and Blockchain are discussed. Finally, overall tendencies in 

the perceptions of different demographics are stressed. 

 

6.1 Discussion of survey results 

By taking a holistic view on the results derived from the online survey of this study, two main 

streams of observations can be derived. Those are elaborated in detail in the following. 

Moreover, support for generalised observations is provided by triangulating the empirical 

results internally as well as gathering insights from secondary literature and publications from 

research institutes.  

 

6.1.1   Overall high level of trust in technology and Blockchain 

Taking into consideration the empirical findings resulting from the survey, one can put forward 

the argument that there exists a general high level of trust in technology across all 

demographics. This becomes evident when looking at responses to particular questions as well 

as the data matrix at large. For instance, it is remarkable that two out of three participants 

indicate that they trust technology in general very much and have great confidence in its correct 

functioning. Moreover, the mean values in the data matrix point to an overall positive 

perception with mean values larger than 2.0 across all variables and demographics.  

This observation is consistent with the argumentation offered by Hardré (2016). The researcher 

argues that people nowadays put exceptionally high levels of trust in digital technologies, often 
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without even being fully aware of the technological features, functionalities and meanings. 

Whether this is regarded as positive or negative human behaviour, the authors of this study can 

agree with Hardré’s argumentation, at least to some extent. Considering that 70% of the survey 

participants have either never heard of Blockchain, have no knowledge about it or moderate 

knowledge level, the trust they place in the Blockchain technology and the online activities 

supported by it, is fairly high. Only a minority of up to 14% of participants claim that 

Blockchain technology would not increase their trust level in firms and the online activities 

with them. 

One possible explanation points to the fact that the world is increasingly and continuously 

influenced by new technologies and digital innovation, which requires people to keep up with 

technological pace. Both in the business world and in daily life, people rely more and more on 

technologies, which leads to higher levels of technological experience per se. If a technology is 

perceived to be advantageous, it is then more likely to be accepted and trusted. This line of 

reasoning finds support in the widely-acknowledged TAM (see Chapter 2), in combination with 

other influencing factors such as social related ones (AlHogail, 2018). 

Taking into account above-mentioned results, one may find first reasoning for Blockchain’s 

potential in fostering customers’ trust in the B2C activities online. 

 

6.1.2    Common perceptions on trust-building factors   

It is further noteworthy that there seems to exist a common agreement on certain trust-building 

factors across all demographics. This becomes obvious when analysing participants' responses 

to the particular question regarding requirements for trust as well as the additional open 

questions in the Blockchain dimension. The factors that are mentioned repeatedly across the 

different questions and demographics include security, transparency, reliability and reputation. 

The reliability of these findings is supported with strong agreement in the particular closed 

questions, the answers to all open questions as well as support from literature as elaborated on 

in the following.  

First, security is among the most relevant factors for customers to trust. There seems to exist 

common agreement across all demographics (93%) that security of data online is of utmost 

importance. Moreover, security was frequently mentioned in all open questions as legitimate 

reason to trust in firms online. This provides evidence that security has significant influence on 

customers’ trust in online companies. This finding is supported by Marsh and Dibben (2005), 

who suggest that - although not constitutive of online trust themselves - security concepts such 

as authentication systems or cryptography can strengthen customers’ trust in technological 
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systems. Therefore, Vos et al. (2014) urge firms to incorporate strategic measures to reduce 

customers’ perceived risks and promote security and safety during online activity. They agree 

that a combination of authentication and authorisation systems can protect information that is 

exchanged via the Internet from unauthorised access and misuse. Key features of the 

Blockchain technology provide that kind of identity verification and authentication (Wolfond, 

2017). By putting measures in place, such as Blockchain, that safeguard sensitive data of 

customers, their confidence in conducting respective online activity increases, hence higher 

levels of trust through data security. Consequently, one can assume that firms, who incorporate 

Blockchain into their business processes, can satisfy their customers’ demands for security, 

thereby fostering trust.  

Second, reliability and reputation can be considered as critical factors that foster customers’ 

trust online. This becomes evident as a vast majority of participants (85%) confirmed that 

reliability of information is essential. Moreover, the open questions underpin that reputation is 

largely considered decisive for customers to have trust in online firms (52%). These results find 

support in the study conducted by Chopra and Wallace (2003), who propose that users’ 

confidence raises when the information online is reliable and the technology behind an online 

activity is functioning properly. Reliability of technology then leads to trustworthiness. 

Furthermore, they suggest that reviews, references and word of mouth enhance reputation of 

information sources and online firms. Reputation is considered as strong influencing factor for 

customers’ online trust. Customers’ perception of a firm’s reputation is shaped by 

recommendations of friends or reviews that were written online. In the case of reviews, 

however, the reliability of information and the true existence of the reviewers themselves, is 

often hard to evaluate, yet important for customers’ trust. Blockchain technology allows to 

create digital identities that guarantee the authenticity of participants and verifies information. 

This way, firms that incorporate Blockchain technology can build trust among customers by 

ensuring the reliability of reviews, and thereby, enhance reputation (Deloitte University Press, 

2017). 

Another factor that was considered important for online trust throughout all open questions in 

the survey points to transparency. This factor is closely connected to the reliability of 

information as transparency allows to trace back the origin, and thus validity, of data sources. 

Vos et al. (2014), for instance, argue that firms can build trust with customers online by 

revealing detailed information on shipment, refunds and privacy policies in a transparent way. 

In addition, Abbasi et al. (2011) claim that trust in online providers is promoted through 

transparency throughout their corporate processes. This way, firms can build trust by allowing 
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customers insights into the origin and the history of their goods for instance. The decentralized 

characteristic of Blockchain technology enables to build this kind of transparent network. The 

Capgemini Research Institute (2018) strengthens above argumentation by justifying that 

Blockchain-empowered applications make each transaction within a system transparent and 

foster trust. In fact, transparency is recognised as one of the three most important motives for 

firms to invest in Blockchain technology (Capgemini Research Institute, 2018).  

Considering the exceptional confidence of trust in technologies today, in combination with the 

significance of security, reputation and reliability as well as transparency in all digital 

technologies, this indicates that Blockchain has the potential to act as an enabler or substitute 

of trust in firms by many customers. 

 

6.2 Discussion of the new variables 

Considering the analysis of the three new variables, only few variances within the demographic 

clusters of gender and nationality can be identified. This may lead to the assumption that there 

is no difference between men and women, nor between Germans and non-Germans when it 

comes to their perceptions on tech-affinity, trust in technology and Blockchain. Consequently, 

further discussion of empirical results will not evaluate the perceptions of gender nor 

nationality, but rather places focus on those demographic categories, which reveal greater 

variances and meaning, including education, industry and generation. 

Analysing the categories of education and industry, one can observe that students and those 

with a university degree have higher levels of tech-affinity and trust in technology. This may 

be due to the nature of their surroundings, which demands an open attitude and flexibility 

towards new things and frequently working with or managing digital technologies. By contrast, 

people that are employed in healthcare or hold a vocational training show less confidence in 

the technological variable, possibly because they have more routine and are less concerned with 

managing new digital technologies. 

The observation that customers from GenX perceive themselves to be less tech-affine and less 

trusting in technologies compared to their younger generations. This seems to be reasonable 

considering that they did not grow up with digital technologies and technological expertise has 

not played the same decisive role in their lives than for younger people. It is noteworthy, 

however, that despite reserved perceptions on the technological variables (tech-affinity and trust 

in technology), GenX places a considerable high level of trust in Blockchain. Apparently, they 

may have recognised that Blockchain technology embodies those factors that are most relevant 
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for them to establish trust. Consequently, GenX grants credit of trust in Blockchain, without 

having prior experience. Looking at the younger generations, one may assume that tech-affinity 

and trust in digital technologies increase with raising age. However, the data matrix reveals that 

the youngest GenZ seems to be more critical with themselves and trusts less in technologies 

compared to GenY. Notwithstanding, GenZ is the only generation with above-average 

perceptions across all three variables. 

From the above, one can assume that the three demographic categories education, industry and 

generation influence the customer’s perceptions. This observation is consistent with the 

suggestions made by Hoffmann et al (2014). In their research on online trust formation, they 

found three groups which are characterised by distinct age, education and web experience. 

Companies should therefore consider the diverse perceptions of demographic clusters including 

education, industry and generation when identifying their stakeholder strategies for establishing 

trust. 

 

6.3 Discussion of demographic tendencies 

Finally, the tendency matrix below (see Figure 6.1), which is derived from the preceding 

analysis of data matrices, allows for observations that are particularly interesting for answering 

the research questions of this thesis. For reasons described above, the three demographic 

categories education, industry and generation are included in subsequent discussion. 

 

Figure 6.1: Tendency matrix 

 

Source: own figure 
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By comparing demographic clusters against the new variables, overall scores describe the 

tendencies of the distinct clusters, which are discussed in the following.   

 

6.3.1   Most frequent tendencies: the opposing scores of "- - +” and “++-"  

On the one hand, people with higher levels of tech-affinity seem to have also stronger 

confidence in technology but are more critical of Blockchain technology. This becomes evident 

when looking at the respective scores in the data matrix, indicated by the reversing sign that 

follow the pattern "+ + -". One reasoning for customers with “+ + -” tendency could entail that 

they have great confidence, or trust in technologies anyhow, and may not require a new 

technology that ensures trust per se due to its features. In principle, those tech-affine customers 

rather engage in online activities, where they know that the respective transactions are safe and 

reliable. In the empirical study, the demographic clusters with a "++-" tendency include GenY, 

university degree and student. On the other hand, those people, who are less technology affine, 

tend to trust less in technologies, but trust more in Blockchain and the firms or corporate 

processes that apply Blockchain technology. Again, this is indicated by the pattern of scores "- 

- +”. The group of customers with "- - +" tendency may feel safer when there exists a technology 

that promises to enhance firm's competence and business processes with reliability, 

transparency and security - the features of Blockchain. The demographic clusters that share a 

"--+" tendency encompass GenX, vocational training, and healthcare. This allows the 

conclusion that for those customers that are less tech-affine, Blockchain technology can serve 

as an enabler, or even substitute, of trust when engaging online with firms.  

A general observation resulting from the empirical study is that Blockchain is still an unfamiliar 

technology to many, yet it triggers interest. The survey participants show an overall openness 

to get better acquainted with Blockchain, and despite little knowledge, many would be even 

willing to pay for it. However, since Blockchain can be understood as an underlying technology, 

where customers scarcely have any direct touchpoints, it is of utmost importance for companies, 

which apply Blockchain, to communicate with and educate their customers about the 

technology’s features. 

 

6.3.2   Stepping out of line: the exclusively positive scores of "+++"  

Remarkably, the scores of two demographic clusters - Computer and GenZ - show different 

patterns that are exclusively positive ("+++"), or in other words, exceed the total averages of 

the population across all three variables. 
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One argumentation that seems reasonable is that people working in the computer industry, have 

expertise knowledge and outstanding experience with state-of-the-art technologies. They trust 

in technologies per se, being a great part of their work. Beyond the use and knowledge on 

mainstream digital technologies, this group of people also has deep insights into new 

technological advances and probably fascination for the future of digital technologies (Hoffman 

et al., 2014). It can be assumed that they have most knowledge on Blockchain compared to 

people in other industries, and therefore, are aware of the great potential of the Blockchain 

technology. What is difficult to imagine and fully comprehend for amateurs, can be better 

assessed by experts. This line of reasoning is supported by the empirical findings from the two 

survey questions related to knowledge and the features on Blockchain: While Blockchain 

technology is still in a stage, where it is unfamiliar to many, those people working with 

computer related issues in a professional way responded with considerably higher levels of 

confidence and accuracy to the Blockchain-related knowledge questions. Throughout this 

study, it has become evident that customers working with computers in a professional way have 

greater experience with the emerging Blockchain technology (indicated by a mean value of 2.69 

for the question on knowledge level of Blockchain, compared to the sample’s total mean of 

1.74) and know more about its features (identified by a mean of 2.29 for the question on correct 

features of Blockchain, compared to the total sample’s mean of 1.65). 

The second demographic group that is evaluated with a “+++” pattern involves the demographic 

cluster of GenZ. The finding that GenZ shows above-average values for all three variables and 

considers themselves to be rather tech-savvy (indicated amongst others by the mean value of 

3.1 on the question of interest level for technologies, compared to the sample’s total mean of 

2.9), is consistent with the survey results published by McKinsey & Company (Francis & 

Hoefel, 2018). They found that GenZ are the true digital natives, who know the online world 

and technologies like the back of their hands, are eager to reveal the truth, and are comfortable 

with new digital innovations. Consequently, GenZ has more confidence in experimenting with 

emerging technologies and is more open towards trusting Blockchain technology. These results 

allow the assumption that firms can earn attention and trust of customers from GenZ as well as 

those working in the computer industry by offering Blockchain-empowered B2C processes.  

Summarising the discussion above, the question of whether Blockchain can be seen as an enable 

or substitute of trust, needs to be seen discriminately, and thus, answered differently by firms 

for different demographic clusters. Consequently, firms need to consider their customers’ 

demographic constitution, while simultaneously, fulfil customers’ desires and expectations. 
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Blockchain itself is an instrument which can be used in either way and may be both a substitute 

and enabler at the same time, however, this depends on the individual’s perceptions of trust. 

Based on above discussion, the final chapter draws generalised conclusions, thereby offers 

answers to the research questions of this thesis. 

 

7. Conclusion 

 

 

This chapter summarises and highlights the most relevant insights from this thesis. It answers 

the research questions of this thesis and draws on general implications for firms. Moreover, it 

acknowledges limitations of this study and offers recommendations for further research. 

 

This thesis started with the interest of the authors for the topic of trust and technology. It was 

observed that through numerous scandals in the past, a trust crisis in the online activities of 

institutions has developed. This led to the question of how customers perceive trust online. In 

particular, the authors were interested in the perceptions of different demographics towards 

firms using the emerging Blockchain technology. With the aid of a comprehensive literature 

review and empirical study among a diverse demographic sample, the authors analysed whether 

Blockchain has the potential to act as an enabler, or even substitute, of trust. 

According to the German federal agency of statistics (Destatis, 2019), 89% of the population 

uses the Internet almost every day. They shop and book holidays online, conduct online banking 

and sometimes even deal with their healthcare affairs on the Internet. Digital technologies 

facilitate these B2C processes at every step, while their acceptance among customers is 

generally high. This thesis reveals that customers across demographics do use and trust in 

digital technologies, often without even being necessarily interested or having advanced 

knowledge about these technologies. Results show that what is rather important for them 

concern the satisfaction of mainly three relevant factors: perceived security of data, firms’ 

reputation and reliability of information, and transparency of processes. For all demographics, 

these factors ultimately foster trust in online firms. Furthermore, it is noteworthy that the factors 

of security, reputation and reliability, and transparency correspond among others with the 

features enabled by Blockchain technology. This suggests that Blockchain represents a 

promising approach for companies to build trust and provides a first attempt to answer the 

research question on how the use of Blockchain technology affects customers’ trust. The 
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findings of this paper support that in general, Blockchain has the potential to increase their trust. 

This trust-building effect, however, depends on customers’ demographic constitutions. 

Throughout this study, it has become evident that not one single demographic characteristic 

such as age or gender essentially influence customer trust, but a combination of demographic 

clusters and customers’ level of tech-affinity, eventually, shape their trust in technology and 

Blockchain. Consequently, firms that seek to apply Blockchain technology as a trust facilitator 

need to be aware of this combining effect. To maintain trusting relationships with their 

customers, firms must first and foremost understand their demographic patterns.  

This leads to the necessity of answering the second research question of this thesis on the 

perceptions of different demographics towards the firms using Blockchain. Two customer 

groups are thereby of particular interest.  

First, this study identified one group of customers (--+), who is neither very tech-affine, nor 

trusts much in technology, but simultaneously, grants credit of trust in Blockchain-supported 

B2C activities, as they believe in Blockchain’s key trust-building factors. This group mainly 

concerns customers from GenX, vocational training and healthcare. For firms targeting these 

segments, Blockchain technology can portray an attractive investment to regain trust after a 

crisis or establish quick wins with new customers in the same segments.  

A second, but more niche group of customers (+++), shows tendencies to be greatly attracted 

by Blockchain applications, because they demonstrate expertise knowledge or considerable 

interest in technology, and trust in it. This group is represented by customers from GenZ and 

those working in the computer industry. Firms that aim at building sustainable trusting 

relationships with their customers from those segments, Blockchain is a promising solution. As 

these customers trust in Blockchain already, and share enthusiasm for the emerging technology 

anyhow, firms that use it can improve their image and foster a brand that is perceived as 

innovative and appealing. Companies that act quickly and invest in Blockchain can even assume 

a pioneering role. Despite large investments to incorporate Blockchain-empowered processes, 

this can turn into a sustainable strategy for the companies’ long-term success, as their customers 

know about Blockchain’s features or trust in its promising potential. 

A third group of customers (++-), which are not yet convinced by Blockchain’s potential, 

constitutes the greatest challenge to firms. To regain and strengthen trust with the customer 

segments of GenY or students, firms will need to identify traditional trust strategies, rather than 

benefiting from Blockchain as an enabler of trust.  

In conclusion, Blockchain can serve as trust facilitator for customers with certain demographic 

constitutions (“+++” and “--+”). Considering future developments, Blockchain can develop into 
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substitute of trust for the fact that it enables even strangers to anonymously conduct business in 

a transparent and secure way. This may become decisive for many firms and industries beyond 

the ones highlighted in this study. Especially the sharing economy, which essentially is based 

on trusting relationships between non-familiar parties, is regarded as promising field for 

Blockchain to emerge as trust facilitator (Hawlitschek et al., 2018).  

Eventually, the authors of this study do not want to omit more reflexive considerations on 

Blockchain. First, being a new technology, Blockchain has still many challenges to overcome 

such as its high energy consumption and the issue of scalability as pointed out by Radanović 

and Likić (2018). This thesis, however, focussed on investigating, if Blockchain technology has 

the potential to deliver trust to customers, without checking its ability to guarantee fulfilment 

of Blockchain’s features from a technological viewpoint. Consequently, the results concluded 

herein take a business and management perspective on sustainable stakeholder management 

with customers, rather than critically analysing Blockchain applications for economic and 

technological feasibility. 

Moreover, adoption of a new technology such as Blockchain constitutes a major challenge for 

companies (AlHogail, 2018; Radanović & Likić, 2018). In the end, it is a new technology, and 

humanity always tends to be sceptical or even afraid of the new and drastic change. Therefore, 

firms need to carefully consider strategies to approach both Blockchain applications and 

customers' acceptance for it. Only if firms have gained their support, Blockchain can unfold its 

potential and one can measure its true effect on trust. 

 

7.1 Limitations 

As every research project has its constraints, the authors of this paper have continuously 

reflected upon the limitations of their work in order to clarify what can be optimised and what 

can be knowingly accepted. However, this section is not a confession of the study’s weaknesses, 

but rather a thoughtful consideration to what extent the findings and conclusions can be 

regarded as the “truth” (Saunders et al., 2009). 

  

7.1.1 Limitations of the literature study 

The literature review previously conducted to this thesis focuses on academic literature. 

However, since Blockchain is a fairly new topic, there exists a limited selection of articles, 

which can be considered relevant. In particular, customer trust in relation with Blockchain is 

barely researched. The adoption of non-academic literature could have helped to provide a more 
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comprehensive and inclusive introduction of the topic. Nevertheless, the authors of this thesis 

purposively decided to forego non-academic sources, unless it was inevitable, in order to 

comply with the Jönköping University’s high quality standards of academic writing. 

Furthermore, the authors of this paper relied on research databases that are freely available such 

as Web of Science. Limited financial resources hindered from purchasing further relevant books 

and papers. This leads to the issue of subjectivity as a general limitation in research, because it 

comprises only a selection of existing literature. Notwithstanding, this paper’s literature study 

is primarily based on highly cited, relevant articles.  

  

7.1.2 Limitations of the empirical study 

A number of restrictions can be recognised for the empirical part of this study, among which 

some are more crucial than others. First, the limited availability of resources with regards to 

time, scope and financials imposed restrictions on the possibilities of research design and depth 

by itself. 

One of the greatest limitations includes the predefined time frame for compiling this Master 

thesis. From the first presentation of the topic to the final submission of this paper, less than 

four months are granted, which ultimately, influences its depths, and thus, quality. Furthermore, 

the predefined scope of 25,000 words, which is demanded by the Jönköping University, 

constitutes a restriction on the profoundness of this research. Similarly, the survey with a total 

of 41 questions can be regarded as limitation insofar that a greater number could have provided 

deeper insights into the topic. Nevertheless, feedback from pilot-testing indicated this as 

suitable amount of questions, for which participants’ motivation to complete the survey can be 

maintained. To further meet the timely scope, the survey was conducted online and mainly 

distributed via email and through social media channels such as Facebook and LinkedIn. This 

limits accessibility of participants to the authors’ network, albeit it was encouraged to further 

share the survey. As a result, the sample's diversity is largely constrained to a particular social 

surrounding, and therefore, might not be a perfect representation of the population, which can 

restrict usability of findings for companies. Considering the bilingual research design of the 

survey, one must assume the risk of reduced level of standardisation. An additional limitation 

refers to the fact that the survey presents a definition of Blockchain, which might have biased 

participants’ responses. Careful consideration by the authors of this paper and subsequent 

discussion within the thesis seminars, however, resulted in the decision that a definition is 

valuable, because it guarantees that all participants share same understanding of this technology 

and allows to ask questions, which are directly related to Blockchain. 
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The authors of this study are aware that when researching the perception of trust, individual 

responses are highly dependent on situational circumstances and subjective opinions (Marsh & 

Dibben, 2005; Xu et al., 2014). Consequently, one must assume the risk of inconsistency in 

some participants' responses. As no single answers are relevant for the quantitative, descriptive 

design and purpose of this study, but the holistic view and coherence of all answers altogether, 

this potential limitation can be omitted. Lastly, by safeguarding participants' anonymity, there 

remains some risk that one and the same participant could have answered the survey multiple 

times, thereby distorting empirical findings. 

Considering this thesis’ limitations on the one hand, and its research design on the other, a 

number of opportunities for future studies arise. 

 

7.2 Recommendation for future studies 

 

The authors of this paper hope to have inspired future researches for the topic of trust in 

technology and have created more academic interest for the emerging Blockchain technology. 

As this thesis followed a descriptive purpose, it lays foundation for many research directions 

on the phenomenon on trust and Blockchain to come.  

First of all, this paper calls out for a quantitative study design with a deductive approach, which 

builds upon inhere generalised observations and proceeds from the propositions made to the 

formulation and testing of hypotheses. Thereby, a cross-sectional analysis of demographic 

perceptions can be of interest. For example, future research may want to investigate how the 

combination of particular demographic characteristics affect their trust perceptions, such as the 

interplay of generation, industry and education. One proposition resulting from this work refers 

to the question of whether there exists a relationship between generation and the perceptions on 

Blockchain, which is affected by education? Similarly, a valuable proposition derives from the 

question on whether there is a relationship between generation and the perceptions on 

Blockchain, which is affected by industry. Furthermore, the question arises whether a non-

European dominating sample would have revealed different results. One must acknowledge 

that the German dominating sample possibly reveals an insufficient picture of the actual 

perceptions of different cultures, since the non-German respondents belong to a multitude of 

different nationalities. Rather than concluding from a one-size-fits-all approach, future studies 

will need to incorporate greater variety of robust samples from diverse cultures, so that 

meaningful generalisations on their perceptions can be formulated. Considering the importance 

of stakeholder theory, this study can also be expanded to other stakeholder groups such as 
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employees. Evaluating Blockchain’s potential for fostering employee trust, or increasing trust, 

and thus, efficiency in teams, points to another area for future research. 

This thesis investigated customers’ trust by focusing on online environment. A similar may be 

applied to the offline world. Some innovative companies have already started to work on 

Blockchain-empowered applications with the aim of offering greater transparency to their 

customers, hence fostering their trust. One of these pioneering use cases is IBM Food Trust 

(IBM, 2019), which offers visibility and accountability throughout food supply chains with the 

support of Blockchain technology. Future research may want to build a case study design and 

examine customers’ actual trust perceptions.  Another recommendation for future studies 

includes the conduction of a longitudinal study, which analyses a phenomenon at different 

stages of development (Saunders et al., 2009). As Blockchain technology is only in its inception 

and the influence of trust constructs may vary over time, it is advisable to repeat the study at a 

reasonable point of time to compare and reflect upon findings (McKnight et al., 2011). Future 

studies could therefore contribute by examining customers’ trust and Blockchain over a period 

of one year. Alternatively, a future research may want to study customers’ perceptions towards 

firms in the absence of Blockchain and repeat the same study after Blockchain was adopted. 

This may draw a clearer picture on how perceptions change through the application of 

Blockchain. Additionally, this could include a placebo study to assess if perceived trust changes 

based on the assumption that Blockchain is applied, or due to Blockchain’s true effect. 

However, this kind of study might bear risk of overstepping ethical principles. Even though this 

thesis provides legitimate argumentation for firms to incorporate Blockchain technology into 

their business strategies and processes, they may still reject these findings, because they are not 

yet ready for Blockchain. As Goldman Sachs (2009) points out, Blockchain can revolutionise 

corporate processes, but for a technology to benefit from, firms must first take investments, 

which are usually accompanied with new costs and risks. This may constitute a barrier for 

companies nowadays to make this leap. Further studies could thus explore firms’ readiness for 

adopting the Blockchain technology. Moreover, it is recommendable to conduct a similar study 

with a qualitative research design. In-depth research on customers’ perceptions, or expert 

interviews to scrutinise the firms’ perspectives on Blockchain’s opportunities, constitute 

attractive areas for future research. 

Finally, as Blockchain is a rather young phenomenon that have not gained much research, there 

is found to be a major gap in any Blockchain-related topic, let alone trust in Blockchain. The 

fact that there exists only little academic knowledge on new technologies such as Blockchain, 

offers numerous opportunities for more research in this area. In particular, it will be interesting 
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to assess the effects of Blockchain on generally applicable theories, such as prevailing trust 

concepts and definitions, and how these may alter, or even be entirely destroyed through the 

introduction of Blockchain technology. 
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Appendices 

Appendix I 

 
Dear participant,  

 

By answering the following survey, you support the empirical part of our Master thesis. 

We examine the trust, which we as consumers have in online technologies, and the 

companies applying those. 

 

To answer the survey, no prior knowledge is required and should not take more than 

10 minutes. Your answers will be kept confidential and we guarantee that it won't be 

possible to draw conclusions about your person when publishing our results. We hope 

you enjoy the questions and maybe learn something new :-) 

 

If you want to participate in a lottery to win a 30€ Amazon voucher, please leave your 

email address after finishing the survey.  

Please feel free to share the link to this survey with family and friends. Your support 

will greatly help us in our research. 

 

Thank you! 

Jenny and Philipp 
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Appendix II 
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Appendix III 

 

 

 

 

Please answer the following demographic questions: 
 
1. How old are you? 
 

 

 
2. What is your gender? 
 

 Male 

 Female 

 no statement 

 
3. What is your nationality? 
 

 

 
4. What is your highest degree of education or level of school you have completed? If currently 
enrolled, highest degree received. 
 

 No schooling completed 

 High school diploma 

 Vocational training's degree 

 University degree 

 Doctor's or professor's degree 
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 others 

 No statement 

 
5. Please select the industry you are currently working in. If you are still enrolled, please select 
"Student". 
 

 Agriculture 

 Chemical 

 Computer 

 Consulting 

 Defense 

 Education 

 Energy 

 Financial services 

 Food 

 Health care 

 Manufacturing 

 Multi media 

 Transportation 
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 Service 

 Student 

 other 

 none 

 

 
Please answer to what degree the following statements are true for you. 
 
6. I am generally very interested in new technologies*. 
 

 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 

*For example: I read tech-blogs or magazines. I want to use the newest smart devices. I like to discuss 
topics such as: How Artificial Intelligence will impact our lives... 

 
7. I adopt new technologies* early compared to my friends and colleagues. 
 

 

 Strongly disagree 
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 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 

*For example: purchasing the newest iPhone, using latest digital services (IoT, VR, AI) 

 
8. Please answer to what extend the statements regarding your online activity are true. 
 

 always often sometime
s rarely never 

I shop online via marketplaces like 
Amazon, eBay etc.      

I shop online directly from the vendor's 

homepage.      

I book accommodations for my holidays 
online via booking platforms such as 
booking.com, Airbnb etc. 

     

I book accommodations for my 
holidays directly from the host's 
homepage. 

     

I use online-banking for handling my 
finances.      

I use online pay services (e.g. PayPal, 
I-pay or Google-pay).      
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I handle my healthcare affairs via the 
online portal which is provided by my 
insurance company. 

     

 
9. For online activities, it is important to me to use a platform that acts as middleman/safeguard* 
between the provider and me. 
 

 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 

*For example: The pay-service platform PayPal acts as middleman through which I transfer the 
money to the provider. PayPal ensures that I can reclaim the money in case the of incorrect service 
or product delivery. 

 
10. I would like to have direct control over my personal information online to be able to 
regulate who has access to it. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 
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Please answer to what degree the following statements are true for you. 
 
11. It is easy for me to trust a stranger. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
12. I generally trust other people. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
13. I generally trust online services when booking accommodations. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 
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 Agree 

 Strongly agree 

 
14. I generally trust online banking. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
15. I generally trust e-commerce. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
16. I generally trust online healthcare insurance services. 
 

 Strongly disagree 
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 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
17. Please evaluate to what degree the industries meet the following characteristics: 
 

 cybersecurity digitization innovativeness customer focus 

accommodation booking 
service industry 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

finance industry 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

e-commerce 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

healthcare insurance 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 

not sure 

pioneer 

advanced 

average 

immature 

laggard 
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Please answer to what degree the following statements are true for you. 
 
18. I believe that the online accommodation provider arranges my booked housing and fulfils the 
offerings as advertised. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
19. I believe that the online bank records my savings and keeps track of all my spendings correctly. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
20. I believe that the online vendor delivers my purchased product(s) in the proper quality and 
condition, within the stated time frame. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 
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 Agree 

 Strongly agree 

 
21. I believe that the online healthcare insurance company covers me in case of injury/illness/etc. 
in a committed and timely manner, while keeping my personal information secure and confidential. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
22. What are the most important factors for you to trust an online company? Please name 2-3 
keywords: 
 

 

 
23. I have a lot of trust in technology and typically I think things were programmed correctly. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 



 

105 

 

 
24. The Internet has enough safeguards to make me feel comfortable using it to transact personal 
business. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
25. Have you ever been victim of a digital crime (e-mail fraud, password hacking, credit card 
misuse..)? 
 

 yes 

 no 

 no comment 

 
26. How high do you think is the probability that you will become victim of a digital crime (again)? 

 
 
27. When booking an accommodation online, I trust in the technology to verify my personal 
information and proceed my reservation to the accommodation provider. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 
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 Agree 

 Strongly agree 

 
28. When doing online banking, I trust in the technology to track my transactions and keep my 
financial information secure and confidential. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
29. When shopping online, I trust in the technology to record my purchasing activity and to verify 
the order/payment process. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
30. When handling my healthcare insurance online, I trust in the technology to safeguard my 
personal information (e.g.medical records, health condition, doctor's certificate) from unauthorized 
use by third parties. 
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 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
31. The security of my online data is very important to me. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
32. When surfing online, anonymity is very important to me. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 
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 Strongly agree 

 
33. It is very important to me that I can rely on online information. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
34. It is very important to me to access all information online without having to register for it (via 
email address, Facebook account, Google account, etc.). 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
35. What is your level of knowledge on Blockchain technology? 
 

 I have never heard of blockchain 

 I have heard about it but don’t know what it is 
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 I have heard about it and know about its features 

 I know about blockchain and some use-cases 

 
I know all about blockchain, I have read about it extensively or even 
worked with it 

 
36. Please select what in your opinion blockchain technology can do (multiple answers are 
possible): 
 

 makes data records unchangeable 

 grants access to all information within a network 

 maintains anonymity 

 secures data from hacking 

 tracks data in a distributed ledger (for electronic accounting) 

 solves online double-spending problem 

 is the technology behind cryptocurrencies such as bitcoin 

 all of the above 

 none of the above 

 I don't know 

      

Consider this definition of Blockchain technology: 

Blockchain is a technology where no single institution has the power of 
data* (entering, editing, saving, deleting), but the majority within a 

network confirms the correctness of data. All data are encrypted with the 
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to-date highest possible security standards and thereby anonymised. 
Once saved, data cannot be changed or manipulated afterwards. All this 

guarantees maximal transparency and reliability of data and 

processes. 

  

*data = any kind of digital content such as personal information, company records, property register, written 
information (news, books), media (pictures, music, videos), etc.   

 

37a. I would trust the online accommodation provider more, when all activities happen within a 
Blockchain network which ensures the authenticity, traceability and transparency of 
accommodation reviews. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
37b. Why? Please comment on your selection. 
 

 

 
38a. I would trust the online bank more, when all activities happen within a Blockchain network 
where all transactions are anonymously and unchangeably recorded. 
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 
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 Agree 

 Strongly agree 

 
38b. Why? Please comment on your selection. 
 

 

 
39a. I would trust the online-vendor more, when a Blockchain network would record all purchasing 
activities between me and the online-vendor a transparent way and the transfer of ownership is 
processed instantly.  
 

 Strongly disagree 

 Disagree 

 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
39b. Why? Please comment on your selection. 
 

 

 
40a. I would trust the online healthcare insurance company more, when all activities happen within 
a Blockchain network that, in case of injury, illness, etc., completes coverage verification and 
payment in an automatic and secure way. 
 

 Strongly disagree 

 Disagree 
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 Neither agree nor disagree 

 Agree 

 Strongly agree 

 
40b. Why? Please comment on your selection. 
 

 

 
41. Would you be willing to pay for Blockchain services, that guarantee security and anonymity of 
your personal data and transparency and reliability of information provided online? 
 

 Yes 

 No 
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Appendix IV 
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Appendix V 
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Appendix VI 

 

 

 


