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Abstract 

The phenomenon of deceptive interfaces is explored by studying a case of obstruction strategy 
applied to Amazon’s account deletion process. The question to be answered is how this 
obstructed task flow affects the user experience. Eight participants were assigned to go through 
Amazon’s navigation in an attempt to delete an account. Following this task, the participants 
were interviewed about their experience with the process. The data showed strong negative 
emotions, attitudes and opinions about not only the inefficiency of the navigation, but about the 
deceptive practices in general. All interviewees thought of the case as an intentional design made 
to retain users, or in other words, made to dissuade the user from completing the process (of 
deleting their account). Along this, ethical concerns about privacy and the company’s 
prioritization of values, was raised. The research analyses the relationship between identified 
themes and concludes that user experience is negatively affected by the account deletion process, 
mainly due to the level of frustration, injustice and pessimism that users attained during the 
process.  
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Summary 

Deceptive Interfaces is a paper on dark patterns, or deceptive practices, in interface design. Based 
on prior research and publishings in the field of user experience, which address the effects of 
navigation, interfaces and web content on UX, we use the term deceptive interfaces to define 
instances of dark patterns in specifically interface design. The research attempts to answer the 
question: how is the User Experience affected by deceptive interfaces?  

 

A qualitative single, exploratory case study on Amazon account deletion process was conducted 
using in-depth, semi-structured interviews with the total of 8 interviewees aged 20-30 of varying 
nationality. Participants were interviewed about their experience navigating the website in an 
attempt to delete the user account, the data gathered was interpreted using thematic content 
analysis. Values representing the attitude, emotions and opinions of the interviewees were 
derived, categorised and presented. 

 

The findings were divided into categories of expectations and needs, understanding of deception, 
feelings and attitudes and opinions and thoughts, as those were found to be related. One of those 
relations were how expectations impact feelings when not met, or vice versa. Another relation 
that was found is how users’ opinion on the ethics of the practice made their attitude not just 
negative during the account deletion process in terms of frustration, but overall negative towards 
the site, further affecting other experiences in that environment. Among feelings and attitudes, 
the most prominent indication was a pessimism towards the deception in general. This deception, 
when detected by interviewees, made the negative feelings associated with the experience even 
more powerful. Value words such as unnecessary, unfair and unethical were voiced during the 
interviews, conveying opinion towards deceptive interfaces. The majority of interviewees stated 
feeling frustrated, devalued and discouraged during attempted account deletion.  

 

Findings concluded that user experience on Amazon is negatively affected by their obstructive 
account deletion process. The response during attempted account deletion was frustration. The 
design being thought of as obviously intentional, Amazon is then perceived as not valuing their 
users. 

 

Keywords 

Deceptive interface; user experience; obstruction strategy; roach motel; dark patterns; ethics; web 
design; persuasion; account deletion; navigation. 
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1 Introduction 
The ethical aspects of user experience have been increasingly gaining attention in the HCI 
community, with a growing number of publishings addressing the ethical responsibility of UX 
practitioners, Coercion and deception in persuasive technologies (Kampik, Nieves & Lindgren, 2018), 
Social Justice-Oriented Interaction Design (Dombrowski, Harmon & Fox, 2016) and Benevolent Deception 

in Human Computer Interaction (Adar, Tan & Teevan, 2013) to name just a few.  

 

In this day and age, companies can use online presence to increase business. What happens when 
the design of websites further explores the capabilities of persuading or dissuading action from 
customers as users, on the fine line of what can be considered unethical - misleading the user via 
interfaces that intentionally guide them away from, or into places, situations and actions that are 
not of the user’s own accord? This study will attempt to tackle this question from a standpoint of 
User Experience, exploring the phenomenon of what is referred to in this paper as deceptive 

interfaces. 

 

1.1      Definitions 
To better understand this research, refer to the following terms and definitions as they will be 
used repeatedly throughout this paper. In depth information about these can be found in the 
second section of this paper called Theoretical Background where the definitions were derived from. 
The purpose of this list is to counter the ambiguity of the similar ideas that fall under varying 
labels. 

 

1.1.1      User Experience 

In short, concluded from below: the user’s experience with a product, system or service.  

 

Rather than just the interaction, the experience can be seen as the result from interacting with an 
environment (Buley, 2013). The environment is provided by a product, system or service and the 
result encompasses the perception, attitude and emotional responses of the user (International 
Organization for Standardization, 2010). 

 

1.1.2      Deceptive Interfaces 

An interface intentionally designed to coerce the user into an action or dissuade the user from an 
action. This definition is derived from the sources below, summarizing the findings in the 
theoretical background. 

 

Originally coined by Harry Brignull as dark patterns, but long before then vaguely known as 
persuasive interfaces (Gray et al, 2018). The latter does not take on a specific approach in regards 
to positive/negative intentions, nor does it specifically regard ethics and values (Némery & 
Brangier, 2014). Dark patterns cover the negative spectrum from a user-perspective (Gray et al, 
2018). That is where the word deceptive is derived from, corresponding to persuasion with an 
intent to deceive the user. Thus, a deceptive interface adopts the definition of dark patterns, but 
is more clear about its focus on interfaces. 
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1.1.3      Obstruction Strategy 

A type of dark pattern where the task flow is intentionally obstructed in favor of the company 
and its stakeholders. In other words, making the process difficult for the user so that the process 
is less likely to be completed (Gray et al, 2018). As a deceptive interface, it is dissuading the user 
from an action. 

 

1.2      Background 

Early user experience testing dates back to 2003, when a diary study based research accessing 
user frustration was conducted (Lazar et al, 2003). Although the most-cited causes of unpleasant 
experiences were unintentionally bad design and errors in websites, as well as lack of experience 
from the users side, Web navigation was pointed out as one of the biggest sources of frustration, 
already acknowledging the increasing trend of interfaces purposefully designed to be deceptive 
and unpredictable.  

 

Donald Norman, cognitive psychologist working for Apple in the 90s, is said to have introduced 
the term User Experience and been the first person with a professional title in UX (Buley, 
2013).  In his own words, he invented User Experience as the terms Human Interface and 
usability could not encompass all aspects of ‘a person’s experience with a system’ (p. 13). Despite 
the term being used frequently, defining it is still a rather controversial task as you will find 
various definitions attempting to explain roughly the same idea. The International Standardization of 

Organization defines it as ‘a person's perceptions and responses that result from the use or 
anticipated use of a product, system or service’ (ISO 9241-210: 2010). That being said, websites 
today are competing for the best user experience, in the hopes that positive experience with the 
website will be reflected onto the name behind it. A big part of this comes down to the User 
Interface and how it affects the user’s experience when navigating and interacting on the website 
(Krug, 2014).  

 

The idea of a user-friendly interface refers to designing a User Interface in a way that positively 
affects the user experience. In general terms, the interface should enhance a sense of control for 
the user, encourage understanding and provide direct ways to accomplish tasks (Galitz, 2007).  In 
simpler words: avoid making the user have to think. As such, it may seem like a beneficial 
approach for companies to hide tasks they do not want the user to accomplish and/or design the 
interface in a way that leads the user to tasks favorable for the company. Making advantage of 
users trust and intuitive navigation, seemingly user-friendly interfaces can prove to be embedded 
with deceit underneath the top tiers of the navigation. 

 

Deceptive interfaces can be hard to notice without prior knowledge in the field of UX and web 
design, which enables websites to use UI design interlaced with psychological manipulation and 
persuasive methods (Chivukula, Brier & Gray, 2018). These websites might be visually pleasing, 
straightforward and easy to navigate, but by using UI design techniques that are not inherently 
bad, they can guide or prevent actions without the user’s awareness. The dilemma that arises 
poses questions such as whether it is ethical and how it affects the User Experience. 

Many companies and websites have been accused of designing interfaces that intentionally 
misguide the user. In 2010, Harry Brignull coined the term dark patterns, collecting examples of 
deceptive functionalities found across the Internet to form 12 distinct categories. Mapping 
Brignull’s taxonomy, Gray (et al, 2018) collected and analysed exemplars of deceptive practices to 
create a new categorization system of 5 primary strategies, derived from potential designer 
motivations to use deceptive patterns “when manipulating the balance of user and shareholder 
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value” (p. 10), in contrast to Brignull’s concept of categorization by the characteristics of these 
patterns.  

 

Several other researches have been based around the phenomenon of dark patterns. Thoughts of 
UX practitioners on the issue have been accessed (Fansher et al, 2018), concluding designers use 
the tag “darkpatterns” on social media as means of raising awareness on the issue of deceptive 
and unethical practices in design, as well as to “hold companies accountable through public 
shaming” (p. 5). Scholarly writings have also covered dark pattern occurrence in game design 
(Zagal et al, 2013), drawing inspiration from Brignull’s taxonomy to define practices equivalent to 
dark patterns present in games as “patterns used intentionally by a game creator to cause negative 
experiences for players which are against their best interests and likely to happen without their 
consent” (p. 7). Aside from the research works mentioned above, no publishings have analysed 
the dark pattern effect on the user experience. 

 

1.3      The Amazon Case 

As of 2019, Amazon is one of the top e-commerce companies in the world. Known for leading 
the rise of online retailing (Krishnamurthy, 2001), Amazon.com has been noted to take into 
account the needs of their customers and pay attention to implementing user-friendliness into 
their business practices (Spector, 2000).  

 

Research addressing Amazon's customer service experience has been published previously 
(Klaus, 2013), concluding: “If customers perceive the shopping environment as familiar, they are 
not only more likely to choose the familiar online environment over others, but also to spend 
more time in this familiar environment” (p. 450). Nonetheless, no scholarly articles access the 
account management navigation of the existing Amazon website and the user experience it 
provides.  

 

 The function leading to a termination of a user's account on Amazon.com (as of 2019), which 
can only be accomplished by the means of contacting customer service, is hidden under 
ambiguous labels after an extensive number of navigation steps. Harry Brignull classifies the case 
as the Roach Motel type of dark pattern: ‘design makes it very easy for you to get into a certain 
situation, but then makes it hard for you to get out of it (e.g. a subscription)’ (2010). In The Dark 

(Patterns) Side of UX Design this category is parented under the obstruction strategy, meaning 
Amazon’s account deletion interface is a case of obstructive dark pattern.  

 

1.4      Purpose and research questions 

The purpose of this research is to explore the implications of deceptive practises in website 
interface design, for the User Experience on websites containing them, by conducting a case 
study to gain insights on how the user experience is affected when encountering obstructive 
interfaces. The question to be explored is essentially A, via answering B: 

 

1. How is the User Experience affected by deceptive interfaces?  

2. How is the User Experience affected by Amazon’s account deletion navigation? 
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Answering this will shed light on the practise of deceptive interfaces, unveiling its effects on the 
User Experience and the potential negative outcomes, so that they could be countered in the 
future. The data acquired on the implications of one of the deceptive pattern categories will 
attempt to contribute to existing findings on dark patterns and deceptive practises in UI design, 
and serve as a base for future research on the effects of those interfaces, suggesting how user 
experience might be affected in similar cases. 

 

1.5      Delimitations 

The goal of this paper is not to create a classification system for deceptive interfaces used in web 
design, nor defining or discovering categories of deceptive practices coined as dark patterns. The 
paper does not intend to discuss any ethical implications to a further extent than what User 
Experience encompasses. Furthermore, no new guidelines, principles of UI design or rework of 
Amazon’s website layout will be derived from the research.  

 

1.6      Outline 

Chapter 1 starts off with an introduction to the topic and the background that gives context to 
the problematization, leading to the purpose and question formulation. Additionally it states the 
delimitations of this study - what we do not aim to research. 

 

Chapter 2 provides the theoretical background that will frame the research. It includes a 
literature review of the field and from that literature it concludes the definitions mentioned in the 
paper. 

 

Chapter 3 presents and argues for choice of methodology. It explains how the work was carried 
out and how it aims to answer the research question and fulfill the purpose of the research. 

 

Chapter 4 contains summarized interview results with any visual aids necessary for information 
presentation in the most efficient and explicit way, such as tables for an overview of identified 
themes and patterns. It will also include a thematic content analysis of the presented results. 

 

Chapter 5 concludes the research paper with a discussion of the method and the findings of the 
research based on the theoretical framework. Future research and limitations of the research are 
considered. 
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2 Theoretical background 

This section ties related topics to the studied phenomena, exploring its emergence from similar 
phenomena and the role of different fields in the practise of deceptive interfaces. 

 

2.1      Value Sensitive Design 

Work has been done on a closely-related subject where ethical implications of, and considerations 
for, technological design has been explored. One example of this is when research in the field of 
HCI takes on an approach of VSD: Value Sensitive Design. Friedman, Kahn and Borning (2002) 
define VSD as ‘a theoretically grounded approach to the design of technology that accounts for 
human values in a principled and comprehensive manner throughout the design process’ (p.1). 
While the following research does not delve into the design process of deceptive interfaces, or 
pose direct ethical questions, analysis may link back to the role that the design process played, as 
well as the role of ethics in UX. Deceptive Interfaces, commonly known as dark patterns, can be 
directly tied to human value from two perspectives - that of the user and that of the shareholder. 
Deceptive interfaces can be seen as an instance where the first is undermined in favor of the 
latter (Gray et al, 2018). In The Dark Side of UX Design this phenomenon is described as 
concerning ethics, and the research attempts to explore the occurrence, and outline the limits of 
it. Most notably, it uncovers a high risk of UX designers taking part in these manipulative and 
persuasive practises. It takes on the assumption that the practise is intentional, which is one of 
the characteristics that define deceptive interfaces. Contrarily, in a research on persuasive 
interfaces, Némery and Brangier (2014) found designers do not necessarily grasp the psychosocial 
aspects of the relation between interface elements and opportunities for engaging the user. This 
implies that there may be instances where users mistake bad UX design for persuasion, or where 
the designer fails to recognize the persuasion in what they consider to be good UX design. 

 

2.2      Persuasive Technology 

There is a thin line that stands between persuasion and deception in HCI. By the means of 
persuasive practices, users can be motivated to freely explore specific content and take certain 
action, serving as an encouragement for the visitors of the site (Kalbach, 2007). Persuasive 
navigation attempts to stimulate and entice visitors by providing benefits (p. 137), as opposed to 
deceptive practices, which aim to either trick the user into taking an action or prevent him/her 
from it.  

 

One of the principles of persuasive technology design derived by Berdichevsky and 
Neuenschwander (1999) in their research on ethics of persuasive technology states: ‘The creators 
of a persuasive technology must ensure that it regards the privacy of users with at least as much 
respect as they regard their own privacy’ (p. 52). This is where Value Sensitive Design has played 
its biggest part throughout the years, concerning privacy, awareness and consent (Friedman, 
Kahn & Borning, 2002). That is not to say the framework is limited to those areas, but is 
commonly associated with them. More so, it encompasses a wider spectrum, ‘offering a response 
to researchers who have identified a pervasive problem across fields related to Human Computer 
Interaction’ (p.7). It dares to question aspects that professionals take for granted in any system 
development, claiming its direct relation to social sciences wherein human values cannot be 
ignored (Crumlish & Malone, 2009).  

 

Accurately distinguishing the effects of persuasion on the user experience may be inhibited by 
other potential variables; user’s attitude is formed beyond the interaction with the media and is 
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dependent on their personal characteristics (Némery & Brangier, 2014). At the same time, 
interaction can form the attitude, behaviour and perception of the user towards desired goals, 
creating a field of persuasive technology where these concepts can be taken advantage of. 
Némery and Brangier lists a set of guidelines towards designing for this technology, while 
respecting users’ ethics. Thus, they claim the possibility of ethical persuasion. What separates this 
from the deceptive practises is arguably the lack or presence of user value during the design 
process; persuasion can be used as a means to enhance usability. In other words, the research 
tackles persuasion from a different standpoint, where it equals ease of use. ‘The technology 
becomes persuasive when people give it qualities and attributes that may increase its social 
influence in order to change users’ behavior’ (p. 107).  It increases usability by leading the user to 
perform targeted behaviour or tasks. Kampik, Nieves and Lindgren (2018) argue against the idea 
that persuasive technologies should refer to positive ethical applications, with deceptive ones 
referring to the negative. They claim that the often distinguished terms cannot be separated in 
real-life information systems, proposing a new definition for persuasive technologies that also 
includes the usual notion of deception:  ‘information  systems that proactively affect human 
behavior, in or against the interests of its users’ (p.7). Here, we once again encounter the means 
of user interest, favor or values to help define the negative versus positive applications. With a 
similar approach, Fogg (2003) acknowledges that persuasive technology is a controversial topic, 
but claims that it should be, so as to maintain an awareness of its potential negative applications. 

 

2.3      User Experience 

In her book on User Experience as a profession, Buley (2013) introduces UX as user-centered. 
Furthermore, she describes it as not just a practise, but also an outcome; it includes researching 
the target user, find out their wants and needs and then design for them in a way that, ideally, 
results in a good experience for the user. Hence, it may seem difficult to define the field, as well 
as what good and bad experiences are, since it may differ case by case. It is possible to give it a 
simple definition that applies to all scenarios by emphasising essential parts that are interacted 
with during all user experiences, such as tasks and tools, in their broader sense: ‘Through good 
UX, you are trying to reduce the friction between the task someone wants to accomplish and the 
tool that they are using to complete the task’ (p.4). Similarly, bad UX can be defined as an 
instance where that friction is evident. Here the tasks and tools are undefined, and the second 
step for the researcher, after identifying the users, is defining those. Once again referring to ISO’s 
definition of UX (2010), it is said to be ‘a person's perceptions and responses that result from the 
use or anticipated use of a product, system or service’. ISO approaches it from a broad 
standpoint, whereas Buley attempts the definition from within theirs, narrowing it down; a 
product, system or a service includes tools and/or tasks. Buley’s definition best suits this research 
as it focuses on web interfaces. It takes on user experience as a direct effect of usability. 

 

What then, is usability in contrast to user experience? ISO (2018) explains it as the effectiveness 
and efficiency with which users achieve goals in a particular environment. As previously 
mentioned, user experience is the perceptions and responses as a result from interacting with the 
product/service that offers said environment. In that sense, user experience is affected by 
usability. Krug (2014) claims that one important aspect of usability is doing the right thing for the 
user. He goes on to say that users enter a website with a reservoir of goodwill where the levels in the 
reservoir decrease with each encounter of a problem. This explains the relationship between 
usability and user experience, referring to emotions gradually turning negative in a context of bad 
usability. If you treat users badly enough and exhaust the reservoir, they may leave. He lists 
multiple things that diminish goodwill, such as hiding information that the user wants or asking 
for unnecessary information. Essentially, it concerns not having their users’ interest at heart, and 
opposite of that, Krug claims that the reservoir can be replenished if the website evokes a feeling 
of looking out for the user’s best interest. This is achieved by, for an example, saving as many 
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steps as possible for the user, providing answers to questions the user is likely to have, and 
making main features of the website obvious and easy.
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3 Method and implementation 

Qualitative data was gathered through a single, exploratory case study using in-depth, semi-
structured interviews, supplemented by a task. In this way it resembles usability testing, but 
qualitative, and with very different end goals which this chapter will cover shortly. The study is 
inductive as it deals with patterns from data to arrive at broader, probable conclusions 
(Blomkvist & Hallin, 2015). This is because the research question and the phenomenon inevitably 
address multiple cases that can’t be researched simultaneously due to their incompatible research 
nature, further discussed below. Even in a multiple case study, all possible scenarios wouldn’t be 
accounted for, still making it inductive. Unless the question were to be narrowed down to a core 
where it no longer provides rich data nor fulfill the purpose of the study, it will remain inductive.  

 

A case study was chosen due to being appropriate in terms of mainly time and data type. 
Qualitative data was needed to fulfill the purpose and question around understanding rather than 
facts. As the intention is not to develop a new theory, examine past events or characterize a 
culture, but to describe experiences in relation to a case of a phenomenon, that being Amazon as 
a deceptive interface, a case study was chosen for research design. An experimental research 
design would have been the alternative if the research were to ask quantitatively oriented 
questions dealing with false versus true statements or statistics. Furthermore, interviews are 
suitable for a case study because of the desired understanding of experiences. This data gathering 
method was a clear choice from its ability to deliver in-depth data of experiences, without 
demanding data collection to be done during an extensive period of time, as opposed to, for an 
example, observations (Blomkvist & Hallin, 2015). 

 

3.1      Single Case Study 

The phenomenon researched is that of deceptive interfaces and the choice to do a case study was 
due to the frequently mentioned example of the phenomenon. It is often mentioned in a 
representative way. Thus, it makes sense to further explore and deepen our understanding of the 
phenomenon via a typical case of it (Blomkvist & Hallin, 2015). The case also provides a task that 
sufficiently engages the interviewee, in regards to duration and interaction. The different types of 
deceptive interfaces provide very different levels of experiences to work with - some are just a 
pop-up window while other deal with full-on navigation. To properly engage the interviewee, we 
chose to focus on the type that provides a big enough task to evoke feelings, maximizing the 
amount of data possible to gather. The type refers to the Obstruction Strategy (Gray et al, 2018). 
Amazon is a mentioned example of this strategy with the most availability - it is accessible on any 
device, and free to register on. While there may be another example out there with the same 
availability, allowing for a multiple case study, we could not find one of scientific ground - 
referring to an example that has been mentioned in previous research, or repeatedly mentioned 
and acknowledged in articles. Due to lack of time, a comparative, or multiple, case study would 
have been made further difficult.  

 

In other words, this case was chosen for its convenience, and explored with the aim of building 
initial understandings of a fairly unexplored phenomenon - that being deceptive interfaces. When 
conducting an exploratory case study like this, any case may work (Lazar, Feng & Hochheiser, 
2017). However, this study is also intended to be instrumental so as to provide broader 
understanding of the phenomenon. While multiple, representative cases may be a good 
alternative for this (Lazar, Feng & Hochheiser, 2017), a compromise has been made between 
convenience and generalizability resulting in a single, albeit representative case.  
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3.2      Interviews 

Because the nature of this bachelor’s thesis is bordering on social sciences, demanding qualitative 
data during a short amount of time, it is fitting to choose interviews or focus groups (Blomkvist 
& Hallin, 2015). While focus groups would have provided rich data and grounds for interesting 
debates, the case of Amazon account deletion requires all participants prior experience with the 
task for a successful group discussion to take place. In order to counter this limitation, we added 
the navigation task (usability testing) to the interview process. Because of this task, focus groups 
were eliminated as an alternative; it would require a computer and an Amazon account for each 
participant to work on, and it would make moderation difficult. Furthermore, participants may 
feel uncomfortable discussing their emotions in a group setting, or feel discouraged to express 
their difficulty in completing the task, as they may feel exposed to potential judgement from 
other participants. Attitudes as such may be influenced by the other participants which is 
undesirable since the goal is not to understand the influence of group dynamic, nor to provide 
stimuli for new ideas (Lazar, Feng & Hochheiser, 2017) - but to explore the experience of each 
individual’s alone interaction with the website, as it would occur in a real-life setting. 

 

Because the study requires qualitative data, the prepared questions were formed in an open-
ended way, mainly pertaining to a how and why. Keeping the purpose of the study in mind, the 
goal of each question was to probe deeper into the interviewees’ attitude. With these guidelines in 
mind, questions were improvised on the spot. However, interviews kept the same structure and 
core questions were repeated in all of them. These core questions were made during the 
improvisation and conduction of the first interview and repeated so as to give the same 
opportunity for data in all interviews. These core questions were mostly inquiring about feelings 
during task, attitude towards Amazon and their account deletion, as well as prior experiences 
with similar situations. During the interview, one interviewer was given the responsibility of 
taking notes while the other lead the interview by asking most of the questions. The process was 
recorded with the interviewee’s consent, and then transcribed.  

 

3.3      Population Sample 

8 participants were interviewed, between the ages of 20-30, of varying nationality and gender, 
chosen non-randomly by convenience (Blomkvist & Hallin, 2015). This sampling was done in 
order to reach people the most willing to participate, willing to devote as much time as possible 
and who would feel comfortable openly talking to the interviewers. Furthermore, the age range 
was kept as a means to reach people who would not normally be hindered by technology, so that 
the data connects to potential difficulties navigating a deceptive interface, rather than difficulties 
navigating interfaces in general. 

 

3.4      Task 

Interviewees were given the task to navigate Amazon with the goal of deleting an account 
provided by the interviewers. After navigating the website for the given task, interviewees were 
asked open-ended questions relating to their experience with what they just did and similar 
experiences prior to the task - if any. A few core questions were prepared before conducting the 
interviews, so as to not stray from the purpose and research question. Other than finding out 
about their experiences with these types of deceptive interfaces, interviewees were asked whether 
they knew about, and had used, the tasked website previously and their prior opinion on it, both 
to account for possible bias but also to note possible change in attitude after the experience with 
the task.  

 



Method and implementation 

14 

Amazon was found to be an often-mentioned example of “dark patterns” in articles and social 
media. The frequency of this example might indicate a need for scientific ground which is 
precisely why it is included here for research. The Amazon example can be labelled as deceptive 
because features that are essential to the user, in means of giving the user a sense of control, are 
obscurely placed in favor of the company rather than the user. In the case of Amazon, it is the 
option of deleting your account - an option that doesn’t explicitly exist in the interface but 
requires contacting them directly - through a page that takes long navigating to and then requires 
a combination of seemingly unrelated contact categories to reveal the contact category of account 
deletion. It obstructs the task flow to dissuade action and thus serves as an example of a dark 
pattern that falls under the Obstruction Strategy (Gray et al, 2018). 

 

The purpose of the navigation task is more so to help the interviewees get involved in the case, 
gain a sense of context and the understanding needed to discuss it. In that sense, it isn’t 
traditional usability testing because the purpose isn’t to test the usability and gather data about 
general satisfaction and performance, and the goal is not to improve Amazon’s interface (Lazar, 
Feng & Hochheiser, 2017). Undergoing the task does generate data about the usability, but more 
importantly for this research, it provides an experience that qualitative data can be gathered from. 
We still refer to this methodology for a technical framework that guided our conduction of it.  

 

3.5      Thematic Content Analysis 

As is a common way of analyzing categorizable, qualitative empirics (Blomkvist & Hallin, 2015), 
a thematic content analysis was made from the data by picking up noticeable patterns in terms of 
value words relating to attitude, emotions and opinions. Patterns helped identify categories in 
which empirical data, in the form of above-mentioned types of words, was sorted - composing a 
table for an overview of the results.  

 

After interviews had been transcribed, the text was scanned for mostly value words such as 
nouns and adjectives describing the case or phenomenon. After all words had been collected, 
they were sorted into their respective purpose regarding how they were used by the interviewee. 
Four main categories were thus derived. The first category is for nouns and adjectives used to 
express attitudes and feelings towards either the case of Amazon they were presented with or 
towards the practice in general. The second category regards opinions or general thoughts about 
the Amazon case or the practice that may or may not have a relation to how they feel. The third 
category relates how the interviewee expressed the practice as intentional or not, addressing their 
understanding of the phenomenon as deceptive or as a design flaw. The fourth category includes 
adjectives on how they think the interface should be and how they expected it to be. After words 
had been sorted, synonyms were eliminated to avoid redundancy. 
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4 Findings and analysis 

Findings have been divided into four main categories that had the biggest impact on user 
experience: opinions on the account deletion process on Amazon, opinions on deceptive 
practices in general, feelings and attitudes experienced during the process of Amazon account 
deletion navigation, feelings and attitudes the interviewees expect to experience encountering 
deceptive practices in future. The categories along with the relevant findings have been presented 
in the Table 1. These categories have a direct relationship to each other where one affects 
another, which will be further discussed in section 5 of this paper.  

 

Table 1 gives an overview of opinions, feelings and attitudes that were mentioned at least more 
than once and that together form the experience of the interviewees. It is worth mentioning that 
interviewees used several different synonymous words, which were grouped together and labelled 
under one word, which encompasses the general meaning. In several interviews, participants did 
not use many value words but rather extended sentences to explain one feeling that fits under 
one of the labels listed in the table below. 

 

 

 Towards Amazon General 

Opinions  

(on account 

deletion 

process) 

Amazon’s account deletion process is… 

 

messy, unnecessary, waste of 

time/energy, impossible, unpredictable, 

tedious, complicated, unethical 

This practice is… 

 

intentional, unethical, the 

user’s responsibility, the 

company’s responsibility, 

unfair, expected 

Feelings and 

Attitudes 

(during 

process) 

It made me feel… 

 

frustrated, devalued, exploited, angry, 

disappointed, pessimistic, discouraged 

In the future I may be 

more… 

 

distrusting, cautious, 

pessimistic, discouraged 

  Table 1, Summary of the User Experience of the Interviewees. 

 

4.1      Expectations and Needs 

A majority of the interviewees did not find it very surprising that it was hard to delete their 
account, however, they had not encountered a deletion process difficult to this extent before.  

 

“A lot of websites make it hard to delete your account nowadays” (interviewee 2). 

 

“I have the expectation that it won’t be easy to find how to delete your account but I 
didn’t expect it to be this hard” (interviewee 8). 
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“I understand that's not that uncommon but going to such lengths to do so is just not 
normal” (interviewee 5). 

 

Despite the interviewees not being surprised by the complications of the journey leading to 
account deletion, they all expressed the expectation of finding the function among the accounts 
settings. On the other side of this, interviewees mentioned expectations contradicting this, which 
may be more accurately labelled as wishes or needs - they are characteristics they choose to 
expect but do not realistically anticipate being applied in all cases. 

 

Among the repeatedly mentioned characteristics that the interviewees’ wished for, or to some 
extent expected in navigation were clarity and convenience, often expressed similarly by many 
interviewees as a process that doesn’t require many clicks; 

 

“It should be a one-click process” (interviewee 4). 

 

“Account, account settings, delete account. Couple of clicks away, easy to access, 
intuitive” (interviewee 5). 

 

“If you want to, you should be able to unsubscribe with the click of a button” 
(interviewee 1). 

 

Most interviewees said that they had previous experiences where you have to directly contact the 
service-staff in order to delete your account or unsubscribe from something, which did not 
bother them too much even though they prefer having the control themselves. While this is more 
linked to business strategy rather than user experience, it had introduced the interviewees to the 
concept of retention by persuasion. 

 

“I knew I had to call them to tell them I want to unsubscribe myself. [...] Then you call 
them and they try to keep you on the webpage” (interviewee 1). 

 

Some interviewees explained that the reasons for their expectations were partly because standards 
of good design are higher in this day and age, but related to this specific scenario, expectations 
were directly linked to the size of the company behind the site, Amazon being an e-commerce 
giant and thus having to meet higher expectations. When those expectations are not met, it 
appeared obvious to all interviewees that the design is intentional, because Amazon’s web 
developers know what they are doing. 

 

“For deletion of your account, it should be maximum of three clicks. For unsubscription 
- one click. That's what I think, because... I mean, we're living in 21st century. 
Everything should be convenient for the users.” (interviewee 4) 

 

“Amazon is a big company and when it's a big company I always think they know what 
they're doing, so I think they have a strategy behind this.” (interviewee 8) 
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4.2      Understanding of Deception 

After usability testing with the goal of deleting a user account on Amazon, all interviewees 
responded they thought the navigation to account deletion information was intentionally made 
deceptive. 

 

“Amazon is a huge company... it's not like they didn't notice or think about it - they're 
too big to not think about it.” (interviewee 4)  

 

“They were purposely trying to hide a vital part of the account management.” 
(interviewee 5). 

 

Although the case is an extreme example of the obstructive strategy, the understanding of the 
existing intention behind it expressed by every single participant could point to the majority of 
users being well aware of and capable to distinguish potential attempts of deceit.  

 

When asked for their thoughts on the reasoning behind the complication of the interface leading 
to account deletion, most participants were assured it was the company’s attempt to retain the 
customers who want to or might consider deleting their account. Several respondents assumed 
the majority of users would not succeed navigating to the account deletion information on their 
own and would ultimately give up on trying to find it, often resulting in users keeping their 
accounts. 

 

“If it’s harder to find, some people just give up and just keep the account there. ” 
(interviewee 3). 

 

“They're probably aware that the majority of people will not go to such lengths to find 
the delete account feature and just give up.” (interviewee 5). 

 

Interviewees proposed users might feel the need to keep using the website solely because of 
having an account. Arguing on potential benefits for the company when retaining inactive user 
accounts, examples like mailing promotional materials and newsletters were mentioned, as well as 
the possible benefits of holding the private information of users. Interviewees presumed some 
users, who would have abandoned their accounts after being dissuaded from a successful 
deletion, could experience a change of heart and return to being an active Amazon user. 

 

“They want to keep you as a paying customer, one way or another... [...], things which 
are bound to lure in even some of the people that might want to delete their accounts.” 
(interviewee 5). 

 

One of the interviewees mentioned seeing no point in preventing users from finding the access 
to account deletion, as the truly determined would persist until completing their goal.    
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4.3      Feelings and Attitudes 

Frustration was the most common word to describe the experience with Amazon’s account 
deletion process. This led the interviewees to feel cautious towards other sites in the future 
because of that experience. Discouragement was also mentioned multiple times, both in a sense of 
being discouraged from continuing the account deletion process, but also discouraged from using 
the site, or similar sites, in the future if that process was unsuccessful. 

 

“I would get annoyed and discouraged from subscribing to similar websites in future” 
(interviewee 2). 

 

“It was tricky... and I wasn't happy about it. I was frustrated - it gave me a lot of 
frustration. That's how I felt” (interviewee 4). 

 

“But if I had some kind of experience like that - Amazon - and had to open a new 
account in an e-commerce website, I will think about it twice” (interviewee 6). 

 

Multiple interviewees expressed that their attitude was influenced by privacy concerns because it 
makes the efficiency of account deletion all the more important. While some interviewees 
acknowledged the privacy concern, they did not care for it themselves. 

 

“[...] but nowadays when you know that everyone can take your personal information 
and use it... I would definitely want that to be removed from their webpage” (interviewee 
1). 

 

“Personally I have gotten used to it and don't care at this point, but I know people, who 
really care about their personal information and do not disclose it easily” (interviewee 2). 

 

“It's my information that they own. And I just want it gone. And I should have a right to 
deal with this conveniently” (interviewee 4). 

 

Interviewees seemed to share the idea of feeling exploited or devalued, where the company 
thinks of the user as a potential source of income rather than a user with needs and an individual 
with feelings. That in turns made some of them feel angry or disappointed. Before being further 
informed on the topic of this research, a few interviewees touched on the idea of deception by 
expressing that they felt tricked. 

 

“It kind of feels like you're not connected to this page anymore, because you feel like 
they're only using you for the money or they… [...] It's more like they don't value you as 
a customer.” (interviewee 1). 

 

Relating to this, when asked if the account deletion process would affect the overall attitude 
towards the website if continuing to use it, one interviewee said:  
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“It would probably change my experience. I'd always keep that in the back of my mind 
and I'd feel like they don't really care about the customer experience ultimately” 
(interviewee 5). 

 

Interviewees continuously cared to explain, in various ways, that the practise of hiding account 
deletion would probably not change or stop because of their experiences, which further enforces 
that users feel devalued by the company. All interviewees labelled their attitude towards Amazon 
as negative - some of those attitudes were already negative before the task and then further 
strengthened after it. 

4.4      Opinions and Thoughts 

Out of the 8 conducted interviews, the majority of responses regarding the ethical side of the 
Amazon’s deceptive interface stated it is unethical towards the users. Two of the participants 
considered the case to be bordering on the edge of unethical practices. Likewise, responses from 
two other interviews stated users hold the responsibility for whatever services they get involved 
with, one of the respondents considering the Amazon case to be ethical.  

 

“From their business perspective, I think that it’s kind of alright.” (interviewee 3) 

 

Despite the wide range between responses addressing the ethical side of Amazon’s deceptive 
practices, the spectrum of words used by the interviewees to express their general opinion 
regarding the case tend to have negative undertones. Responses carrying a relatively lower 
emotional value described the navigation of the account deletion as weird, messy and tedious. To 
express emotionally strong opinions towards the deceptive navigation, words such as sketchy, 
ridiculous and unfair were used. Two of the participants pointed out the navigation of the task felt 
like a waste of time and energy. Four of the respondents described the task as impossible to carry out 
and said they would need to look for tutorials online to carry out the task by themselves. 

 

“It's almost impossible to find a way to do it without googling or contacting them.” 
(interviewee 8) 

 

The practise was described as intentional, as a strategy, with a clear purpose, and that therefore 
the company knows its effect - it is there, and will continue to be there, for a reason. If they were 
to attempt deleting their account in a real life scenario and give up because of the complicated 
process, that feeling, along with the idea that it’s unethical or at least bordering on unethical, 
would stay in the back of their mind and affect the experience. However, majority of the 
interviewees claimed they would not continue using Amazon in that case, but rather leave the 
account unused, as they believe they could choose from plenty of alternatives. In addition, the 
interviewees assumed this response would be similar for the rest of the users once encountering a 
negative experience of the kind. 

 

Many participants expressed their opinion on the issue would not have differed if it would have 
involved monetary value, however it would bear a deeper negative quality linked to the urgency 
of the situation.
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5 Discussion and conclusions 

Below follows discussion of method and findings, conclusions from the findings and the 
discussion of them, as well as future implications of those conclusions and what research may 
cover the ground this research did not cover. 

 

 

5.1 Discussion of method 

The chosen method allowed for a convenient gathering of sufficient amounts of data, as 
saturation was reached in the course of conducting the interviews, proving the number of 
participants to be adequate. The usability testing provided the interviewees with a decent frame 
to be able to address the researched topic. Keeping the interviews open-ended enabled further 
exploration of topics proposed by the interviewees, resulting in rich data with valuable insights.  

 

As the transcription of the interviews was carried out with a minimal time gap, there was no data 
lost due to memory bias or incomprehensive recordings. 

 

While this study only accounts for one case of deceptive interfaces, these results may be applied 
to other types of deceptive interfaces where there is only a small gap between user awareness of 
the deception, and usability of the interface; when the intention of the design is made evident by 
its functionality. 

 

 

5.2 Discussion of findings 

The interviewees’ answers show a significant relationship between expectations and attitude. 
Previous experiences affect both the level of emotions during future interaction and their 
mindset when entering a new website, where those emotions form their expectations. Feelings 
were also related to opinions on the navigation and deception in general. For an example, there 
seems to be a direct correlation to the time spent navigating and the level of frustration felt. A 
big portion of the words used to describe the user’s feelings were linked to their opinion on the 
ethics of the design. Those who stated it was unethical also said they felt devalued, exploited, 
angry or disappointed. Those who did not consider it fully unethical did also not fully express 
value as a feeling, in a sense of feeling valued or devalued, but expressed it in a more objective 
sense as an opinion, where they acknowledged it from a business perspective that did not affect 
them too much. The feeling of not being valued was a result of the user’s perceived right to 
convenience, or having control over their own data, time and energy. The deceptive practise was 
seen as disrespecting that right. Regardless of level of ethical concerns, no one expressed a 
positive experience with navigating the task, or a positive attitude towards the site as a whole. 
Every interviewee felt frustrated and used only neutral or, mostly, negative words to describe 
their overall experience. As such, the user experience can be simply concluded as a generally 
negative one. 

 

In regards to usability, there was evident friction between the task and the tools available to 
complete the task. The process, seen as complicated and unpredictable, resulted in negative 
responses such as frustration, anger and disappointment which made the environment perceived 
as tedious, impossible and unethical. Here we can see a clear link between the usability and the 
experience. The negative responses were further enforced by the time spent on trying to 
complete the task. Experience was thus made up by three factors: expectation, coherency and 
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duration - where coherency and duration is directly linked to the experience and expectations 
affected the level of impact. The experience lead to opinions which an attitude can then be based 
on. That attitude regards the present moment while continuing to interact with the site, and later 
on replaced by an expectation - or attitude towards future scenarios. This means that experiences 
affect one another.  

 

5.3 Conclusions 

Amazon’s dissuasion of account deletion was strong enough that it made the intention, or 
deception, evident to the user. Only due to that evidence did opinions on ethics form for the 
user, impacting the extent of the negative responses that made the user experience bad. Simply 
bad design would not have influenced the attitude as strongly as intentionally complicated design, 
as the latter disrespects the user, disregarding him/her as an individual with a wish for control 
associated to his/her freedom. Assuming that Amazon designed the process as a retention 
strategy, the strategy works in regards to discouraging the user from going through with the 
process, but because of the negative experience it also forms a negative attitude towards the site. 
The experience often led to giving up, which in a sense retains the user but it also retains, and 
possibly further strengthens, the negative attitude towards the site that made them want to leave 
in the first place. This may also be expressed by the dissatisfied user to other potential users and 
affect their initial attitude - attitudes that directly affect those users’ experience, filtering 
perceptions of the site. Because experiences affect one another, Amazon’s account deletion 
process reflects on the site as a whole. That being said, user experience on Amazon is negatively 
affected by their obstructive account deletion process; the outcome of the process is that of 
negative opinions, feelings and attitudes forming the user’s perception of Amazon. The response 
during attempted account deletion is frustration. The design being thought of as obviously 
intentional, Amazon is then perceived as not valuing their users. 

 

 

5.4 Future Research 

It seems that there is no lack of awareness on deceptive practises, but that the issue is rather the 
tolerance associated with it, both from users and the companies behind the site. Even though the 
users are affected by it negatively, and even though the company is not making a successful effort 
at hiding their intention, there are no concrete consequences to prevent the practise despite it 
being frequently labelled as unethical. 

 

For the future, the practise of deceptive interfaces could be better understood if research 
approached its ethical implications from fields with other perspectives, such as law, business and 
advanced psychology. Additionally, other categories of deceptive practices could be researched in 
depth, contributing to a more stable base of the deceptive practice research. Conducting 
quantitative studies in the field could allow the researchers to mark certain patterns and possible 
correlations between the user’s expectations and the implications of a perceived deception.
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7 Appendices 

Each appendix contains an interview with the corresponding participant. 

7.1      Interview 1  
So you haven't had an Amazon before, you haven't tried to delete it. How did you find your 
experience with the task? 

 

• It's uh, frustrating. I mean it's like, you expect these things to be more clear. Or easier to 
find at least. When you search it, then it's fine. But then after that it's a very weird 
combination between security... yeah those two things that have to be exactly the same, 
and then it's not really clear that you have to use them. I mean until 60% of the process 
you're fine and after that it's like a complete mess. 

 

Mhm. So if it was your actual goal to delete an account, how would you go about it? You would 
try to call them in the first place or would you try to navigate this whole thing? 

 

• I would go to Google and just google it... and maybe there they have a video or something 

 

But then at some point you would try to call them? 

 

• Yeah but if Google doesn't work then maybe youtube. Nowadays at least someone will 
have tried to record how to do it. So yeah that would be the first thing but then if that 
doesn't work I would call them and be like "hey, yo..". 
 

Have you had any similar experiences like these before? With similar websites where you try to 
unsubscribe or maybe get away from a mailing list or something? 

 

• Yeahh... When it comes to mailing list it's like easier. Because you just press unsubscribe, 
but when it comes to account then it's harder. There was like one webpage, I don't 
remember, it was like a long time ago, but then I knew I had to call them to tell them I 
want to unsubscribe myself and then they do it. And I think that's completely... not 
necessary. 
 

How did you know that you had to call? 

 

• It was like... Yeah it was more clear than Amazon. 
 

You were informed? 

 

• Yeah like "if you want to close this account then call this number". Then you call them 
and they try to keep you on the webpage. 
 

So, do you think it was designed like this to keep you on the website? 
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• Yeah I think so. On Amazon or? 
 

In general. When you have such issues like these when it's hard to find- 

 

• I think it's like when you have a situation where you have to call them it's technically made 
to keep you because then when you call them they're going to be like "Oh yeah why do 
you want to unsubscribe, do you know that you can use this, this". So I think that's their 
main goal. Uhh... But, otherwise I don't see a point to waste time. I mean if you want to 
you should be able to unsubscribe with the click of a button. 
 

Mhm. So if you have a situation like this where you struggle to find it or you need to call them, 
you've always succeeded in real life? 

 

• Yeah yeah. I mean if you want to do it, you can do it in one way or another. 

 

Okay, got it. What if there was a situation where you couldn't? You can't really contact them. 
Have you thought about that? 

 

• Depending on the webpage, I think that if it's subscription-wise, that they subscription 
every month from you... 

 

A monthly fee? 

 

• Yeah, then I would go to to the bank and tell them to stop transferring that subscription. 
Because that's what you can do. And that's not really hard in general. And then I'd be like 
oke cool, they can have my account but they can't take my money. Worst case scenario 
you just change your card and then they cannot take money cus it's not the same bank 
information. 
 

So, when you come across these things on a website, how does it make you feel? Like, do you, 
keep buying from them *inaudible*- 

 

• No, no, I would say that you feel like they don't, uh.... It kind of feels, you don't, like 
you're not connected to this page anymore because you feel like they're only using you for 
the money or they... You know what I mean? It's like uhmm... It's more like they don't 
value you as a customer. I would say.  
 

Do you think it's ethical? 

 

• It's.... on the edge, I would say. It's like, I mean of course they have the right to... I mean 
as long as they delete your account then it's fine, there is no problem with that but if they 
have like 10 000 buttons just to keep you there then that's not really ethical in the sense 
that you are wasting your time and energy and you might have additional costs like calls 
and whatever it is. And, I don't see the point cus if someone really wants to delete their 
account then they should be able to do it. Because that's the main idea, right? That you 
have a free choice. 
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Would you have a different opinion depending on whether or not you're paying for it? 

 

• Yeah. 
 

Let's say if you have a subscription you would probably go more aggressive about it, right? But 
let's say there is no subscription fee. If you just stay their member for ever, they don't really let 
you get out of there, would you still take the time to contact in all cases wh- 

 

• Really, the answer to this question has changed and will change in the years. In the sense 
that if you 'd have asked me this question couple of years ago I would have said like "yeah 
I don't care, they can have my personal information" but nowadays when you know that 
everyone can take your personal information and use it... I would definitely want that to 
be removed from their webpage. Because, you never know how that's gonna be used, 
especially if they have your bank details or something like that. If you're not using it then I 
would prefer to remove everything and be on the safe side. And I think that's how it's 
gonna go in the future with this kind of stuff because uhmm... just with the spread of 
information... more security... But if you would have asked me a couple of years ago I 
would have said that yeah they can have it. 
 

Do you leave any feedback ever? When you run into problems like these, like let's say you 
manage to get out of it, do you take any account to warn others or somehow, like... 

 

• Uh. If someone asks me? Yeah. I would tell them "ah, yeah, it's s***".  
 

You wouldn't call the company and tell them like "listen: this is wrong..."? 

 

• In a lot of cases they ask you for your feedback after that so I would write it down. 
Uhhh... If they don't ask it then I would just be like "okay I deleted my account, I'm not 
gonna put more effort into it." Because it.. it doesn't give me anything. And probably if I 
give them a negative- if they have that kind of uhm... If they made it this way so it's hard 
for people to delete their account, how it is in the example, I don't think even if I tell, 
even if I give them the feedback, that it will make them change it because if they have it 
like this in the first place they wanted to have it like this. So maybe in that case if I write a 
negative review so people can see it then maybe it's a different story because it's kind of 
preventative measure. But otherwise if I, if the company already has this kind of methods 
I don't believe that if I tell them they would do anything about it because they already had 
it there for a reason.  
 

Yeah, on the thought that if someone asks you then "yeah. I would say it's s***", how would you 
explain that, if your friend just asked about Amazon in general, how would you say that? How 
would you relate it to this?  

 

• Since I don't use Amazon, I can't really... 
 

Imagine it's a website that you do use. 
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• Yeah if it's something that i do use I would be like "yeah I use it, I like this thing and this 
thing but then I decided to delete it for whatever reason it is and then I saw this... So I 
think that they are not caring about their customers so you should, uh, think if you want 
to use them or not. Because nowadays you have a lot of other options. So it's also in, the 
feeling-side, like how do you feel when you use it and those things nowadays matter as 
well, because it's easier to switch from one place to another. It was a long time ago when it 
was only one webpage and then you don't have a choice.  
 

Mhm, yeah. Then keep in mind that it's always very easy to subscribe to these kind of services, 
right? And then if you would run into a problem like this, right, would kind of change the whole- 

 

• The whole experience, yeah. But then also it would change your experience for the future 
companies because if I do this with Amazon then the next one that has a similar a service, 
I would like to know how that works.  
 

So would you like subscribe to another service before you know how easy it is? 

 

• Yeah I would probably check it first. 

 

So you would check other people's reviews first?  

 

•  Yeah. I would be more cautious about it. 
 

Alright! Any other thoughts? 

 

• Yeah I also think it depends from service to service. In a sense that if I do it for Amazon 
where you buy stuff then you're probably not caring as much as if you do it for a company 
that you don't make money off or a company that.... 
 

If it's like for a good cause, you wouldn't mind so much- 

 

• No, no, no, I'm saying like, if it's like a page that I buy stuff and then it's super hard for 
me to delete the account and then I feel that they don't value me as a customer, it's not 
the same if it's like a page for action for an example, when you give money... Then if you 
have the same experience there, then there would be bigger impact on you, you know 
what I mean? Because then you feel more s*** about it because you give money for a 
good cause and you expect things to happen and you expect them to value you. Because 
then you have expectations. You're gonna expect them to treat you better and to make 
you feel as the person that they value. 
 

So the more you trust in the website, the worse it gets if it like, gives up on you? 

 

• Yeah, yeah. Exactly. Because when it comes to shopping you're not like... There's 
thousands of pages and you can go to the stores so you... I mean of course you have to 
feel valued but it's not the same as if it's for charity for example.  
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So whenever you kind of want to unsubscribe from something, do you always expect it's going to 
be hard or do you expect that it should be easy?  

 

• I expect it to be easy. Especially in most of the places they say in the beginning "here you 
can unsubscribe whenever you want" [repetition] and that's kind of false advertisement I 
would say. Because, if they say that then but then you have to go through thirty minutes 
or one hour of searching and calling, then that's like a false advertisement. I don't know if 
they say that for Amazon but. Then there is something that occurs... For an example if 
they take a monthly subscription.. my friend of mine had this thing, it's like, he decided 
"okay I'm gonna cancel this subscription" but then there is no button for it so you have to 
send an email to the company. And then you send an email but they didn't answer until 
his date for subscription, so they take his money and then they answer a couple of days 
later. So that's another type of... That's also not uhmm... 
 

But would you want to, would you prefer to be able to contact somebody when you're closing an 
account regarding money? Does it ensure you? Or... 

 

• If there is a button and then it says you're unsubscribed then I would trust it but if I have 
to go through all those steps and then at the end it says it's deleted, then I would not trust 
it, because of this pain that I went through. Then I'd think that since they put so much 
effort into make me not go, maybe I should double check. 
 

So what's your opinion on Amazon now? 

 

• When you see the webpage in the beginning it's kind of clear and then I like that they have 
a search. When I didn't find it the first place (support article) that was my fault because I 
didn't read everything but then I don't like the part after that when they just put you in 
there and it's like "now what?". Like contact us, but now what? Okay, yeah... Because I 
think even if I have read the whole thing in the beginning I would be there quite fast (in 
the contact us page) but after that I'd be completely lost. But I don't think anyone can 
actually do this without googling it or... I don't think it's actually possible, because of the 
combination in the end - how the f*** should I know?  

 

7.2      Interview 2  

How was your experience with the task? 

 

• I was disappointed with not being able to accomplish the task, since it felt like I tried 
everything. Personally, I don't close my accounts, since receiving one or two spam e-mails 
a month doesn't bother me too much, I usually just ignore them anyway. But the task was 
very tedious. Usually, if I wanted to delete my account, I would expect the function to be 
within the account settings. I don't think I would have ever been able to find the function 
on Amazon. 
 

Have you had similar experiences like the Amazon case? 
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• I have, but not as difficult as the Amazon. I used to play Poker online and kept receiving 
spam emails from this website, so it was tricky to find how to unsubscribe from the 
mailing list, but I never cared to delete the account. The only time I have deleted my 
account was because it involved other people and I didn't want to have my information 
available for them. 
 

What would you do if you had issues deleting a paid subscription account?  

 

• I would try to find the function myself and if I wouldn't manage to do it in 10 minutes, I'd 
try to google around. If that wouldn't help, I would contact the website.  
 

Why do you think Amazon account deletion process is designed the way it is?  

 

• To retain users. I see no other reason why it would be made so complicated. Besides, you 
don't even have the option to close the account yourself and I think most people wouldn't 
bother contacting the personal of the website and would just abandon their accounts. 
 

If at the end of the navigation to account deletion on Amazon you would be able to delete the 
account on your own, would you feel confident, that the process is completed? 

 

• It depends. If it would have been a site that was charging me, I would keep a close eye on 
my transactions and contact the site in case I notice I am still getting charged. Otherwise I 
wouldn't bother. 
 

Do you think design like this is ethical? 

 

• As long as it doesn't harm the user. But if a customer can't delete their account, the 
website will retain their personal information and it can be passed on to third parties, 
which is when it becomes uncontrollable. Personally I have gotten used to it and don't 
care at this point, but I know people, who really care about their personal information and 
do not disclose it easily. So from that, in a way it is unethical to prevent users from 
deleting their accounts, but on the other hand, the ones who really care will manage to 
accomplish it anyway. 
 

Would you normally expect it to be easy to delete an account? 

 

• Yes, but then again a lot of websites make it hard to delete your account nowadays, e.g. 
tying your phone number or Facebook profile to a subscription. Of course, I find it 
annoying and I understand that it is made like that on purpose. But some websites are 
hard to find alternatives for, so you are stuck with it. The biggest companies can get away 
with a lot of things simply because their customers don't have an alternative.  
 

How would you feel if you ran into an issue with deleting your existing accounts? 
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• I would get annoyed and discouraged from subscribing to similar websites in future. I 
would take time to check user reviews and the website itself before subscribing to it. 
 

7.3      Interview 3 

How did you find your experience navigating Amazon to find how to delete an account?  

 

• It was basically impossible to find, since I gave up. And yeah, it wasn't put somewhere 
obviously, so it's kind of hard to figure it out, unless you google it, I guess. 
 

Have you had any similar experiences when trying to delete an account or unsubscribe from a 
service?  

 

• I think once, it was Netflix that I couldn’t unsubscribe from, so I had to search how to 
quit on it. 
 

Do you remember how you accomplished it?  

 

• No, it was a long time ago. 
 

Did you do it by yourself or had to contact someone? 

 

• I did, I had to contact them also, saying that I want to cancel the subscription.  
 

Okay. So why do you think it was designed like this? 

 

• So that people don’t delete accounts.  
 

So you think they did this on purpose?  

 

• Yeah, because if it would be easier then, I guess, the amount of people deleting them 
would go up. And then when it’s harder to find, some people just give up and just keep 
the account there.  
 

Do you have accounts like that? Where you could be doing something, but -    

 

• I guess. 
 

Do you know which ones?  

 

• Like Amazon, I don’t use it often. I just keep it there. Uhm… Then, for example, Ebay is 
also the same thing. Uh… I don’t know, a lot of things. 
 

Why don’t you delete them? Have you tried? 
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• You never know when you might need them again. No, but I don’t know, like, it’s also the 
same thing, like you’re just too lazy to do it, in a way.  
 

You expect it’s going to be hard to do it? 

 

• Kind of, yeah. And you still think that you might use it in the future, so you just keep it 
there.  
 

Alright. Do you think it’s okay to design like that? Do you think it’s ethical?  

 

• Yeah...I think so. Like from their business perspective, I think that it’s kind of alright, 
because then it gets more consumers for them.  
 

Okay. What about if it’s a case where you have a monthly fee? 

 

• Yeah, but there are things like that, where they charge you and you don’t even know about 
it. Some people just miss on it, for example, because they don’t unsubscribe or the free 
trial ends, or whatever. So, yeah, that’s not cool, but at the same time it’s kind of the 
persons fault that they don’t look carefully into what they are getting themselves into. 
 

Alright. But how does it make you feel from a users perspective?  

 

• From a users perspective - it sucks. I’ve also had that - they charged me, but I noticed it, 
so then I wrote them an email and then they, of course, cancel and refund it usually. But 
yeah, from a users point, I guess it’s not a good thing.  
 

Do you think your experience would change depending on what the purpose of the website is? 
Amazon is e-commerce, but let’s say it was a different service that you wanted to unsubscribe 
from, like Facebook or some kind of application, do you think it would change your opinion 
about it?  

 

• Nah, not really. I think it would be the same, doesn’t matter what kind of website it is 
really. It goes for all of them the same. 
 

Okay. So let’s say in the end of that Amazon navigation, you could delete your account on your 
own, and you would have done it, would you trust that your account is really deleted? 

 

• I guess I would trust it, especially if it’s not something that you paid for, something you’re 
subscribed to. If you are subscribed to it, of course you double check everything and 
maybe contact them just to make sure. But yeah, if it was without fees or anything, I think 
I would just trust them with a click of a button.  
 

If you had struggles trying to unsubscribe from something, how would that affect your opinion 
on the service? Would you share this opinion?  
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• I mean, I wouldn’t tell anyone about how hard it was to unsubscribe from it, I would just 
want my money back.  
 

So as long as you don’t have any financial withdraw, you wouldn’t care too much?  

 

• Kind of, yeah. 
 

So do you normally accept these kind of long navigations? Or would you expect it to be easier? 

 

• I think it should be easier.  
 

Alright! Any other thoughts on the topic?  

 

• No, not really.  
 

How did you find this interview?  

 

• I think  it was crystal clear! 
 

7.4 Interview 4 

What do you think of your experience browsing the website? 

 

• Just browsing or looking for this particular thing? 
 

Looking for this option to delete your account - how was your experience? 

 

• Well... It was tricky... and I wasn't happy about it. I was frustrated - it gave me a lot of 
frustration. That's how I felt.  
 

Have you had any similar situations previously? With any other websites, have you had any 
experiences like these? 

 

• Yes. 
 

Do you remember them? 

 

• No, I just no for sure that something I need to like, when I'm getting like emails, and you 
know, in the email you have to  unsubscribe button and sometimes when you press it 
you're taken to the website and you need to look for it yourself and then they ask you ten 
million questions why you wanna unsubscribe and stuff like that. 
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Mhm. 

 

• So that frustrates me too. Sometimes there are very important things like, sometimes there 
are terms and conditions that are very like hidden or whatever, and... sometimes you need 
things that are not very convenient for... the seller for you to find and that's why it's so 
difficult to. I don't think it's bad design! I don't know, I think it's better for them to have 
the account. 
 

So you think it was done on purpose? 

 

• Yeah. Well, definitely! Amazon is a huge company... it's not like they didn't notice or think 
about it - they're too big to not think about it. 
 

How does that affect you? How do you feel about it, regarding this experience? The fact that you 
think it's intentional. 

 

• Yeah, again I'm feeling frustrated. Because... it shouldn't be this way. And, in today's 
world, especially when it's a european website and we have such strong laws and 
regulations about terms and conditions and stuff like that. 
 

Actually I think it's the same worldwide. And then the shipping is the only thing that changes 
depending on the location.  

 

• Well anyways, I don't like this at all. 
 

Have you had any similar experience with, let's say, services where you had a fee? 

 

• Fee? 
 

Some kind of subscriptions.  

 

• Yes.  

 

Yeah? Do you remember any of those? 

 

• Spotify. 
 

Can you tell me anything about the experience? 

 

• It was a positive experience.  

 

Oh, so you had a subscription and you wanted to unsubscribe- 
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• Yeah with Spotify it happens a lot of times because I keep changing my bank accounts 
and they automatically charge my bank account and sometimes like, one is empty and the 
other is full and they, like, very nicely tell me about it. They write a small reminder on the 
top of the program. I think Spotify is doing a really good job, it's really easy to cancel it. 
And also... Skillshare I think. I just got a free... trial for that. And they basically wrote to 
me that I'm gonna get daily reminders before my subscription ends, so that I can 
unsubscribe if I don't like it. Which I thought was a very good thing, that I get an email 
that says "hey, your subscription is almost over - if you don't want to get charged you 
should unsubscribe". That makes me trust a company way more.  
 

So they already sent you these warnings and stuff? Have you received them? 

 

• I haven't, but they told me they will. So I trust their word you know. Cus the 2 months 
period didn't finish yet. 
 

Do you think, in this case with Amazon - you don't have to pay a monthly fee with the normal 
account, but if you had a situation like this where it's really hard to find where to delete your 
account, and let's say you were having these monthly fees - what do you think would happen and 
how would you react to that? 

 

• I would be scared. Contacting people takes time... so I never know if I'm gonna be able to 
contact them - what if I'm like... what if the money is very important to me or whatever. I 
would be scared, I would not trust a company. I might even consider suing the company, 
cus it shouldn't be okay - to hide it like this. Even now it's not okay! It's my information 
that they own. And I just want it gone. And I should have a right to deal with this 
conveniently. 

 

So far you have not had problems deleting accounts? 

 

• Noo... I tend to find everything. I think about these things a lot. Because I'm aware of 
what the companies to and I'm very like, careful about the things I do. 
 

Not from a personal experience but because you have seen news about it? 

 

• Yes. And also I study, so I find all terms and conditions interesting. No people do that. 
 

Do you read them actually? 

 

• From time to time yeah. I am just interested in what they have written in it. If anything's 
changed or something. It's interesting sometimes. 
 

Do you think it is ethical to design like this? 

 

• No.  
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Okay. Do you think that your experience with problems deleting your account could differ 
depending on the type of website? For an example Amazon is e-commerce, but then then let's 
say... YouTube or some social media platform... Do you think your experience would be different 
and your attitude would be different if it would be hard to delete your account on a different type 
of platform? 

 

• Yeah. It would be different. If it was social media and I'd have to contact someone to 
delete my account for it, I would be even more frustrated. 
 

Oh even more? 

 

• Yeah! Because here, for Amazon, they only have my email, my name, my surname, stuff 
like that. Social media platforms own much more of my information. 
 

For Amazon it turns out in the end you can't even do it on your own - you have to contact them. 
But let's say there was a button right there, at the end of the navigation that you managed to go 
through - and you'd have clicked it, would you feel sure about it?  

 

• Yeah. 
 

So you would trust that your account is really deleted? 

 

• Yeah. 
 

Alright. Regarding these kinds of situations, do you ever check reviews from other users?  

 

• Regarding these types of situations? 
 

Yeah, if you want to subscribe for a service that's gonna charge you. You said you often check 
the terms and conditions - would you also look into reviews? Or would you consider leaving one 
yourself if you run into an issue? 

 

• Well if it's a trustworthy website, like a big company like Amazon, I wouldn't read 
customer reviews because I would feel it's unnecessary because they're too big to make 
stupid mistakes. Or to... commit fraud or whatever. But if it was a smaller e-commerce 
company, I would definitely read the reviews. Just to see if it's genuine. Not the reviews 
on their own page of course, but reviews on like, pages that are more trustworthy. 
 

Why do you think Amazon is doing this, considering how big they are? 

 

• Cus when you have an account, they can send you emails and they can remind you that 
you have an Amazon account... constantly. Also it's convenient for them. If you want to 
buy something, and you need to buy it online, and you're like "oh I have an Amazon 
account" and you go and buy it. It's convenient for them. I think. 

 



Appendices 
 

36 

Don't you think that if a user would have tried to delete their account, you would get frustrated, 
would you still keep using it like that? Would you contact them and make sure you delete it or 
would you just give up and let your account be there? 

 

• I would... probably contact them. I'm very... maybe I would let it be if it was just my email, 
name and surname. But if it's more... if I ordered something before, I would definitely 
want it deleted. So I would contact them. But otherwise... I mean, anyone can get access 
to your name, surname and email these days so it's just... 
 

So you're usually aware of exactly what kind of information you have on the account? 

 

• Yeah. 
 

Do you normally expect it to be easy to log out of a website and to unsubscribe from services? 

 

• Yes, yes. Yes. It should be a one-click process. For like deletion of your account, it should 
be maximum of three clicks. For unsubscription one click. That's what I think, because... I 
mean, we're living in 21st century. Everything should be like, convenient for the users. 
 

Now I'm going to tell you what our research is about exactly. What we're researching is dark 
patterns - situations where there is something deceptive about the interface. It could be pop-up 
windows with tick-boxes that are already ticked for you where you have indirectly agreed to them 
sending you emails and stuff like that. Or for an example there could be deceptive practises in 
that none of the ticks are marked but some of the windows would use double negatives so you 
would actually tick to say "no I don't want to receive emails". And then there is uh... A lot of 
other things, like when there is a button where they use your memory of what the button usually 
means to put other information so you instinctively click it. The emails... subscriptions that are 
hard to unsubscribe from. These are all called dark patterns and we're researching exactly one 
type of them, where it's really easy to get into a service, like you said, a "one-click process" and 
when you want to get out of a service, sometimes it's really hard. Amazon is a perfect example of 
that where you can't even do it in the end but it's even hard to find info regarding that on the 
website itself. Do you have any thoughts on the topic? 

 

• Well, my thoughts on the topic are that, I think the government should be taking care of 
this. And there should be - there are - regulations for e-commerce, but they obviously 
can't cover everything since everything is developing so fast. We are very protected in EU 
with these regulations. But I guess you can't get away from it completely. It's always going 
to be an issue or whatever.  
 

So you think in the future we wouldn't be able to be fully free as users to unsubscribe from 
things? 

 

• No cus we're curious as users. We go into... yeah maybe big websites like Amazon 
shouldn't have this, or like Facebook shouldn't have their data leaked. Maybe they're 
gonna fix it eventually. I'm pretty sure they will, cus you know people are developing 
softwares and stuff to... protect people's data. But other users will always be curious. And 
we're always gonna find places, find websites, find a way to get like... played, you know? 
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Or something... But it's just my thoughts. 
 

7.5      Interview 5 

Do you have an Amazon account? 

 

• No, since I can't even access it. 
 

How did you feel when trying to delete this account? 

 

• Like they were purposely trying to hide a vital part of the account management, really 
tedious process. 
 

That leads me to another question, if you can expand on that answer: why do you think it was 
designed this way?  

 

• Well, because they want to keep you as a paying customer, one way or another... Probably 
done through limited time deals and promotions, things which are bound to lure in even 
some of the people that might want to delete their accounts. And they're probably aware 
that the majority of people will not go to such lengths to find the delete account feature 
and just give up. 
 

So if you were actually trying to delete your own account and this wasn't just a given task, would 
you give up? Would you keep looking or would you just leave it be - the account? 

 

• I'd probably just leave it be since it probably wouldn't affect me in any way. If I had a 
legitimate reason to delete it though, I would probably keep on looking for ways to delete 
it. 
 

What would be a legitimate reason? 

 

• Hmm the only thing that comes to mind is an information leak, or hackers attacking 
Amazon, which would put my personal information at a risk. 
 

How about if it was another type of website? If it's not e-commerce. Is there any type of website 
where you'd feel more inclined to delete your account? 

 

• Yes, there are those type of websites, especially some regarding mmorpgs that spam you 
with limited offers, deals, updates - even if you have unchecked the newsletter option. 
 

Ah, did you ever try to unsubscribe from those?  

 

• Yes, still getting mails nonetheless, some of them even going automatically in the spam 
folder. Don't think you can unsubscribe, the only thing I imagine you can do is delete your 
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account. 
 

Okay, okay. Back to Amazon account deletion... You said you might have just left the account 
existing since it's tedious? Would you feel forced to use it? Let's say you want to buy something, 
and you're like "well I already have an Amazon account so I might as well use it". 

 

• Not really since I have other alternatives, but I might be inclined to say, get Prime, when 
they had a package deal in which you'd also get Twitch Prime and also some digital stuff 
in some games. The first month being free. 
 

Okay let's say you did continue using Amazon - when continuing using it, despite not wanting to, 
would your experience with trying to delete the account affect how you feel when using it? 

 

• It would probably change my experience. I'd always keep that in the back of my mind and 
I'd feel like they don't really care about the customer experience ultimately. 

 

How about the user experience? How do you feel the company thinks of you, or its users? 

 

• Probably something among the lines of money bags, or potential money bags. 
 

So you feel that they just think of you as a source of money? 

 

• Yes, otherwise they wouldn't go out of their way to hide vital account features, offering a 
sub-par user experience. 
 

Can you explain what you mean by sub-par user experience, relating it to your own experience 
today? 

 

• I mean, the account deletion was probably one of the most tedious processes I've ever 
experienced on a website. Honestly a huge waste of time. 
 

Okay, so you think it's tedious, and that makes you feel...? 

 

• Angry. 
 

Alright. So you said you think they're intentionally designing it like this. What do you think about 
that from an ethical perspective? 

 

• They're pretty high up there in trying to hide information and features. I understand that's 
not that uncommon but going to such lengths to do so is just not normal. They're doing a 
disservice to basically all e-commerce platforms by treating customers like this. 
 

So you think it's ethical or unethical, right, wrong? 
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• If I had to choose I would say unethical and wrong. 
 

You don't have to choose either, you can explain a middle ground if you want. 

 

• Nah, they're just unethical overall. 
 

More importantly, do you care whether it's ethical or not? Does it affect your attitude towards the 
site and how you feel when using it? 

 

• Hmm I suppose it does affect my attitude a little. I mean, I wasn't really inclined to order 
anything from there for the time being anyway but now I feel less likely to. 
 

Because it's unethical? Or because they made something tedious? 

 

• Mostly because it's unethical but also because it's a bit too tedious - but mostly because I 
ain't paying a 30 dollar fee when ordering a 4 dollar pack of toothpicks. 
 

How do you expect account deletion processes to generally go? What are your expectations for 
sites in general when wanting to delete your account? 

 

• Account, account settings, delete account. Couple clicks away, easy to access, intuitive.  
 

And when your expectations aren't met you feel angry? Or is this particular example a trigger? 

 

• This one is particularly a trigger because of the lengths they're going to hide it. When it 
takes more than normal to find something that I'm used to finding quite easily, it gets me 
more and more frustrated. 
 

Lastly I am obliged to tell you what we are researching. You seem to be already fairly aware of 
the topic but it's about deceptive interfaces - so basically interfaces intentionally designed to 
persuade or dissuade action from users. Do you get it? 

 

• Yeah, pretty much. 
 

Do you have any thoughts to add on that now that you know the research area? 

 

• Like, comment and subscribe. 
 

7.6      Interview 6 

How did you find your experience when looking for account deletion?  

 

• Quite frustrating. If I really wanted to close my account right away, I would feel even 
more frustrated about the lack of possibility to do so right away, on my own, whenever I 
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want. 
 

Have you had similar experiences before? 

 

• Erm...me personally - no, but when I was researching on how you can delete your 
Facebook account, it turned out that it’s really really long story and it’s basically not 
possible to do it as an impulsive decision.  
 

So you wanted to delete your Facebook account? 

 

• I didn’t really want to do it, I wanted to see how it happens and it turned out that it’s really 
hard to do it. I wanted to have the opportunity to delete it after I finish my studies, 
because right now it’s kind of a thing that I need. But I was searching, because a lot of 
people told me that it is actually nearly impossible to delete your Facebook account, so I 
decided to check it out and see. And, yeah, it is nearly impossible and you can not do it by 
just clicking a button and then - poof - your account is gone! I guess it is the same in this 
[Amazon] case. 
 

Yes, it is similar! So why do you think Amazon account deletion was designed like that?  

 

• Well, I suppose that it’s really easy to open an account, I’m not sure, I’ve had it for a 
pretty long time, but I’m quite sure that it was easy to create an account. I guess they make 
it hard to close your account in order for you to keep using it anyway!  
 

Would you keep using a service if you had a problem like this with closing your account?  

 

• No, no. I think that everybody who wants to close their account for some reason, they 
don’t want to use it in that way and if they see that it’s super hard to - or at least I’m 
speaking for myself - if they see that it’s super hard to close the account I would get mad a 
those people and I would probably find an alternative. Of course, if there’s no alternative 
for something, I would probably still continue to use it if I have no other choice, but if I 
have it -  will use other services.  
 

Do you think it is ethical to design like this? 

 

• No, I don’t think so. I mean it’s kind of like...there is a law that when you send emails to 
somebody, they should be able to unsubscribe from those emails in a couple of clicks, not 
sure how many there were, but it’s small. And as far as it goes with ethics, I think that it 
should be the same with closing the accounts, no matter what. I mean I get it, that, for 
example, closing your bank account takes a couple of days, because it’s something 
different, but your online account in an online website shouldn’t be that difficult. It’s not 
that ethical, because from what I saw, it’s really hard to even find a way to try to close 
your account, not even the closing itself! You should give your customers the opportunity 
to do so, and you shouldn’t count on customers based on the fact that they can not delete 
their accounts.  
 

Would your opinion on account deletion change if you had a subscription with fees?  
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• I would be even more frustrated. I’m not quite sure, but I think that this can not be legal. 
I mean, for something that you pay for, you should be able to have the opportunity to 
unsubscribe. ...but now that I think of mobile operators, which are kind of a subscription, 
you can’t end it right away, you still need to pay off until the end of the period or 
year...and that’s why I hate mobile operators!  
 

Alright! So there’s social media, e-commerce, subscriptions. Would the purpose of the website 
have an influence on your opinion on opting out? 

 

• I think it’s equally unfair, no matter the service, because you create your accounts willing 
to use the service, and if you don’t want to use it anymore, no matter what it is, you 
should be able to just not use it anymore and not have some fictive account laying around 
somewhere on the Internet with your private information in it, of course. I don’t think 
that it does matter what kind of website it is... although, now that I think about it, I think 
that I would be more frustrated with an e-commerce website that has my billing 
information, my credit cards and all of that. Information that concerns my money.  
But yeah, on the other hand, Facebook is a social media that has a lot of my other 
personal information, no matter that it has no money-related information on it, so I think 
it’s not good either way. Of course, it’s always worse if there’s money involved. 
 

Would problems with deleting an account affect your attitude towards similar websites in future? 

 

• I would probably start looking for tutorials on how to delete your account even before I 
have created them in the first place. The next time I would have to create an account, I 
would probably want to know if it will be hard to delete that certain account. For example, 
a month ago I subscribed to Netflix, and they reassured me when I was subscribing, that 
at any time I can just stop my payments and delete my account and stuff, so that was 
something that made me just subscribe and put in my payment information, because when 
I was subscribing - I don’t know if it’s true, I haven’t tried unsubscribing from it yet -
  they had a disclaimer that I can stop it whenever I want, so that was something that 
made me not think too long about it. But if I had some kind of experience like that - 
Amazon - and had to open a new account in a e-commerce website, I will think about it 
twice. But I don’t think that it would stop me from creating new accounts at all, because 
it’s impossible!  
 

What do you think account deletion should be like?  

 

• It should be just as easy as creating an account!  
 

Okay! I will now tell you more about the topic we are researching! We are exploring deceptive 
practices in interfaces: confusing pop-ups, tick boxes, that are marked as read for you 
beforehand, as well as services and websites, that are really easy to get into, but very complicated 
to leave. We are researching the users point of view and how the user experience is affected by 
these practices. Do you have any thoughts you’d like to share on that? 

 

• I never really thought about it… The thing is, I have always seen the ticked boxes and all 
those things and I always think: “Ugh, yeah, those cheaters again!”. Tricking me into doing 
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something or just going their way. I think it became an issue since last year, when the 
GDPR law was elected. All of the websites started popping up those questions: do you 
allow us to use cookies? And for some websites, you could not proceed to the website 
before ticking the agreement, which is actually breaking the law, since you should be able 
to still view the website, although you might not agree to allow cookies. Still, they 
continue doing that even now, almost one year later.  

 

You mentioned “those cheaters” - who do you mean by that? 

 

• I think it depends on a lot of people. The company, the business itself, I will think of it as 
a “cheater”. I don’t blame the poor website developers, that were made to do that.  
 

Alright! Other thoughts on the topic?  

 

• I think that it’s interesting - to actually observe what the users have to say about these 
issues, because businesses and websites are clear, but it seems like nobody really cares 
about the users anymore.  
 

7.7      Interview 7  
Do you have an Amazon account? 

 

• Erm… I’m not sure. 
 

How come? Did you register a long time ago?  

 

• Yeah, a year or two.  
 

Okay! Have you ordered anything? 

 

• Yeah, I think I ordered a book from there. 
 

And that’s it? Did you never use it again?  

 

• Erm… no, didn’t think so. 
 

Why didn’t you delete your account?  

 

• I might use it in the future. 
 

Alright! So tell me, how did you find the experience of navigating the account deletion on 
Amazon? 
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• ...it’s hell. I got frustrated as hell. And I think that resorting to help page to find it is 
already ridiculous. And then it turns out that you can’t really do it anyway and you have to 
contact people. So...not cool, no, zero fun. Obviously sketchy. 
 

Why do you think it is designed this way? 

 

• To prevent you from deleting your account, obviously! 
 

So you don’t think that it might be just a mistake? 

 

• No way! 
 

Alright! What would you do in this situation if you wanted to delete your account for real? This 
was just a play-out, right, but if you were trying to delete your own account, what would you do?  

 

• If I was really determined I would google it and search different forums. 
 

Would you ever turn to the actual website first? 

 

• Yeah, I do delete accounts, some people don’t do that, they just keep their accounts 
trashed up, but I usually pay attention to that, so yeah, I would definitely try to do it on 
my own first.  
 

But with Amazon you thought you’re going to use it, so you kept it? 

 

• Yeah. 
 

So how long would you normally search around a website until you would give it up and turn to 
googling?  

 

• 5 minutes. 

 

What do you expect the navigation to be like?  

 

• Easy… and not judging. 

 

What do you mean by “judging”? 

 

• When you get pop-up messages like “Oh, sorry to see you go!”, or something like “Are 
you sure you want to miss out on blah blah blah”.  
 

Do you remember similar cases you’ve had with having problems getting out of a subscription or 
deleting an account?  
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• Hmm… not really, no. The only thing was deleting a Twitter account - it takes a month to 
make it disappear, that’s their waiting period and it’s not really needed. I would prefer a 
quick solution. It’s a good tactic if somebody changes their mind. I would imagine that 
people revert after some time. Still, I think something like account deletion should be 
immediate.  
 

Do you think that it would change your opinion regarding the problems you are facing when 
deleting your account depending on what is the service that the website provides? For example, 
would you have a different opinion on having issues deleting your Facebook account compared 
to your Spotify subscription or getting rid of newsletters? 

 

• I could imagine that an account from a website that has you subscribed to something or 
where you pay for something could be more problematic. Because probably you would 
have to wait for the payment period to end or something. But for everything else, even 
Facebook, it shouldn’t be a matter of hassle. Couldn’t see any reason why I wouldn’t be 
able to do it immediately.  
 

Right. If you didn’t manage to delete your account on a website, would you feel forced to 
continue using it? 

 

• No, I would just keep it. Or try to reach out to the customer service. I’m not sure, I think 
you can delete anything now, the GDPR thing, you know. At least the data they have on 
you. 
 

After this experience you had with complications deleting your account, would you consider 
using Amazon?  

 

• As a last resort, maybe. But I already have an opinion about Amazon, they get a lot of bad 
press, so I try to stay away. Besides it’s not a company that operates in my areas of 
interest, so it’s not useful for me to have things shipped from abroad. It’s just for very 
special occasions, like UK or Germany.  
 

So you would try to look for alternatives?  

 

• Yeah. 
 

What do you think of the Amazon issue from the ethical point of view? 

 

• It’s just wrong, there’s nothing, no good argument to it.  
 

Would it change your attitude when using the website? 

 

• Yeah, of course. I would try not to use it, that’s it.  
 

So you would just try to avoid it? 
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• Yeah, I wouldn’t boycott it on a higher level. I definitely have my opinion, but I wouldn’t 
advocate this case. I don’t think it’s that big of an issue in my life.  
 

Do you ever turn to reviews on a website or a service before starting to use it? 

 

• Not really, no. If there’s really bad press about it, I will notice, since I follow news on 
technology. If some company has really bad reputation of being not user-friendly. 
 

Okay! I will now tell you more about the topic we are researching! We are exploring deceptive 
practices in interfaces, like the pop-up windows you mentioned, tick boxes, that are marked as 
read for you beforehand, as well as services and websites, that are really easy to get into, but very 
complicated to leave. We are researching the users point of view and how the user experience is 
affected by these practices. Do you have any thoughts you’d like to share on that? 

 

• It’s a really good topic, especially now, with all of the privacy concerns. 
 

7.8      Interview 8  
Do you have an Amazon account? 

 

• No. 
 

How did you feel when trying to delete the account? 

 

• It was frustrating, uhm... I couldn't find what I wanted and when I thought that I found 
what I wanted it wasn't that. So yeah, it was frustrating. 
 

How do you usually expect it to go, when deleting an account in general, on any website? 

 

• Well, I have the expectation that it won't be easy to find how to delete your account but I 
didn't expect it to be this hard, and I didn't expect that when I find the section about 
deleting your account there is no button or link directly to deleting it. So this was... harder 
than I thought. 
 

If you were to actually delete your account, if this was a real case scenario, would you give up and 
just keep your account there? 

 

• It depends. If I really wanted to delete it I would probably try to contact them and ask 
how to do that or, actually, I would first google it and if I can't find it on google then I 
would contact them.  
 

Let's say you don't find how to do it. Would you feel forced to continue using the site just 
because you have an account? 
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• No. I would probably just leave it hanging.  
 

If you were to continue using it, despite not wanting to, would your experience with trying to 
delete the account influence your feelings when interacting with the site later? 

 

• Yes, I think... I think I would be generally mad at Amazon and I wouldn't like using their 
service as much as I did before. 
 

Why do you think it was designed this way? 

 

• Because they don't want to lose their customers and they want to keep you on there. 
 

Okay, from an ethical perspective, how do you feel about that design? 

 

• Well I feel like they are tricking people. I mean , there is an option to delete the account 
but they made it really hard and it's almost impossible to find a way to do it without 
googling or contacting them. So I think it's a bit unethical. Because... yeah, they are forcing 
you to stay on it. 
 

A "bit" unethical?  

 

• Yeah. It's wrong. 
 

How do you think the company thinks about you as a user, when it comes to valuing them? 

 

• Well Amazon is a huge company so I don't think they value every individual because they 
have so many customers that they can't take of every single person, so. I don't think every 
single user has a big value for them. 
 

Why do you think they want to keep you? 

 

• Because it's potential money. I never used Amazon but I guess they could send you 
newsletters and things like that. Advertising. I think that's why they keep you. 
 

How would you go about deleting your account normally? Where do you expect to find it? 

 

• I would always expect to find it when you go to your profile. And then somewhere in that 
profile page there should be a delete option. 

 

And when your expectations aren't met, how do you feel? 

 

• Frustrated. 
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How frustrated? On a scale of 1-10? 

 

• In this case 10.  
 

If it's difficult to delete your account generally, on any website, would you feel the same, or does 
it depend on the type of website? 

 

• No, I would say it's the same. I mean if it's really hard to delete the account I would be 
frustrated, so it really doesn't matter for me what kind of service they're providing. 
 

So it's not related to information, money or anything like that where you feel more frustrated not 
being able to delete right away? 

 

• I think I might be more frustrated if the website has more importance for me, like, I don't 
know what example to give but imagine something similar to a bank and if I want to 
delete that sort of account it would influence me more because it's more important for me 
to delete that account. 
 

Have you been in situations before, where you're trying to cancel some kind of service - delete 
your account, unsubscribe from something, opting out of a service, and it was hard to find and it 
felt like they hid it? 

 

• Yes, I can't give a specific case but yes I have had accounts in several places and most of 
the time it was frustrating to find how to delete you account. 
 

How do you feel that has influenced you? If it affected your expectations or attitude for future 
scenarios? 

 

• Well I think it affected me in the way that I'm already prepared that it's going to be hard to 
delete my account, so maybe every time I encounter this I'm a bit less frustrated, but it 
doesn't mean that it doesn't make me frustrated. It's still annoying that I can't delete the 
account but I'm more prepared for it. 
 

So you're pessimistic already? 

 

• Yeah. 
 

Do you feel like your trust towards websites is affected, after encountering this and going onto 
new ones? 

 

• I don't know, I wouldn't say so. I wouldn't trust it less just because of the account part 
because it's not the first thing that I'm thinking of when I enter a website. It's all about 
what content they have and if they provide good user experience for me and good 
information and if I find what I want and if I achieve my goals, then it doesn't really 
matter for me... So yeah account doesn't really matter for me when entering a new 
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website. 
 

Okay. What was your opinion on Amazon before and did it change after the task? 

 

• Well as I mentioned before I never really used Amazon so I don't have a really strong 
opinion about it but I heard a lot of bad things from my friends that were buying stuff 
from Amazon. But also I heard a lot of good things that you can find anything you want. I 
have a pessimistic opinion about Amazon I would say. 

 

Amazon is a pretty big website, big company. Do you expect them to be more honest with their 
users compared to smaller sites? 

 

• That's the thing. Amazon is a big company and when it's a big company I always think 
they know what they're doing so I think they have a strategy behind this. But uhm... Of 
course I would expect from a website like that to have better user experience. 
 

So the fact that it's a big company is what makes you think it's intentionally designed that way? 

 

• Yes. I would say so. They have been for years. I would expect that they know what they're 
doing and everything they do has a purpose. I know that so... it's obviously on purpose. 
 

You said it's a bit unethical. Do you care generally whether a website's practises are ethical or 
not? Does it affect how you feel about it? 

 

• Well yes it does... When I tried to delete the account right now I instantly got frustrated 
because I'm pretty familiar with user experience and I would say I'm pretty good with 
navigating a website and if I found it hard and it took me more than 10 minutes or 
whatever to find the information... Yeah I would say it's pretty unethical and it made me 
have a negative view on Amazon.  
 

Some people are more influenced by the fact that it's hard and they are generally frustrated with it 
taking time, but other people may be more annoyed by the fact that it's wrong. Would you say 
you care more about one or the other? 

 

• Maybe in this case because it's Amazon and it's a big company for so many years, it affects 
me more that it's unethical than it being hard to find. Because... you always expect higher 
standards and you have higher expectations when it's big companies and world-known 
companies. 
 

I'm going to tell you what we are researching to see if you have any more thoughts. So we're 
researching something called "deceptive interfaces" and basically that's interfaces that have been 
intentionally designed to like, obstruct the task flow, to persuade the user to do an action or 
dissuade them from doing an action like in this case.  

 

• Yes. 
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Do you have any thoughts on that topic in general? 

 

• Well as I said, all of this is designed to have a purpose so... I know that they have a 
strategy behind this. I'm not sure what it is but I'm thinking that it's probably working if 
they are using it and uhm. It makes me obviously frustrated and a bit mad that it's so hard 
to find my goal and to achieve it but. From a user experience designer's perspective I 
understand them and I think they have a good purpose for that cus otherwise they 
wouldn't do it, so... Yeah. 
 

How about if it was the other way around? Amazon is trying to keep you from doing an action 
but there are also instances where they try to make you do something. Have you ever 
encountered something like that? An example would be a game where they have a button that 
has always meant to go to the next level, but then they use the same button design to purchase 
something suddenly, so that you instinctively press it. 

 

• Well in a game case I think that's pretty unethical because a big majority of game users are 
children and I think it's basically gambling - I think I can call it gambling - and it's 
influencing  small children. But, if it would be used only on adults I think it's their own 
decision, I mean... If you press on it you press it with your own conscious decision so. I 
think when a person is an adult he understands what's going on and that's on him. 

 

So is it the user's fault? 

 

• I mean I'm just saying that everyone should be cautious but obviously it's a bit unethical 
because you're pushing someone to do something and if the person doesn't realise that, 
then it's unethical. So I think like, gaming industries are a big example of unethical actions. 
Because it is gambling in a way. 
 

Yeah. So should users be cautious because people design stuff in a way that you have to be 
cautious, manipulating the psychology behind their users? 

 

• Yes, I think people should understand that everything has a purpose and nothing is as easy 
as the company presents it. I know a lot of examples where companies showcase that if 
you press that button there is a huge chance you are going to get the best item and stuff 
like that. But you always end up getting a few items that are really regular and are easy to 
get and you almost never get what you want, so I think it's unethical and users should be 
aware of that... that it's just the way of influencing them and using them as a puppet. 
 

That's really all the questions I have but since you know user experience, do you have anything to 
add about the experience on Amazon? 

 

• Well, I think that Amazon in this case for deleting account has really bad user experience 
because user experience is all about making the user reach their goal with as little effort as 
possible - and this was a lot of effort and I think, probably, most of the users can't even 
find it without contacting Amazon. So this was a really bad case of user experience. 
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