
  1 

 

 

 

 

 

 

 

 

  

  

Understanding Cryptocurrencies 

from a Sustainable Perspective 

MASTER’S THESIS 

THESIS WITHIN: INFORMATICS 

NUMBER OF CREDITS: 30 CREDITS 

PROGRAM OF STUDY: IT, Management and Innovation 

AUTHOR: Jan-Philipp Arps 

           JÖNKÖPING: December 2018 

Investigating cryptocurrencies by developing and 

applying an integrated sustainability framework 



  2 

Master’s thesis in Informatics  

Title:             Analysing and Understanding Cryptocurrencies from a Sustainable  

                      Perspective 

 

Authors:  Jan-Philipp Arps 

 

Tutor:  Osama Mansour 

 

Date:  2019-01-01 

 

Key terms:   Distributed Ledger, Blockchain, Cryptocurrency, Sustainability,    

                      Digitisation, Triple Bottom Line, Digital Artifact, Digital Sustainability,                                                 

                      Integrated Sustainability Framework, Bitcoin, Ethereum, Ripple, IOTA.  

Abstract:  

With the invention of the cryptocurrency Bitcoin in 2009, the world's first blockchain 

application was developed. While academic research gradually begins to investigate 

cryptocurrencies more closely and attempt to understand their functioning, technology 

is rapidly evolving and ecosystems grow exponentially. The research is still scattered 

and chaotic and has not produced common guidelines. Therefore, the question remains: 

how sustainable cryptocurrencies and their digital ecosystems are. 

Only a few models and frameworks take a holistic view on digital sustainability. Only 

two frameworks were identified that take distributed ledger technologies (blockchain) or 

cryptocurrencies into consideration: the three governance strategies for digital 

sustainability of Linkov et al. (2018) and 10 basic conditions of sustainable digital 

artifacts according to Stuermer, Abu-Tayeh and Myrach (2016). These two frameworks 

were combined into a new integrated sustainability framework for cryptocurrencies. The 

developed integrated sustainability framework consists of four dimensions and 12 

categories.  

Existing secondary data, self-conducted social media interviews and practical insights 

gained through an ASIC mining experiment were used to fill the framework with 

sufficient data. It confirms Bitcoin's sustainability problems in energy consumption and 

scalability, highlights Ethereum's great potential as a blockchain platform and explains 

the higher scalability and faster payment of Ripple and IOTA.  

While 2017 marked the temporary peak of the cryptocurrency hype, 2018 was a 

transformative year in which the leading cryptocurrencies were increasingly occupying 

more specialised niches.    
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1 Introduction 

The purpose of Chapter 1 is to introduce cryptocurrencies on a very basic level and to 

outline the overall content-related structure. After a brief background about the 

controversial nature of cryptocurrencies in Section 1.1, the related problem definition is 

then elaborated in Section 1.2. The broader purpose of the overall study, detailed in 

Section 1.3, is followed by the research questions in Section 1.4. Afterwards, in Section 

1.5, the delimitations are set up for the entire study. In Section 1.6, definitions of 

essential concepts and technical terms are listed. The final disposition in Section 1.7 

details the scientific procedure and equips the reader with a read thread to follow the 

thesis concisely. 

1.1 Background 

Cryptocurrencies and their underlying blockchain technology1 are relatively new 

phenomena and are currently hotly debated in media, governments, and corporations 

around the globe. Their first appearance having been in 2009 in the form of Bitcoin, 

undoubtedly the most significant intervention in the field of electronic currency was 

created by Satoshi Nakamoto (Dallyn, 2017). The World Economic Forum held in 

January 2016 already observed an extensive discussion on issues revolving around 

cryptocurrencies (Kaminska, 2016a; Yang, 2016b). Due to its highly technical nature, 

the broader public outside the cryptocurrency community has a rather limited 

understanding of the functionality and terminology around Bitcoin and other 

cryptocurrencies.  

Despite rising economic significance and expressed enthusiasm, academic research 

concerning cryptocurrencies has only began to emerge (Li & Wang, 2017).  

More conservative forces of the so-called financial establishment view the latest trends 

around cryptocurrencies with scepticism and worry about the potential economic 

consequences the burst of a new bubble could have after overcoming the last global 

financial crisis in 2008. Additionally, at least two main international constituencies have 

immense vested interest in the failure of cryptocurrencies: central bankers and private 

sector financial institutions (Walton, 2014a; Kaplanov, 2012b). Chess Grandmaster, 

Princeton and Harvard professor of economics, Kenneth Rogoff, announced in an 

interview during the World Economic Forum in Davos in February 2018 that one 

Bitcoin’s worth is more likely to fall to $100 than to ever reach $100,000, and that the 

                                                 

1 In alignment with Wagner (2014) and Yang (2016) can cryptocurrencies be classified as a convertible, 

virtual type of a digital currency that is built on a distributed ledger and uses cryptographic encryptions, 

the so called Blockchain. See Cryptocurrency classification in Appendix 1 and for further explanations 

the definitions 1.6     
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future lies in digital currencies, rather than cryptocurrencies2 (Rogoff, 2018). This 

confirms that the cryptocurrency critics have most prominently been economists and 

academics working in finance (Dallyn, 2017). Their economic critiques have been 

expressed principally via social media; in contrast, academic economic analyses of 

Bitcoin and electronic currency were, for a long time, relatively scarce (Cheah & Fry 

2015). The economic scepticism around Bitcoin is neatly summarised by Williams 

(2013), who argues that “Bitcoin is not a legitimate currency, but simply a risky virtual 

commodity bet with a flawed DNA” (Dallyn, 2017). 

Despite many notable predictions of its imminent demise, coming even from Nobel 

Prize-winning economists (Krugman 2013a; Shiller 2014), amongst others, Bitcoin and 

other cryptocurrencies still exist as significant entities in the financial landscape3 

(Dallyn, 2017). Bitcoin has gained widespread recognition through online media, and 

despite high volatility, it remains a marginal but distinctive financial asset (Moore & 

Christin 2013).  

In contrast to Rogoff and Krugman, angel investor, entrepreneur, physician, and 

Harvard researcher Dennis A. Porto believes it is possible that Bitcoin could rise to 

$100,000 within the next five years due to the legality of Moore’s law4 (Porto, 2017). 

Milton Friedman, another famous economist and Nobel Laureate, even opposed the 

existence of the Federal Reserve and argued that “a better system would entail a money 

supply steadily increasing at a predetermined rate” (Turpin, 2014), which is exactly 

what cryptocurrency is theorised to represent and indeed can do (Walton, 2014). 

Furthermore, in an infamous 1999 interview on the topic of the then-novel internet, 

Friedman predicted that “the one thing that’s missing, but that will soon be developed, 

is a reliable e-cash, a method whereby on the Internet you can transfer funds from A to 

B, without A knowing B, or B knowing A” (Walton, 2014a; Cawrey, 2014b).  

Even the proponents within the cryptocurrency community are divided into two 

fractions. One promotes the original idea of a limited cryptocurrency, while the second 

fraction argues for growth by making it more of a traditional currency (Dierksmeier & 

Seele 2016; The Economist 2016). These disparate perspectives of the involved parties 

                                                 

2 This statement is inaccurate and by definition even wrong, since e.g. Yang (2016) and Wagner (2014) 

classified cryptocurrencies as a sub-category of digital currencies. 
3 In a highly regarded interview with Business Insider Nobel Laureate Krugman said literally:” Fiat 

currency is backed by men with guns whereas Bitcoin is not so why should this thing have any value.” 
4 According to businessdictionary.com Moore’s Law stated by Gordon Moore (cofounder of computer 

chip maker) in 1965 is the prediction that the number of transistors (hence the processing power) that can 

be squeezed onto a silicon chip of a given size will double every 18 months. This has proven to be highly 

accurate over the years. 
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have resulted in highly controversial discussions, open questions, and often confusion 

rather than actual clarification. It would therefore be interesting from a scientific 

standpoint to understand why the predictions greatly vary and what can be expected in 

the future of cryptocurrencies. 

Cryptocurrencies have the potential to bring benefits to society, but they also present 

new risks and unprecedented challenges for regulators to contain those risks (Yang, 

2016). Although the academic research has only started to emerge, cryptocurrencies, 

particularly Bitcoin, has been an exploratory subject across a range of disparate fields, 

including computer science (Grinberg, 2011), social media studies (Garcia et al. 2014), 

social network analysis (Meiklejohn et al. 2013), money laundering (Aldridge & 

Décary-Hétu 2014), economics (Cheah & Fry 2015), political economy (Weber 2016), 

and philosophical discussions about the nature of money (Maurer et al. 2013). 

This study holistically addresses the sustainability of cryptocurrencies within an 

onwards digitising economy from an information system perspective.  

1.2 Problem definition 

The recent global financial crisis had implanted wide-spread fear and obsession 

(Nguyen, 2016), and the niche-like cryptocurrency community interpreted the crisis as a 

consequent failure of the current Fractional Reserve Bank System and its inherent faults 

(Ahamad et al. 2013). Aside from economic crises, environmental crises such as global 

warming and social crises such as unequal distribution of wealth, with some still 

suffering from hunger, are some of humanity’s largest problems in the 21st century 

(Voge, 2018). These problems, in turn, are catalysts for conflict and migration, putting 

entire societies under stress (Voge, 2018).                    

Many experts say that humans are pushing Earth’s systems beyond their planetary 

boundaries (Rockström et al. 2009a; Barnosky et al. 2012b) and that the current lifestyle 

of the Global North would require more than one planet for survival in the long term 

(Rockström et al. 2009). Most of these problems involve economic activity and the 

underlying monetary systems, while, at the same time, they might be addressed by 

monetary and digital innovations (Lietaer, 2012).  

Digitisation is defined as the increased connectivity and networking of digital 

technologies to enhance communication, services, and trade between people, 

organisations, and things (Evangelista et al. 2014). Digitisation has been posited as both 

an emerging opportunity and as a challenge to the United Nations (UN) Global 

Sustainable Development Goals (SDGs) (De Croo, 2015). The growth and maturation 
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of the digital world, where an increasing scale of individual and communal activities are 

being recorded, digitised, and analysed for future technological improvement, is 

creating unique opportunities to enhance social and environmental well-being and 

further improve global standards of living, while preserving and improving 

environmental health for future generations (Kuhlman & Farrington, 2010; World 

Commission report 1987; Estevez et. al. 2013). Increasingly, policymakers within 

various national governments and international organisations such as the United Nations 

(UN) and the Organization for Economic Co-operation and Development (OECD) are 

examining the original sustainability policy concepts applied within the Brundtland 

Report of 1987 through the lens of digitisation5 (Linkov et al., 2018). 

While the growth of a digital economy may increase productivity and benefit local and 

global economies, digitisation also raises potential sustainability challenges and 

problems pertaining to social (i.e. the benefits or costs imposed by disruptive digital 

technologies upon social networks and ways of life, including threats to economic 

sustainability and the rise of economic disparity) and environmental wellbeing (i.e. 

natural resource stewardship and concern for future generations) driven by the 

automation of information processing and delivery of services (Linkov et al. 2018). 

Various perspectives have been presented regarding how the process of digitisation 

might be governed. Additionally, national governments remain at odds regarding a 

single best strategy to promote sustainable digitisation using the Brundtland concept to 

meet the development needs of the present, without compromising the needs of future 

generations (i.e. social and environmental wellbeing) (Linkov et al. 2018). 

According to Linkov et. al (2018) a global understanding exists that governance 

approaches are needed to adequately balance the potential benefits and risks posed by 

digitisation and ensure a sustainable digital economy. But different views and opinions 

have been expressed regarding the best governance strategies needed to develop 

digitised economies and manage digitisation processes and consequences (BMWi, 

2017)6. Fortunately, current digital innovations, especially the advent of blockchain 

technology in Bitcoin, have presented new opportunities to solve these challenges and 

problems within the context of digital sustainability. 

                                                 

5 The Brundtland Report (1987) mentioned for the first time the concept of the so-called triple bottom 

line. This concept extends sustainability from a pure environmental perspective to an economic and social 

viewpoint and is of great importance in the further course of this study.   
6 BMWi (Bundesministerium für Wirtschaft und Energie) is the German Federal Ministry of Economics 

and Energy.  
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Research on the field has indicated that blockchain not only creates drastic changes in 

the nature of the banking system, but also can potentially reshape the entire economy 

(Nguyen, 2016). The cryptocurrencies underlying blockchain technology provides an 

opportunity to design and create a better financial system (Seitim Aiganym 2014; 

Maurer et al. 2013; Cocco, Pinna & Marchesi, 2017), in favour of a more sustainable 

and equitable world economy (Angel & McCabe, 2014). 

The disruptive potential of cryptocurrencies, particularly given the ongoing crisis of the 

current debt-based fiat money system, opens avenues for discussion and research on the 

micro, meso, and macro levels (Dierksmeier & Seele, 2016). 

According to Giungato et al. (2017) although Bitcoin and other cryptocurrencies are 

considered as currencies that could overcome the limits of fiat money, there are issues 

related to their sustainability. In this regard, cryptocurrencies should likewise be viewed 

from the triple bottom line angles: the economic, social, and environmental points of 

view (Giungato et al. 2017; Dalal, 2014). 

Alongside these fears, the long-term sustainability of Bitcoin has also come under 

scrutiny. Bitcoin was originally conceived as a decentralised network beyond the 

control of national governments (Weber, 2014a; Cheah & Fry, 2015b). However, some 

authors view the lack of a centralised governance body as an essential weakness 

(Weber, 2014a; Cheah & Fry, 2015b). Cocco et al. (2017) studied the actual 

performance of the Bitcoin system and highlighted its major limitations, such as 

significant energy consumption due to the high computing power required, as well as 

the high cost of hardware. They estimated the electrical power and the hash rate of the 

Bitcoin network over time to evaluate the efficiency of the Bitcoin system in its actual 

operation, and defined three quantities: “economic efficiency”, “operational efficiency”, 

and “efficient service”7. 

According to McCook (2015), on the other hand, there has been much uncertainty 

surrounding the sustainability of the Bitcoin network and unsubstantiated claims by 

uninformed individuals exist that Bitcoin is highly unsustainable from a social, 

economic, and environmental point of view. He aims to disprove these claims about the 

sustainability of the Bitcoin network, and provides an order-of-magnitude comparison 

of the relative sustainability of Bitcoin compared with the incumbent banking industry, 

the gold production industry, and the process of printing and minting of physical 

currency (McCook, 2015).  

                                                 

7 Besides the triple bottom line, is this another attempt to perceive the sustainability of cryptocurrencies 

from more perspectives. 
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Allied to questions of long-term sustainability, several studies also examine the issue of 

competition between Bitcoin and other alternative cryptocurrencies – sometimes 

labelled altcoins (Dowd, 2014; Gandal & Hałaburda, 2014; Rogojanu & Badea, 2014; 

Cheah & Fry, 2015). 

Although some attempts have been made to investigate the sustainability of 

cryptocurrencies, the controversial positions and the lack of consensus emphasise that 

the research field of sustainability of cryptocurrencies is still in its early stages. Various 

authors such as Cocco et al. (2017) and Dalal (2014) have explored cryptocurrencies 

from different perspectives, but there is neither a clear definition of sustainability in the 

context of cryptocurrencies nor a generally accepted concept for investigating it. 

Furthermore, the heavy focus on Bitcoin has led to a strong generalisation and neglects 

the fact that Bitcoin is only one out of about 2000 existing cryptocurrencies8. A 

significant research gap is the lack of a generally accepted framework or model, which 

would make it possible to holistically examine and compare various cryptocurrencies in 

terms of their sustainability. 

1.3 Purpose 

Based on the previously articulated problem definition and the identified research gap, 

the scientific investigation of this thesis is situated in an early-stage and little-explored 

area, in terms of both content and methodology. It should therefore be emphasised again 

that extreme caution and care must be exercised, as no comparable procedure is known 

that could serve as a guideline.  

The overall purpose of this study is (1) to design and develop an integrated 

sustainability framework, (2) that perceives cryptocurrencies holistically from an 

environmental, societal, economic and technological perspective , (3) that identifies and 

investigates key factors which affect the sustainability of a particular cryptocurrency, 

(4) that allows for comparison between different cryptocurrencies, and (5) to test the 

functionality of the framework by applying it onto four cryptocurrencies: Bitcoin, 

Ethereum, Ripple, and IOTA. 

Throughout this study already-existing, research results of other studies will be 

considered and integrated. Much of the current knowledge is rather scattered, 

incomplete and partially contradictory. Investigating and understanding these 

contradictions ideally, lead to more clarity and coherence within the early-stage research 

                                                 

8 Coinmarketcap.com listed on the 4th of November 2018 2097 different cryptocurrencies.   
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field of cryptocurrency sustainability. Especially in this early phase, it would be helpful 

to develop standard guidelines that serve as a systematic orientation for further research. 

1.4 Research questions 

From the problem statement and research purpose stated above arise the following 

research questions:  

1. What characterises sustainability in the context of cryptocurrencies? 

2. Which key factors have the strongest impact on cryptocurrencies 

sustainability? 

1.5 Delimitations 

Due to the novelty and complexity of the research environment of cryptocurrency 

sustainability, it is essential to set limits and constraints to clarify what this investigation 

can and cannot achieve. Throughout this study, an academic approach to information 

systems is applied within the context of sustainability.                                 

Where appropriate, an economic, social, legal, or technology-related perspective may be 

adopted in isolated cases, but no in-depth computer science, programming, or software 

architecture analysis takes place. That is not the aim of this thesis. 

Even though quantitative data or statistics can be used occasionally for illustration 

purposes, the focus is on the development of a qualitative integrated sustainability 

framework and the first conceptional testing of it. The analysis of the results within the 

framework likewise follows a qualitative and conceptual scheme similar to the approach 

of Stuermer et al. (2016). 

It should be emphasised once again that even though the underlying blockchain 

technology is the key driver of cryptocurrencies, this is not a study of sustainability 

aspects of blockchain technology in general. Cryptocurrencies are blockchain 

applications within the financial sector, and therefore constitute only one possible area 

of blockchain applications. Other industries where blockchain applications are used, 

such as logistics, supply chain, healthcare or the insurance industry, are not part of this 

study.  

Due to the time constraints of this study and the new development of a framework, it 

would be premature to carry out a comprehensive data collection down to the smallest 

detail, especially in the area of quantitative methods, mainly because the functionality 

and practical relevance of the framework neither have been tested nor can be fully 

assessed. 
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The analysis of this study is a sustainability comparison among cryptocurrencies, i.e. an 

intra-group comparison. Although the title of this thesis might suggest it, there is no 

comprehensive sustainability comparison to other financial or digital payment systems 

such as PayPal, VISA, or the digital fiat currency system. This would be an inter-group 

comparison and would exceed the scope of the study. 

Occasionally, there may be references to other cryptocurrencies, but the subject matter 

is limited to an analysis of the four cryptocurrencies Bitcoin, Ethereum, Ripple,  

and IOTA 

Finally, it should be mentioned again that this study does not claim to be complete or 

perfect. Due to its novelty and fast-moving environment, the research field of 

cryptocurrencies is highly dynamic and difficult to predict. After the completion of the 

literature research in February 2018 and the following analysis, it is quite possible that 

new findings and developments in the field of cryptocurrencies will arise that do not 

appear in this investigation. 
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1.6 Definitions 

The following definitions were extracted and adjusted from the web portals 

investopedia.com and techopedia.com, which provide a uniform standard. In the event 

that other sources were used, the author is highlighted.  

Altcoin: A combination of the words ‘alternative’ and ‘coin’, and a collective term for 

alternative cryptocurrencies launched after the success of Bitcoin.  

ASIC: Abbreviation for application-specific integrated circuit and a piece of computer 

hardware that is exclusively designed for one particular purpose, such as running the 

hash algorithms used for cryptocurrency mining.  

Blockchain: A digitised, decentralised, public ledger of transactions that is constantly 

growing as new blocks are recorded and added to it in chronological order. It allows 

participants to keep track of transactions without central recordkeeping. Each node gets 

a copy of the blockchain, which is downloaded automatically. Originally developed as 

the accounting method for Bitcoin, blockchains are appearing in a growing number of 

applications today. 

Difficulty: A measure of how difficult it is to find a hash (or block) below a given 

target. Every network has a global block difficulty. Valid blocks must have a hash 

below this target. Mining pools also have a pool-specific share difficulty, setting a lower 

limit for shares. (For further explanations see https://en.bitcoin.it/wiki/Difficulty).  

Digital signature: Guarantees the authenticity of an electronic document or message in 

digital communication and uses encryption techniques to provide proof of original and 

unmodified documentation (techopedia.com). 

DAO: A distributed autonomous organisation designed to be automated and 

decentralised. In terms of Ethereum, it is a form of venture capital fund based on open-

source code and without a typical management structure or board of directors. A DAO 

is unaffiliated with any particular nation state.  

DLT/DOL:  Distributed ledger technology or distributed open ledger; this generic term 

for blockchain technology refers to the technological infrastructure and protocols that 

allow for simultaneous access, validation, and record updating in an immutable manner 

across a network spread across multiple entities or locations. 

Double-spending problem: The risk that a coin or currency can be spent twice. 

Double-spending is a potential problem unique to digital currencies because digital 

information can be reproduced relatively easily.  

https://en.bitcoin.it/wiki/Difficulty
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Fork: In software engineering, a project fork happens when developers take a copy of 

source code from one software package and start independent development on it, 

creating a distinct and separate piece of software (Moody, 2006; Mako, 2005). 

Hard fork: Related to blockchain technology, a hard fork is a radical change to the 

protocol that makes previously valid blocks/transactions invalid. This requires all nodes 

or users to upgrade to the latest version of the protocol software. Put differently, a hard 

fork is a permanent divergence from the previous version of the blockchain. 

Hash: A hash is a mathematical function that converts an input of letters and numbers 

into an encrypted output of a fixed length. A hash is created using an algorithm and is 

essential to blockchain management in cryptocurrency. 

ICO: An initial coin offering is used by start-ups to bypass the rigorous and regulated 

capital-raising process required by venture capitalists or banks. In an ICO campaign, a 

percentage of the cryptocurrency is sold to early backers of the project in exchange for 

legal tender or other cryptocurrencies. 

Mining: The process by which transactions are verified and added to the blockchain 

while, in parallel, new coins are released. Anyone with internet access and suitable 

hardware can participate in mining. The mining process involves compiling recent 

transactions into blocks and trying to solve a computationally difficult puzzle. The 

participant who first solves the puzzle gets to place the next block on the blockchain and 

claim the rewards. The rewards, which incentivise mining, are both the transaction fees 

associated with the transactions compiled in the block, as well as newly released coin.  

Network timestamp: Temporal information regarding an event that is recorded by a 

computer and then stored as a log or metadata. Any event or activity could have a 

timestamp recorded, depending on the needs of the user or the capabilities. 

(techopedia.com). 

Node: An entity within a network and, in terms of cryptocurrencies, a computer 

connected to the network.  

Peer-to-peer (P2P) economy: A decentralised model whereby two individuals interact 

to buy or sell goods and services directly with each other, without an intermediary third-

party or the use of a company of business. 

PoS: Proof of stake is a concept that states that a person can mine or validate block 

transactions according to how many coins he or she holds. This means that the more 

Bitcoin or altcoin owned by a miner, the more mining power he or she has. The proof of 

stake was created as an alternative to the proof of work (PoW) to tackle inherent issues 

in the latter. 
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PoW: Proof of work describes a system that requires a significant but feasible amount 

of effort to deter frivolous or malicious uses of computing power, such as denial of 

service attacks. The concept was adapted by Hal Finney in 2004. In 2009, Bitcoin 

became the first widely adopted application of Finney's idea. Proof of work forms the 

basis of many other cryptocurrencies.  

SHA-256: A Secure Hash Algorithm and a cryptographic hash function designed by the 

NSA. Cryptographic hash functions are mathematical operations run on digital data; by 

comparing the computed “hash” (the output from execution of the algorithm) to a 

known and expected hash value, a person can determine the data's integrity. A one-way 

hash can be generated from any piece of data, but the data cannot be generated from the 

hash. SHA-256 is used by the PoW concept of Bitcoin. (https://en.bitcoin.it/wiki/SHA-

256).  

SPV: Simplified payment verification is a method for verifying whether particular 

transactions are included in a block without downloading the entire blockchain.  

Smart contract: Self-executing contracts with the terms of the agreement between two 

parties being directly written into lines of code. The code and the agreements contained 

therein exist across a distributed, decentralised blockchain network. Smart contracts 

permit trusted transactions and agreements to be carried out among disparate, 

anonymous parties without the need for a central authority, legal system, or external 

enforcement mechanism. They render transactions traceable, transparent, and 

irreversible. 

Soft fork: In terms of blockchain technology, a soft fork is a change to the software 

protocol in which only previously valid blocks/transactions are made invalid. Since old 

nodes will recognise the new blocks as valid, a soft fork is backward-compatible. This 

kind of fork requires only a majority of the miners to upgrade to enforce the new rules, 

as opposed to a hard fork, which requires all nodes to upgrade and agree on the new 

version. 

 

 

 

 

 

 

https://en.bitcoin.it/wiki/SHA-256
https://en.bitcoin.it/wiki/SHA-256
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1.7 Disposition 

As previously explained, this thesis ventures into new scientific territory. While 

Chapter 1 has only served as an introduction to the two-edged topic between 

cryptocurrencies and sustainability, Chapter 2 provides a more in-depth discussion of 

the existing literature. This literature review is intended to confirm the described 

research gaps and to support the assumptions made in Chapter 1 on the current state of 

research. 

Chapter 3 provides the historical and technical background of cryptocurrencies and the 

context of sustainability. A basic understanding of what cryptocurrencies are, how they 

function and how sustainability is interpreted should have been developed afterwards. 

Chapter 4 is devoted exclusively to the design and development of an integrated 

sustainability framework. After taking stock of existing frameworks, the chapter begins 

with the motives for development and the necessity of such an integrated sustainability 

framework. The theoretical principles used and the development process are concisely 

described step by step. When developing a new framework, it is also necessary to 

describe all dimensions and categories of the framework in detail and to justify their 

creation. A critical self-reflection at the end discusses possible weaknesses and 

inadequacies. 

Chapter 5 elaborates the research methodology, its connection to the framework from 

Chapter 4 and how data are collected and analysed.  

Chapter 6 is the tabular summary of all empirical data collected over Bitcoin, 

Ethereum, Ripple and IOTA. The data coming from different sources and collected with 

different methods are compiled and standardised. The summary table provides a 

comprehensive overview and comparison of the four cryptocurrencies and their 

characteristics applying the four dimensions and 12 categories of the framework of 

Chapter 4. Chapter 7 analyses in detail the results of Bitcoin, Ethereum, Ripple and 

IOTA of Chapter 6 and their implications for sustainability. The overall context of 

cryptocurrency sustainability is analysed and examined on the basis of the four 

dimensions of the framework. 

While Chapter 8 summarises all the results obtained into a comprehensive and critical 

conclusion, Chapter 9 reflects and discusses the limitations and challenges of the 

developed integrated sustainability framework and the study as a whole. Suggestions for 

future contributions in the field of sustainability research of cryptocurrencies are 

provided at the end. 
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2 Literature Review  

Chapter 2 provides a critical review of existing literature in terms of cryptocurrencies 

and their sustainability. Due to the complexity of the research topic, multiple literature 

searches needed to be conducted for individual components. For this reason, the 

literature review is subdivided into four parts. While Section 2.1 describes the current 

state of research on cryptocurrencies in general, Section 2.2 refers to the 

cryptocurrency literature that is mainly engaged with sustainability. Section 2.3 

provides an overview of existing frameworks and models within sustainability and 

digitisation, while Section 2.4 finally reflects the findings and knowledge gaps and their 

significance for further procedures of this study. 

2.1 Cryptocurrencies: the current state of research 

As discussed in Chapter 1, the academic research of cryptocurrencies has only just 

begun to emerge. According to Dallyn (2017), most academic articles have focused on 

the technical concerns of programmers and cryptographers, including the degree of 

anonymity of cryptocurrencies, technical glitches, and security threats (Moore & 

Christin, 2013). Several other papers and government documents have examined the 

ambiguous legal status of cryptocurrencies (FinCEN, 2013). As already mentioned  

cryptocurrencies have been an exploratory subject across a wide range of other disparate 

fields, including computer science (Grinberg, 2011), social media studies (Garcia et al., 

2014), social network analysis (Meiklejohn et al., 2013), money laundering (Aldridge & 

Décary-Hétu, 2014), economics (Cheah & Fry, 2015), political economy (Weber, 

2016), and in philosophical discussions about the nature of money (Maurer et al., 2013). 

Theoretical physicists Bornholdt and Sneppen (2014) tried to explain market 

phenomena of cryptocurrencies that could not be explained by classical economic 

theories, and Fry and Cheah (2016) even investigated cryptocurrency market shocks 

within the exotic and interdisciplinary subject of econophysics, which applies tools and 

techniques from theoretical and statistical physics to model financial systems 

(Mantegna & Stanley, 1999). 

Unfortunately, the review and analysis of the literature above reveals a strong and one-

sided focus on Bitcoin. Essentially every paper considered that intertwines in some way 

with cryptocurrencies refers to Bitcoin as an example. 

This is partly due to the fact that Bitcoin is by far the oldest, and with a market share of 

52.5% still the largest and therefore most popular cryptocurrency  

(CoinMarketCap, 2018).  

Additionally, papers such as that of Ahamad et al. (2013) were published at a time when 

the market capitalisation of cryptocurrencies was much lower. Bitcoin's first-mover 
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advantage and the resulting years of market dominance have led to a synonymic usage 

of the term Bitcoin for cryptocurrencies in general. However, this is not correct, 

according to scientific standards, since Bitcoin is only one of roughly 2000 currently 

existing cryptocurrencies (CoinMarketCap, 2018)  

Nagpal (2017) described the evolution of cryptocurrencies and looked at other altcoins, 

and showed that many recent studies focus exclusively on Bitcoin despite existing 

alternatives. While almost every published paper on cryptocurrencies at least briefly 

discusses Bitcoin, an additional search for the second largest cryptocurrency by market 

capitalisation, Ethereum, yielded only about 10 specialised hits. Even fewer were found 

in the case of the tenth largest cryptocurrency, IOTA, while only one single paper solely 

focused on Ripple could be found. This strong affinity to Bitcoin is dangerous because 

significant technological and functional differences between different cryptocurrencies 

exist. Such an analysis that makes statements about cryptocurrencies as a whole 

inevitably leads to insufficient results and faulty conclusions. 

It is also striking that many papers, despite time intervals in the publication, discuss 

similar aspects and repeat content in abstract, introduction.  The relatively generic terms 

digital currency, cryptocurrency, Bitcoin, blockchain, and mining are found throughout 

nearly every paper. 

One reason for this is that similar research questions are often discussed in different 

national contexts. Khan et al. (2017), for example, examined the legal situation of 

Bitcoin mining in Bangladesh, while Yang (2016) discussed the very double-edged 

relationship between cryptocurrencies and the Central Bank of China.9  It may be 

observed that around certain subjects, such as legal regulations of Bitcoin, relatively 

strong research has established itself, while only sporadic studies exist regarding other 

cryptocurrencies. A positive exception includes (Nica, Piotrowska & Schenk-Hopp, 

2017), which deal extensively with economic, social, and computer scientific aspects of 

eight different cryptocurrencies and additionally include mathematical and software-

level analyses. 

From a holistic perspective and regarding the early phase, however, the current state of 

research on cryptocurrencies appears to be very broad, scattered, and highly 

controversial. 

  

                                                 

9 The official name is Peoples Bank of China (PBC or PBOC) 
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2.2 Cryptocurrency sustainability 

The core literature about sustainability of cryptocurrencies can be divided into two 

different groups: one, papers and studies that focus exclusively on cryptocurrency 

sustainability and discuss one or more sustainability aspects, and two, studies that have 

a different focus but casually or indirectly address sustainability.  

To obtain a holistic overview of the current state of research on the sustainability of 

cryptocurrencies, it was therefore necessary to carry out the more general literature 

research above, since many aspects of cryptocurrency sustainability could often be 

found between the lines or in short sections of those papers.  

While the second group is considerably larger and more complex, there are fewer papers 

and studies within the first group dealing exclusively with the sustainability of 

cryptocurrencies. 

McCook (2015) delivered an estimation with an order of magnitude of the relative 

sustainability of the Bitcoin network compared to other existing monetary systems, 

together with Vranken (2017), who focused on the energy consumption of the mining 

process, providing important results in terms of environmental aspects. Derks, Gordijn 

and Siegmann (2017) even went beyond that and studied the sustainability of Bitcoin 

mining from 2012-2016 in terms of energy consumption, efficiency, and profitability. 

Dierksmeier and Seele (2016) discussed the social impact of Bitcoin in terms of shadow 

banking and Darknet and the controversial consequences from an ethical point of view. 

Likewise, ethically and socially relevant is the discussion by Alcantara and Dick (2017) 

around the fictive MazaCoin that may be used to facilitate Indigenous self-

determination and political autonomy in Canada. Many studies, such as that of De 

Filippi (2014) and Borroni (2016) have taken an interdisciplinary approach to regulation 

and dealt in parallel with the economic and social sustainability of cryptocurrencies, 

while Hacker (2017) developed important guidelines for corporate governance 

regulation of cryptocurrencies and interpreted and analysed their token-based 

ecosystems as so-called complex systems. 

Sahoo (2017) investigated the long-term economic sustainability of Bitcoin through an 

empirical study of price volatility. Voge (2018) attempted to develop through his 

Viridian Project a way to internalise external costs for a more sustainable economy, 

while Nguyen (2016) discussed chances and risks of cryptocurrencies for a future 

sustainable development. 

By far the strongest research stream of cryptocurrencies is certainly in the technical 

field, but many studies, such as that of Beck et al. (2016) who tested the practicability of 
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blockchain technology through a design science approach, focus rather on a single 

technical component and neglect the general term of technological sustainability. Most 

studies that can be assigned to technological sustainability address alternatives to PoW 

and PoS such as Abramowicz (2016) with Autonocoin and Proof of Belief, Hønsi 

(2017) with Spacemint, a cryptocurrency based on the Proof of Space, and Shoker 

(2017) with the Proof of eXercise.  

Thus, it is clear that the proof of algorithms plays a key role in terms of technological 

sustainability. Tschorsch and Scheuermann (2016) have provided perhaps the most 

well-founded contribution to technological sustainability with their comprehensive 

analysis, which covers various aspects such as protocol throughout proof of concept, 

mining, and a mathematical consideration of the algorithms at the software level of 

Bitcoin.                            

Other interdisciplinary approaches to technological sustainability of cryptocurrencies 

include Giungato et al. (2017) and Cocco, Pinna and Marchesi (2017), who described 

three different environmental impacts of Information and Communication Technology 

(ICT).                                                                                   

Although many valuable insights have already been gained on cryptocurrency 

sustainability, and some studies have tried to analyse cryptocurrency sustainability in an 

interdisciplinary way, an overall consensus is lacking and a generally accepted holistic 

perspective that integrates every aspect is missing. 

2.3 Frameworks and models within digitisation and sustainability 

The search query, ‘cryptocurrency sustainability framework’, returned no useful hits. 

This confirms the absence of an integrated sustainability framework specific to 

cryptocurrencies. Furthermore, it became clear that even in the more general area of 

digitisation and IT, only a few sustainability frameworks exist overall. Among these 

frameworks are mostly corporate IT frameworks to which the sustainability aspect has 

been added, such as described by Dao, Langella and Carbo (2011), who discussed 

sustainability of IT in terms of manufacturing and human resource management. This 

corporate perspective can only be used to a limited extent for the research purpose of 

this study, since a holistic sustainability perspective is necessary, rather than a business-

focused one. More helpful is the work of Linkov et al. (2018), which took a regulatory 

and governance perspective but applied the triple bottom line dimensions of the 

Brundtland report of 1987 to discuss digital sustainability using three different strategies 

in terms of big data, artificial intelligence, and blockchain technology. Giungato et al. 
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(2017) also applied the triple bottom line dimensions and even went beyond that, 

highlighting the importance of interpreting cryptocurrencies in the context of their 

digital ecosystem. Their work has referred directly to the concept of Stuermer, Abu-

Tayeh and Myrach (2016), which characterised Bitcoin as a non-material technological 

object, rather than the conventional economic assumption as a currency, by using the 

term digital artifact. In their study, Stuermer, Abu-Tayeh and Myrach (2016) developed 

10 basic conditions for sustainability and applied them onto four digital artefacts: the 

Linux Kernel, the online encyclopedia Wikipedia, Linking Open Drug Data, and, as 

previously mentioned, Bitcoin. The models and frameworks described above, 

particularly that of Stuermer, Abu-Tayeh and Myrach (2016), form the starting point for 

the theoretical background of this study.  

2.4 Critical overview and research gaps 

The research field of the study is in the intersection between different aspects of 

cryptocurrencies and the sustainability research in a digital context. Both are new 

research fields in which much controversy and disagreement exists. The detailed 

inventory of the existing literature reveals that although some holistic approaches to 

cryptocurrencies exist, the majority of studies are isolated and not connected to a global 

picture. The research around cryptocurrencies is still in a premature stage, and the 

specific focus on sustainability is even more rudimentary. Research gaps certainly exist 

in the missing comprehensive comparison between cryptocurrencies. In terms of 

sustainability, beyond that exists no integrated framework for cryptocurrencies. A 

critical literature review often results in the development of a new model or framework. 

This study aims to develop such a framework in order to reduce the research gaps 

described above. This would be an integrated sustainability framework with a holistic 

approach to cryptocurrencies. 
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3 Historical and technological background 

The overall aim of Chapter 3 is to report comprehensively about the historical, social, 

and technological background of cryptocurrencies. While many investigations examine 

cryptocurrencies in isolation and consider the background only from 2009 onwards, 

this study also attempts to shed light on the background before 2009. The chapter is 

divided into two parts. Section 3.1 deals with the actual technological and social 

emergence of Bitcoin, while Section 3.2 discusses sustainability and the importance of 

sustainability for cryptocurrencies. 

3.1 Bitcoin and the origin of cryptocurrencies 

Section 3.1 takes a detailed look at the socio-technological conditions out of which 

cryptocurrencies emerged. Special attention is paid in Subsection 3.1.1 to the 

Cypherpunk movement, which has made many significant technical and intellectual 

contributions and whose influence on functionality and design of Bitcoin can be traced 

back to the present day. Subsection 3.1.2 details the mysterious case of Bitcoin founder 

Satoshi Nakamoto, whose story is closely linked to the rise of the Bitcoin community. 

Subsection 3.1.3 explains important technical terms and the functionality of blockchain 

applications. Finally, Subsection 3.1.4 illustrates the development of cryptocurrencies 

from 2009 to the present. 

3.1.1 Early contributions and the Cypherpunk movement 

While, with Bitcoin, the first actual cryptocurrency was launched in 2009, the 

intellectual origin of cryptocurrencies can be traced back to the 1990s, and even further 

back into the 1980s and the pre-World Wide Web era. Regardless of how far back, the 

history of Bitcoin and all other existing cryptocurrencies is inseparably intertwined with 

the Cypherpunk movement. Often confused with the Cyberpunk movement10, the word 

Cypherpunk was first utilised by Jude Milhon11 and is a neologism derived from 

‘cipher’, ‘cyber’, and ‘punk’. According to Assange et al. (2016):  

Cypherpunks advocate for the use of cryptography and similar methods as ways to 

achieve societal and political change. Founded in the early 1990s, the movement has 

been most active during the 1990s ‘Cryptowars’ and following the 2011 internet spring. 

                                                 

10 Encyclopedia Britannica:” Cyberpunk is a science-fiction subgenre characterised by countercultural 

antiheroes trapped in a dehumanised, high-tech future. The word cyberpunk was coined by writer Bruce 

Bethke. He derived the term from the words cybernetics in a story title in 1982, the science of replacing 

human functions with computerised ones, and punk, the cacophonous music and nihilistic sensibility that 

developed in the youth culture during the 1970s and ’80s”.  
11 Jude Milhon better known under her pseudonym St. Jude was according to Wired magazine (02/1995) a 

female self-taught hacker and author, who lived in the San Francisco Bay area.   
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The term Cypherpunk, derived from (cryptographic) cipher and punk, was added to the 

Oxford English Dictionary in 2006. 

The exact definition in the Oxford dictionary for Cypherpunk is “A person who uses 

encryption when accessing a computer network in order to ensure privacy, especially 

from government authorities.” 

According to Narayanan (2016), encryption was, until the 1970s, exclusively practised 

by secret service, spy, and military agencies. This changed in the 1970s with the 

emergence of three inventions: The Data Encryption Standard (DES), a symmetric 

cipher published by the US Government,12 the asymmetric cipher RSA,13 and the first 

published work of public key cryptography by Diffie and Hellman14. The actual 

technical roots of the Cypherpunk movement can be traced back to the work of 

cryptographer David Chaum. Chaum (1985) has proposed concepts for anonymous 

digital cash and pseudonymous reputation  

systems. Chaum’s and others’ ideas were taken by a small group of individuals in the 

late 1980s, which coalesced into a sort of movement (Narayanan, 2016). 

According to coindesk.com, Eric Hughes, Timothy C. May, and John Gilmore founded 

a small group in late 1992 that met monthly at Gilmore's company, Cygnus Solutions, in 

the San Francisco Bay Area. Jude Milhon first termed this group Cypherpunks. 

The Cypherpunk movement itself can be politically described as similar to 

Libertarianism. According to the Stanford Encyclopedia of Philosophy, Libertarianism 

is “in the most general sense a political philosophy that affirms the rights of individuals 

to liberty, to acquire, keep, and exchange their holdings, and considers the protection of 

individual rights the primary role for the state.” 

The Institute for Human Studies at George Mason University defines Libertarianism as 

“a perspective that fosters peace, prosperity, and social harmony by ‘as much liberty as 

possible’ and ‘as little government as necessary.’” It also highlights that “Libertarian is 

not a single viewpoint but includes a wide variety of perspectives. Libertarians can 

range from market anarchists to advocates of a limited welfare state, but they are all 

united by a belief in personal liberty, economic freedom, and a skepticism of 

government power.” 

                                                 

12 The DES was originally developed by IBM from the beginning of the 1970s based on an earlier design 

of Harvard cryptographer Horst Feistel. 
13 RSA stands for Rivest, Shamir und Adleman. Three Mathematicians that worked at MIT and tried to 

disprove theories of Diffie and Hellman.  
14 The basic technical terms of encryption see the definition list in 1.6.  
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According the web portal medium.com, an active forum of the Cypherpunk movement 

was a mailing list that started in 1992 with technical discussion ranging across 

mathematics, cryptography, computer science, and political and philosophical 

discussion15. Beyond that was this mailing list discussing questions about privacy, 

government monitoring, corporate control of information, and related issues16. 

However, the topics discussed within the Cypherpunk movement were hardly met with 

a broader public response in the early 1990s – partly because of the still limited reach 

and size of the Internet, but also because of a lack of awareness of the highly 

technological concerns of the movement (Assange et. al, 2016). Fewer contributions of 

the Cypherpunk movement and other cryptographers were published after the burst of 

the dot-com bubble in 200017.  

Simply spoken, it took another decade and the economic impact of the global financial 

crisis before the development of a cryptocurrency made significant progress. However, 

the societal and technological influence of Cypherpunks on the DNA of Bitcoin cannot 

be overemphasised. The 1993 Cypherpunks Manifesto by Eric Hughes anticipated, to 

some extent, the current fears of governments and central banks in the discussion about 

the risks and chances of regulations.   

                                                 

15 For an archive of the mailing list: https://mailing-list-archive.cryptoanarchy.wiki/ 
16 The basic ideas of the Cypherpunk movement can be found in Eric Hughes manifesto from 1993:  

https://www.activism.net/cypherpunk/manifesto.html  
17 The dot-com bubble was a historic economic speculation bubble that occurred roughly from 1995 to  

2000, a period of extreme growth in the usage and adaptation of the Internet (Wollscheid, 2012).  

 

https://www.activism.net/cypherpunk/manifesto.html


  26 

3.1.2 Satoshi Nakamoto and the launch of Bitcoin 

While the white paper "Bitcoin: A Peer-to-Peer Electronic Cash System" was published 

under the pseudonym Satoshi Nakamoto in October 2008, the world's first 

cryptocurrency launched on January 3rd, 2009 by the mining of the Genesis block18. 

 One week later, on January 9th, the corresponding open source client was released 

(Nakamoto, 2009). An electronic payment system is described in nine pages, is based 

on a peer-to-peer (P2P) network, and creates a blockchain using asymmetric encryption, 

which elegantly solves the well-known double-spending problem19. While the white 

paper quickly gained popularity after its publication on the mailing list of 

metzdowd.com20, the identity of the author remains unclear to this day. 

According to blockonomi.com (2018), all attempts to reveal the identity of Satoshi 

Nakamoto have failed. Over the years, numerous rumours, newspaper canards, and 

conspiracy theories about the proven or suspected identity of Satoshi Nakamoto have 

emerged. Within the Bitcoin community, several different people were suspected to be 

Satoshi Nakamoto. It has been speculated several times whether Nick Szabo (the 

developer of Smart contracts) or Wei Dai (the inventor of B-Money) could be behind 

Satoshi Nakamoto (blockonomi.com, 2018). Hal Finney and Gavin Andresen, early 

core developers of the Bitcoin project, were repeatedly suspected of being Satoshi 

Nakamoto themselves, mainly because of their early e-mail correspondence with 

Satoshi Nakamoto. While Satoshi Nakamoto claimed on his profile of the P2P 

Foundation to be a male from Japan born on April 5, 1975 (P2Pfoundation, 2011), 

reporter Leah McGrath Goodman published an article in 2014 accusing an American of 

Japanese origin living in California, named Dorian Prentice Satoshi Nakamoto, of being 

the proven Bitcoin inventor (Newsweek magazine, 2014). After camera teams besieged 

his house despite the man's repeated denials of having invented Bitcoin, Dorian Prentice 

Satoshi Nakamoto took legal action against Newsweek's coverage (Bitcoin Magazine, 

2015).  

While each of the above claimed not to be behind the pseudonym Satoshi Nakamoto, 

Australian computer scientist Craig Steven Wright repeatedly declared to be Satoshi 

Nakamoto. However, he later withdrew his statements when it was revealed that he had 

used falsified evidence (The Economist, 2016). According to medium.com (2017) NSA 

analysts working on the Nakamoto case, theories even exist that SpaceX and Tesla CEO 

                                                 

18 The Genesis block or block 0 is the first block of a blockchain.  
19 For double spending or double spending problem see 1.6 definitions list.  
20 The original link on metzdown.com was (https://bitcoin.org/bitcoin.pdf).  

https://bitcoin.org/bitcoin.pdf
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Elon Musk might be behind the pseudonym (Bloomberg.com 2017). The only thing that 

has been testified to this day is that there is still nobody who could be attributed to the 

pseudonym Satoshi Nakamoto by clear evidence. Indications suggests that the person 

behind Satoshi Nakamoto is a native English speaker and has relations to the 

Cypherpunk movement (medium.com, 2017). In the context of this study, it is only 

relevant that the discussions about Satoshi Nakamoto have had a significant impact on 

the growth of the Bitcoin community, especially in the early phase, and that the 

mysterious image of an unknown genius behind Bitcoin has increased public awareness.  

Several hypes around Bitcoin emerged from that. Whether this was intentional, or what 

the true motives of Satoshi Nakamoto might be, can only be speculated about. Dan 

Kaminsky, a computer security specialist, concluded after four months of analysis of the 

Bitcoin core source code that “Either there is a team of people who worked on this […] 

or this guy is a genius” (Smith, 2016).  

3.1.3 Basics of blockchain and cryptocurrencies 

In this section, elementary functions of cryptocurrencies are illustrated using Bitcoin as 

an example. Newer developments and technological differences from other 

cryptocurrencies are discussed in greater detail in Chapter 6. The technical contexts are 

simplified, since an information system approach is used and this is not an investigation 

on a software or computer science level. Additionally, in alignment with Walton (2014), 

the technical specifications of Bitcoin and protocols of other cryptocurrencies are 

beyond the scope of this study; however, some key points must be understood before 

going further, under the assumption that readers have little to no prior knowledge of the 

topic. 

Simply stated, a blockchain is a chain of blocks as can be seen in Figure 1. These blocks 

contain information. For which purpose or in which industry a blockchain application is 

utilised depends therefore on the type of information that is stored in a block or in its 

respective blockchain. The cryptography that goes into creating a block differs 

depending on which blockchain protocol is used, but essentially, one can traverse 

through the entire blockchain and find every transaction ever made, all the way back to 

the first one, genesis block (Beck et al, 2016).  
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Hashing algorithms are used to ensure that all blocks are well formed and not tampered 

with; thus, the blockchain keeps itself secure and virtually unbreakable (Beck et al, 

2016). The blockchain source code for a particular cryptocurrency can be developed and 

published by everyone with the corresponding knowledge and programming skills. 

Therefore, Dan Kaminsky rightly doubts that there is only one person behind the 

pseudonym Satoshi Nakamoto. 

Today, most cryptocurrencies (and their underlying blockchain software) are created 

and run by developer teams of different sizes and organisational structures. While the 

Bitcoin code of 2009, published under the GNU General Public License by Richard 

Stallman, was completely open source 21, there are also tendencies to license and protect 

at least parts of blockchain software by copyright, especially of cryptocurrencies in a 

corporate environment (Cocco, Pinna & Marchesi, 2017). 

The blockchain is not provided from a single server or a central server farm, but rather 

runs on a widespread network of computers as a distributed ledger22. All network 

participants hold all data in their blockchain, and all work together on expanding it. 

These computers are called miners (Beck et al, 2016).  

The essence of the Bitcoin protocol is its structure that guarantees the uniqueness of the 

segment information ‘registry book’. This confirmation process broadly corresponds to 

one provided by the centralised payment system in the case of traditional banking 

(Iwamura, Kitamura, Matsumoto & Saito, 2014). 

                                                 

21 Richard Stallman an American software developer Stallman launched the GNU Project, founded the 

Free Software Foundation and wrote the GNU General Public License. 
22 For distributed ledger see Definition List 1.6  

Figure 1: Design of a blockchain 

Source: https://www.youtube.com/watch?v=SSo_EIwHSd4 



  29 

The Bitcoin protocol validates all transactions by means of open competition among 

profit-seeking miners, as described above. This whole process is referred to as 

confirmation in the Bitcoin protocol. The winner of the open competition provides the 

hash value as a stamp in the registry book, marking a validation of the trades in the 

specific block (Iwamura, Kitamura, Matsumoto & Saito, 2014). According to Iwamura 

et al. (2014) this winner receives newly created Bitcoin and is recorded as the owner of 

such in the registry book. This entire process is called mining. The confirmation process 

in which all mining activities are involved must be distinguished from the validation 

process in which the winner of competition provides the hash value as a stamp in the 

registry book (Iwamura, Kitamura, Matsumoto & Saito, 2014). Miners play an 

important role in the validation of Bitcoin transactions, which guarantees the uniqueness 

of the registry book. They are called miners because they are not trusted third parties 

that are assigned to prevent double-spend events, but are voluntary participants seeking 

a reward from the open competition of validation (Iwamura, Kitamura, Matsumoto & 

Saito, 2014). Depending on the blockchain protocol, these will compete to form new 

blocks that are then added to the blockchain when selected through consensus schemes 

(Beck et al, 2016). As stated previously, the world's first blockchain application in 2009 

was Bitcoin. Bitcoin and blockchain are therefore two different terms. Blockchain is the 

underlying technology and Bitcoin is an application of blockchain technology in the 

context of currencies and financial transactions. The blockchain used by Bitcoin stores, 

for example, information of financial transactions such as sender, receiver, and quantity. 

Blockchains serve as the back-end of decentralised applications, which can vary from 

voting systems to domain name registries, crowdfunding platforms, company 

governance, or intellectual property such as music songs (Beck et al, 2016).  

 

 

 

 

 

 

 

 

Figure 2: Components of a block 

Source: https://www.youtube.com/watch?v=SSo_EIwHSd4 
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Irrespective of its purpose, each block of a blockchain essentially consists of three types 

of information: the actual data stored in the block, the hash value of the block, and the 

hash value of the previous block as can be seen in Figure 2. 

The hash is, in that sense, a kind of digital fingerprint that can uniquely identify a single 

block within a blockchain as in Figure 3.  

 

 

 

 

 

 

 

 

 

The unique hash value is created for each new block, much like how every new-born 

child receives a name. This combination of hashes within a blockchain is also the reason 

for its special security and transparency (Beck et al, 2016). Every newly created block 

needs to be confirmed by the already existing chain of blocks. As soon as a hash value 

is changed, the entire block changes. Put simply, the block would no longer be the 

same. However, since each hash is linked to the previous one, it can only be changed if 

the neighbouring blocks and their neighbouring blocks are also changed, and so on. 

Therefore, to manipulate the data of a single block, the entire blockchain must be 

changed (Beck et al. 2016). 

Both the creation of a new block and the modification of a hash require computing 

power. To successfully manipulate hashes, the computing power used must exceed the 

power of the already existing network23 (Beekman, 2016). With the increasing size and 

computing power of the network, the security of the network and the applications used 

within also increases. In terms of Bitcoin, this computing power is provided by an open 

and decentralised network (Nakamoto, 2009). However, this network does not 

                                                 

23 To destabilise the network 51% of the computing power can be sufficient. This is called a 51% attack.  

Figure 3: Hash 

Source: https://www.youtube.com/watch?v=SSo_EIwHSd43 
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necessarily need be open and decentralised. A centralised use of blockchains, as shown 

in Figure 4, is also technically possible24 (Cocco, Pinna & Marchesi, 2017).  

The computing capacity within the network comes from computers that are part of the 

network and make their computing power available via the Internet. This provision of 

computing power for the entire network and for specific applications within a 

blockchain in terms of Bitcoin and other cryptocurrencies is called mining. A single 

computer in the network is called a node. 

According to Derks, Gordijn and Siegmann (2017), Bitcoin is a digital P2P currency 

with a finite supply of 21 million units that is not backed by debt obligations and 

governments (Grinberg, 2012) and does not need third parties such as banks (Courtois 

& Bahack, 2014). Although Bitcoin is essentially a payment instrument, it also serves as 

an incentive given to blockchain providers, ‘miners’, who provide the computing power 

needed for clearing transactions in the bitcoin network (Nakamoto, 2008). The ideas of 

Jevons (1875), Hayek (1990), and Friedman (1999) are that the key features of 

Nakamoto’s theory extend well-established public/private key cryptography to a 

transparent, resilient transaction history ledger for accounting purposes, create a finite 

and increasingly difficult algorithm for key creation (which creates key value), and 

                                                 

24 Especially Banks that fear the competition with cryptocurrencies invested recently significant sums on 

Blockchain R&D.  

 

Figure 4: Types of networks 

Source: “On Distributed Communication Networks” (Baran, 1964) 
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eliminate the ‘trusted third party’ typically required for currency exchange (Walton, 

2014). To interact with the network of a particular cryptocurrency, every owner who is 

running a node can receive the payout through a core client or wallet25. 

Bitcoin is not only the numerical unit with which transactions can be made, but also 

includes the entire ecosystem around it. 

Parallel to the increasing number of nodes in the network, there has also been an 

evolution in the use of this computing power. To ensure the stability of the network and 

prevent an unfiltered influx of computing power for creating new blocks, the Bitcoin 

network uses a mechanism from the outset to slow the generation of new blocks by 

additionally solving an algorithm. In terms of Bitcoin and other cryptocurrencies, this 

concept is referred to as the proof of work (PoW) procedure (Tschorsch & 

Scheuermann, 2016). The algorithm used by Bitcoin is the SHA-256 algorithm26. There 

are other control mechanisms with other algorithms, such as the Proof of Stake (PoS). 

Ethereum, for example, uses the PoW and tries to switch to a PoS (Buterin, 2013). The 

control procedure of the Bitcoin architecture has resulted in channelling of computing 

power and led to a technical arms race in terms of mining hardware. While, in the early 

stages, traditional computers and notebooks could still generate significant amounts of 

Bitcoin, competition for the rewards distributed within the network increased over time 

(Derks, Gordijn & Siegmann, 2017). 

This increasing competition for solving computational puzzles is also known as 

‘difficulty’ or ‘network difficulty’27. The reaction of users, who naturally try to 

maximise their rewards within the network, was to switch to ever more powerful chips. 

For every cryptocurrency, the particular chip type must be compatible with the used 

algorithm. With respect to Bitcoin, this means that the chips of the miner must be able 

to solve the SHA-256 generated computational puzzles. Not every chip architecture is 

compatible with every algorithm. 

  

                                                 

25 A screenshot of the standard core client of Bitcoin can be found attached in Appendix 2.  
26 For a deeper explanation of the SHA 256-Algorithm is referred to Definitions 1.6 
27 See definitions 1.6 
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3.1.4 A brief history of cryptocurrencies 

Since 2009, an ever-growing ecosystem has been established around Bitcoin and other 

cryptocurrencies. In addition to the technological evolution of mining and the massive 

price increase, the awareness about cryptocurrencies globally.  

Positive headlines, like teenager ‘crypto’ millionaires such as Eddy Zillan (Business 

Insider, 2018), and negative headlines from hacker attacks on the former biggest 

cryptocurrency exchange, MT. Gox, in 2014, to the spectacular shutdown of the 

Darknet website SilkRoad in 2013 through the F.B.I., have contributed equally.                                                                                                                                      

As can be seen in Figure 5 after the initial use of central processing units (CPUs), which 

ran during daily computer use, a change to graphical processing units (GPUs), then field 

programmable gate arrays (FPGAs) and ASICs took place in order to achieve the 

greatest possible number of Bitcoin rewards in a more intense competition (Derks, 

Gordijn & Siegmann, 2017; Hayes, 2017).  

 

Increasing competition was also intensified by Bitcoin's special parameters and 

architecture. While during mining of the genesis block a 50-Bitcoin reward was paid 

out, the source code specified that the reward is halved every 210,000 blocks.  

 

Figure 5: Bitcoin mining efficiency over time 

Source: (Hayes, 2017 p.11) 
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By simple illustration using a logarithmic curve, a mathematical upper limit is seen for 

the Bitcoin, which will be reached in 2140.The most effective form of state-of-the-art 

mining in March 2018 was the use of ASIC chips28. The model Antminer S9 of the 

Chinese chip producer Bitmain, for example, calculates 13.5TH per second29. Entire 

companies are meanwhile exclusively specialised in the development and production of 

new chips for cryptocurrency miners. Other established chip producers, such as Intel 

and AMD, intensively discuss their own development of ASIC chips for miners (The 

Register, 2018).  

Due to the fact that the reward is originally only paid to the node that solved the 

computational hash puzzle, the owners of the nodes, over time, joined together in pools 

to reduce the volatility of the payouts30.  

In parallel, the price level of leading cryptocurrencies, especially Bitcoin, increased 

tremendously as can be seen in Figure7. While at the first listing of Bitcoin in October 

2010, someone received 1,309.03 Bitcoins for $1, the price rose rapidly in the following 

years. Despite the sometimes major price slumps caused by the theft of Bitcoin and the 

subsequent bankruptcy of Mt. Gox by that time, the largest crypto exchange platform  

                                                 

28 Stands for Application-Specific Integrated Circuits. For more information see definitions 1.6 
29 13.5 Tera hashes is equal to 108,000,000,000,000,000 calculations per second.  
30 In Appendix 3 is a screenshot of the web interface of oldest Bitcoin pool Slushpool 

 

Figure 6: Bitcoin's Supply over time 

Source: (McCook, 2015 p.33) 
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and the scandal surrounding the Darknet platform Silk Road 31, which handled illegal 

payments for weapons and drug purchases with Bitcoin that was shut down by the F.B.I 

in 2013, Bitcoin prices continued to rise.  

 

The temporary high point of the entire hysteria around cryptocurrencies was reached 

shortly before Christmas of 2017, on the 17th of December, when $20,089.00 was 

intertemporally paid for a single Bitcoin, according to coinmarketcap.com. At the same 

time, the controversial discussions about a burst of the cryptocurrency bubble 

increasingly intensified (Fry & Cheah 2016). 

The cases of Mt. Gox in 2014 and Silk Road in 2013 are of particular interest, as they 

raised discussions regarding the security around stored Bitcoins and the illegal use of 

cryptocurrencies, particularly with respect to money laundering (Sahoo, 2017). Other 

cryptocurrencies such as Litecoin or Ripple, launched during the hype in 2012. 

                                                 

31 Silk Road was an online Darknet platform known for illegal trading activities for goods such as drugs, 

malicious software, child pornography and weapons. In 2011, most of the activities on Silk Road were 

completed through Bitcoin transactions (Yang, 2016). Ross William Ulbricht, the creator of Silk Road, 

was arrested after its shutdown in October 2013 by the Federal Bureau of Investigation (FBI) (Yang, 

2016), and in May 2015, he was sentenced to life imprisonment without any chance of release as a result 

of his illegal money laundering activities (Christin, 2013). 

Figure 7: Bitcoin Price Index  

Source: statista.com, 2018 
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Ethereum, launched in 2015, likewise grew, and an ever-growing ecosystem established 

itself around cryptocurrencies. 

As can be seen from Figure 8, the overall cryptocurrency market capitalisation rose 

from 1.5 billion USD in 2013 to 177 billion USD in 2017. 

At the same time, between April 2013 and April 2017, the number of publicly listed 

cryptocurrencies increased from a few altcoins to over 800 (Figure 9).  

According to coinmarketcap.com, there are over 1800 cryptocurrencies with an upward 

trend as of August 2018. 

Figure 8: Development of cryptocurrency market capitalisation 

 

Figure 9: Number of Cryptocurrencies over time 

Source: CoinMarketCap.com, 2018) 
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Cryptocurrencies were traded on over 13,000 registered exchanges and processed with 

an overall market capitalisation of $209.210.916.685, with a 24h volume of 

$14.031.174.161 (coinmarketcap.com, 2018).                                                               

While numerous products and events such as Bitcoin ATMs and ICO32 parties were 

created, and many cryptocurrencies, especially Bitcoin, gained increasing popularity, 

the number of stores that accepted Bitcoin for payment grew steadily, as Linzner (2016) 

clearly reveals.  

As can be seen above in Figure 10, the listing of the ten biggest cryptocurrencies by 

market capitalisation in USD in April 2014, and below in Figure 11, the market 

dominance of Bitcoin with 53.4% is still significant (coinmarketcap.com, 08/2018), but 

the influence of other cryptocurrencies, including the other objects of research 

Ethereum, Ripple, and IOTA, grew significantly from July 2013 - July 2018. These four 

cryptocurrencies are the focus in the further course of this study. They have the 

necessary age, sufficient market capitalisation, a high level of awareness, a significant 

community, comprehensive data material, and at the same time represent different 

niches within the cryptocurrency market, as is demonstrated later. 

                                                 

32 The term Initial Coin Offering is based on the IPO for the initial public listing of company stocks for 

more explanation see definitions 1.6. 

Figure 10: The ten greatest cryptocurrencies by market capitalisation 

Source: Coinmarketcap.com 
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3.2 Sustainability and the context of cryptocurrencies 

Section 3.2 overall develops an understanding of sustainability in general and how 

sustainability can be understood and interpreted in the context of cryptocurrencies. This 

section is divided into two parts. Subsection 3.2.1 defines the term sustainability, how 

sustainability evolved within the society and economy, and how sustainability is 

interpreted in general today. Subsection 3.2.2 elaborates on how sustainability can be 

understood in the particular research topic of cryptocurrencies. As the study is located 

within the broader methodological field of sustainability measurement, this means an 

understanding of the existing measurement initiatives, theories, consensus, and 

challenges is essential to perceive the complexity of sustainability in general and 

particularly in context of cryptocurrencies.  

3.2.1 Definition and relevance of sustainability 

According to the Online Etymology Dictionary, sustainability is derived from the Latin 

word sustinere, which can be translated as ‘maintain’, ‘support’, or ‘endure’. Since the 

1980s, the meaning of sustainability and models and concepts around sustainability 

have been discussed in the context of politics and society. Closely related to 

sustainability is the concept of sustainable development. First defined was the term 

sustainable development, as already mentioned by the Brundtland commission of the 

Figure 11: Cryptocurrency market distribution  

Source: Coinmarketcap.com  
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United Nations on March 20, 1987 (Brundtland Report, Our common future: Chapter 2, 

§ 1): 

“Sustainable development is development that meets the needs of the present without 

compromising the ability of future generations to meet their own needs.”33 

In 2015, the United Nations established, as part of the annual summit, the so-called 

Sustainable Development Goals (SDGs): 17 ultimate goals that are planned to be 

achieved in the future34. The SDGs replaced the eight Millennium Sustainability Goals 

(MDGs)35 that were previously established by the UN in 2000 and mostly missed.  

  

 

As can be concluded from the events above, an awareness exists of sustainability 

problems, but nevertheless every goal of the Millennium Summit was either completely 

missed or not fully achieved, and therefore was transferred into the next period. Various 

agendas and movements that support sustainability or try to contribute to the 

achievement of the goals meanwhile emerged outside the UN, across the world, 

especially in the form of NGOs. Consensus on the orientation of sustainability appears 

to have existed from the very beginning, but as the goals of the MDGs were expanded 

                                                 

33 The Brundtland report goes even beyond this definition and adds two key concepts:  

The concept of 'needs', in particular the essential needs of the world's poor, to which overriding priority 

should be given; and the idea of limitations imposed by the state of technology and social organisation on 

the environment's ability to meet present and future needs 
34 The 17 listed goals above are even further subdivided into 169 more precise targets.  
35 The eight MDGs were to: 1. eradicate extreme poverty and hunger, 2. achieve universal primary 

education, 3. promote gender equality and empower women,4. reduce child mortality, …  

…5. improve maternal health, 6. combat HIV/AIDS, malaria, and other diseases 7. ensure environmental 

sustainability 8. develop a global partnership for development.  

Figure 12: The 17 UN Sustainable Development Goals 

Source: http://www.gfgd.org/globalgoals 
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and refined into the SGDs, it becomes clear that the concept of sustainability or 

sustainable development is increasingly expanding to other areas. While the tendency in 

many scientific areas is that particular terms are viewed rather in isolation and that 

researchers tend to restrain themselves with the transformation of concepts into a new 

field, awareness and interest in sustainability seems to be growing in many areas (Delai 

& Takahashi, 2011). 

3.2.2 Sustainability and sustainability measurement of cryptocurrencies 

Parallel to the emergence of sustainability research, the confusion and the range of 

possible interpretations of what sustainability actually means also  

increased. Although many researchers and academics in various disciplines recognised 

the increasing relevance of sustainability and its measurement, it became clear that the 

definition and interpretation varies greatly and depends highly on the specific context.  

It makes a fundamental difference if an assessment of the atmospheric quality in a major 

city is desired by measuring the carbon footprint through chemical samples of the air or 

if there is interest in the ability of a forest ecosystem to regenerate from an 

environmental disaster over a certain period of time. In short, sustainability and its 

research and measurement are context-bound disciplines. 

Delai and Takahashi (2011) confirm this in their reference model. This reference model 

is a critical collection and comparison of existing methods within the sustainability 

research and the only study that could be identified as a critical and interdisciplinary 

assessment of sustainability measurement methods and initiatives. While 

cryptocurrencies are already located in a controversial environment due to the early 

stage of research, the methodological discipline of sustainability measurement seems to 

struggle with similar difficulties.  

While a complete absence of an integrated sustainability framework was identified as 

research gap in Chapter 2, every dimension and every aspect of sustainability should be 

understood and analysed with regard to cryptocurrencies. The three dimensions of 

Brundtland report (1987) that assess sustainability, from an environmental perspective, 

an economic point of view, and social aspects, should also be present in a framework 

that looks holistically into cryptocurrencies. 

The triple bottom line already offers a starting point for the few other studies that were 

considered in Section 2.3, such as Linkov et al. (2018) with their three governance 

strategies for digital sustainability of big data, artificial intelligence, and blockchain 

technology, Giungato et al. (2017) and their discussion about future sustainability 

trends, and especially Stuermer, Abu-Tayeh and Myrach (2016) with their 10 basic 
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conditions for sustainability of digital artifacts. This even further complicates the 

investigation of sustainability and the object of investigation in the form of 

cryptocurrencies exorbitantly because various approaches and measuring methods from 

sometimes very different disciplines must be used. While sustainability research in the 

natural sciences can often fall back on quantitative measurement methods for physical 

objects, such as water or gases, sustainability measurement in social sciences is much 

more theoretical and focuses more on qualitative measurements, for example, when 

measuring the sustainability awareness of different population groups.  

This means that an integrated sustainability framework must work in an 

interdisciplinary manner, considering both qualitative and quantitative aspects.  

Beyond that, the study by Stuermer, Abu-Tayeh and Myrach (2016) revealed that the 

three holistic dimensions are not sufficient to identify key factors influencing the 

sustainability of cryptocurrencies in a truly in-depth analysis. But their interpretation of 

Bitcoin as an digital artifact in combination with the three governance approaches for 

digital sustainability of Linkov et. al (2018) , the fundament to analyse other 

cryptocurrencies and to assess their sustainability holistically is given.  

These are the basic requirements that must be placed on the development of an 

integrated sustainability framework. The development of this integrated sustainability 

framework for cryptocurrencies is pursued in Chapter 4. 
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4 Theoretical framework  

Chapter 4 is devoted exclusively to the theoretical framework. Section 4.1 begins with a 

critical assessment of existing digital sustainability frameworks. Section 4.2 defines the 

prerequisites for an integrated sustainability framework and evaluates and describes in 

detail the frameworks of Linkov et al. (2018) in 4.2.1 and Stuermer, Abu-Tayeh and 

Myrach (2016) 4.2.2. The new developed integrated sustainability framework is 

introduced in 4.2.3 and how the two existing frameworks were combined.   

Finally, Section 4.3 provides a detailed description of the integrated sustainability 

framework for cryptocurrencies and justifies and elaborates all the four dimensions and 

12 categories.  

4.1 Digital sustainability frameworks 

As emerged from the literature review in Chapter 2 and the sustainability discussion in 

Chapter 3.2, there are relatively few digital frameworks dealing with sustainability. 

Many frameworks exist, such as that of Dao, Langella and Carbo (2011) who discuss 

sustainability of IT in terms of manufacturing and human resource management by 

applying the resource-based view in a corporate context. However, this does not offer 

any value for developing an integrated sustainability framework, as cryptocurrencies 

need to be interpreted holistically in terms of their sustainability including their 

ecosystems.  

The first crucial component for the development of a new integrated sustainability 

framework is the work of Linkov et al. (2018), who have developed three governance 

strategies for digital sustainability and applied, similar to Dao, Langella and Carbo 

(2011), the triple bottom line dimensions: environmental, social, and economic. 

Furthermore, it is helpful that their study considers, in addition to big data and artificial 

intelligence, distributed ledgers (the underlying technology of cryptocurrencies) as a 

third major block of digitisation.  

The second crucial component is provided by Stuermer, Abu-Tayeh and Myrach (2016) 

with their framework on digital sustainability and 10 basic conditions for sustainable 

digital artifacts and their ecosystems. Compared to Linkov et al. (2018), who take a 

governance perspective, Stuermer, Abu-Tayeh and Myrach (2016) define, among other 

research objects, the cryptocurrency Bitcoin as a digital artefact and analyse it together 

with its surrounding ecosystem. This holistic perspective, which is further refined by 10 

conditions, in combination with the extended triple bottom line dimensions of Linkov et 

al. (2018), legitimises the creation of a new integrated sustainability framework for 

cryptocurrencies.  
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4.2 Requirements for an integrated sustainability framework  

The two models mentioned above are described and explained in detail below. For 

readability reasons, the three governance strategies of digital sustainability by Linkov et 

al. (2018) are located in Subsection 4.2.1, and the 10 basic conditions for sustainable 

digital artefacts and their ecosystems by Stuermer, Abu-Tayeh and Myrach (2016) in 

Subsection 4.2.2. Subsection 4.2.3 elaborates on how both frameworks were combined 

into the new integrated sustainability framework. 

4.2.1 Governance strategies for a sustainable digital world  

Linkov et al. (2018) discussed in their study the benefits and challenges of sustainability 

that will appear in the digital future. While the growth of a digital economy may 

increase productivity, it also raises potential sustainability challenges pertaining to 

social (i.e. the benefits or costs imposed by disruptive digital technologies upon social 

networks and ways of life, including threats to economic sustainability and the rise of 

economic disparity) and environmental wellbeing (i.e. natural resource stewardship and 

concern for future generations) (Linkov et al., 2018). They highlighted the increasing 

awareness of policymakers and international organisations such as the United Nations 

(UN) and Organization for Economic Co-operation and Development (OECD) of the 

original sustainability concepts (Figure 13) applied within the Brundtland Report of 

1987 through the lens of digitisation.  

 

Figure 13: The triple bottom line of sustainability  

Source: Elkington, (2004) 
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The work of Linkov et al. (2018) is based on and connected to the UN’s announced 

SDGs of 2015, which have been considered in Chapter 3.2, and develops a framework 

with three governance strategies that can be applied by countries to pursue those goals 

in the digital world. These three governance approaches are categorised as (1) Laissez-

Fair, (2) Precautionary and (3) Stewardship and describe different degrees of 

governance involvement by the implementation and adaption of the three digital fields   

(1) Big Data, (2) Artificial Intelligence and most important for this study (3) Distributed 

Ledger36. As can be seen in Figure 14, two elements of the upper model are important 

for the development of the integrated sustainability framework for cryptocurrencies. 

First, Linkov et al. (2018) extend the well-known triple bottom line by a digital 

dimension by applying the social, environmental, and economic perspective into a 

digital context. This is crucial, as it legitimises cryptocurrencies importance within 

digitisation. Second, when looking at the digital fields, it becomes clear that distributed 

ledger was also considered in addition to major topics such as big data and artificial 

intelligence. The upper model makes clear that the consideration of cryptocurrencies 

underlying Distributed Ledger Technology37 is of great importance for digitisation as a 

whole, and that an analysis must be carried out holistically using the four dimensions: 

environmental, social, economic, and digital or technological. 

                                                 

36 Distributed ledger or distributed ledger technology are just more general terms for blockchain 

technology and can be considered as synonyms. For a repetition see definitions 1.6.   
 

Figure 14: Three governmental approaches for digital sustainability  

Source: Linkov et al. (2018) 

1 

2 
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4.2.2 10 basic conditions for sustainable digital artifacts  

The second theoretical model that is utilised for a new integrated sustainability 

framework for cryptocurrencies are the 10 basic conditions for sustainable digital 

artifacts and their ecosystems given by Stuermer, Abu-Tayeh and  

Myrach (2016). 

Giungato et al. (2017) first have precisely defined sustainability of cryptocurrencies 

using the example of Bitcoin when they considered that cryptocurrencies are entities 

living in a different ecological ecosystem: the digital ecosystem. A digital ecosystem 

consists of all hardware devices, program files, and data files that the user needs and 

that it shares with other users. The ecosystem, as defined, also includes the social 

elements which led to the creation and use of digital elements like Bitcoins as non-

material technological objects (Faulkner, 2013). The digital resources mentioned are 

more properly defined as digital artifacts, “entities that consist of strings of 0s and 1s, 

which can be interpreted by technical devices, like computers, to provide some 

meaning” (Stuermer, Abu-Tayeh & Myrach, 2016).  

The economic value of cryptocurrencies can be considered a ‘digital good’ in which the 

computing capacity defines both the scarcity of the good and the raising of its economic 

value. Stuermer, Abu-Tayeh and Myrach (2016) aimed to identify topics for 

sustainability and information systems academics by working between the 

interdisciplinary fields of digital sustainability and knowledge management. According 

to Melville (2010), Elliot (2011), and Seele (2014), the impact of technology on the 

creation and use of knowledge can be considered a vehicle to support sustainable 

development. Stuermer, Abu-Tayeh and Myrach (2016) interpreted knowledge and 

knowledge storage in the context of digitisation and applied the assumptions of 

Kallinikos, Aaltonen and Marton (2013) who first defined the term of a digital artifact. 

Under the term digital artifact, both data files such as texts, pictures, audios, and videos 

and computer code (machine code and source code) can be subsumed (Kallinikos, 

Aaltonen & Marton, 2013).  Two properties define such a digital artifact: first, that it 

can be easily replicated (reproducibility) and as a consequence, digital content may be 

much more easily distributed than content on traditional media (Benkler 2006; 

Kallinikos, Aaltonen & Marton, 2013) and second, digital artifacts can be edited, and 

therefore changed (transmutability) (Kallinikos, Aaltonen & Marton, 2013). 
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Furthermore, digital artifacts are not self-contained and are embedded in wider, 

constantly changing ecosystems (Kallinikos et al. 2013).  

Information systems, however, may be interpreted as socio-technical systems in which 

human actors and technical components are related and interact with one another 

(Bostrom & Heinen 1977; Ropohl 1999; Mumford 2006).  

While digital artifacts represent recorded information, the surrounding ecosystem of 

individuals and organisations (Messerschmitt & Szyperski, 2005; Bosch, 2009; 

Kallinikos et al., 2013) holds knowledge and experience related to the creation and use 

of a digital artifact. 

The main difference between digital artifacts and natural resources are that digital 

artifacts are not provided by nature, but need to be created or developed by someone, 

while at the same no depletion through its use occurs.  

The ultimate question that arises, according to the above definition, is whether 

cryptocurrencies have the properties of a digital artifact. Although this question can be 

Figure 16: 10 Basic conditions of sustainable digital artifacts 

Source: Stuermer, Abu-Tayeh and Myrach, (2016) 

Figure 15: Naturals resources compared to digital artifacts 

Source: Stuermer, Abu-Tayeh and Myrach, (2016) 
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discussed controversially on a much more complex level38, the conclusion of Stuermer, 

Abu-Tayeh and Myrach (2016) have defined, with Bitcoin, a cryptocurrency as a digital 

artifact with a digital ecosystem.  The classification of Bitcoin as a digital artifact with a 

surrounding ecosystem was used by Stuermer, Abu-Tayeh and Myrach to evaluate a 

cryptocurrency’s sustainability. This assumption is the second important theoretical 

legitimation for the development of a new integrated sustainability framework.  

This newer and holistic interpretation of cryptocurrencies, which contradicts the more 

classical view of economists, is well founded in other studies and is also supported by 

Hacker (2017), who interprets cryptocurrencies as complex systems within the 

framework of complexity theory. For the development of a new integrated sustainability 

framework for cryptocurrencies, it is essential, as illustrated in Figure 16, that 

cryptocurrencies are defined as digital artifacts and considered together with their 

digital ecosystem, as this allows a sustainability analysis. Beyond that, Stuermer, Abu-

Tayeh and Myrach (2016) designed the 10 conditions for sustainability for an even 

more detailed analysis level. It does not make sense to elaborate on those chosen 

categories, since they were not only developed for (1) Bitcoin, but also for the digital 

artifacts of (2) Linux kernel development, the (3) Wikipedia project, and the (4) Linking 

Open Drug Data repositories. However, the creation of generic categories for digital 

artifacts based on existing literature and the consideration of Bitcoin legitimises the 

creation of appropriate categories for cryptocurrencies in this study. 

4.2.3 An integrated sustainability framework for cryptocurrencies 

As previously explained, the triple bottom line dimensions of Linkov et al. (2018), 

which were extended for digital sustainability and discussed using the example of 

distributed ledger, is combined now with the concept of digital artifacts and surrounding 

digital ecosystems, together with the legitimation for further generic categories, for a 

deeper analysis by Stuermer, Abu-Tayeh and Myrach (2016).  

                                                 

38 If a software analysis of the Bitcoin protocol would be done at this point it could be argued that due to 

the energy consumption and the upper limit of 21 million Bitcoins, Bitcoin does not fulfill the criteria for 

a digital artifact. As a counterargument could be the division of Bitcoin into infinitely small units to the 

size of only one Satoshi raised. However other cryptocurrencies have different designs and such a 

discussion would go beyond the scope of an Information Systems perspective.  
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The result is a new integrated sustainability framework only for cryptocurrencies:  

The newly combined framework consists of four sustainability dimensions: 

1) Environmental influence 

2) Societal impact 

3) Economic progress 

4) Technological efficiency 

These again contain 12 categories for a deeper generic analysis level:   

1) Resource requirements  

2) Energy consumption 

3) Privacy and transparency  

4) Community culture and participation 

5) Access and usability 

6) Stakeholder equality and fairness 

7) Price and exchange rate stability  

8) Products and services 

9) Coin distribution and flow 

10) Transaction costs and scalability  

11) Software quality and security 

12) Open source licensing 

 

Figure 17: Integrated sustainability framework for cryptocurrencies (Arps, 2018) 
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Even if the categories are consecutively numbered for clarity reasons, all presented 

dimensions are equal. The framework therefore does not prefer any of the four 

dimensions. Whether and which category is given special attention depends on the 

perspective of the beholder. The framework uses an integrated sustainability perspective 

and is neutral in terms of all dimensions and categories. Furthermore, the framework 

has no beginning and no end, and can be interpreted as a cycle. It is possible to start 

with category (1), but this order was only chosen randomly as a chronological sequence 

so that it can be maintained in an easier and more practical manner. The red arrows 

within the framework are intended to illustrate this. In the next section, Section 4.3, the 

origin of the four dimensions and 12 categories are elaborated in detail in connection to 

the existing literature.  

4.3 Justification and elaboration of four dimensions and 12 categories 

The four dimensions (1) environmental influence, (2) societal impact, (3) economic 

progress and (4) technological efficiency are essentially based on the three sustainability 

perspectives of the triple bottom line. They interpret sustainability through the fourth 

lens of technological efficiency in alignment with the digital context of Linkov et. al 

(2018), Cocco, Pinna and Marchesi (2017) and Giungato et al. (2017), whose work was 

based on the Brundtland report (1987). The four dimensions were only adapted to the 

more concrete subject matter of cryptocurrencies. Furthermore, it should be mentioned 

once again that no general repetition of these dimensions is carried out here. Instead, 

their relevance for the context of cryptocurrencies should be specifically elaborated and 

justified39. Since cryptocurrencies cannot, in principle, be restricted by national borders 

and are spread worldwide, like the Internet, they apply all dimensions and categories 

globally, even if there are regional differences in terms of interpretation. The 12 

categories of the integrated sustainability framework are methodologically analogous to 

the 10 basic conditions for sustainable digital artifacts. Content-wise, they are the result 

of a comprehensive analysis of the existing literature that directly or indirectly covers 

the sustainability of cryptocurrencies. 

  

                                                 

39 For a general discussion regarding the social, environmental, and economic dimensions, the theoretical 

foundations must be considered directly in the triple bottom line. This study focuses on the dimensions in 

the context of cryptocurrencies.  
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Dierksmeier and Seele (2016) compiled nine points of cryptocurrencies in terms of 

ethical considerations:  

1) Ethical clarification of moral ambiguities 

2) Research on effects of inflation/deflation 

3) Changing role of the miner 

4) Potential to promote good 

5) Business opportunities 

6) Role of government 

7) Mapping regulatory trends 

8) Spread of use 

9) Role of trust.  

Voge (2018) highlights five important criteria that need to be fulfilled for an alternative 

cryptocurrency:  

1) It must feature a significantly more sustainable and/or fair economy 

2) It must be based on societal consensus to be accepted by (almost) everyone 

3) It must be very easy to use 

4) It must be fun to use and/or provide a real advantage 

5) It must be relatively difficult to break the rules or abuse the system. 

And finally, Ahamad, Madhusoodhnan Nair and Varghese (2013) defined requirements 

a through k that need to be satisfied for a new cryptocurrency protocol to be successful: 

(a) Having all of the benefits of cash, (b) Resistant to theft and counterfeiting, (c) 

Pseudo anonymity, (d) Open protocol, (e) Anonymous, (f) Extremely counterfeit-

resistant, (g) Protection from theft, (h) Multipoint authenticity, (i) Efficient, (j) 

Resilient, (k) It should overcome the "blockchain bloat" problem. 

There is an overlap between the content of some criteria and points, but no general 

consensus exists and the contextual focus of the upper lists differs. None of the 

presented approaches explicitly mention compiled criteria for the sustainability of 

cryptocurrencies. They merely provide a rough overview of various factors that 

influence the sustainability of cryptocurrencies.  

For readability, the following section consists of the four dimensions of sustainability, 

including the 12 newly developed categories as subsets in between, in which the 

theoretical findings of the existing literature are embedded. 
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(1) Environmental influence: In addition to the frameworks of Linkov et. al (2018) 

and Stuermer Abu-Tayeh and Myrach (2016), researchers such as Cocco, Pinna and 

Marchesi (2017) and Giungato et al. (2017) also applied the triple bottom line 

dimensions onto cryptocurrencies and logically investigated the environmental 

influence. In terms of cryptocurrencies, environmental influence could be defined as the 

sum of all external influences (both positive and negative) that affect nature and the 

environment. The required resources for the infrastructure of a cryptocurrency and 

energy consumption are the most important criteria regarding the environmental 

influence of cryptocurrencies. While investigating the environmental cost of Bitcoin, 

Voge (2018) declared environmental crises such as global warming among humanity’s 

largest problems in the 21st century and agrees with Rockström (2009) and Barnosky 

(2012), who say Earth’s systems are pushed beyond their planetary boundaries. Cocco, 

Pinna and Marchesi (2017) view greenhouse gas effects and climate change as major 

challenges, and ICT as an essential factor to reduce the carbon footprint of financial 

institutions to help reduce rising demands for energy and resources. 

1. Resource requirements: To launch and operate a cryptocurrency online, various 

computer hardware is required for processing and storing data. Since cryptocurrencies 

have been designed as decentralised P2P networks, central server farms such as for 

Amazon, Facebook or Google no longer exist. Instead, all computing power is provided 

by the nodes within the network. As mentioned, most PoW-based cryptocurrencies 

today operate by so-called miners running on ASIC chips. The number of miners has 

increased exponentially over the years, while, according to Derks, Gordijn and 

Siegmann (2017), the hardware also evolved considerably. Cocco, Pinna and Marchesi 

(2017) defined three major impacts of ICT on the environment:  

(1) “First-order impacts are environmental effects that result from production and use of 

ICT, i.e., resource use and pollution from mining, hardware production, power 

consumption during usage (discussed in category 2 Energy consumption), and disposal 

of electronic equipment waste.”  

(2) “Second-order impacts are effects that result indirectly from using ICT, like energy 

and resource conservation by process optimization (dematerialization effects), or 

resource conservation by substitution of material products with their immaterial 

counterparts (substitution effects).” 

(3) “Third-order impacts are long-term indirect effects on the environment that result 

from ICT usage, like changing life styles that promote faster economic growth and, at 

worst, outweigh the formerly achieved savings (rebound effects).”   
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McCook (2015) compared the resource requirements of the Bitcoin network with the 

banking industry, the gold production industry, and the process of printing and minting 

of physical currency.  

The resources used for the infrastructure of a particular cryptocurrency and the future 

development of the underlying technology are therefore crucial for environmental 

influence, as well as important criteria for sustainability and therefore for the entire 

framework.  

2. Energy consumption: The energy consumption of a cryptocurrency was classified 

by Cocco, Pinna and Marchesi (2017) as a first-order impact of ICT. While McCook 

(2015) delivered an estimation with an order of magnitude of the relative sustainability 

of the Bitcoin network compared to other existing monetary systems, Vranken (2017) 

focused on the energy consumption of the overall mining process. Related to that, 

Malmo (2015) concluded that adopting Bitcoin as a major currency in the next few 

decades would only exacerbate anthropogenic climate change by needlessly increasing 

electricity consumption. Deetman (2016) is less pessimistic and categorical than Malmo 

and discusses how hashing is related to mining hardware and hence to energy 

consumption. For many cryptocurrencies, no reliable sources regarding their actual 

energy consumption exist. The relative energy consumption depends to the greatest 

extent on the used hardware, which again is determined by the constraint of the chip 

industry, high competition and short product cycles. The only reliable long-term studies 

that could be found are from Hayes (2017) regarding Bitcoin from 2009-2017. Those 

revealed an exponential increase in energy consumption due to the growing number of 

miners, and increasing energy efficiency of the mining equipment. Other important 

factors are technological innovations by chip manufacturers and the foreseeable end of 

Moore's law. Other relevant factors for energy consumption are quantum computing and 

the change to renewable energies, for which no research yet exists and the discussion of 

which would go beyond the scope of this thesis. The relative energy consumption is 

therefore crucial for the environmental influence and the overall sustainability of a 

cryptocurrency. 
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(2) Societal impact: Societal impact is based on the social perspective of the triple 

bottom line and applied in accordance with Giungato et al. (2017). The societal impact 

of cryptocurrencies is complex and controversial within the broader field of social 

sciences. The term essentially comprises all positive and negative effects that a 

cryptocurrency has on all individuals and stakeholder groups which either actively use 

or are directly or indirectly affected by them. The concept and design of the blockchain 

decides how stakeholders are affected. The societal impacts are complex, as many 

different groups and individuals within a cryptocurrency’s ecosystem often have 

conflicting interests and are simultaneously exposed to positive and negative influences. 

Dierksmeier and Seele (2016) discussed the social impact of Bitcoin in terms of shadow 

banking and Darknet and the controversial consequences from an ethical point of view. 

Likewise, ethically and socially relevant is the discussion of Alcantara and Dick (2017) 

around the fictive MazaCoin that might be used to facilitate Indigenous self-

determination and political autonomy in Canada. Many studies, such as those of De 

Filippi (2014) and Borroni (2016), have taken an interdisciplinary approach to 

regulation and deal in parallel with the economic and social sustainability of 

cryptocurrencies. Voge (2018) discussed in his study whether, leveraging the wisdom of 

crowds and the power of cryptocurrencies, one can perhaps reach a societal consensus 

towards a world that is more worth living in for everyone, preserving life for future 

generations, while not sacrificing modern lifestyles. He concluded that cryptocurrencies 

must be based on societal consensus to be accepted by (almost) everyone while, in 

contrast to the current monetary system run by governments, central banks, and private 

banks, cryptocurrencies offer a trust-independent and technology-based means of 

currency generation and value exchange (Dierksmeier & Seele, 2016). As a result of the 

previous comprehensive review of the literature, four categories for societal impact 

were derived: 3. Privacy and transparency; 4. Community, culture, and participation; 5. 

Access and usability; and 6. Stakeholder equality and fairness. 

3. Privacy and transparency: This category refers to the best possible protection of the 

privacy of an individual, while maintaining the greatest possible transparency of the 

organisation and the used software behind a cryptocurrency.  

The difficulty within this discussion lies in a fundamental conflict of interests between 

the right an individual has to privacy and the public interest in transparency in terms of 

law and order. Hacker (2017) recognises the importance of transparency for 

cryptocurrencies long-term duration and sustainable survival and suggests enhancing 

the transparency of managerial decision making through board reports in the context of 
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corporate governance. “The decision-making process of core developers should be 

transparent to users, particularly in matters pertaining to the update of the protocol” 

(Hacker, 2017). Another important aspect within this context is the distinction between 

pseudonymity40 and anonymity. According to Ahamad, Madhusoodhnan, Nair and 

Varghese (2013) and Dierksmeier and Seele (2016), anonymity means that a person's 

identity can no longer be traced, whereas in the case of pseudonymity, the change of 

one or more characteristics makes it only considerably more difficult to reveal the 

identity41.  As a result of encryption in a blockchain, cryptocurrencies are much less 

open to social pressure than exchanges in physical currencies; such opacity may have 

both negative and positive ethical and societal implications (Dierksmeier & Seele, 

2016). Ironically, according to McCook (2015), the most anonymous form of payment 

is still cash, but compared to cryptocurrencies, cash is limited within the geographical 

radius of action.  

The case of the Darknet platform Silk Road led to a fundamental debate about the 

advantages and disadvantages of anonymisation, where users were relying on the 

anonymity provided by Tor42 and Bitcoin to reduce the likelihood of being incriminated 

for performing criminal activities (De Filippi, 2014).  

To what extent more anonymity or more transparency contributes to a positive and 

sustainable society is ethically difficult to judge due to the conflict between privacy of 

an individual and the necessity to protect society from criminal and harmful activities 

through sufficient transparency.  

In practise, it gets even more complicated due to different values, cultures and laws in 

the various national states around the globe that interpret cryptocurrencies differently43. 

This underlying conflict is not only found in cryptocurrencies, but also in many other 

digital contexts, such as the business models of Google, Facebook and Amazon, the 

encryption of messengers such as Whatsapp and Telegram, and the practises of the U.S. 

Secret Service NSA. Compared to other technologies, blockchain is best able to 

reconcile both interests. 

                                                 

40 Pseudonymity and pseudo-anonymity are both terms used in the literature. 
41 Bitcoin is not anonymous but pseudonymous, where encrypted accounts can theoretically be traced 

back to their owners (Dierksmeier & Seele, 2016). Duffield and Hagan (2014) developed with the 

Darkcoin a concept for a complete anonymous cryptocurrency based on an anonymous blockchain and an 

improved proof of work system.  
42 Tor is a network and free software for enabling anonymous communication. 
43 Borroni (2016) observed four different approaches in terms of cryptocurrencies that are adopted by 

governments around the globe, which can be found in the appendix, including a full list of the particular 

countries.  
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4. Community, culture, and participation: The community surrounding a 

cryptocurrency, its culture, and the degree of participation and support are crucial on 

several levels. Disruptive technologies such as cryptocurrencies are often created by 

small groups of developers in a start-up-like environment. The Cypherpunk movement 

around the mysterious Satoshi Nakamoto has vividly illustrated how an increasing hype 

can transpire from a few people to mass distribution. In this environment, products grow 

organically through viral marketing on the Internet, such as blogs, social media groups, 

forums and instant messengers. As a result, support of a loyal community is essential to 

survive and is a key criterion for long-term sustainable growth, especially in the early 

stages.  

In this early phase, not only the technological value proposition, but also the social 

identity, mission, and norms are shaped44. Dallyn (2017), who investigated the value 

creation of cryptocurrencies and demonstrated the shortcomings of conventional 

economic price modelling, applied the concept of market singularities into 

cryptocurrencies45. According to Karpik (2010), singularities are distinctive goods and 

services that are based around specific kinds of knowledge and judgment. Markets 

around these goods and services are shaped by communities of followers who believe in 

these singularities and make their own judgments about their worth (Dallyn, 2017). 

From that perspective, value is a multifactorial concept. The economic value of a 

cryptocurrency can therefore not be explained without examining the non-economic and 

social elements supporting its value (Dallyn, 2017). The durability of a cryptocurrency 

is sustained by the belief system of the community that surrounds it (Dallyn, 2017).  

However, the libertarian political belief underpinning cryptocurrency blockchain 

technology and cryptography is the assumption that a cryptocurrency that is not 

controlled by any state or central authority is both sustainable and desirable (Dallyn, 

2017).  

Yamada, Nakajima and Sakamoto (2016) applied the concept of activity-based micro-

pricing (ABMP) onto a fictive cryptocurrency and showed that the design of a 

cryptocurrency can subconsciously change people’s behaviour via economic rewards 

and penalties. Giungato et al. (2017) considered cryptocurrencies and their underlying 

                                                 

44 Giungato et al. (2017) demonstrated that cryptocurrencies are particularly attractive for libertarian 

and/or anarchist sympathisers who want to see money removed from the control of governments or a 

central bank. In August 2014, a Bitcoin independence declaration was released within the Bitcoin 

community about its political statements and missions. 
45 More about price building and value creation is discussed in category (7): price and exchange rate 

stability.  
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blockchain technology as an important tool to improve the applications of microfinance 

or the remittances for the livelihoods of rural smallholder farmers and their families. 

This would be a significant contribution towards reaching the United Nations SGDs 

(Azar and Raouf, 2017; Haggins, 2017).  Zambrano et. al (2017) considered the spread 

of cryptocurrency technology in developing countries to be difficult due to relatively 

low education levels, literacy, and poor infrastructure.  

How crucial the infrastructure is for the adaption of cryptocurrencies is discussed in the 

next category (5): access and usability. Ahamad, Madhusoodhnan Nair and Varghese 

(2013) claim that developing nations may be the first to make the switch since they are 

not politically influenced by the banking and finance sector to the degree that more 

developed nations are. Meanwhile, other industrialised nations may choose to adopt 

cryptocurrencies to increase the efficiency of their market, thus giving them a 

competitive advantage (Ahamad, Madhusoodhnan Nair & Varghese, 2013). Whether 

industrialised, emerging, or developing country, Alcantara and Dick (2017) argue that 

cryptocurrencies could be applied perfectly for local communities such as eco-villages. 

A cryptocurrency of a local community can be set up as a shelter from the storm of 

global economic forces and enable people to exercise some degree of economic self-

determination. In places where conventional money is in short supply, community 

currencies can enable residents to gain access to goods and services that they could not 

afford to buy with cash. Likewise, people who are unemployed in the mainstream 

economy may find that they are able to sell their labour and skills for local currency, 

using the currency as a mechanism for organising informal employment (Seyfang, 

2001; Helleiner, 2000). Likewise, Dierksmeier and Seele (2016) argue that a major 

potential of cryptocurrencies is to facilitate more affordable micropayments, due to their 

much lower transaction costs compared to alternatives such as Visacard or Paypal46. 

Cryptocurrencies could act as a major force for goods throughout the entire social 

business sector (Dierksmeier & Seele, 2016), and Kleineberg (2016) even opened up the 

question of how blockchain technology could be used to promote ethical goals in 

society, e.g. by hitching the ‘mining’ to the creation of social or ecological benefits and 

calling for a “social bitcoin”. Whether a cryptocurrency and its societal impact are 

sustainable depends largely on their utilisation and the concrete context, as well as how 

the community around a particular cryptocurrency makes use of it.  

                                                 

46 Transaction cost is discussed in greater detail in category (10): Transaction costs and scalability 
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5. Access and usability: In the early phase, personal beliefs and political and 

philosophical ideologies have a substantial impact on the adaption of a cryptocurrency. 

However, the more a market matures and the more the broad mass begins to use 

cryptocurrency, the more (1) access to and (2) usability of cryptocurrencies become 

major factors for sustainable growth and long-term adoption. In contrast to 

technologically affine early adopters, for the broad mass it is irrelevant which backend 

technology a payment system utilises, as usually no deeper technical background 

knowledge exists.  

(1) Access: Refers to potential barriers for using a cryptocurrency. Barriers that hinder 

the utilisation of a cryptocurrency are mainly technological or legal barriers. The only 

essential requirement for using a cryptocurrency is a functioning internet connection 

with a corresponding end-user device (Dierksmeier & Seele, 2016; Dwyer, 2015). Now, 

as long as (even temporary) access to a mobile phone with SMS capability can be 

obtained, an entire world of transaction and investment opportunities suddenly becomes 

available through cryptocurrencies (Raymaekers, 2015).                                     

Which end-user device and how much technical knowledge is required depends on the 

degree of participation. The three most common forms of participation are: (1) simple 

purchase, storage and payment, (2) trading and investment, and (3) mining. As 

cryptocurrencies are not controlled by any central entity and they are not subject to any 

local jurisdiction, any person, regardless of age, gender, employment, and financial 

background or the economic situation of their home country, can pay with a 

cryptocurrency worldwide without geographical or national borders (Ahamad, 

Madhusoodhnan Nair & Varghese, 2013). To explain why access is so important for 

societal impact, Kendall and Voorhies (2014) note that in some countries, “the most 

important buffers against crippling financial setbacks are financial tools such as 

personal savings, insurance, credit, or cash transfers from family and friends”  

(Kendall & Voorhies, 2014; Wales, 2015).  

Yet, these are rarely available due to most of the world’s poor access to even the most 

basic banking services47. 

                                                 

47 In addition, according to Webber (2014), the World Bank calculates that about 75% “of the world’s 

poor is unbanked,” which amounts to roughly 2.5 billion people who are unable to access any banking 

services. These unbanked people are often reliant on “a patchwork of informal and often precarious 

arrangements to manage their financial lives” (Kendall and Voorhies, 2014; Wales, 2015). Furthermore, 

they have no access to “private sector financing”, which could help to secure “higher economic growth 

and productivity” (Webber, 2014; Wales, 2015). 
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Democratisation of the capital markets with financial and investment products such as 

securities-based crowdfunding, P2P lending, and cryptocurrencies such as Bitcoin, in 

parallel with technological advances in the Internet, social media, and the smartphone, 

have all equally revolutionised the way things are done (Wales, 2015). This new 

revolution, starting in the developing world, will enable more people to access financial 

services in less traditional ways (Wales, 2015)48. Compared to other forms of digital 

payment systems, advantages and disadvantages exist; regarding availability and 

reachability, however, cryptocurrencies have considerably lower access barriers.                                                             

(2) Usability: Usability of cryptocurrencies is part of the larger research field of human-

computer interaction (HCI) and user experience (UX) design. Without drifting too much 

thematically, cryptocurrencies and their blockchain applications are, overall, subject to 

the same laws and rules of UX as other websites or apps. More important than an 

appealing design is usability: ease of use on the one hand (paying with the app must be 

as or more intuitive than writing a text message), and a perceived gain on the other 

hand. If the new technology does not buy something that the trusted currency already 

can, and if prices are even higher, then the average customer will not use it, no matter 

how “sustainable” it is (Voge, 2018). It is difficult enough helping the average person 

navigate simple IT issues (Ahamad, Madhusoodhnan Nair & Varghese, 2013); for the 

broader mass, it does not matter which underlying technology is used. It is only 

important that cryptocurrencies work exactly as expected for payment and money 

transactions. Baur et al. (2015) empirically investigated the functionality requirements 

of cryptocurrencies and user adoption. Voge (2018) argues that cryptocurrencies must 

be very easy to use, must be fun to use, and/or must provide a real advantage. 

Furthermore, to embrace new cryptocurrency technology, it is crucial to make it 

attractive many people who and care about the planet. Due to the decentralised 

blockchain, two properties of cryptocurrencies that can lead to usability problems exist 

at the current stage of technology: (1) delayed transactions, which can last from a few 

seconds to several minutes depending on the network traffic, and (2) loss of ability to 

make non-reversible payments.  

Cryptocurrencies have the potential for social improvements and societally sustainable 

development. Moreover, there are unique social and economic selling points that can 

only be fulfilled by cryptocurrencies due to their decentralised P2P functionality and the 

encryption within the blockchain. The design likewise implies risks and threats for 

                                                 

48 Though some countries such as Bangladesh, Russia and Iran have prohibited cryptocurrencies, their 

private use is difficult to check and prevent due to encryption and decentralisation.  
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unethical und malicious purposes, and further improvements are necessary in terms of 

usability. Voge (2018) concludes that usability has merely been scratched at the surface, 

and the related research is still in its very beginning, but hope exists that something 

good will evolve out of this. However, from a purely theoretical perspective to the 

individual user, cryptocurrency can have all the benefits of physical currency, indeed 

even standard-based currency, with none of the detriments (Walton, 2014). 

6. Stakeholder equality and fairness: A stakeholder, in general, is a party that has 

interest in a company and can either affect or be affected by the business 

(Investpedia.com, 2018). Modern stakeholder theory considers investors, employees, 

customers, and suppliers as primary stakeholders, as well as the community, 

government, and trade associations. In a typical corporate environment, different groups 

of stakeholders with corresponding and conflicting interests exist and interact with each 

other. Hacker (2017) comprehensively analysed cryptocurrencies and their ecosystems 

within the context of stakeholder theory and discussed the relationships and 

communication between e.g. the core developer team and the community. The value 

flow among the stakeholders is closely linked to category (9): coin distribution and 

flow. Stakeholder theory is an economic concept, but the relationships of different 

stakeholders in terms of cryptocurrencies and their design have a crucial impact on the 

social interaction and the long-term sustainability of a cryptocurrency. Voge (2018) sees 

potential of local sustainability through the monetary innovation of cryptocurrencies 

and considers the most fascinating aspect of cryptocurrencies to be the democratisation 

of money through power distribution by giving it to a large group of relatively equal 

players, which everyone can join (Voge, 2018). If designed properly, it might 

discourage harmful and encourage sustainable behaviour (Voge, 2018).  

Yang (2016), on the other hand, questions whether cryptocurrencies that adopt the same 

proof-of-work mechanism and concentration of mining power would defeat the 

fundamental goal of the cryptocurrency system being decentralised. 

Reports have shown that a majority of Bitcoin transactions and services have come to 

be initiated and facilitated by the same group of entities; the industry is being 

institutionalised (Yang, 2016)49.  

  

                                                 

49 According to Bitinfochart.com, 4% of the Bitcoin addresses 96% of the entire Bitcoin market,  

   which is clearly a heavily concentrated level of ownership (Dallyn, 2017). A complete analysis of the  

   recentralisation around Bitcoin can be found in Appendix 4.  
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This runs contrary to the idea that Bitcoin is decentralised, since, while the P2P network 

is based on ideals of decentralisation, significant economic forces push towards de facto 

centralisation (Böhme et al., 2015) including ownership concentration amongst a small 

number of wealthy investors. As an ideological market singularity, Bitcoin shows that 

cryptography can open up a range of political possibilities in currency design (Dallyn, 

2017; DuPont 2014; Terranova and Fumagalli, 2015). Dierksmeier and Seele (2016) 

view the unknown territory of cryptocurrencies from a business ethics perspective as 

morally and ethical ambiguous and suggest more research from deontological, 

teleological, utilitarian, and contractarian theory to address a more balanced and 

nuanced ethical positioning of cryptocurrencies. Abramowicz (2016) attempts to 

address the societal weaknesses of the Bitcoin design in his newly developed concept of 

the Autonocoin while comparing Ripple and Bitcoin designs. The overview of 

Dierksmeier and Seeles (2016) presented in Figure 18 on a micro, meso, and macro 

level take on many of the complex and controversial impacts of cryptocurrencies for 

different groups of stakeholders.  

 

(3) Economic progress: Economic progress is the third dimension of the integrated 

sustainability framework and is based on the triple bottom line and applied in 

accordance with the economic aspects of sustainability of Giungato et al. (2017) and the 

economic perspective of Linkov et al. (2018). It is important to emphasise at this point 

that the term economic progress regards cryptocurrencies. Other common terms, such as 

economic growth and economic development, are inappropriate in the concrete context 

of cryptocurrencies.                                                                

Investopedia.com describes economic growth as the increase in the capacity of an 

economy to produce goods and services from one period of time to another. Economic 

growth can be measured in nominal or real terms mainly by gross domestic product 

(GDP). This economic understanding is often considered obsolete and incompatible 

Figure 18: Ethical cryptocurrency assessment 

Source: Dierksmeier and Seele (2016).  
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with the concept of sustainability, as it reduces economic modalities to pure quantitative 

materialistic growth. The term economic development describes, according to 

businessdictionary.com and brittanica.com, the transition from an agriculture-based to 

an industrialised economy, including qualitative and quantitative improvements of the 

living standard. This definition fits better in the context of cryptocurrencies but 

implicitly assumes a linear relationship between developing and industrialised 

countries. It creates the impression that industrialised countries are superior in all 

respects to developing countries, and that developing countries should imitate the 

economic development of industrialised countries. However, cryptocurrencies are 

forerunners and components of a digitised economy that goes beyond the concept of 

industrialisation. Economic progress in terms of cryptocurrencies can be interpreted as 

the qualitative and quantitative improvement of the entire human living standard and the 

satisfaction of all human needs without compromising the ability of a future generation 

to meet their own needs50.  

This understanding of economic progress is not limited to conventional approaches and 

allows a more open interpretation of cryptocurrencies for the digitised economy of the 

future. It is not clear how the digitised economy of the future will look, but many 

different scenarios and forms are possible, and a more flexible economic understanding 

is therefore important. Economic factors of sustainability that are intensively discussed 

in current research on cryptocurrencies are (7) price and exchange rate stability, (8) 

available products and services, and (9) the distribution and flow of the coins.   

7. Price and exchange rate stability: Sahoo (2017) succinctly articulated that money is 

nothing but a technological solution to solve the problem that a society faces with 

barter. Cryptocurrencies are controversially disputed regarding what exactly they are 

from an economic perspective. According to Fry and Cheah (2016), the literature 

remains unclear as to whether cryptocurrency should be viewed as an alternative 

currency or as a speculative asset. While cryptocurrencies’ convertibility and low 

transaction costs share elements of traditional currencies (Frisby, 2014), prices appear to 

be particularly susceptible to market sentiments and dramatic boom-bust episodes 

(Cheah & Fry, 2015; Cheung, Roca & Su, 2015; Weber, 2014a), undermining the role 

that cryptocurrencies might play as a store of value. Hayes (2015) states that much of 

the undertaken economic study has attempted to address the ‘‘moneyness” of 

cryptocurrencies and whether they are more analogous to a fiat versus commodity 

                                                 

50 This definition is created in alignment with the definition from Section 3.2. 
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money, like a “digital gold” (Gertchev, 2013; Harwick, 2014; Bergstra, 2014).  Selgin 

(2015), Yermack (2013), and Baeck and Elbeck (2015) argue that cryptocurrencies like 

Bitcoin should be viewed as a speculative commodity rather than a currency. Yermack 

(2013) lists several features that could lead to its failure as a currency, such as 

cybersecurity risks, lack of a central governance structure, the comparatively small level 

of adoption, the diversity of prices across different exchanges, and problems with the 

interpretability of prices due to the relatively high cost for ordinary products and 

services (Hayes, 2015). Even if some elements of credit creation and money supply in 

modern economies lie beyond state control, (Dequech, 2013; Van Alstyne 2014), money 

is inherently linked to the definition of the state. 

According to Li and Wong (2016), dramatic price fluctuations in cryptocurrency 

exchange markets have resulted in extensive debates and doubts about using 

cryptocurrencies as a transaction medium. Meanwhile, Yamada, Nakajima and 

Sakamoto (2016) state that cryptocurrencies have served more as financial assets than 

currencies due to their limited supply (Yang, 2016).  

Hayes (2017) concluded that the ability to value Bitcoin and related cryptocurrencies is 

becoming critical to its establishment as a legitimate financial asset, as it is not only of 

general importance to the fields of finance and economics, but also intersects with 

computer science, information systems, and applied cryptography (Hayes, 2017). 

In society, the value of currency is not constant; it changes based on many external 

factors. This is also true for any digital currency. The monetary value of Bitcoin and 

blockchain-based cryptocurrencies has been changed by many factors (Yamada, 

Nakajima & Sakamoto, 2016). In terms of price, exchange rate, and value volatility, Li 

and Wong (2017) empirically examined the determinants of the Bitcoin exchange rate, a 

representative of emerging cryptocurrencies, and consequentially concluded that 

Figure 19: Bitcoins exchange rate factors 

Source: Li & Wong (2017) 
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cryptocurrencies are both a medium for economic transactions and a technological 

artifact derived from blockchain technology (Li & Wong, 2017)51. 

8. Products and services: This category refers to all products or services that are linked 

to or can be used together with one or more cryptocurrencies. According to 

businessdictionary.com, the perceived value for a single person of using a good or a 

service increases the more other connected people use the product or service. The larger 

the group of people with access to a product or service, the more valuable the product or 

service is to the people who use it. Likewise, the more people who join a certain 

network, the more valuable the network is for the people who belong to it. This 

phenomenon is called network effect or network externality. The cryptocurrency 

ecosystem with its connected products and services is such a network following the 

described laws. Understanding the dynamics of the cryptocurrency ecosystem can help 

to assess how viable it is and how design choices affect market behaviour (Krafft, Penna 

& Pentland, 2018). According to Wales (2015), the economic potential of internet 

finance is beginning to take hold across the capital markets as industries like P2P 

lending, equity- and debt-based crowdfunding, and cryptocurrencies, which are types of 

digital currency, are quickly transforming the way businesses are being financed. From 

borrowing and lending to buying and selling and conducting wire transfers 

internationally, these innovations are creating a new class and generation of investors 

that will source investment opportunities (Wales, 2015). Nakamoto (2009) states that 

commerce on the Internet still relies almost exclusively on financial institutions serving 

as trusted third parties to process electronic payments. While the system works 

sufficiently for most transactions, it still suffers from the inherent weaknesses of the 

trust-based model (Nakamoto, 2009).  

9. Coin distribution and flow: Coin distribution and flow has a decisive influence on a 

cryptocurrency’s economic progress and sustainability and refers to two different 

mechanisms: (1) how the coins of a cryptocurrency are initially issued and distributed 

and (2) which long-term tendencies appear in the accumulation and distribution between 

users. Closely linked to this is how value is distributed within a cryptocurrency 

ecosystem and which stakeholders may be preferred or discriminated.  

(1) Coin issuing: After the launch of a cryptocurrency, there are several ways to make 

the coins available to the broader public. In contrast to the new issue of, for example, a 

                                                 

51 This concept of digital artifacts of Kallinikos et al. (2013) was also applied by Stuermer, Abu-Tayeh 

and Myrach (2016), as well as the theoretical information system perspective for the integrated 

sustainability framework.  
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FIAT currency reform such as the Euro in 2002, the distribution of a cryptocurrency is 

not regulated by law. How and in what form the new coins of a cryptocurrency are 

distributed is therefore solely up to the development team and the organisation behind 

it. The most common form of initial distribution of a new cryptocurrency is an ICO52, 

which has recently exploded in popularity in the start-up world. In a typical ICO, an 

entrepreneur pre-sells digital tokens, which will later serve as the medium of exchange 

on a P2P platform (Li & Mann, 2018). While an enthusiast would argue that the 

numbers speak for themselves, establishing ICOs as a valuable innovation in 

entrepreneurship, a sceptic may instead voice concerns over irrational exuberance. 

Indeed, as is often the case with a new market, many proposed ICOs are misguided (Li 

& Mann, 2018). Clarke, Craig and Wyszynski (2018) confirm this and highlight that 

ICOs have significant drawbacks in regard to both fairness and the extent of 

distribution. An alternative to the ICO is what is called an airdrop. Often funded or 

accompanied by an initial private mining of the cryptocurrency before release to the 

broader public (a “pre-mine”), airdrops serve to merely deposit the currency into the 

wallets of interested parties from some central reserve on a basis that is, though 

different from coin to coin, inherently arbitrary (Clarke, Craig & Wyszynski, 2018). 

Another lesser-known alternative is the initial fork offering (IFO),53 a more recent trend 

in new currency offerings. In the IFO, fairness can be proven and guaranteed by the 

technology, as only the people with correct keys on the old network can access and 

redeem the funds on the new network. The developers and controllers of the coin are in 

no way able to unduly affect the distribution of the currency (Clarke, Craig & 

Wyszynski, 2018). 

(2) Coin distribution: Crucial to coin distribution are the discussed proof of concepts 

such as PoW and PoS. A critique of Voge (2018) states that the downside of PoW is 

that the system increases inequality: the rich can afford to install much computing 

power, which further grows their wealth because they obtain a large share of the reward 

(Voge, 2018). There is even a dangerous tendency towards mining monopolies or 

oligopolies, in which big mining farms buy smaller competitors until only a few (or 

one) very large players are left (Voge, 2018). A variation of PoW is the PoS, in which 

the expensive computation is omitted. The creator of the next block is selected 

randomly, however favouring nodes that have higher “stakes”, i.e. own more of the 

                                                 

52 The term crowdsale is often used as a synonym for ICO. While ICO refers to the very first issue of a 

cryptocurrency regardless of the target group, a crowdsale is always open and accessible to the broader 

public.     
53 An IFO is usually a hard fork. See Section 1.6.  
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cryptocurrency (Voge, 2018). The idea behind this is that nodes that hold higher stakes 

(for a longer time) have contributed longer and are thus viewed as more trustworthy 

than recently joined nodes. Another advantage of PoS is that the owners are the ones 

that have the right to secure it. In PoW, the miners might sell their entire rewards for 

another currency and thus have little incentive to use the complementary currency and 

invest in its ecosystem (Voge, 2018). A disadvantage is that, similar to PoW, rich 

participants are preferred so that, again, inequality tends to increase. Most 

cryptocurrencies that use a PoS, such as BlackCoin and Peercoin, use mechanisms to 

prevent excessive domination from single rich members (Voge, 2018). It is important to 

develop a well-designed validation algorithm that minimises energy consumption as 

much as possible54 (for sustainability), that prevents inequality, oligopolies, and 

centralisation, and that is reasonably secure (Voge, 2018). More ideas for improved 

alternatives to PoW and PoS already exist. A promising approach may be the proof-of-

cooperation of FairCoin, a cryptocurrency developed by the FairCoop cooperative 

(Voge, 2018) or the Hivemine approach of Litecoin Cash, which is called proof of 

engagement (Clarke, Craig & Wyszynski, 2018). 

 

(4) Technological efficiency: Technological efficiency is the fourth dimension of the 

integrated sustainability framework and represents the digital sustainability perspective, 

according to Linkov et al. (2018), adjusted for cryptocurrencies. Due to the information 

system perspective and the interpretation of cryptocurrencies as digital artifacts, 

according to Kallinikos et al. (2013), it is necessary to examine technological aspects 

more closely to perceive sustainability of cryptocurrencies holistically. Li and Wong 

(2018) concluded that the value of a cryptocurrency can only be assessed by considering 

economic and technological factors equally. Moreover, in addition to Kallinikos et al. 

(2013), Stuermer, Abu-Tayeh and Myrach (2016) investigated with Bitcoin a 

cryptocurrency as a digital artifact from a strong technological perspective. The 

categories (10) transaction costs and scalability, (11) software quality and security, and 

(12) open source licensing examine the technological efficiency of cryptocurrencies. It 

is important to note, once again, that no software or program code analysis is conducted 

here, as this would go beyond the scope of the study. Only an information system 

perspective is applied.  

                                                 

54 As this point, it becomes obvious that the validation algorithm is crucial for many of the 12 categories 

in terms of sustainability, such as categories (2) and (6).  
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10. Transaction costs and scalability: The transaction costs and scalability of the 

network are crucial for sustainable growth of a cryptocurrency. Scalability also refers to 

the process speed of transactions and the maximum volume per time unit with 

increasing network load due to increasing user numbers. Both in competition between 

cryptocurrencies (intragroup competition) and with other digital payment systems 

(intergroup competition), success and operability depend significantly on these 

parameters. According to Yamada, Nakajima and Sakamoto (2016), the Bitcoin 

protocol does not provide a wide range of transaction scalability. A large number of 

simultaneous transactions overflows storage capacity and causes a serious transaction 

delay. According to Ahamad, Nair and Varghese (2013), a typical transaction of funds 

between two cryptocurrency accounts costs less than 0.05USD, regardless of the 

amount being transferred. To internationally transfer 1,000.00USD to an online 

merchant via a credit card, the cost to the merchant would be approximately 3%, or 

30USD. PayPal would charge approximately 3.9% or 39USD. Meanwhile, the cost 

through a cryptocurrency would still only be 0.05USD or less. Beck et al. (2016) 

highlight that what is important for the more widespread use of blockchain technology 

is how the system copes with heavy transaction loads. A payment technology such as 

VISA handles 4,000 transactions per second, on average, and was stress-tested in 2013 

to handle 47,000 transactions per second (Trillo, 2013), while PayPal handles, on 

average, around 115 transactions per second. In comparison, Bitcoin can only handle 

seven transactions per second due to the restricted block sizes of maximum 1 MB 

(Nakamoto, 2009). Most cryptocurrencies’ transactions are almost instantaneous, but 

their confirmation needs to be performed by miners, and the average time for the 

confirmation of a block depends on the consensus mechanism (Cocco, Pinna & 

Marchesi, 2017). Seven transactions in the case of Bitcoin, or 15 in terms of Ethereum 

(Buterin, 2014), is not a viable amount to implement such a payment system on a global 

basis. Changes to the way different firms use the blockchain are being made to assure 

that a transactions-per-second level on par with or even higher than VISA’s can be 

handled (Beck et al., 2016). However, the time to complete a transfer in a traditional 

international bank settlement network, such as Swift and Single Euro Payments Area 

(SEPA), depends on the currencies involved, the payment method, and bank holidays 

and weekends, and is within 1–4 working days. Banks conduct settlements between 

each other only once a day, excluding weekends and holidays. In contrast, blockchain 

technology allows settlements within 10 minutes between any banks, around the clock, 

seven days a week (Cocco, Pinna & Marchesi, 2017).  
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11. Software quality and security: The quality and security of the written code is 

essential to the success of any software project. This is also the case for 

cryptocurrencies as a subset of blockchain applications. Cryptocurrencies are open 

source (category 12) and use of cryptography within their blockchains. Therefore, 

cryptocurrencies do not require any intermediary, such as a central bank, to ensure trust 

and security in transactions (Buterin, 2013; Economist, 2015; Nakamoto, 2008). The 

unique design of a blockchain itself provides a higher degree of security and integrity 

than other software projects in their early stage, and tends to fulfil data and privacy 

regulations such as GDPR easier. Ahamad, Nair and Varghese (2013) listed 

requirements that need to be satisfied for the success of a new cryptocurrency protocol. 

Including other criteria, they argue that cryptocurrencies need to be or have:  

Extremely counterfeit resistant: The ability to illegally mint new money must be as 

close to impossible as the current technology allows. 

Protection from theft: Therefore, it is imperative that protection and recourse from 

theft be a core part of the design of such a system. 

Multipoint authenticity: The authenticity of any amount in circulation must be 

verifiable through at least two independent mechanisms. 

Resilient: Ideally, a digital currency network should be resilient in the face of multiple 

system failures.  

The Web provides a great model for this sort of resiliency through decentralisation. That 

is not to say that fully decentralised currency systems are perfect, as protection against 

theft is very difficult to achieve in such systems. However, a balance can be achieved to 

reasonably ensure that the currency network is not so centralised that the currency is 

useless if a central checkpointing mechanism goes down for a week or more (Ahamad, 

Nair and Varghese, 2013). Security bug deficits can have fatal consequences and cause 

lasting damage to cryptocurrencies and their entire ecosystem, as the case of the 2014 

Mt. Gox collaps shows. Nevertheless, states Voge (2018), if designed properly, it may 

be much more difficult to break the rules of a cryptocurrency system, since computers, 

unlike people, are not corruptible. Additionally, in terms of the underlying blockchain, 

manipulation on a majority of devices would be necessary, which is virtually impossible 

(Voge, 2018). Cocco, Pinna & Marchesi (2017) explain that to secure blockchains 

against attacks, every cryptocurrency network relies on precise algorithms, such as the 

PoW in the Bitcoin network or the PoS in the Ethereum network, and on specific 

mining hardware. Consequently, an attack against the blockchain is only possible if the 
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attacker owns significant computational resources (Cocco, Pinna & Marchesi, 2017)55. 

According to Cocco, Pinna & Marchesi (2017) the security of the network is supported 

by the cost of physically scarce resources, which makes the network inefficient from a 

resource point of view. Specifically, specialised hardware is needed to run 

computations, and spending money on electricity is needed to power the hardware 

(Cocco, Pinna & Marchesi, 2017). Cocco, Pinna & Marchesi (2017) further mention 

that the debate is still ongoing, although many are convinced that the introduction of the 

PoS as the consensus mechanism, in place of the PoW, would guarantee long-term 

sustainability and security.  

12. Open source licensing: Open source licensing is the 12th and final category of the 

integrated sustainability framework for cryptocurrencies. It has been created 

analogously and derived from basic condition five by Stuermer, Abu-Tayeh and Myrach 

(2016). According to them, within the cryptocurrency ecosystem, a licensing regime 

defines the legal options and restrictions as far as intellectual property is concerned. 

Open licenses for software such as the GNU General Public License (Stallman 2002) or 

the Creative Commons license (Katz 2005) for content such as text, photos, and music 

allow unrestricted use and modification of existing digital artifacts, thus maximising the 

benefit for sustainable development (Stuermer, Abu-Tayeh & Myrach, 2016). Open 

source licensing ensures the legal openness of cryptocurrencies, ensures their regulation, 

and facilitates the reuse and adaptation of previously created blockchains without 

additional cost. Beyond that, an open source license is flexible if the derived work needs 

to be licensed under the same terms or if it can be integrated into proprietary software 

code. Therefore, in alignment with the work of Stuermer, Abu-Tayeh and Myrach 

(2016), the degree and the utilisation of an open source license contributes to the degree 

of technological efficiency and long-term sustainability of cryptocurrencies. Ahamad, 

Madhusoodhnan Nair and Varghese (2013) likewise define the openness of a 

cryptocurrency protocol as one of the main criteria for long-term success and 

sustainability: “How the money is created, exchanged, and destroyed by the currency 

network must be published as an open protocol”. Meanwhile, Dallyn (2017) states that 

Bitcoin has predetermined rules encoded in an open source software platform (Weber, 

2015), and an adaption of these rules could potentially create platforms for different 

ideologies. 

  

                                                 

55 The so-called 51% attack.  
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5 Research methodology 

Chapter 5 discusses the research methodology in detail. While Section 5.1 starts with 

the research philosophy, Section 5.2 describes the motivation for the analytic inductive 

research approach. Section 5.3 then delves into the actual design and elaborates the 

methodological choices and characteristics of the research. The research strategy 

presented in Section 5.4 contains data collection, sampling, and compilation, and is 

described as part of the overall data triangulation. Section 5.5 reflects on the conducted 

research in terms of quality, while Section 5.6 raises ethical concerns and critical 

factors that occurred during the overall process.  

5.1 Research philosophy 

The research philosophy that is adopted can be thought of as the assumptions about the 

way the world is viewed. The assumptions in this study are based on logic and emerged 

as a result of extensive literature research, but in alignment with Saunders, Lewis and 

Thornhill (2011), an economist concerned about a recession will have a different view 

on cryptocurrencies than a computer scientist dealing with security problems in 

currently existing payment systems. Therefore, in accordance with Johnson and Clark 

(2006), the issue within this study is not so much whether the research should be 

philosophically informed, but how well the author is able to reflect upon the 

philosophical choices and defend them in relation to the alternatives that could have 

been adopted. The overall research philosophy can be assigned to interpretivism, since 

all of the undertaken steps contribute to a holistic understanding of cryptocurrencies, 

while multiple socially constructed realities coexist. In terms of the ontological 

subdivision, the study is mostly based on subjective knowledge from a wide variety of 

sources.   

In recent years, there have been suggestions that it is more appropriate for the researcher 

undertaking a particular study to think of the philosophy adopted as a multidimensional 

set of continua rather than separate positions (Niglas, 2010). Therefore, the exact 

classification of a research philosophy and methodology is not always simple and clear, 

and considerable room for selection and interpretation exists. The overall nature of the 

study, shows a strong exploratory when it comes to investigating cryptocurrencies 

sustainability. Explanatory structures exist mostly where secondary data is utilised, 

while descriptive elements are embedded in order to provide a sufficient understanding 

for the reader.  
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5.2 Research approach 

According to Saunders, Lewis and Thornhill (2011), theoretical foundations of a 

research project are mostly portrayed as two approaches based upon the adopted 

reasoning: deductive or inductive. Induction is a research approach that collects data to 

create a theory, while deduction collects data to test a theory. The literature review in 

Chapter 2 and the elaboration of the historical background in Chapter 3 were 

conducted to discover phenomena within the broader area of cryptocurrencies and 

sustainability and identified the need for an integrated framework, which was developed 

in Chapter 4. The four dimensions and 12 categories were deduced directly or 

indirectly from literature as section 4.3 clearly indicated.  

The data collection described in Section 5.4 is again used to identify themes and 

patterns of cryptocurrencies’ sustainability within the constructed framework. This 

applied process from the general to the specific and back to the general can be 

interpreted as a combination of deductive and inductive approaches. It is possible to 

combine induction and deduction within the same piece of research, and is often 

advantageous despite one approach or another being dominant (Saunders, Lewis & 

Thornhill 2011). In both the literature review56 and the empirical data collection in 

Section 5.4, contradictory content and statements became apparent. To investigate these 

contradictions more accurately and to review the assumptions, the analytic induction 

strategy according to Patton (2015) was applied for the research conducted after the 

                                                 

56 The literature review in Chapter 2 and the analysis of secondary data as one of the data collection 

methods in Section 5.4 were two different processes. The literature review, however, created the sources 

and prepared the basis for the deeper secondary data analysis that was conducted after the creation of the 

framework.   

Figure 20: Research Triangle 

Source: According to Saunders, Lewis and Thornhill (2011) 
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creation of an integrated framework. This iterative research approach emphasises giving 

special attention to negative or deviant cases for testing propositions that should, based 

on the theory being examined, apply to all cases that have been sampled in the design to 

manifest the phenomenon of interest (Patton, 2015). As data were collected, and the 

answers led to an interview question change or a more sophisticated proposition, 

analytic induction allowed the research to progress iteratively and adaptively respond to 

new facts.  

This procedure was applied to all 12 categories of Bitcoin, Ethereum, Ripple and IOTA 

and created a gradually more consistent picture with regard to sustainability and its key 

factors. 

5.3. Research design  

Just as the research philosophy and approach above, the research design and 

methodology choices were created according to the research onion of Saunders, Lewis 

and Thornhill (2011).  

 

 

 

 

 

Figure 21: Research Onion 

Source: Saunders, Lewis and Thornhill (2011) 
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5.3.1 Qualitative research 

The integrated sustainability framework, which encompasses the present 

methodological research, was created through a qualitative approach and has an 

underlying qualitative character. Qualitative research is mostly associated with an 

interpretive philosophy (Denzin & Lincoln 2005). Many varieties of qualitative research 

commence with an inductive approach, where a naturalistic and emergent research 

design is used to develop a richer theoretical perspective than already exists in the 

literature (Yin, 2009). Qualitative research uses also a variety of data collection 

techniques and analytical procedures to develop a conceptual framework (Saunders, 

Lewis & Thornhill, 2011).  

5.3.2 Mixed methods research 

To meet these requirements and to collect sufficient data for the framework and the four 

cryptocurrencies, complex mixed methods research according to Saunders, Lewis and 

Thornhill (2011) is applied.  

 

 

 

 

 

 

 

 

 

 

 

The mixed methods research is applied to fill the framework with sufficient data to 

determine its quality and functionality. In mixed methods research, both quantitative 

and qualitative research are combined into a research design. This can be done in a 

variety of ways, which range from simple, convergent forms to complex, fully 

integrated forms, as illustrated in Figure 24. The ways this may occur have led to the 

identification of a number of dimensions or characteristics of mixed methods research 

(Creswell & Plano Clark, 2007; Nastasi et al., 2010). Due to its interdisciplinary 

character, the integrated sustainability framework allows a broad range of possible 

Figure 22: Methodological choice 

Source: Saunders, Lewis & Thornhill (2011). 
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qualitative and quantitative measurements across one or more categories. A full 

assessment with empirical investigations for each category would not only go beyond 

the scope of this study, but is also unrealistic for an individual study. With the 

development of the integrated framework, not only does the complexity of the entire 

research become clear, but the state of research in many categories is only about to 

emerge. This means that only an initial conceptual testing of the integrated 

sustainability framework can take place within the remaining space of this study. To 

collect as much data as possible for the 12 categories, three different data collection 

methods within the mixed methods research were used: 

(1) A comprehensive collection of suitable secondary data of the entire list of studies 

that were viewed during the literature review. 

(2) Internet-mediated group interviews in social media and messenger channels that 

are commonly used by the cryptocurrency community.  

(3) A self-conducted experiment spanning several months in which Bitcoin was mined 

with an ASIC miner for practical insights.  

The starting point for the development of the integrated sustainability framework was 

the literature review in Chapter 2. This literature review identified the relevant and most 

important research fields regarding sustainability of cryptocurrencies, from which the 

12 categories embedded in the four dimensions were derived.                     

The development of the integrated sustainability framework identified more in-depth 

topics within each category. A detailed analysis of these issues was necessary to gain a 

better understanding of the particular dimension and sustainability of cryptocurrencies 

in general. Empirical studies existed for some of these topics, while other topics have 

hardly been researched. Due to this knowledge asymmetry of sub-themes, data from the 

(1) secondary literature were used when possible. In many cases, however, necessary 

information or insights could not be found. Therefore, more sophisticated separate 

investigations had to be conducted with (2) internet-mediated group interviews.  

As a third supplementary data collection method, the (3) Bitcoin mining experiment 

proved to be useful. The ASIC mining led to a better practical understanding of the 

functioning of cryptocurrencies and supplemented the academic literature, which did 

not sufficiently cover the topics of each category. In addition, controversial statements 

from studies, e.g. on energy consumption or the technical knowledge necessary for the 

use of cryptocurrencies, could be checked in terms of their plausibility. 
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5.3.2.1 Secondary data analysis 

Secondary data from the literature collection were used to different extents across all 12 

categories57. While in (12) open source licensing, only general references could be 

found and used, for categories (2) energy consumption and (7) price and exchange rate 

stability, for example, a number of studies and their results could be implemented. 

Mainly qualitative data and some quantitative illustrations were used.  

5.3.2.2 Social media group interviews 

After the development of the integrated sustainability framework and the embedding of 

the existing secondary literature, it became clear for each category which density data 

and knowledge base exists. Based on these findings, four individually tailored interview 

guides for Bitcoin, Ethereum, Ripple, and IOTA were designed58. These four interview 

guides are based on the developed knowledge level of the respective cryptocurrency. 

For each cryptocurrency, four questions one for each dimension were formulated with a 

respective focus on existing research gaps in the respective category. These interview 

guides were formulated as semi-structured expert interviews and mailed to the 

organisations behind the four cryptocurrencies: the Bitcoin foundation, the Ethereum 

DAO, Ripple Labs Inc., and the IOTA foundation. Due to the intensive work of the core 

developers and too many similar requests, they referred in e-mails to their communities. 

Communities were built around forums, social media groups, and messenger channels. 

After a detailed research on the most active and useful channels for all four 

cryptocurrencies a manual collection of empirical data, was ultimately done through 

Internet-mediated group interviews according to Saunders, Lewis and Thornhill (2011). 

Figure 23: Social media group interviews 

Source: Saunders, Lewis and Thornhill (2011).  

                                                 

57 This literature collection consists of approximately 60 studies, but not all of the studies were used for 

the data collection.  
58 These four individually designed interview guides can be found in Appendix 5.  

Cryptocurrency Channel Number of Groups Received answers 

Bitcoin Facebook 4 5 

Ethereum Facebook 5 4 

Ripple Facebook, Telegram 4 10 

IOTA Facebook 4 3 
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Figure 25: Forms of electronic interviews 

Source: Saunders, Lewis and Thornhill (2011) 

The most useful groups were found on Facebook. While the biggest channel for Ripple 

exists on Telegram as can be seen in Figure 23. These internet-mediated group 

interviews via social media were conducted online over a period of 14 days in 

September 2018. The exact procedure, the strategies applied, and problems and events 

are described in detail in Section 5.4. Social media groups can be used synchronously as 

well as asynchronously and therefore cannot be separated in pure chat rooms or internet 

forums, as in Figure 24 of Saunders, Lewis and Thornhill (2011). 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 24: Forms of interviews 

Source: Saunders, Lewis and Thornhill (2011).  
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5.3.2.3 ASIC mining experiment 

The practical mining experiment began in March 2018 with an Antminer S7, which was 

later replaced by an Antminer S9. The aim was to test theoretical concepts about 

cryptocurrencies from the previous studies, to develop a holistic understanding of how 

cryptocurrencies work and to evaluate controversial statements from studies regarding 

category (5) access and usability and category (2) energy consumption. The mining 

experiment was only conducted for Bitcoin, since additional mining of Ethereum would 

have become too time consuming and cost intensive, and both Ripple and IOTA cannot 

be mined through a PoW. Most of the findings were implicitly included in the analysis 

presented in Chapter 6 or were used as additional evidence for the other two data 

collection methods. A detailed protocol on the scope of the mining experiment, the 

experimental setup, the timing and the results can be found in Appendix 6. 

5.4 Research strategy 

According to Denzin and Lincoln (2005), a strategy is a plan of action to achieve a goal. 

A research strategy may therefore be defined as a plan for how a researcher will go 

about answering her or his research questions. Beyond that, it is the methodological link 

between philosophy and subsequent choice of methods to collect and analyse data 

(Denzin and Lincoln 2005). Tactics are, again, about the finer details of data collection 

and analysis—the centre of the research onion (Saunders, Lewis & Thornhill 2011).  

The selection of strategies is not about labelling specific strategies, but rather applying a 

suitable strategy to investigate the sustainability aspects of four cryptocurrencies.  

Figure 26: Antminer S7 March 2018 Jönköping 
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The “qualitisation” of different origins to compile data for the framework is done 

according to Saunders, Lewis and Thornhill (2011). The overall character of the 

conducted research is a qualitative mixed methods research and, in alignment with 

Denzin (2011), a suitable strategy is triangulation data source analysis. This approach 

can be seen as an action research using cross-sectional time horizon. According to 

Patton (1999), triangulation refers to the use of multiple methods or data sources in 

qualitative research to develop a comprehensive understanding of phenomena. 

Triangulation has also been viewed as a qualitative research strategy to test validity 

through the convergence of information from different sources (Carter et al., 2014). 

Denzin (1978) and Patton (1999) identified four types of triangulation: (a) method 

triangulation, (b) investigator triangulation, (c) theory triangulation, and (d) data source 

triangulation. The further procedure of this study can be characterised as a data source 

triangulation.  

5.4.1 Data collection and sampling 

The main criteria for choosing Bitcoin, Ethereum, Ripple, and IOTA as research objects 

were market capitalisation, age, access to information and level of awareness. Without 

these prerequisites, a sufficient data collection would not be possible, because smaller 

and newer cryptocurrencies often do not provide enough information and data, or their 

correctness cannot be determined without a doubt. In the unregulated cryptocurrency 

market, new cryptocurrencies of doubtful origin are constantly appearing and 

disappearing. Several years of existence, a large market capitalisation, and a high degree 

of awareness guarantee a certain level of quality and integrity of the research objects. 

Furthermore, it is very important that the cryptocurrencies sufficiently differ in terms of 

their technologies and thus represent different subtypes within the market. Although it 

would easily be possible to compare Bitcoin and e.g. Bitcoin Cash59 within the 12 

categories, these two cryptocurrencies differ only in their block size; thus, the 

differences, which would need to be determined for a holistic sustainability analysis, 

would be too marginal and trivial. Bitcoin, Ethereum, Ripple, and IOTA ranked 1, 2, 3, 

and 9 among the largest cryptocurrencies, all have existed for several years, and all are 

among the best known within the scene. Furthermore, as becomes clear further in this 

thesis, they all occupy different niches within the crypto market, and thus offer enough 

incentive to compare differences in terms of sustainability.                                                           

The overall data collection started with a comprehensive and detailed collection of 

                                                 

59 Bitcoin Cash is the hard fork of Bitcoin and has, instead of 1 MB, an 8MB block size.  
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mostly qualitative results and conclusions of previously conducted studies. Some of the 

studies, especially on (2) energy consumption and (7) price and exchange rate, 

illustrated quantitative data, but the overall approach remained strongly qualitative. 

Based on the gained knowledge, four individually tailored interview guides were 

created to investigate Bitcoin, Ethereum, Ripple, and IOTA individually. The questions 

were posted separately into a single Facebook group, mostly for Bitcoin, Ethereum, and 

IOTA, or Telegram (where the main community for Ripple was). Data were collected 

over a duration of around 14 days. While some questions remained unanswered, from a 

few responses, more detailed P2P interviews in a private chat emerged, as with Susan 

Page. The internet-mediated group interviews ended after every question on all four 

cryptocurrencies was posted at least three times in a particular group. Sufficient 

responses were received for all four dimensions of every cryptocurrency. Answers 

varied widely in terms of length and character. Often, they referred to external links, 

websites, other forums, or a third person. As the questions were based on the knowledge 

gained from the secondary data analysis, the quality of the answers was usually high 

and very detailed, and they linked to references. The challenge was to find qualified 

people who were willing to respond to the interview questions.   

5.4.2 Data compilation 

After 10 fully completed interview guides had been reached, redundant and repetitive 

contents were summarised and combined with the findings of the secondary data 

analysis. The interview answers had to be summarised and reformulated several times 

before the data were comprehensible and clear. The entire compilation process of 

turning mainly qualitative results and some quantitative sources into coherent 

qualitative statements can be described as a “qualitalisation” or qualitative compilation. 

Consistent and conclusive results were obtained for all four cryptocurrencies and 

contradictions could be understood and clarified. The fully compiled and polished 

results are listed in Chapter 6.  
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5.5 Research quality 

Due to the complexity of the topic and the difficult research design and strategies 

previously described, careful quality measures are crucial. In alignment with Saunders, 

Lewis and Thornhill (2011), the distinction between reliability and validity for quality 

assessments is applied.  

Reliability refers to whether the data collection techniques and analytical procedures 

would produce consistent findings if they were repeated on another occasion or 

replicated by a different researcher (Saunders, Lewis & Thornhill 2011). There is a 

certain risk of researcher error and researcher bias for the present study. For this reason, 

particular attention has been paid to detail and transparency throughout Chapter 5. The 

repetition of the integration of secondary research results, in the same context of 

sustainability, could look slightly different for another researcher, but would, in 

principle, yield similar results. Since practical Bitcoin mining was an individual 

experience under non-replicable conditions, it cannot be repeated in this form, but the 

findings are, to a certain extent, transferable. The integrated sustainability framework 

that formed the baseline for the interview guide, in contrast, could be applied to various 

other cryptocurrencies at any time and would provide replicable and transferable results.  

A fundamental problem in terms of validity was that possible events in the 

cryptocurrency market and newly published research results could not be considered 

during the working period of March through November of 2018, after the literature 

review was conducted. Furthermore, all statements and findings collected are subject to 

a temporal relativity. This means that all results can only be granted a narrow, 

temporally limited validity, because the composition and focus of the cryptocurrency 

market may be different one or two years from today. This is a fundamental problem of 

validity in dynamic and fast-moving research environments. Chapter 6 reflects on how 

the testing of the integrated sustainability framework worked. The empirical results and 

findings are only a snapshot, do not claim to be complete, and may develop in a 

completely differently direction in the future as a result of new technological or political 

developments. The results and findings presented in Chapter 6 can therefore be 

interpreted as the current state of knowledge. 
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5.6 Research ethics 

Axiology is a branch of philosophy that studies the judgements of value. This includes 

values in terms of aesthetics and ethics (Saunders, Lewis & Thornhill, 2011). The 

controversial background of the present research object of cryptocurrencies, as well as 

the moral considerations of ethical standards that have been considered in the 

methodical procedure, the evaluation of the results, and the entire study, are reflected in 

this section. The entire study had no external client, nor was it in any way subject to 

external economic or financial interests. Therefore, no incentive existed at any time to 

present the results of individual cryptocurrencies more positively or negatively. All 

discussions and analyses of cryptocurrencies were conducted from a neutral standpoint 

and according to scientific standards. There was no intention to criticise or negatively 

represent in any way the considered cryptocurrencies, organisations, or employees. This 

applies equally to governments, central banks, and their subordinate organisations and 

employees. Nevertheless, cryptocurrencies as a new form of financial systems are in 

competition with established systems. The aim of this study is not to favour either side, 

but rather to shed more light on this competitive situation and to gain positive insights 

for both sides in terms of sustainability. Finally, it should be mentioned again that the 

author of this study was, at the time of the research, in possession of a small amount of 

cryptocurrency, but this only corresponded to a value of approximately 20€ and was not 

one of the four investigated cryptocurrencies. This possession was for the purpose of 

experimental findings and therefore did not in any way influence the research methods 

or findings of this thesis. The names of data sources within the internet-mediated group 

interviews were mostly pseudonymous due to their social media environment. The 

participants agreed with the publication of their answers for scientific purposes, and 

clarity and transparency regarding the purpose of the conducted interviews was openly 

communicated. Overall, no sensitive or private data were released; therefore, their 

privacy and personal interests are guaranteed.  

  



  81 

6 Empirical results and findings 

Chapter 6 presents the collected and compiled data that resulted from the mixed 

methods research approach presented in Chapter 5. The data have been composed 

according to the structure of the four dimensions and 12 categories of the integrated 

sustainability framework and, for readability reasons, are arranged in tabular form. 

The order is Bitcoin, Ethereum, Ripple, then IOTA, and is presented the same 

throughout the entire study.  

 

 

Chapter 5 described the mixed methods research using secondary data, internet-

mediated social media group interviews, and practical insights gained through the 

mining experiment. A preliminary analysis of the four cryptocurrencies was carried out 

on the basis of the existing secondary data. This proved to be particularly useful for 

Bitcoin, on which a considerable amount of published research exists. All relevant 

secondary data from Bitcoin, Ethereum, Ripple, and IOTA were sorted into the 

integrated sustainability framework. The information gaps and controversies that 

became visible during this process were then examined one more time in greater detail 

using social media group interviews. Only for Bitcoin was a third method used based on 

the findings of the mining project. These three data sources were converged together 

into the result section below.  

Tables and graphs of the secondary data, as well as the interview guides of the four 

cryptocurrencies and the protocol of the mining project, can be found in the appendix. 

In this chapter, the compiled and summarised data are conceptually displayed similar to 

the approach Stuermer Abu-Tayeh and Myrach (2016) used when they presented their 

data for the 10 conditions for sustainable digital artifacts. The comprehensive and 

connected analysis of all four cryptocurrencies is then presented in Chapter 7. 

For readability and clarity reasons the number in brackets refer to the particular data 

collection method that was used for the convergence:  

(1) secondary data analysis;  

(2) social media group interviews;  

(3) ASIC mining experiment 

Certain findings are the result of connected data collection methods. This is indicated as 

(1+2) or (1+2+3). (1)(2)(3) on the other hand means that the particular result can be 

confirmed out of every single data collection method independently. 
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6.1 Bitcoin (BTC) 

Dimension Category Compiled data from all three data collection methods (1) (2) (3) 

Environmental 

Influence 

(1) Resource 

requirements 
• Required mining equipment went through a hardware evolution 

from CPU-GPU-FGPA-ASIC and increased significantly from 

2009 – 2018. (1)  

• PoW consensus mechanism is based on the comparatively 

computing-intense SHA-256 algorithm. (1)(3)  

• Development and sales of further improved ASIC miners is 

expected to continue for around five more years. (2)(3)  

• Currently, a development from 16nm chip architecture to 10nm 

or more is expected to occur. (2)(3) 

(2) Energy 

consumption 

• Highly controversial topic due to opposing trends and difficult 
measurability and comparability. (1)(2)(3)   

• Overall network energy consumption rose exponentially from 
nearly zero in 2009 to 73.12 TW/h in 2018. (1)(2)(3)  

• As of 2018, this corresponds to the energy consumption of 
Austria. (1) 

• Number of miners grew from one to millions. (1)(3)  
• Quantity changes quickly and can only be estimated.  
• 6,770,506 U.S. households could be powered by the Bitcoin 

network in 2018. (3)  
• In absolute terms, a single miner consumes exponentially more 

energy in 2018 than ever before. (2)(3) 
• The technological reason for the increasing energy 

consumption is the software architecture with halving rewards 
and increasing difficulty due to a deflationary system with an 
overall limit of 21,000,000 coins. (1+2+3)  

• A Bitcoin transaction requires 4,000 times more energy than a 
VISA transaction (order of magnitude estimation). (1)(2)  

• Parallelly improves the energy efficiency of the chips 
continuously regarding computing power (TH/s) per energy 
consumption (KW/h). (1)(3)  

• Moore’s law stipulates the level of optimisation. (1)  
• Optimisation of ASIC design will most likely slow down 

within the next 10 years due to the end of Moore’s law. (1+3)   
• Shortage of electricity within the economy and the exponential 

rising consumption of the Bitcoin network are not sustainable 
trends and will change somehow within the next five years. 
(1+2+3) 

Societal 

Impact 

(3) Privacy and 

transparency 

• Conflict of interest between the individual's right for privacy 
with different degrees of anonymity and the public interest for 
control and security through different degrees of surveillance. 
(1)(2)  

• Transactions with and ownership of Bitcoin are not 
anonymous, but rather pseudonymous. (1) 

• All transactions are published through the public key in the 
blockchain. (1) 

• The identification of Bitcoin owners is significantly more 
difficult due to encryption, but can be achieved by pattern 
analysis of the transactions in combination with the IP address. 
(1+3) 
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• The degree of anonymity can be significantly increased by 
additional software such as proxy servers or virtual private 
networks. (3) 

• Future upgrades to the Bitcoin protocol, such as the Lightning 
Network, tend to increase the degree of anonymity. (2)  

• Whether more anonymity or more transparency leads to more 
sustainability is difficult to say and depends on how society 
reacts to more anonymity or more transparency. (1+2+3)  

(4) Community culture 

and participation 

• The hype around the mysterious Satoshi Nakamoto led to a 
strong organic growth of the Bitcoin community and virally 
created a greater public awareness. (1)(3)  

• Many early adopters and supporters view Bitcoin as an 
instrument to spread their political and economic ideology. (1)  

• Many early stage supporters such as the Cypherpunk movement 
can be politically assigned to the libertarian spectrum. (1) 

• The culture and collaboration of the Bitcoin community is 
closely linked to the open source principle (12) and was crucial 
for the sustainable spread of Bitcoin. (1) 

(5) Access and 

usability 

• Access (5.1): to use Bitcoin for value storage or payments, only 
an internet connection, end-user device, and client software are 
required. (1)(3)  

• As no central authority exists, no restrictions in terms of age, 
income, employment status, credibility, address, passport, 
country of origin, or account quantity exist. (1)(3)  

• The access barriers to the overall Bitcoin ecosystem depend on 
the degree of participation the user wants; trading, investments, 
or mining require certain knowledge. (1)(3)  

• The access barriers for mining became higher over the years as 
Bitcoin’s PoW mining evolved professionally. (3)  

• Usability (5.2): follows the same guidelines as other software 
projects in terms of HCI or UX design and does not vary from 
other mobile apps or websites. (3)  

• Blockchain as an underlying technology is only in terms of 
payment latency and address-handling visible. (1)(3)  

(6) Stakeholder 

equality and fairness 

• The core stakeholder groups within the Bitcoin ecosystem are 
the Bitcoin foundation, core developer, exchanges, pools, 
investors, miners, and other kinds of Bitcoin users. (1+3)  

• An individual can theoretically belong to one, more than one or 
all of the stakeholder groups. (1)  

• Other stakeholders, such as banks, ASIC manufacturer, power 
companies, and governments have a likewise impact on the 
Bitcoin ecosystem. (1)  

• The relationships between the various stakeholders are complex 
and consist of both common and differing interests. (1) 

• At the macro level, most relationships can be characterised as 
coopetition. (1+3) 

• Strongly connected to (9) coin distribution and flow and 
embedded in the broader scientific area of stakeholder theory.  
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Economic 

Progress 

(7) Price and exchange 

rate stability 

• Highly volatile exchange rate with 2.71% over the previous 30 
days and 3.04% over the previous 60 days, as of the 19th of 
September, 2018. (1)  

• Significantly higher volatility than any FIAT currency and even 
higher than many stock markets. (1)  

• The upper limit of 21,000,000 Bitcoins creates a deflationary 
system in which users compete with each other for the highest 
reward. (1)(3) 

• The extreme volatility is the result of no or very little regulation 
of a deflationary system about which no comparable case 
exists. (1+3)  

• For Bitcoin as a payment system, the high volatility is a threat. 
Many companies such as Microsoft have therefore stopped 
accepting Bitcoin payments again. (1+2)  

• For investors and traders who see Bitcoin as an object of 
speculation, volatility is an opportunity for profit. Due to little 
exchange regulation, insider trades and market manipulations 
happen constantly. (1+3)  

(8) Products and 

service infrastructure 

• Due to the early mover advantage and its high popularity, 
Bitcoin is the largest of all cryptocurrencies by market 
capitalisation. (1+2+3)  

• As a payment system, it is the largest infrastructure of all PoW 
cryptocurrencies. (1+3)   

• Main problems for the growth of the infrastructure as a 
payment system include the low scalability of the transactions 
(10) and the high volatility (7). (1+2) 

(9) Coin distribution 

and flow 

• No ICO, but pre-mining of the genesis block through Satoshi 
Nakamoto of 980,000 Bitcoins. (1)  

• Early developers, miners, and investors had a major advantage 
compared to later users, but they also created Bitcoin’s growth. 
(1)(3)  

• Bitcoin's original decentralised concept has meanwhile been 
recentralised. (1+3) 

• Private mining requires a certain effort and is, due to high 
electricity costs, no longer profitable in most western countries. 

• The vast majority of mining is conducted in huge, server-like 
mining farms in countries with the cheapest electricity cost, 
such as central China, inner Mongolia, and Iceland. (1)(3)  

• Virtually all miners are organised in online pools to reduce the 
fluctuation of the reward.  

• 17,276,587.5 of a total of 21,000,000 Bitcoins were mined in 
September 2018. (1)  

• 4% of all Bitcoin addresses own about 96% of all Bitcoins. (1) 
• Less than 4mio Bitcoins will therefore be issued by 2130. (1) 
• A vast majority of Bitcoins and the mining infrastructure is 

owned by small elitist group that has the greatest impact on the 
ecosystem. (1+3)  

Technological 

Efficiency  

(10) Transaction costs 

and scalability 

• The Bitcoin network can currently execute seven transactions 
per second (tps) and charges a fee of 0.0005 BTC per new 
mined block and 0.0001 BTC for every transaction to another 
address. (1)(3) 

• Software upgrades to the protocol, such as Segwit, Schnorr, or 
Lightning network, have tried to increase the transaction speed.  

• Segwit is implemented and would allow, in combination with 
Schnorr, 19 tps. 
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• The implementation of the Lightning protocol that would 
theoretically scale up to 500 tps was not possible for more than 
five years due to the rapid growth of the Bitcoin network and 
price, organisational problems due to the decentralised software 
clients, and disagreements within the open source 
community.(1)(2)(3)  

• Its applicability within the coming years is rather unlikely. 
(1+2+3)  

(11) Software quality 

and security 

• In general, high integrity and security due to blockchain’s 
design with asymmetric and symmetric encryption. (3)  

• Every successful Bitcoin-related attack or damage was client 
sided and did not attack the blockchain. (1)(3)  

• The Bitcoin network has more computing power than all 
existing super computers together, and is therefore practically 
unbreakable through a 51% attack. (1+3) 

• It seems plausible that there is a fundamental trade-off between 
scalability of the Bitcoin network, its long-term security, and its 
censorship resistance. (2)  

• Many software questions and potential upgrades to the Bitcoin 
protocol are highly discussed and remain unanswered, and are 
not yet completely understood, even by developers.(2+3)    

(12) Open source 

licensing 

• Major success factor for Bitcoin; comparable with Wikipedia or 
Linux. (1)  

• Advantage for bugfix and security. (1) 
• Also slows down upgrades and implementations of the protocol 

due to the decentralised character of the open source 
community. (1)(2)  

• Without its open source factor, Bitcoin would not be a 
cryptocurrency. (1+3) 
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6.2 Ethereum (ETH) 

Dimension Category Compiled data from data collection methods (1) and (2) 

Environmental 

Influence 

(1) Resource 

requirements 

• Built on the modified open source Bitcoin blockchain. (1) 
• Uses a PoW consensus mechanism with its own Ethash 

algorithm. (1) 
• Ethash algorithm is ASIC resistant and mining is therefore only 

possible with CPU and GPU. (2)(3)  
• As of 2018, only GPU mining with so-called mining rigs is 

profitable and used. (1)  

(2) Energy 

consumption 

• Due to its ASIC resistance and the significantly lower energy 
consumption of a GPA mining, the relative energy 
consumption of the network is lower for transactions. (2)  

• An overall comparison with the Bitcoin ecosystem is, however, 
difficult, as Ethereum is a blockchain ecosystem with an API 
for smart contract development, while Bitcoin works only for 
payments. (1+2)    

• Ethereum has been working for a long time on the 
implementation of a PoS consensus mechanism called Casper, 
which should replace its current PoW. This would lead to 
drastically higher energy efficiency, including other 
improvements. (2)    

Societal 

Impact 

(3) Privacy and 

transparency 

• Ethereum is also pseudonymous, rather than anonymous. (1) 
• Every transaction is published on the blockchain. (1) 
• Ethereum is also based on asymmetric and symmetric 

encryption. However, as it uses the leaner and less 
computationally-intense Ethash algorithm, the receiver is more 
difficult to identify than the sender. (1)  

• In other terms, the discussion is similar to Bitcoin’s case. 
• Ethereum works on the so-called zk-snarks technology, which 

would lead to advanced privacy improvements. (2)  
• Not clear whether other protocol upgrades such as Casper will 

affect Ethereum’s degree of anonymity. (2) 

(4) Community culture 

and participation 

• Ethereum has succeeded in creating a new hype around its own 
ecosystem. (1+2) 

• Originally started as a non-profit organisation in Switzerland, 
Ethereum gained significant popularity through its structure as 
a DAO, the development of decentralised apps (dapps), and the 
strong and idealistic media presence of its founder, Vitalik 
Buterin. (2) 

• Ethereum’s community has a more attractive platform than 
Bitcoin because of its interactivity and the possibility to 
program dapps, as the degree of participation is simply higher. 
(2) 

(5) Access and 

usability 

• A distinction needs to be made between Ethereum for 
payments, for mining, and for the development of so-called 
dapps.(1+2) 

• As a pure payment system only, minor differences compared to 
Bitcoin exist. The main difference is that Ethers are mostly 
used for internal payments and projects within the Ethereum 
ecosystem. (1+2)  

• Ether mining is more difficult than Bitcoin, as the client 
software requires the use of the console. Linux users are used to 
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that, but for MacOS or Windows users, could this be a barrier. 
(3)  

• Ethereum’s decentralised platform is, with almost 2,000 
developed dapps, the most popular and largest platform of its 
kind. A detailed and comprehensive comparison to other 
similar platforms from, for example, Oracle or IBM, would go 
beyond the scope of this study. (1+2)  

(6) Stakeholder 

equality and fairness 

• In general, the Ethereum and Bitcoin ecosystems have similar 
coopetition relationships between stakeholders. (1) 

• However, the DAO's strong decentralised organisation, Vitalik 
Buterin's technological focus, and the open platform with 
programming interface for dapps support and promote more 
technological cooperation and win-win situations between the 
stakeholders and less monetary competition compared to 
Bitcoin’s ecosystem. (1+2) 

Economic 

Progress 

(7) Price and exchange 

rate stability 

• Ethereum’s exchange rate to USD as of the 19th of September 
2018 is 5.26% over the previous 30 days and 4.35% over the 
previous 60 days with extreme volatility and is even more 
volatile than Bitcoin’s exchange rate. (1) 

• This extreme volatility is a serious threat for Ethereum’s 
ecosystem, as potential partners for dapps’ development, such 
as PwC, preferred other platforms for blockchain projects only 
because of that. (2) 

 (8) Products and 

service infrastructure 

• Second largest cryptocurrency in terms of market capitalisation, 
behind Bitcoin. (1) 

• The large number of payment options and exchanges is 
comparable to Bitcoin. (1) 

• Ethereum's open developer platform for dapps and smart 
contracts goes far beyond a pure payment system and has a 
huge potential for growth and further cooperation. (1+2)  

(9) Coin distribution 

and flow 

• On the 19th of September 2018, there were 102.062.800 Ethers 
in circulation. (1) 

• A final decision of whether there will be an upper limit for 
Ethers has not yet officially been announced. (2) 

• Therefore, it is also unclear whether the coins and their price 
will follow an inflationary or a deflationary pattern in the long 
run. (2)   

• The first issue of Ethers took place as so-called crowd sales 
with pre-mining through the founders of 13% of the total 
supply. (2) 

• Compared to Bitcoin, the mining reward is constantly 3 Ethers, 
while the difficulty adjusts after each new minted block. (3) 

• As a dapp developer, it is possible to organise ICOs via the 
Ethereum platform to finance the project. Since 2018, an 
increasing number of ICOs are executed through Ethereum’s 
platform. (1) 

• This has also led to an increasing number of scams. (1) 

 (10) Transaction costs 

and scalability 

• As of September 2018, the Ethereum network can handle 15tps. 
(1)(2) 

• The transactions cost an average of 0.27USD, which is more 
than 10 times lower than Bitcoin's average of 2.91 USD. 

• Besides the previously mentioned Casper, further upgrades to 
the protocol are being worked on. (2) 

• The Raiden network and Plasma upgrade are similar to 
Bitcoin's Lightning network and should theoretically, after their 
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completion, enable 1mio - 10mio tps over the Ethereum 
network. (2) 

• When the implementation will be completed remains unclear. 
Ethereum announced in mid-September 2018 that the 
implementation will be delayed. (2) 

(11) Software quality 

and security 

• After the modified Bitcoin blockchain became based on the 
Ethereum, an improved protection against DDOS attacks 
developed. (1)(2) 

• Due to its extremely open and decentralised platform, Ethereum 
has developed multiple technical innovations for blockchain 
applications and smart contracts. (1)(2) 

• New programming languages such as Solidity and Serpent have 
been developed, especially for smart contracts. (2) 

(12) Open source 

licensing 

• Vitalik Buterin has stressed several times that no system 
(including Ethereum) is 100% safe or works perfectly, but the 
extremely open and interactive ecosystem of Ethereum seems 
best able to react to dangers and to implement concepts 
effectively. (1+2) 

• Ethereum uses three free software licenses: GPLv3, LGPLv3, 
and MIT. (1) 

• The variety of projects and the strong integration of the 
community provide a significantly higher degree of open 
source participation compared to the Bitcoin community. 
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6.3 Ripple (XRP) 

Dimension Category Compiled data from data collection methods (1) and (2) 

Environmental 

Influence 

(1) Resource 

requirements 

• Conceptualised as a digital payment system for FIAT 
currencies in 2004. (1) 

• Issues the XRP token, which is not mineable and requires no 
mining hardware. (1)  

• Payment infrastructure relies on the distributed servers of banks 
and other partners. (2) 

(2) Energy 

consumption 

• Difficult to assess, as the energy consumption of the entire 
Ripple network is integrated into the existing financial 
infrastructure of cooperating partners. (1+2) 

• According to Ripple Labs Inc., the relative energy consumption 
of a single transaction is much lower than Bitcoin or Ethereum 
and is therefore negligible. (2) 

Societal 

Impact 

(3) Privacy and 

transparency 

• Ripple’s client software is decentralised and uses asymmetric 
encryption, and has a level of pseudonymity similar to other 
cryptocurrencies. (1) 

• Less decentralisation due to stronger cooperation with partner 
companies leads to more transparency and reduces the degree 
of anonymity in terms of B-to-B transactions. (1+2) 

• Since a central authority regulates it, financial institutions do 
not criticise it as widely as, for example, Bitcoin. (1+2) 

(4) Community culture 

and participation 

• From the very beginning, Ripple's technology also pursued 
economic interests and was founded in the legal form of Ripple 
Labs Inc. (1+2) 

• The development and growth were mainly driven by the 
company and the existing partnerships, mostly with banks. 
(1+2) 

• The hype within the cryptocurrency community was used by 
Ripple in 2012 to issue the XRP token and to grow their own 
ecosystem. (1+2) 

(5) Access and 

usability 

• Ripple is designed as a borderless, global, instant payment 
system that allows transactions in any FIAT currency, 
cryptocurrency, or even commodities such as gold. (1) 

• It is therefore also possible to process Bitcoin transactions via 
Ripple. (1) 

• The focus of Ripple and the unique selling point is the smooth 
execution of FX transactions, i.e. the exchange of one currency 
into another. (2) 

• Ripple's own XRP token does not require any mining. The 
payment system is compatible with any FIAT or 
cryptocurrency, and instant, global FX transactions in any other 
currency are supported. (1)(2) 

(6) Stakeholder 

equality and fairness 

• Despite its decentralised software distribution, Ripple is 
registered and organised with Ripple Labs Inc. as a central 
company. (1) 

• Ripple's focus was on solving problems in the area of B-to-B 
financial transactions. Stakeholder structure is therefore similar 
to many other incorporations with much coopetition. (1+2) 

• The largest and most influential group of stakeholders are 
partner companies using the Ripple protocol. (2) 

• The value that Ripple provides for the broad society are very 
cheap, global, cross-currency, real-time transactions. (1+2) 
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• Many well-known venture capital firms have invested in 
Ripple, like Andreessen Horowitz and Google Ventures. (1) 

Economic 

Progress 

(7) Price and exchange 

rate stability 

• The volatility of the XRP token is higher than Bitcoins or 
Ethereum and even led the volatility index in December 2017. 
(1) 

• Ripple's co-founder and lead cryptographer David Schwartz 
does not view XRP volatility as a threat, as it does not affect 
other currencies and the XRP token is just one layer of Ripple’s 
ecosystem. (2) 

(8) Products and 

service infrastructure 

• Growing number of worldwide partnerships with banks, 
payment providers, and other companies. (2) 

• Strong FX transaction infrastructure due to the compatibility 
with any FIAT or cryptocurrency. (1)(2) 

• Three major products are Xcurrent, Xrapid and Xvia. (2) 

(9) Coin distribution 

and flow 

• Ripple used in banks strengthens the established cash flow, 
while payment hurdles are reduced due to the strong currency 
compatibility and lack of national borders. (2) 

• The XRP token has an upper limit of 100 trillion coins. (1) 
• 20 trillion of the overall supply were kept by the founders 

during the crowd sale. (1) 
• Strong concentration of XRP tokens among the founders. 

Official explanation: to avoid market manipulation and 
volatility. (2) 

Technological 

Efficiency  

(10) Transaction costs 

and scalability 

• A standard transaction costs 0.00001 XRP and is therefore 
much cheaper than Bitcoin or Ethereum. (1) 

• Ripple handles 1,500 tps and up to 50,000 tps, if necessary. (2) 
• Engineering team works on upgrades to further scale up 

Ripple’s payment system. (2) 

(11) Software quality 

and security 

• Blockchain is based on SMTP for its payment protocol. (1) 
• Positive feedback and many running experiments from partners 

that implemented Ripple’s products. (1+2) 
• High integrity and security standards. (2) 

(12) Open source 

licensing 

• Blockchain uses LSC open source license. (1) 
• Ripple’s core protocol is completely open source. (1) 
• Because of its Bitcoin bridge, there is an interface between 

decentralised cryptocurrencies and centralised payment 
systems. (2) 
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6.4 IOTA 

Dimension Category Compiled data from data collection methods (1) and (2) 

Environmental 

Influence 

(1) Resource 

requirements 

• IOTA is based on a directed acyclic graph (DAG) or Tangle 
and is therefore not mineable. (1) 

• The ecosystem is different from that of Bitcoin or Ethereum, 
and a network comparison in terms of resources is rather 
difficult. (1+2) 

• The design itself, however, is much leaner. (1+2) 

(2) Energy 

consumption 

• IOTA’s Tangle uses a PoW consensus mechanism for   
transactions. (1) 

• As no mining infrastructure exists, IOTA consumes an 
infinitely small amount of energy compared to Bitcoin or 
Ethereum. (2) 

• As IOTA is a platform for app development comparable to 
Ethereum, the overall energy consumption of the network 
depends on the application field. (2) 

• IOTA works on various projects in the energy sector and in the 
field of renewable energies. (2) 

Societal 

Impact 

(3) Privacy and 

transparency 

• IOTA’s focus is on secure communication and payment 
between machines. (1) 

• With its “coordinator”, IOTA has a central authority and is 
therefore not completely decentralised, similar to Ripple. (1+2)  

• All transactions are published in an open ledger. (1)  

(4) Community culture 

and participation 

• IOTA runs as a non-profit organisation by the IOTA 
foundation. (1) 

• IOTA founded an ecosystem fund of USD 10 mio to finance 
and organise cooperations with new partners to support 
community projects and developer events, such as hackathons. 
(1)   

• In 2017, IOTA started a partnership with Refugees United to 
use IOTA’s Tangle technology to reunite families during and 
after conflicts. (1) 

(5) Access and 

usability 

• Access and usability work similar to Ethereum. (1+2) 
• However, Ethereum is more open and easier to access in terms 

of dapp development. (2) 
• IOTA organises its platform through its foundation and well-

selected industry partners, while Ethereum has the completely 
open API for private developers. (1+2) 

(6) Stakeholder 

equality and fairness 

• IOTA has many cooperations and partnerships, such as with 
Deutsche Telekom, Fujitsu, and Samsung, and, similar to 
Ethereum, has a more cooperative ecosystem for its 
stakeholders. (1) 

• The venture capital firm Outlier Ventures invested in IOTA. (1)  

Economic 

Progress 

(7) Price and exchange 

rate stability 

• Due to its upper limit and the complete coin circulation while 
having no transaction costs, IOTA has lower volatility 
compared to Bitcoin, Ethereum, and Ripple. (1+2) 

 (8) Products and 

service infrastructure 

• IOTA’s platform uses its Tangle technology to develop IoT 
applications for machine payments, especially with partner 
companies in the areas of Mobility and Automotive, Global 
Trade & Supply Chains, eHealth, and Smart Energy. (1+2) 

• IOTA has a partnership with LATTICE80, a Singaporean 
Fintech-Hub, to develop an IoT innovation laboratory. (1) 
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(9) Coin distribution 

and flow 

• 2.779.530.283.277.761 coins is the upper limit. They were 
distributed during an ICO. (1) 

• The complete number of IOTAs is in circulation. (1) 

Technological 

Efficiency  

(10) Transaction costs 

and scalability 

• IOTA can execute 500-800 tps as of 2018, and its Tangle scales 
up automatically the more users join the network. (1)  

• No transaction fee exists; the sender only needs to afford a 
minimum computing power to execute a transaction. (1) 

(11) Software quality 

and security 

• IOTA’s focus is on IoT applications to ensure a secure and fast 
communication and payments between machines. (1) 

• Several bugs and controversial discussions have occurred in 
terms of IOTA’s software security. (1) 

• The only cryptocurrency that uses the ternary system, instead of 
a binary system, which is expected to be more suitable in the 
long run for IoT applications. (1) 

(12) Open source 

licensing 

• IOTA’s reference software is completely open source, while the 
source code of the so-called coordinator is not. (1) 
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7 Analysis   

Chapter 7 further summarises and compiles the empirical data of Chapter 6 into a new 

table. This particular design allows a (vertical) comparison of the four cryptocurrencies 

and highlights their respective strengths and weaknesses in terms of sustainability. 

Furthermore, a (horizontal) comparison across a specific category or a whole 

dimension can be made. This design is therefore flexible and can be applied regardless 

of whether a particular cryptocurrency should be analysed or a specific element across 

different cryptocurrencies.  

Figure 27: Summarised cryptocurrency sustainability analysis 

To enable a quick and smooth evaluation of the results, the data of the 12 categories are 

not relisted. Instead, their influence on sustainability is highlighted in different colours: 

Green: the factor of this category contributes overall to a sustainable development of the 

cryptocurrency and can be considered a strength. 

Yellow: the impact of this category on the sustainability of the particular cryptocurrency 

is unclear or ambivalent, and a comparison with other cryptocurrencies is not possible 

without further research. 

Red: this factor poses a serious threat to the sustainable development of the 

cryptocurrency and is a significant weakness. 
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The explanation and reasoning behind why a particular category of a cryptocurrency is 

coloured in either green, yellow, or red is described and justified in the sustainability 

analysis below. If an even more detailed breakdown is desired, one can refer to the 

corresponding category of the empirical data collection from Chapter 6. For clarity 

reasons, the following sustainability analysis does consider the categories individually, 

but rather summarises them according to their respective dimensions. The advantage is 

that not only are connections between related categories within one dimension shown, 

but similarities and differences between the four cryptocurrencies are displayed as well.                  

The reference to the category is illustrated by the (number) in parentheses. Within the 

following four sections, the focus is on the categories of the respective sustainability 

dimension. However, references to categories from another dimension may also occur, 

since the sustainability framework is integrated and the categories are therefore linked 

to each other in terms of content. 

7.1 Environmental Influence: 

Figure 28: Results Environmental Influence 

 

(1) The resources required to run the Bitcoin network have drastically increased within 

just a few years due to the evolution of the mining process. Meanwhile, mining mostly 

takes place in large professional mining farms and is concentrated in countries where 

low electricity costs still allow for profitable mining, such as Iceland, Central China, or 

Russia. All miners are registered in large pools. A deflationary system with an upper 

limit of only 21,000,000 coins—a reward that halves all 210,000 blocks—combined 

with a PoW concept that works with the computationally intense SHA-256 algorithm, 

leads to increasing competition for fewer and fewer coins. This again results in a 

massive upgrade of ASICs by chip manufacturers and exponentially increases energy 

consumption and CO2 emissions. This development is not sustainable in its current 

form and will end or change within the next 5-10 years. The halving of the reward in 

2020 from the current 12.5 to 6.25 will further intensify the competition. To remain 

profitable for current miners, the Bitcoin’s price would have to double. Currently, ASIC 

designs with 7 nm are being developed, which allow a higher performance with lower 
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energy consumption, thus increasing profitability for the next generation of miners. An 

improvement beyond 2-3 nm is, however, not possible according to Moore's law. Latest 

in 2024 when the reward will halve again to only 3.125, no further efficiency 

improvements are possible. In that scenario, the Bitcoin price would have to double 

again so that mining is still profitable. If this does not happen, many miners will leave 

the network, which would lead to a tremendous decrease in demand and could therefore 

result in a massive price fall. Precise forecasts are, however, difficult, since supply and 

demand are difficult to predict over such a long period of time. From November 2018 

on, this scenario would still take six more years, during which energy consumption and 

CO2 emissions would increase exponentially. It remains unclear which energy sources 

mining farms are going to use in the future and how governments will react to the rising 

energy consumption. The strong centralisation of the mining hardware concentrates 

power over the network and contradicts the idea of a decentralised cryptocurrency, but 

also enables a more efficient energy management of the miners. (2) The exponential 

increase in energy consumption due to more powerful miners is nevertheless the 

greatest environmental threat for Bitcoin. In 2018, the Bitcoin network already 

consumed as much energy as Austria. The problem is not necessarily the energy 

consumption, but rather the exponential growth of it and the fact that the electricity 

grids from which Bitcoin is also fed are largely based on nuclear energy or coal-fired 

power and do not make sufficient use of renewable energy. The improved energy 

efficiency of the ASIC chips does not significantly change this, as the power 

consumption of each new model is significantly higher in absolute terms compared to 

its predecessor.                                                                                                                         

(1) Ethereum’s Ethash algorithm is resistant against ASIC chips and can therefore only 

be mined through CPUs and GPUs60. Ethereum mining takes place through so-called 

mining rigs, in which many GPUs are assembled in a row. The Ethash algorithm only 

allows slower computing puzzles, and therefore has an overall network hash rate of only 

237.38 TH/s with around 10,000 GPUs, compared to over 50 EH/s (50,000,000 TH/s) 

and millions of miners that run the Bitcoin network. The resource requirements, as well 

as the absolute and relative energy consumption of the network, are therefore 

significantly lower compared to Bitcoin (2). However, both ecosystems cannot be 

entirely compared, as Bitcoin can only be considered a payment system or value 

                                                 

60 Bitmain and other ASIC manufacturers released, in July 2018, ASIC miners for Ethereum. As 

benchmark analyses have shown, the efficiency and profitability are very similar to the existing GPU 

mining rigs and will not have a significant impact on Ethereum’s network in the foreseeable future.    
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storage, while Ethereum operates as a decentralised developer platform for its so-called 

dapps. Therefore, many of the required resources cannot be fully captured, as they are 

used by external developer teams. Ethereum is working with the protocol upgrade 

Casper on a new PoS mechanism to replace its current PoW. Various approaches are 

currently being discussed regarding whether Casper should completely replace the 

current PoW or a hybrid system should combine the Ethash PoW and Casper.61
                                                          

The PoS implementation would result in significantly higher energy efficiency and 

leaner hardware requirements for Ethereum mining. When this will be the case is not 

foreseeable at this point in time.                                                                                                  

(1) XRP is issued by Ripple’s own internal consensus mechanism and therefore cannot 

be mined through hardware. Thus, a complete assessment and comparison of the 

required infrastructure is difficult. (2) The relative energy consumption of the network is 

likewise difficult to compare as the transactions are executed within the financial 

infrastructure of partner companies. According to official statements from Ripple Labs 

Inc., however, the energy consumption is negligible due to the high-quality technology 

and the absence of mining hardware.                                                                                                               

IOTA uses a DAG or Tangle as its technology, rather than a linear linked list of data 

blocks like other blockchains. (1) Therefore, IOTA cannot be mined and does not 

require any additional hardware to issue coins, similar to Ripple. A complete 

comparison of IOTA with Bitcoin’s or Ethereum’s ecosystem is again difficult, as 

IOTA's technology is embedded in the infrastructure of its partners. (2) Though IOTA’s 

own consensus mechanism is a PoW, no coins can be mined. In combination with its 

Tangle technology, the energy consumption is negligible and, in terms of energy 

efficiency, is comparable with Ripple’s payment system. (5) Similar to Ethereum, IOTA 

has an open development platform and the relative energy consumption of the 

technology therefore depends on the environment and the particular application used. 

  

                                                 

61 In September 2018, rumors began to spread that a partial update of Casper was to be postponed. The 

Ethereum price fell within a few days from USD 300 to below USD 180.  
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7.2 Societal Impact: 

Figure 29: Results Societal Impact 

 

(3) Bitcoin is often associated by the media exclusively with illegal activities on 

Darknet platforms. The volume for illegal drug or weapon purchases or other criminal 

activities of Bitcoins accounts for only a small part of the overall volume. It is estimated 

that the proportion of FIAT currencies for criminal purposes is significantly higher. 

Furthermore, Bitcoin only allows a pseudonymity for payments, as all transactions are 

stored in the blockchain. The accusation that Bitcoin would promote crime because of 

its anonymity and facilitate finance of terrorism is therefore untenable. Moreover, it is 

often completely ignored that cash has a higher degree of anonymity than any existing 

cryptocurrency. (4) The Bitcoin community and its strong ideological cohesion, in 

combination with the (12) open source development, enabled the success of Bitcoin. 

Without the organic community growth and the work of many volunteer core 

developers worldwide, Linux and Wikipedia likewise would have never been possible. 

Ironically, this decentralised organisation can meanwhile be considered a disadvantage, 

as endless discussions and different interests within the community often lead to an 

inability to make decisions and make the effective implementation of necessary protocol 

upgrades such as the (10) Lightning network virtually impossible.  (5) Accessing and 

using Bitcoin compared to other digital payment systems is simple and easy. Compared 

to other cryptocurrencies, however, no significant advantages are visible, while 

Ethereum and IOTA allow a greater degree of participation with their developer 

platforms (4).                                                                                                              

(3) Ethereum is based on a modified Bitcoin blockchain, in which all transactions are 

also published and offer a degree of pseudonymity comparable to Bitcoin. Due to the 

slower Ethash algorithm, the receiver of transactions tends to be more difficult to 

identify than the sender. Ethereum also has the same discussion about the pros and cons 

of anonymity. Ethers are designed for internal project and development payments 
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within the own Ethereum network, and therefore created less media attention in terms of 

illegal purposes compared to Bitcoin. The full implementation of zk-snarks technology 

would lead to a higher degree of privacy. The impact of other protocols on anonymity 

and privacy remains unclear at this point in time. (4) Ethereum, like Bitcoin, 

successfully created a hype and culture surrounding its own community. The presence 

and popularity of Vitalik Buterin is an important factor, similar to the mysterious 

Satoshi Nakamoto. Overall, the community is much more interactive and collaborative 

than Bitcoin’s and allows its members to participate in its success to a higher extent 

through its decentralised developer platform (5). (6) The design of and access to 

Ethereum’s ecosystem supports cooperation and transparency and is one of the 

sustainable strengths of Ethereum as compared to other cryptocurrencies.                                                                          

(3) Ripple is often criticised within the cryptocurrency community for its lack of 

decentralisation due to its corporate structure. With banks and financial institutions as 

partners, Ripple Labs Inc. functions as a central authority. Ripple can therefore be 

considered a hybrid payment system. The protocol is completely open source and a 

decentralised public ledger on all transactions exists, while the payment process also 

runs decentralised through all possible servers of partner companies. However, the 

technology is centrally developed and released by Ripple Labs Inc., which makes 

decisions regarding technological changes on its own, and although the technology is 

based on a P2P system, all transactions processed through Ripple are executed by banks 

or financial transactions and thus have a central intermediary. In principle, a higher 

degree of centrality also tends to allow more control. In terms of Ripple, that is the 

reason governments and central banks are not visibly criticising the payment system or 

its cryptocurrency XRP. In case of a legal issue, Ripple or the respective partner would 

be responsible, while, with Bitcoin, nobody could be held liable without any central 

intermediary. Although Ripple uses symmetric and asymmetric encryption for its 

protocol and XRP to ensure the security and confidentiality of transactions, it can be 

assumed that Ripple Labs Inc. or its partners, through API access, could theoretically 

surveil their clients’ transactions. (4) Ripple is therefore not as pseudonymous as other 

cryptocurrencies and has a tendentially lower degree of anonymity compared to Bitcoin 

and Ethereum. (11) However, less anonymity and decentralisation does not equate to 

less security or complete transparency. Unlike Bitcoin or IOTA, no security issues or 

data breaches have been reported.                                                                                              

(11) In terms of IOTA, although a single transaction requires fewer confirmations due 

to the different functioning of the Tangle, the payment mechanism behind it is secure 
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and robust. (3) Since IOTA focuses on automated payment processing in IoT 

applications, anonymity and privacy need to be considered in a different context, as 

payment transactions are performed automatically between two machines, rather than 

manually by a human being. A typical use case is automatic payment when parking a 

car. The technology, however, is still in an early development stage, as IOTA works on 

various ways to make transactions more anonymous and secure while allowing identity 

verification. IOTA was founded and runs as a non-profit organisation. Compared to 

Ripple Labs Inc., this organisation form allows more focus on the actual technology, 

instead of financial goals or profitability. The strategic advantage of its foundation lies 

in the fact that it does not need to make a profit and is thus able to make the technology 

and all patents open source accessible. (5) IOTA hopes to achieve a faster growth of its 

ecosystem by the free distribution and accessibility of its technology. At the same time, 

IOTA's payment system is therefore not as decentralised as Bitcoin or Ethereum, as, like 

Ripple, a central authority in the form of the so-called coordinator exists. (4) Due to its 

rather central organisation, IOTA's growth is not facilitated exclusively by the 

community, but also by early investors, ICO revenues, and cooperation with partner 

companies. 

7.3 Economic Progress: 

Figure 30: Results Economic Progress 

 

Bitcoin mining is concentrated on large farms in a few countries, and (6) 4% of all 

addresses already own 96% of all available Bitcoins. This large power gap results in 

strong inequalities and a tendency to discriminate against new members within the 

Bitcoin ecosystem. However, Bitcoin's cartel-like ownership structure also leads to a 

certain central control of the coin flow (9) and price fixing between the largest 

stakeholders allows higher price stability. Bitcoin is currently used as a payment system 

and for value storage.                                                                                                                              

(7) Ethereum’s high price volatility is nevertheless a threat, as it makes internal payment 

processes more difficult for developers and poses a risk for external partners who would 
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like to develop applications based on the Ethereum blockchain and massively disturbs 

their cost calculation. (8) With its DAO, Ethereum has one of the largest and densest 

infrastructures of all currently existing cryptocurrencies. The core is the rapidly growing 

decentralised platform for smart contracts and blockchain apps with a multitude of 

private and public cooperation. (9) One problem that is being addressed by stricter 

internal guidelines is the high number of scams among the ICOs launched on Ethereum. 

The European Parliament has also recognised the regulation of ICOs as a crucial factor 

for cryptocurrencies’ market stabilisation. Since more than 90% of all blockchain apps 

have been developed on Ethereum, and a large part of all ICOs take place, more 

transparency for the protection of users is important for the sustainable development of 

the platform. Despite this problem, the distribution of Ethers in general supports a fair 

and transparent growth of its ecosystem, especially due to the strong internal utilisation. 

In spite of the already 102 mio circulating Ethers, no final decision about an upper limit 

has been made yet. About 13% of the overall Ether supply went to the founders in a pre-

mining before the actual crowd sale, which undoubtedly privileged them over other 

community members.                                                                                                                                 

Since its foundation, Ripple has been organised in a corporate form and pursued 

economic goals. The momentum of Bitcoin and other early cryptocurrencies in 2012 

was used for its own growth and to release XRP. The growth was mainly generated 

through profitable partnerships with banks and other financial institutions. Ripple's 

emergence and growth is therefore more profit driven and business oriented than 

Bitcoin or Ethereum. In combination with greater centrality, this led to a rather 

unpopular image within the cryptocurrency community despite its size. (6) Due to this 

organisational form, Ripple logically has corporate stakeholders such as banks and other 

financial institutions, rather than private customers or external developers. However, the 

mission statement focuses on banks not as competitors, but rather as partners, to 

improve their services and the global financial infrastructure. Ripple explicitly 

emphasises that its goal is to enable financial transactions, including within the 

micropayment segment, through global, frictionless, real-time transactions across every 

existing currency (5). As this is done in cooperation with the established banks, Ripple 

strives for long-term cooperation rather than disruptive competition. (7) Due to its 

hybrid form, most transactions are executed through Ripple’s payment system in all 

possible FIAT currencies and only to a small extent in XRP. This is also the reason 

XRP's high volatility, which exceeds Bitcoin and Ethereum, does not significantly 

impact Ripple’s own ecosystem compared to Ethereum, whose platform significantly 
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suffers from volatility. (8) Ripple occupies a niche as a hybrid payment system between 

digital banking transactions and blockchain technology and focuses on global, 

frictionless, real-time FX transactions. Ripple's three main products are called xCurrent, 

xRapid, and xVia, and offer different access to the payment system with different 

degrees of functionality. xCurrent provides full access to Ripple’s payment solutions 

and allows banks to process global payments to their customers. xVia is the standard 

access for businesses for sending payments, while xRapid is an access to on-demand 

liquidity of XRP as a digital asset for businesses comparable to a digital credit. More 

than 50 banks already cooperate with Ripple, and at least as many are currently 

experimenting with Ripple's technology, while Ripple continues to grow. (9) The only 

possible weakness regarding Ripple's sustainability is the distribution of XRP coins. A 

total of 100 trillion XRPs have been artificially created as an upper limit. This was done 

and controlled by the founders without an official ICO as a crowdsale. Sixty trillion are 

currently controlled by the founders; 55 trillion of those are locked as securities. Twenty 

trillion are directly possessed by the founders. There is no publicly transparent concept 

for the distribution of the coins. Since XRP tokens, similar to the Ethers on Ethereum, 

are designed for internal platform utilisation, the supply is centrally controlled only by 

the founders. The official explanation is to limit XRP’s volatility, but that contradicts 

the fact that XRP is more volatile than Bitcoin and Ethereum. The real reason might be 

that Ripple Labs Inc. can automatically adjust the XRP supply to new growth through 

new partnerships, is not influenced or controlled by any external stakeholder, and can 

fully pursue their own corporate interest. In relation to the ecosystem as a whole, 

Ripple's board acts rather like a central bank with no real transparency or democratic 

decision making.                             

IOTA works through its industry collaborations on many projects in the energy sector 

and in the field of renewable energies and tries to develop innovative solutions by using 

its Tangle technology. (3) IOTA focuses with its technology on secure and fast 

communication and payment between machines and machine systems and has 

established its niche as a cryptocurrency for the Internet of Things (IoT) (8). However, 

5% of all IOTA tokens, worth EUR 200 million, were acquired by the community to 

finance IOTA. IOTA organises and funds a number of events and community projects, 

such as hackathons for external developers of the platform and cooperation partners. (5) 

IOTA’s API offers the same access to Tangle technology as Ethereum offers to its 

blockchain. (6) The overall platform, however, is smaller and tends to focus more on 

industry cooperation. The most influential stakeholders are therefore partner companies 



  102 

such as Fujitsu, Samsung, and Deutsche Telekom. Additionally, even if the 

collaborations are not as community based as Ethereum’s, the relationships are similar 

to those with Ripple and are designed for cooperation and development of new 

applications of the Tangle, rather than for direct competition with other companies. (7) 

IOTA's token is less volatile compared to BTC, ETH and XRP. (9) This is partly due to 

the upper limit of 2,779,530,283,277,761 coins and the very transparent issuance of 

coins by the IOTA foundation during the ICO. All coins were issued without the 

founders retaining a share for their own enrichment. This transparent and fair coin 

distribution can be viewed as a benchmark for sustainability for other cryptocurrencies.      

7.4 Technological Efficiency: 

Figure 31: Technological efficiency 

 

(10) Bitcoin’s blockchain is not competitive to other cryptocurrencies as a payment 

system with only 7 tps. The overdue upgrade of the Lightning network will not be 

possible in the foreseeable future due to the further growing network and the 

ineffectiveness of the open source community. Even with a successful upgrade, needed 

to solve fundamental security issues, decentralised client software updates would take a 

long time. The Lightning network would at best lead to 500-800 tps, while Ethereum's 

Plasma/Raid upgrade and Ripple and IOTA's transaction volume would still be far more 

powerful. Therefore, it is clear that Bitcoin is not able to establish itself as a future 

payment system. One of the greatest strengths of Bitcoin, on the other hand, apart from 

its popularity, is its widespread distribution and availability for exchanges and the 

possibility to buy Bitcoin or to exchange it into other cryptocurrencies.                           

(10) Ethereum’s scalability, with currently 15 tps and $0.27 cost, is still limited, even 

though it is more powerful than Bitcoin’s. However, protocol upgrades such as Casper, 

Plasma or Raiden network would theoretically allow 1-10 mio tps. Beyond that, it 

allows the DAO structure a much more cooperative and effective development and 

implementation of software upgrades and uses three open source licenses with GPLv3, 

LGPL v3, and MIT (12). (11) The results are a variety of software innovations, such as 
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new programming languages like Solidity and Serpent. This superior organisation 

allows more effective software upgrades and gives Ethereum a cutting edge.                         

(10) Ripple's strength lies in its high transaction speed and infinitesimal fees. Similar to 

Visa, Ripple’s network executes approximately 1500 tps and can be scaled up to 50,000 

tps. Only 0.00001 XRP per transaction must be paid to the network, which destroys it 

after the payment process. The development team works on further improvements to 

increase Ripple's average transaction speed of 4 seconds (Ethereum 2 min, Bitcoin +1 

hour). Ripple's technology is programmed by an internal development team, whereby 

only the core protocol is open source (12). (11) External feedback from partners was in 

most cases positive and enjoys great popularity due to its high quality. 

(10) Due to the special nature of Tangle technology, no costs occur within the network 

during a transaction. According to the current status, 500-800 tps are executed, while 

the scalability of the network increases with the number of nodes. Due to the DAG, 

every transaction only needs to be confirmed twice with a minimum energy input (2). 

(11) IOTA’s basic technology relies on many software technical innovations around the 

IoT, such as a ternary instead of a binary system, and is therefore secure against 

network attacks by quantum computers. Nevertheless, the technology still seems to be 

in its infancy, as some bugs and security issues have become publicly known. (12) 

While the source protocol is completely open source, the coordinator software is only 

internally viewable, similar to Ripple. As the only cryptocurrency within IOTA’s 

ecosystem, no risks for its sustainability could be identified. As the only one of the four 

analysed cryptocurrencies, IOTA has no obvious weaknesses in terms of sustainability. 

Compared to the ecosystems of Bitcoin, Ethereum, and Ripple, however, IOTA is 

relatively small. The Tangle technology appears to have great potential, while IOTA 

still faces many early-stage challenges. 
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8 Conclusions 

Chapter 8 summarises the analysis from Chapter 7 and reflects on the overall results. 

The research purpose from Section 1.3 serves as orientation, while the research 

questions from Section 1.4 are explicitly addressed. 
 

 

It has become clear that sustainability of cryptocurrencies is a complex and highly 

context-dependent topic. The discussion is manifold and cannot be reduced to only a 

few aspects, such as the energy consumption presented in many studies. An analysis of 

the sustainability of cryptocurrencies is only possible as a holistic assessment including 

each aspect. The application of the integrated sustainability framework presented, in 

detail, that the various factors affecting sustainability are highly interconnected. 

Vulnerabilities of a particular cryptocurrency identified within one category have a 

direct and immediate impact on other categories across dimensions, i.e. a weakness in 

technological efficiency, or have direct consequences for environmental influence or 

societal impact, and vice versa. The effects of different sustainability factors are so 

closely linked that it is impossible to perceive the overall consequences of a single 

category in isolation. As often in systems thinking, the impact of a single factor can be 

complex and far-reaching. The developed sustainability framework helped to better 

understand the complex relationships of sustainability in terms of cryptocurrencies. The 

general public has focused mainly on Bitcoin's energy consumption and the high 

volatility of most cryptocurrencies as critical factors. The presented analysis, however, 

revealed that social structures within the community and other technological details are 

likewise crucial. The integrated sustainability framework revealed different strengths 

and weaknesses of the examined cryptocurrencies and investigated sustainability in 

terms of all four dimensions and all 12 categories. During the analysis, four key factors 

could be identified that influenced several parallel categories. The (1) consensus 

mechanism, (2) initial coin distribution, (3) transaction scalability and (4) volatility. 

These four key factors were identified as the strongest and most immediate impact on 

the sustainability of cryptocurrencies. 

The first key factor is the consensus mechanism. While the PoW is more 

computationally intensive and thus more energy consuming than the PoS, a 

cryptocurrency is issued and distributed according to computer performance and not 

according to existing ownership. The consensus mechanism thus decides not only on the 

energy balance of the network, but also on the treatment of the various stakeholders and 

their relationships with each other and which stakeholder group may benefit the most. 
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The biggest security threat for a cryptocurrency is a 51% attack on the network. A PoS 

is easier to attack than a PoW because of the lower access barriers, and despite its often 

high energy consumption, the PoW still tends to be more secure than the PoS and is 

therefore still commonly used. Even though a PoW concept does not necessarily require 

greater computational power to confirm transactions, the interaction with the respective 

algorithm is likewise important, and a PoW concept is suitable for mining through 

computer hardware. The PoW typically also raises the access barriers to a 

cryptocurrency, since mining, as one of the forms of distribution, requires more 

technological affinity. The pros and cons of PoW and PoS are also intensively discussed 

within the cryptocurrency community. The main reason the PoS is not overly used yet is 

that many security problems, such as a 51% attack, have not been completely solved by 

any of the existing PoS concepts. Furthermore, although the PoS allows easier access to 

a cryptocurrency, it still favours larger stakeholders over smaller ones and thus leads to 

an unequal distribution of coins similar to compound interests. It is therefore logical that 

many engineers and development teams are currently feverishly researching and 

experimentally testing alternative consensus mechanisms. One current trend, for 

example, are hybrid systems that combine PoW and PoS and thus try to combine the 

strengths of both concepts. The consensus mechanism has a direct impact on 6 of the 12 

categories and is therefore of extraordinary importance.                                                                

The initial issue of a cryptocurrency likewise has a long-term impact on a 

cryptocurrency’s development. If possible, the distribution should be fair, transparent, 

comprehensible and allow equal opportunities for all potential stakeholders within a 

community. Most ICOs and Airdrops do not meet these requirements and IFOs due to 

the information asymmetry outside the particular community, and are never completely 

fair and transparent. An unequal distribution of a cryptocurrency at the beginning could 

destroy confidence and discriminate against certain stakeholder groups. Ironically, 

decentralised distribution through mining in the past has led to a massive preference for 

a better-informed minority of technologically affine people due to the asymmetry of 

information. So, decentralisation does not automatically include more fairness. While a 

central authority could issue and distribute coins more effectively, the fundamental 

problem is that founders or early investors are often massively privileged, e.g. through 

pre-mining. This can be observed in the majority of ICOs, especially in Ethereum’s 

ecosystem.  

One of the largest current technical bottlenecks for many cryptocurrencies is the 

scalability of the network and transaction volume. The scalability depends on the source 
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protocol, its blockchain, and to what extent software upgrades are possible. A strong 

decentralisation seems to be a problem for the maximum transaction speed, as well as 

for effective software upgrades. Cryptocurrencies that achieve higher scalability, such 

as Ripple or IOTA, are centrally organised at the development interface, while 

cryptocurrencies that deliberately rely on decentralisation and stronger integration of the 

open source community, such as Bitcoin or Ethereum, have not yet been able to upscale 

their transaction volume despite major efforts.                                                                      

Another widespread problem with cryptocurrencies is their high volatility. This is the 

result of an almost completely unregulated market, deflationary tendencies due to an 

upper limit of many cryptocurrencies, and the lack of a central authority. In particular, 

users who want to use cryptocurrencies as a payment system massively suffer from 

volatility.  

Bitcoin is, in many aspects, better than its reputation, especially considering that Bitcoin 

had no existing use case when its blockchain was developed. The current development 

of the Bitcoin network, however, will inevitably change. Bitcoin's development is 

determined by the ability of chip manufacturers to develop more efficient chips to 

compete for the remaining amount of coins. As a payment system with only seven tps, 

Bitcoin was never truly competitive, and the necessary protocol upgrade to the 

Lightning network will not be implemented in the foreseeable future due to the 

decentralised organisation and disagreements within the community. Furthermore, the 

upgrade to the Lightning network faces fundamental problems in terms of security and 

censorship protection of the blockchain. The exponentially growing energy 

consumption and fundamental difficulties in upgrading the source protocol clearly 

illustrate Bitcoin's technological limits. Bitcoin's software architecture is simply not 

designed for scaling up to millions of nodes around the globe. Because of the high 

investments that have already been made and the already circulating mining hardware, 

Bitcoin’s high market dominance due to a first mover advantage will continue over the 

years to make Bitcoin one of the key players within the cryptocurrency market in the 

foreseeable future. As a reference currency, value storage, and an investment object, 

Bitcoin is still popular and fulfils some important economic functions. It remains 

unclear, however, how the energy problem and the upgrade of the protocol could be 

effectively solved.                                                                                                                

Ethereum does not face such fundamental sustainability issues. Even though Ethereum 

still suffers from the low transaction volume of only 15 tps, unlike Bitcoin's Lightning 

network, the development of upgrades such as Raiden and Plasma is much more 
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progressed, and the stronger involvement of developers through the more efficient 

organisation of the DAO ensures faster and more effective software upgrades. The 

implementation of Casper is expected to be completed within the next two years. In that 

case, categories (1) resource requirements, (2) energy consumption, and (10) transaction 

costs and scalability would immediately meet the criteria for sustainable development 

and change from yellow to green. Ethereum, like all cryptocurrencies, must struggle 

with high volatility, which causes some problems for external partnerships. However, 

none of these problems pose a serious threat to its existence, as in the case of Bitcoin. 

Ethereum is currently one of the most promising cryptocurrencies and blockchain 

platforms with its strongly decentralised orientation, open developer platform, and 

software innovations. Its ecosystem has significant potential to grow and possess the 

prerequisites to solve currently existing problems in the  

foreseeable future.                                                            

In combination with its central components, high scalability, and energy efficient 

consensus mechanism, Ripple is a very powerful and high-quality hybrid payment 

system. The central profit-oriented orientation, however, results in societal deficits, 

where Ripple only performs average. Nevertheless, with its global, low-cost, real-time 

payment, Ripple is ensuring greater democratisation of the existing financial markets 

across all currencies. The lack of transparency in the initial issue of XRP tokens and the 

strong control exercised by Ripple Labs Inc. show that they are striving for a clear 

profit, where the social aspect is of secondary importance. Due to its high-quality 

technology, fast and cheap transaction speeds, and the elegant execution of FX 

transactions, Ripple will continue to grow in the future and establish itself, at the 

interface between established financial structures and cryptocurrencies, as a powerful 

and future-oriented payment system.                                                                          

IOTA is the only cryptocurrency that has not revealed any severe weaknesses in terms 

of sustainability. With its DAG and Tangle technology, IOTA has also significantly 

progressed from the originally linear blockchain. The non-profit background of the 

IOTA Foundation and the transparent, fair, and comprehensible distribution of the 

IOTA coins in cooperation with the IOTA community should be positively emphasised.  

Weaknesses in security and functionality of the technology are still partially 

recognisable due to the radical novelty and the early development stage. Nevertheless, 

IOTA meets the requirements for sustainability in all four dimensions and has the 

potential to become one of the leading and most innovative cryptocurrencies in the area 

of IoT and machine payments.  
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9 Discussion 

The last chapter discusses and reflects the overall results of the study. Section 9.1 

summarises the limitations and how the results need to be interpreted in a broader 

context. Section 9.2 reviews the integrated framework and the methodology used, while 

Section 9.3 derives the implications for the research around cryptocurrency research, 

as well as relevant findings for technological development. Section 9.4 provides a 

preview of the future fields of research and which aspects could not be covered within 

the scope of this study.  
 

9.1 Results discussion 

2017 was the year with the strongest growth, which led to a true hype on 

cryptocurrencies and blockchain technologies, as happened last time in 2000 during the 

dot-com bubble. 2018 has seen an increasing specialisation and transformation of many 

cryptocurrencies to more functional blockchain platforms. This indicates that the 

absolute pioneering phase is coming to an end and transforming into an early adoption 

phase. The results of this study have clearly shown that cryptocurrencies, despite their 

comparatively short history of less than 10 years, have already specialised and occupy 

various niches. The four investigated cryptocurrencies (Bitcoin, Ethereum, Ripple, and 

IOTA) have a coopetition relationship, in which each can be used for payments and 

financial transactions, but at the same time the focus of each cryptocurrency varies. 

While Bitcoin is mostly used by investors and other big stakeholders as a value storage 

or speculation object, Bitcoin also works as a reference for other cryptocurrencies and 

thus provides greater liquidity for the entire market. Whether Bitcoin will experience a 

further price hype due to the decreasing quantity of remaining coins, or whether the 

peak had already been reached in December 2017, cannot accurately be predicted. In 

any case, Bitcoin's current development is not sustainable and faces two existential 

problems. Bitcoin will experience its first difficulties during the next reward halving in 

2020 and will enter a critical turning point by 2024, when the reward will be halved 

again. Until then, Bitcoin, as an ecosystem, must technologically and economically 

renew itself to develop a meaningful societal vision for the future and solve the growing 

energy problem. If Bitcoin accomplishes this, it could remain an important 

cryptocurrency in the long term. If this transformation fails within the next eight years, 

however, this can lead to Bitcoin’s decline as a cryptocurrency despite its current 

dominant market position.                                                                                     

Ethereum is currently the largest and most important platform for the decentralised 

development of blockchain apps, but is nevertheless still at the very beginning of its 



  109 

development. A number of promising software innovations have already been realised, 

while it also seems to be only a matter of time before Ethereum will overcome its 

current protocol issues. Ethereum has enormous growth potential and the chance to 

become one of the most important and powerful ecosystems in the area of 

cryptocurrencies and blockchain technologies in the coming decades. It would be 

interesting to directly compare it to NEO, which is regarded as the Chinese counterpart 

to Ethereum.                                                                                                              

Ripple, unlike Bitcoin, Ethereum, and IOTA, is not a classic cryptocurrency and was a 

small and unknown payment system until the first cryptocurrency hype in 2012. Ripple 

used this opportunity to reinvent itself and develop a new technology on top of a 

blockchain and launched its own cryptocurrency, XRP. Since then, Ripple has occupied 

a niche as a hybrid technology at the interface between decentralised cryptocurrencies 

and centralised digital payment systems. The results attest to Ripple being a high-

quality technology and a successful business strategy. Ripple has grown strong since 

there are no significant sustainability problems that could disrupt its further 

development. Because of that, however, Ripple faces competition in two markets. The 

cryptocurrency community does not fully recognise Ripple as a fully-fledged 

cryptocurrency, while complete centralised payment systems could theoretically also 

execute real-time, global payments into other currencies, especially as many banks and 

financial institutions are currently working on their own blockchain technologies. 

Ripple’s current development looks very positive, but it remains to be seen how large 

and significant Ripple will be as a global player in the long run.                                                                                                                                 

IOTA, which has centralised and decentralised features like Ripple and an open 

developer interface like Ethereum, concentrates itself on the niche of IoT applications 

and machine payments. Together with A.I and Big Data., IoT is considered to be one of 

the major future fields of digitisation alongside blockchain. IOTA combines with IoT 

and blockchain two fields, and concentrates on a new and unique niche in which little 

competition exists so far. IOTA's plans are very ambitious, and the Tangle can be 

considered a blockchain revolution. Its long-term potential seems to be enormous, even 

though it is still in a very early stage. It is completely new territory how a fusion of IoT 

and blockchain would affect digitisation and which further innovations will be made 

possible by IOTA. While the current ecosystem is the smallest of the four investigated 

cryptocurrencies, it is also one of the most innovative, novel, and technologically 

advanced ones, and faces no weaknesses in terms of sustainability.                                                                          

The dynamic and short-cycled environment of cryptocurrencies reduces the mentioned 
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observations to only current snapshots of a long-term evolution of blockchain 

technologies and cryptocurrencies. Where exactly this development will lead is unclear 

and was not the subject of this study. Existential problems with regard to sustainability 

could only be identified with Bitcoin. Ethereum's weaknesses seem to be solvable in the 

foreseeable future, while Ripple essentially has no weaknesses in sustainability and only 

draws criticism due to its non-transparent coin distribution. As the only cryptocurrency 

considered, IOTA overall fulfilled all criteria for sustainability. However, what results 

the integrated sustainability framework will reach a year from now is unclear, since the 

technological development of cryptocurrencies is very short cycled and the results have 

a limited temporal validity. 

9.2 Framework and Method discussion 

It should be emphasised once again that the integrated sustainability framework for 

cryptocurrencies developed within this study is the very first version—Version 1.0, so 

to speak. Theoretical foundations from two existing frameworks were applied for the 

four dimensions and a comprehensive assessment of the existing literature was used to 

build the 12 categories. This particular constellation, however, still resulted in a 

completely new theoretical foundation, which had not before existed or been tested. The 

development of the integrated sustainability framework took several steps and feedback 

loops, adjustments, improvements and reformulation of the particular categories until it 

was applied through an analytic induction research methodology. The utilisation of the 

four dimensions and the justification for the existence of the 12 categories was justified 

in logically detailed terms; nevertheless, no claim can be made regarding its 

completeness or perfection. Verifying the validity and functionality of a new framework 

requires repeated practical testing from different sides over a longer period of time. 

Potential shortcomings or points of discussion can only be disclosed in this way. In 

many frameworks, an increasing improvement and refinement takes place over time. 

Whether this “framework evolution” will also happen in the present case is not yet 

clear. In this respect, the work of this study thus far can rather be described as an 

attempt to create a new integrated sustainability framework for cryptocurrencies. 

Whether this attempt was successful is another question. The integrated sustainability 

framework developed for cryptocurrencies is intended to motivate other researchers and 

inspire them to focus more on sustainability research around cryptocurrencies. 

Improvements and comments are expressly desired. This framework is exclusively 

intended for the comparison of existing cryptocurrencies and cannot be transferred to 
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other digital payment systems. Despite intensive efforts, it is possible that aspects might 

be neglected or overseen. It may therefore be possible to create a category 13 in future 

research. While the four basic dimensions seem quite plausible, the range for naming 

and grouping the 12 categories seems to be larger. In concrete terms, this means that the 

12 categories have been produced to the best knowledge and conscience, and have been 

supported by detailed references to other scientific findings, but many descriptions can 

also include other constellations, particularly since researchers’ perspectives differ.                                                                                                                                   

The analytic induction proved to be the correct choice for the development of the 

integrated sustainability framework and harmonised both with the actual development 

of the framework and its initial testing. The strong focus of existing literature on Bitcoin 

was a major challenge for both the framework development and the data collection. To 

obtain sufficient data for the application of the framework, a mixed methods approach 

was applied consisting of secondary data, internet-mediated social media group 

interviews, and experimental mining of Bitcoin through an Antminer S7 and S9. 

Because sufficient academic literature was available as secondary data only for Bitcoin, 

secondary data for Ethereum, Ripple, and IOTA were collected from different sources 

such as the official homepage, published interviews in magazines, explanatory videos, 

and semi-scientific blog articles of the cryptocurrency community. The interviews 

conducted on Facebook and Telegram groups led to a set of data that needed to be 

reprocessed and sorted several times. It was evidently advantageous to split the 

questions of the interview guides to receive more valid interview answers. 

Unfortunately, the mining experiment could only provide practical insights for Bitcoin, 

and could not be extended onto other cryptocurrencies. Overall, the data collection 

turned out to be somewhat chaotic and complex and resulted in a long and 

comprehensive compilation procedure. The integrated sustainability framework into 

which the data had to be entered proved to be robust and detailed and allowed a clean 

compilation of the data, which led to coherent and logical results. The analytic induction 

according to Patton (2015) identified four key factors, which were examined again in 

detail through individual interviews resulting from communication within the social 

media groups. This analytic induction theoretically enabled an increased sophistication 

of interview questions to conduct more precise studies on the sustainability of 

cryptocurrencies. If an interview partner with the corresponding expertise could be 

found, results at even deeper technological levels may be possible. Furthermore, the 

overall sustainability performance of individual cryptocurrencies can immediately 

record and respond to technological innovations that might happen in the future. The 
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integrated sustainability framework for cryptocurrencies therefore harmonises well with 

analytic induction, is compatible with many qualitative methods, can be used as often as 

desired over different time periods, and is flexible enough for changes and 

improvements.  

9.3 Implications for research and practise 

This study revealed that cryptocurrencies are ecosystems whose complexity is, 

unfortunately, often neglected and reduced to a few aspects, especially by the media. 

Many academic studies have focused on individual aspects of cryptocurrencies, which 

often resulted in incomplete conclusions. Future research on cryptocurrencies should 

recognise that sustainability is a crucial criterion that must always be considered in 

terms of cryptocurrencies, and that sustainability requires a holistic assessment. The 

newly developed integrated sustainability framework presents a method for such a 

holistic assessment to analyse any cryptocurrency in detail. Its further application onto 

other cryptocurrencies could lead to improvements and the identification of new critical 

factors for sustainability, and would further strengthen the rudimentary research field of 

cryptocurrencies’ sustainability. Engineers and developers of cryptocurrencies should 

consider the long-term consequences when programming the source protocol and 

selecting the consensus mechanism, algorithm, and other technical details, and should 

carefully select their interconnectivity according to sustainable criteria, as sustainability 

plays a crucial role in the long-term growth and success of a cryptocurrency. Although 

the integrated sustainability framework was designed for academic research, its 12 

categories can be used as guidelines or reference criteria for development teams and 

founders of cryptocurrencies. A brief look at each category helps to clarify the future 

design of a cryptocurrency and to identify possible problems long before they occur.  

9.4 Future research 

While the integrated framework was able to identify critical factors for 

cryptocurrencies’ sustainability, particularly the dimension of societal impacts revealed 

effects on sustainability that could not easily be answered. The right balance between 

centralisation and decentralisation and which components should be managed centrally 

or decentrally is highly controversial. Likewise, the right degree of anonymity of a 

cryptocurrency is difficult to determine and frequently leads to controversial discussions 

within and outside of the cryptocurrency community. The discussion of how more 

anonymity or transparency can lead to a more or less sustainable society is characterised 

by conflicting interests between different stakeholders and can hardly be answered 
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objectively. Every society differs in its history, values, economy, and legal system. The 

more harmoniously and sustainably a society functions and is able to reconcile the 

interests of all groups, the more sustainably cryptocurrency also functions within a 

society. Cryptocurrencies could therefore perhaps be interpreted as indicators that reveal 

hidden economic and social conflicts of interest within a society. Further research on 

centralisation or decentralisation and the effects of anonymity on the economic 

utilisation is necessary to better understand societal impact on the sustainability of 

cryptocurrencies. While many software technology questions about the scalability of 

transactions or the most sustainable consensus mechanism are intensively researched 

and discussed among developers and engineers, this study has reached the limits of the 

current body of knowledge. Other relevant research fields include innovations in chip 

architecture outside only Moore's Law and to what extent A.I., and quantum computing 

in particular, could have an impact on the mining of cryptocurrencies and their 

sustainability in the future. To assess the sustainability of cryptocurrencies in more 

depth, it would have been important not only to compare cryptocurrencies with each 

other, but also to compare their sustainability with other existing financial systems such 

as Paypal, VISA, or the classic banking system. Such an intergroup analysis, however, 

would have gone beyond the scope of this study and could not be carried out. The next 

scientific step from this study would be a meaningful quantification of the different 

categories and the development of an index for exact measurement of the sustainability 

of cryptocurrencies. However, this would require further testing and improvement of the 

integrated sustainability framework and an intensive practical review of the 12 

categories. Such an index could be called a Cryptocurrency Sustainability Index (CCSI).                                                                                    

Cryptocurrencies are created by humans and are neither perfect nor complete. Despite 

their limits, they are the result of social economic efforts and have the potential to 

overcome the obvious and maybe even greater limitations of the existing socio-

economic system. To end this study on a more spiritual note and to pursue the light as 

every scientist should do: “Socio-economic changes are the competition between the 

past and the future, and nothing that results from human progress has ever been 

achieved with unanimous consent. And those who are enlightened before the others are 

condemned to pursue that light in spite of others” – quoted freely after Christopher 

Columbus from the movie “1492: The conquest of paradise". 
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11 Appendix  

Appendix 1: Cryptocurrency classification poster  

Source: Created by Jan-Philipp Arps, (2018).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



  132 

Appendix 2: Bitcoin client software 

Source: https://bitcoin.stackexchange.com/questions/32464/how-do-i-prevent-the-

standard-bitcoin-client-from-sending-some-of-my-bitcoins-to  

 

 

  

https://bitcoin.stackexchange.com/questions/32464/how-do-i-prevent-the-standard-bitcoin-client-from-sending-some-of-my-bitcoins-to
https://bitcoin.stackexchange.com/questions/32464/how-do-i-prevent-the-standard-bitcoin-client-from-sending-some-of-my-bitcoins-to
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Appendix 3: Slush pool web interface 

Source: https://slushpool.com/accounts/login/ (with login data) 

 

  

https://slushpool.com/accounts/login/
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Appendix 4: Bitcoin distribution and ownership 

Source: https://bitinfocharts.com/de/top-100-richest-bitcoin-addresses.html  

  

https://bitinfocharts.com/de/top-100-richest-bitcoin-addresses.html
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Appendix 5: Interview guide for social media group interviews 

Source: Created by Jan-Philipp Arps (2018) 

6.1 Bitcoin (BTC) 

Environmental influence: 

How sustainable is the Bitcoin network in terms of its environmental influence regarding 

the increasing energy consumption (caused by a growing number and higher hash rate of 

miners), while ASIC chips getting more and more energy efficient due to Moore’s Law? 

Societal impact:  

How is the overall impact of Bitcoin onto society in terms of the debate around anonymity 

vs. transparency and which impact has the strong recentralization of Bitcoin mining 

(centralized mining farms in a few countries with cheap electricity) and ownership (4% 

of all addresses own 96% of all coins) in the long run? 

Economic progress: 

How fair and distributed is the current flow of Bitcoins and how will the price volatility 

of Bitcoin develop in the future considering the overall limit of 21.000.000 Bitcoins? 

Technological efficiency:  

Which impact will lightning technology have on the Bitcoin network? Are there more 

ways to upgrade the Bitcoin protocol in order to reduce the transaction costs and allow 

more than 7 transactions per second? How does the Bitcoin foundation cooperate with 

the open source community in order to do so?  
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6.2 Ethereum (ETH):  

Environmental influence: 

How will the upgrade of the Ethereum protocol and the change from the PoW concept 

with Ehash to the POS concept to Casper affect the energy consumption of the Ethereum 

network and the requirements for Ether mining? 

Societal impact:  

How differs the anonymity of the ledger and the transactions of Ethereum compared to 

other cryptocurrencies and how are the different stakeholder groups within the DAO 

treated in terms of equality and fairness? 

Economic progress: 

How can the volatility of Ethereum be stabilized and how equal and transparent is the 

distribution of Ether within the network due to its hybrid character of currently 102 mio. 

ethers (not clear if it there will be an overall supply limit).  

Technological efficiency:  

When will the implementations of the protocol upgrades such as Raiden, Plasma be 

finished, how difficulty is it to make 1-10mio transactions possible and how will it affect 

the transactions costs? 
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6.3 Ripple (XRP) 

Environmental influence: 

While Ripple requires no mining and relies on distributed servers of partners, how much 

energy consumes the overall network compared to other cryptocurrencies such as Bitcoin 

or Ethereum? 

Societal impact:  

Ripple is run by the Ripple Labs Inc. and organized in a corporate environment how 

benefits the broader society except the corporate stakeholders within the ecosystem from 

Ripples Payment system?  

How is the anonymity of the transactions guaranteed when no truly decentralization exist 

anymore? 

Economic progress: 

As Ripple is not mineable 20billion of the overall 100bio XRPs Tokens were distributed 

with a crowdsale, while 80billions are still kept by the founders. Why are the founders 

doing so, who is benefiting most from this distribution?  

Technological efficiency:  

Ripples payment system used the Bitcoin blockchain to build a new technology that can 

execute 1500 TPS while having very low transaction costs and this world wide with 

multiple of partners and banks. How did this affect the decentralization and the open 

source idea of cryptocurrencies? Is Ripple becoming more a centralized payment system 

with some tokens than an actual cryptocurrency? 
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6.4 IOTA:  

Environmental influence: 

As you IOTA is not mineable the declared goal is not developed fast more efficient and 

secure payment and communication system for machine payments and IOT applications. 

How is the overall energy balance of the IOTA Network compared to other 

Cryptocurrencies what does IOTA does to improve the overall energy efficiency in the 

future?  

Societal impact:  

IOTA focuses on secure and fast payments for machines and IOT application and has 

therefore mostly B to B partners does if so and how does IOTA foundation can contribute 

as platform for the society beyond corporate interest of their partners? Which projects and 

initiatives runs IOTA in terms of that? 

How does the coordinator affects IOTA decentralization and will IOTA be more central 

or decentral in the future?  

Economic progress: 

IOTA has an overall limit of 2.779.536.283.277.261 coins and had an ICO, where did the 

majority of the coins went to, who are the biggest stakeholders and how works the coin 

distribution of IOTAs in the long run? 

Technological efficiency:  

IOTA uses the DAG (directed acyclic Graph) or Tangle which goes beyond the linear 

Blockchain Bitcoin for example uses. How can improved security, speed and high 

transaction volume achieved while the transactions costs are much lower compared to 

Bitcoin? To which extent contributes the open source community to the further 

development? 
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Appendix 6: ASIC mining experiment protocol 

Title: ASIC mining experiment 

Authors: Jan-Philipp Arps 

Affiliations:  Master’s thesis in Informatics Jönköping University 2018 

Abstract: The following experiment was conducted as part of a master thesis at 

Jönköping University. Within Chapter 5 Research methodology the experiment is listed 

as one of three data collection methods on page 78. The ASIC mining started in March 

2018 and was constantly conducted throughout the whole time when the master’s thesis 

was written and until the submission. The goal was to gain practical insides about the 

functionality of cryptocurrencies in order to receive a holistic understanding of features 

and attributes of blockchain as an underlying technology. This protocol is attempt to 

summarize the most important information about the experiment.  

1. Introduction: The cryptocurrency Bitcoin was mined with an Antminer S7 which 

was two months later in May 2018 replaced by Antminer S9. Both Antminers are so 

called ASIC miners and are manufactured by the Chinese company Bitmain and 

were shipped from Beijing to Jönköping Sweden.  

2. Materials and preparatory procedures applied:  After the successful shipment 

the Antminer S9 was set up in the private of an apartment. In addition to the actual 

miner, a standard servers PSU with 1600W and a 10m long ethernet cable was used. 

Due to technological constraint the mining had to be executed through the 

registration on the Slush Pool (See Appendix 3).  

3. Methods according to protocol: The following table has a numerical list of all the 

steps that were executed during the experiment.  

 

 

Preparation Mining Observation 

1.Ordering Antminer 

S9 

4. Updating of the web 

interface 

7. Behaviour of the network 

2. Setup of the 

hardware 

5. Slushpool registration 8. Changing of the 

profitability 

3. Network check  6. Managing temperature and 

noise 

9. Adjustment of network 

difficulty 
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4. Summarised results:  

• High user barrier in terms of mining for non-technical users. 

• Mining was in most western countries in 2018 not profitable anymore because 

of the high electricity costs. 

• Set up and mining for private people is almost in possible due to the loud noise 

of over 80db and the enormous creating of heat. 

• Mining requires further professional equipment as storage container to manage 

the air cooling and the noise.  

• The probability of finding a block varies a lot and is in alignment with the 

statistical normal distribution. 

• A delay of coin transaction of over 20minutes for Bitcoin can happen. 

• Transparency, information and functionality of the mining pool is an important 

factor for convenient mining. 

• The ASIC mining experiment was essential for a holistic understanding of the 

functionalities of cryptocurrencies and their underlying blockchain architecture 

crucial for the successful creation of this study.   

5. Future Prospects: The ASIC mining is closely related to the PoW consensus 

mechanism. The momentum for highly profitable mining on an amateur level seems 

to be over in 2018. PoW is competing with a number of different consensus 

mechanisms such as PoS. At this point its not foreseeable which standard 

architecture is going to win in the long run. 


