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Abstract 

 

Abstract 

IoT is a rapidly growing area with products in the consumer, commercial and industrial 
market. Collecting data with multiple small and often battery-powered devices sets 
new challenges for both security and communication. There has been a distinct lack of 
a IoT specific communication protocols. The industry has had to use bulky interfaces 
not suitable for resource-constrained devices. MQTT is a standardised communication 
protocol made for the IoT industry. MQTT does however not have built-in security and 
it is up to the developers to implement a suitable security countermeasure. To evaluate 
how different security countermeasures impact MQTT in complexity, current 
consumption and security the following research questions are answered. 
 
How do you derive a measurement from the SEF that can be compared with a current 
consumption measurement? 
 
Which level of security, according to the SEF, will RSA, AES and TLS provide to MQTT 
when publishing a message to a broker? 
 
What level of complexity is added to MQTT when using chosen security 
countermeasure? 
 
Which of the analysed security countermeasure upholds an adequate security level 
while also having a low current consumption? 
 
To answer the above research questions an experiment approach has been used. 
Implementations of TLS, RSA and AES have been evaluated to measure how they affect 
the security level and current consumption of an MQTT publication, compared to no 
security countermeasures at all. 
Both RSA and AES had the same security level, but the current consumption for RSA 
was four times higher. The experiment showed that the security level is significantly 
higher for TLS, while it also has the highest current consumption. The security 
countermeasure evaluated differs greatly. TLS provides complete protections, while 
RSA and AES lacks authentication and does not ensure integrity and non-repudiation. 
Even if the current consumption for TLS is higher, the security it provides make it 
unreasonable to recommend any of the other security countermeasure 
implementations. 
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Sammanfattning 

 

Sammanfattning 

IoT är ett snabbt växande område med produkter inom konsument, kommersiell och 
industriell marknad. Hopsamling av data med många små och ofta batteridrivna 
enheter skapar nya utmaningar för både säkerhet och kommunikation. Det har funnits 
en distinkt brist på IoT-specifika kommunikationsprotokoll. Industrin har tvingats 
använda sig av tunga gränssnitt olämpliga för resursbegränsade enheter. MQTT är ett 
standardiserat kommunikationsprotokoll ämnat för IoT-industrin. MQTT har dock 
ingen inbyggd säkerhet, det är upp till utvecklarna att implementera en passande 
säkerhetsåtgärd. För att utvärdera olika säkerhetsåtgärder inverkan på MQTT gällande 
komplexitet, strömförbrukning och säkerhet besvaras följande forskningsfrågor. 
 
Hur kan man härleda ett mätvärde från SEF som kan jämföras med ett 
strömförbrukningsmätvärde? 
 
Vilken nivå av säkerhet, enlig SEF, kommer RSA, AES och TLS förse MQTT med under 
publicering av meddelanden till en broker? 
 
Vilken nivå av komplexitet läggs till på MQTT vid användning av vald säkerhetsåtgärd? 
 
Vilken av de analyserade säkerhetsåtgärden upprätthåller en tillräcklig nivå av 
säkerhet, och har samtidigt en låg strömförbrukning? 
 
För att besvara ovanstående forskningsfrågor användes en experimentmetod. 
Implementation av TLS, RSA och AES har utvärderats för att mäta hur de påverkar 
säkerhetsnivån och strömförbrukning för publicering av ett MQTT-meddelande, 
jämför med inga säkerhetsåtgärder alls. 
Både RSA och AES hade samma säkerhetsnivå, men RSA hade fyra gånger högre 
strömförbrukning. Experimenten visade att TLS hade en signifikant högre 
säkerhetsnivå, men också den högsta strömförbrukningen. De utvärderade 
säkerhetsåtgärderna skiljer sig mycket. TLS erbjuder ett mer komplett skydd, medan 
RSA och AES saknar autentisering och säkerställer varken integritet eller icke-
förkastande. 
Trots att strömförbrukningen för TLS är högre, erbjuder den en säkerhetsnivå som gör 
det orimligt att rekommendera någon av de andra säkerhetsimplementationerna. 
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Glossary 

AES - Advanced Encryption Standard 
Azure - A Microsoft cloud computing service 
Broker - Popular name for an MQTT server 
Cloud - The computers and connections that support cloud computing 
Complexity - Metric for work specified as executed instructions 
Computer network - A system of connected computers and devices 
Device - Electronic equipment designed to serve a specific purpose 
Heterogeneous - Consisting of dissimilar or diverse ingredients or constituents 
IoT - Internet of Things 
M2M - Machine-to-machine communication 
MQTT - Message Queue Telemetry Transport, a communication protocol 
Node - A device communicating in a computer network 
Operating System - Software that manages a computer’s processing of programs 
Paho - MQTT software library 
Perf - Linux performance analysing tool 
Plaintext - The intelligible form of data that is to be encrypted 
RSA - Rivest-Shamir-Adleman, a public-key cryptosystem 
Security - Protection of computer systems from malicious attacks 
SEF - Security Evaluation Framework proposed by M. Ge et al. 
Sensor - A device that communicates information derived from physical stimulus 
SSL - Secure Sockets Layer, a cryptographic protocol 
TLS - Transport Layer Security, a cryptographic protocol 
Topology - Arrangement of elements in a communication network 
ULPD - Ultra Low Power Devices 
WSN - Wireless Sensor Network 
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1 Introduction 

This chapter provides a brief introduction to the study, the problem area and the 
research questions the study wishes to answer. It also explains the company at which 
this study was done and their goal. The chapter ends with a description of the study’s 
outline and delimitations. 

 

1.1 Background 

Internet of Things (IoT) is a rapidly expanding area. It is estimated that by 2020 as 
many as 30 billion devices could be connected to the internet. As communication 
between sensors and cloud services are becoming more common the demand for 
secure and power efficient communication protocols is growing. Making these 
protocols power efficient is important as some IoT devices may need to operate for 
several years with no external power source. [1] 

CombiQ is a company in the IoT industry located in Jönköping. Using a number of 
sensor technologies, CombiQ has created a product range combining these to provide 
data at multiple levels for the customer. CombiQ provides companies with ultra-low-
power data collection hardware and monitoring software. Vibrations, temperature and 
sound are just some of the sensor technologies implemented in CombiQ’s products. 
When mounted on tools or other equipment the user can predict if a specific tool is 
about to break or if there is a problem, before the tool breaks all together. Recent 
developments in the industry have lead CombiQ to research new communication 
protocols, for use in their products, to provide a light-weight and low power solution 
they can expand on in the future. Industry leaders are now heading in the direction of 
MQTT as the answer, CombiQ is also looking to use this protocol to provide a cloud-
based database with information from individual sensors. Security between the 
sensors and the database, and the need for it to work on ultra-low-power, is key. 

MQTT has been under development for many years but has recently become an 
industry standard. It is a lightweight Machine-to-Machine (M2M) protocol with a 
publish subscribe messaging pattern. MQTT was first invented by Dr Andy Stanford-
Clark of IBM in 1999. The protocol is designed to function on products with limited 
processing power, current consumption and bandwidth capacity whilst still 
maintaining a high degree of reliability. In 2013 MQTT began the process of becoming 
a standard at Organization for the Advancement of Structured Information Standards 
(OASIS). [2] 

OASIS is a non-profit consortium that drives development and adoption of open 
standards.  OASIS provides standards worldwide for security, IoT, cloud computing 
and more for worldwide use. As of now the consortium represents over 600 
organizations with over 5000 participants in more than 65 countries. [3]  

The standardisation process of MQTT was finished by the end of 2014 and MQTT 
became an official OASIS-standard. [2] 
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MQTT is a very lightweight communication protocol and does not contain any built-in 
security, the security aspect is up to the developer to implement. This opens up the 
possibility of the communication becoming very processing heavy depending on the 
choice of security. There are many security countermeasures that can be applied but 
the need for them to be power efficient narrows down the choices significantly. 
Countermeasures such as Transport Layer Security (TLS), Rivest-Shamir-Adleman 
(RSA) or Advanced Encryption standard (AES) are all valid countermeasures. There is, 
however, a lack of research surrounding the power efficiency and security when using 
them together with MQTT and whether maintaining the lightweight aspect of MQTT is 
still possible. [2] 

M. Ge et al. have developed a framework for graphically modelling and assessing the 
security of IoT products, resulting in metrics that can be used for evaluating different 
security countermeasures [4]. This framework will be referred to as SEF. By comparing 
the results from the security assessment and the security countermeasures impact on 
current consumption, different security countermeasures can be evaluated as being 
better or worse for the ultra-low-power IoT industry. 

To perform the evaluation, we used the experiment approach. A hypothesis was made 
before each experiment for each security countermeasure, and based on the results of 
the experiments they were either rejected or not. 

 

1.2 Purpose and research questions  

Security and current consumption are important aspects of M2M communication that 
involves battery-powered devices. Different security countermeasures may result in 
lower current consumption than others without making the communication channel 
more vulnerable to attacks. Current consumption depends for the most part on the 
amount of data sent and received [5], therefore, security countermeasures resulting in 
minimum protocol overhead while upholding adequate security are preferable. TLS 
may not be suited for low-power application as it is relatively demanding regarding 
computation, storage and communication, especially during authentication [6]. 
Alternatives to TLS should therefore be explored and compared, both regarding 
security and current consumption, to find a security solution that is better suited. To 
evaluate the level of security SEF will be used. 

The purpose of this study is to evaluate different implementations of commonly used 
security countermeasures in regard to relative security, complexity and current 
consumption when used with MQTT. To achieve this the following research questions 
are answered. 

To be able to compare current consumption with the output of the SEF, a single value 
derived from the SEF output must be derived. As follows our first research question 
RQ1. 

RQ1: How do you derive a measurement from the SEF that can be compared with a 

current consumption measurement? 

The value derived from RQ1 must then be produced for each security countermeasure. 

As follows RQ2. 

RQ2: Which level of security, according to the SEF, will RSA, AES and TLS provide to 

MQTT when publishing a message to a broker? 

The current consumption results of this study will be relative, to provide a result that 

can be more applicable to any configuration. The complexity of each security 

countermeasure was evaluated. As follows RQ3. 
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RQ3: What level of complexity is added to MQTT when using chosen security 

countermeasure? 

The results from the previous research questions were evaluated and a 

recommendation was made based on CombiQ’s products. As follows RQ4. 

RQ4: Which of the analysed security countermeasure upholds an adequate security 

level while also having a low current consumption? 

It is hypothesised that the sophisticated level of security TLS provides results in a 
significantly higher security level, complexity and current consumption. RSA and AES 
should have comparable security levels, complexity and current consumption as they 
provide the same kind of protection. 
 

1.3 Delimitations 

To ensure that the work did not become too extensive a limit of three security 
countermeasures were selected for evaluation. To evaluate the security level for each 
security countermeasure, the “Security Evaluator” developed by M. Ge et al was used 
as it was developed for evaluating IoT networks [4].  

The implementation of the security countermeasures was limited to a Linux based 
system to reduce the time required to implement the security countermeasures, and 
allow for use of already existing libraries. Using existing libraries reduced the 
likelihood of us implementing errors in the code and skewing the results. 

Based on our pre-study work we limited the experiments to one MQTT library, Paho-
MQTT by The Eclipse Foundation. This was done as the MQTT standard is very 
expansive and developing MQTT correctly ourselves would require a vast amount of 
time. 

Three QoS are available in MQTT, but only QoS 1 was selected for evaluation. 

The test setup used an external power supply instead of a battery. This removed a 
variable we could not control namely the fact that choosing a battery for each test with 
the same characteristics is very hard to control.  

Implementing MQTT with necessary security countermeasures on CombiQ hardware 
did not fit within the timeframe of this thesis. Thus, no experiments were run on 
CombiQ hardware. The security countermeasures except for TLS were implemented 
on the application layer, as time did not permit an implementation of the transport 
layer for both the MQTT broker and client. 

 

1.4 Outline 

The theoretical background provides information about all aspects touched by the 
report. It explains all the chosen security methods, how MQTT works and how the 
evaluation technique works. 

Method and implementation explains the setup of the work performed for this study, 
how the security countermeasures were tested and how they were evaluated. 

Findings and analysis provides all important results discovered during the 
experiments. 
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Discussion and conclusion answers the research questions listed above and provides a 
discussion of how the findings relate to them. The method is evaluated with the results 
in mind and any issues discovered during the experiments are highlighted. The section 
ends with future work, where relevant topics for future research is identified. 

 



Theoretical background 

 

12 

2 Theoretical background  
This chapter begins with a pre-study describing the origin of the study, and continues 
with an orientation in IoT and constrained devices, MQTT, security within IoT, and 
assessment of the security of an IoT network. 
 

2.1 Pre-study 

This study originated from CombiQ’s desire to replace their temporary custom 
communication protocol, used in their IoT network by their sensors to send data to a 
cloud service, with a standardized protocol. They temporarily used a customized HTTP 
which was difficult to modify and extend to accommodate different customer’s 
requirements. Therefore, CombiQ searched for a replacement and found MQTT to be 
a suitable replacement as it facilitated all their needs and was gaining popularity in the 
IoT industry. 
 
Prior to this study several MQTT libraries were compared to find one that was 
programmed in C or C++, was easy to understand and implement, maintained, did not 
need too much program space, and did not have a general public license. As MQTT has 
gained popularity it was not difficult to find a set of candidates to compare, the ones 
that failed first were the ones that were poorly documented and difficult to install, or 
were not maintained anymore. Another department had already decided to use the 
Microsoft Azure broker, so we had to make sure that our client worked well with that. 
We naturally tried the Azure client, but found it to have a too large codebase to be 
usable in the end product. Mosquitto, by Eclipse Foundation, was difficult to make 
work reliably with the broker. In the end, the Paho MQTT library was considered to be 
the best choice as it fulfilled the criteria. 
 
With the MQTT library selected and proven to be usable in CombiQ’s current idea for 
a product setup a new question arose, how MQTT could be implemented with security 
without having to sacrifice too much of the energy efficiency. MQTT does not have any 
specific security countermeasure in its standard so developers can choose the one that 
suits their needs the most. 
 
The way CombiQ’s products can last for years on a single button cell battery is by 
limiting the time the hardware is active over its life span. By only activating the 
hardware over short moments every 10 minutes or more the hardware can last for years 
without having to replace the battery. This also means that if the time the hardware is 
active is increased by even 20% the total lifespan of the hardware will be reduced 
dramatically. 
 

 

Figure 1. Power usage CombiQ products 
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A typical use of one of CombiQ’s sensor nodes might look like Figure 1. There is a short 
spike of activity “Active” and a long wait in low power mode “Sleep” until the next active 
period. Each task the software needs to perform during the active period will increase 
the active period “Active”. This results in the total longevity of the sensor node being 
determined by the required effort during the active period. 
 
As CombiQ produces ultra-low-power devices, they are interested in the level of 
security that can be upheld with MQTT while still maintaining a low current 
consumption. 
 

2.2 IoT 

Internet of Things (IoT), also known as “Internet of Everything” or “Internet 4.0”, are 
all names for the technology of independent computer-devices exchanging information 
with each other. There are multiple forms of IoT all meant for different audiences and 
technical levels. The consumer, commercial and industrial use of IoT will have differing 
technical requirements, strategies and goals. [7]  
 
The consumer market has by far the largest exposure with for example smart homes, 
entertainment and fitness monitoring. The commercial market also put IoT to good 
use with services in banking, insurance and financials. Industrial Internet of Things 
(IIoT) covers a vast number of things, energy production, sensor data collection, health 
care and aviation are just some of them. [7] 
 
As mentioned before, IoT is growing at incredible speeds. With an expected 30 billion 
IoT devices by the year 2020, the standards are having a hard time keeping up. With 
devices having to operate for years at a time without any external power and processing 
power being reduced to its bare minimum, the need for new effective communication 
interfaces and designs are becoming an ever-growing necessity. [1]  
 
The messages transmitted in the IoT network may include personal data, and 
processing of such information is regulated by legislations. For example, in EU article 
32 in the General Data Protection Regulation, which will be enforceable as of May 25th 
of 2018, it says that appropriate technical and organizational measure must be 
implemented when processing personal data, to ensure a level of security appropriate 
to the risk [8]. As more IoT devices are being used, the need for security increases, but 
implementing secure communications between low-power devices without impacting 
current consumption is impossible. It is however important to have it make as little 
impact to the device as possible [1]. 
 
While each implementation of a IoT system is different, there are key architectural 
parts that are generally always included. There is the sensing layer, network and service 
layer and application layer as seen in Figure 2. [9] 
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Figure 2: General Architecture of IoT [9] 

 

Sensing layer 

This layer connects all the available sensors and controllers to the network and service 
layer, and is responsible for controlling and interpreting different data formats that 
may be present in the available sensors. It contains common control modules to 
connect controllers and sensors, common interface modules to organize different 
communication protocols from multiple sensors. Along with software and terminals to 
self-configure and adapt. [9] 

Network and service layer 

This layer handles all communication from and to the IoT node. It is also be responsible 
for resource and administration in the form of data storage, processing and security 
management. [9] 

Application layer 

This layer provides an interface to the node. It is software created by a developer to 
access different devices and the data within. Along with an Application Program 
Interface (API) many other applications can gain access to the data within the IoT 
network. [9] 

2.2.1 Ultra-Low-Power-Devices 
As more IoT devices are being used, the need for security increases, and with IoT 
devices processing sensitive data, security is key. But implementing secure 
communications between low-power devices without impacting current consumption 
is impossible. It is however important to have it make as little impact to the device as 
possible [1]. There are a large number of different types of IoT devices, each with its 
own computational power, tasks and requirements. Each device with their own unique 
sensor technology provide a new dimension to the IoT network. However, power-
starved devices with little memory and computational power put effort on the 
developers. Not only does the IoT devices hardware design need to be energy efficient 
but the software also needs to provide a high degree of security with limited resources. 
Battery-powered devices have a depletable power source and may not have easy access 
to charging. They may also need to function for years at a time with only the battery as 
a source of power. Devices like this need to incorporate methods to reduce current 
consumption to its absolute minimum while retaining a satisfying degree of 
performance.  [10] 
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There are many ways to reduce the amount of power a device ultimately consume. 
Microchip developers have reduced the voltage limit for hardware to function for many 
years. Running hardware at or below the minimum voltage level can however cause 
significant delays and circuit leakage. These effects become more apparent the farther 
cross the minimum voltage level a processor is pushed. Lowering the processor clock 
speed and reducing the power level can however provide a significant reduction in 
current consumption. [10] 
 
Silicon Labs provide this control in their AN0007 processor for both lowering the clock 
speed and operating voltage. It is however specified that with lower clock speeds longer 
computational time follow. If a task takes more time to perform, the hardware may 
ultimately consume more power. [11] 
 
Hardware is not the only aspect of ultra-low-power devices. The software that is 
running on the hardware also needs to be optimized to not waste resources. Software 
that is running code that is slow to compute, will in the end cause the processor to stay 
active for a longer periods and waste energy. There are many ways to avoid slow and 
wasteful software. A more optimized compiler can be chosen to reduce the amount of 
unnecessary code making its way into the software. Utilization of the memory will be 
minimized and removing blocks of code from the cache as soon as possible can reduce 
current consumption by 5% to 16%. [12]  
 
Reducing the number of loops in the software by fusing them or removing nested loops, 
will ultimately optimise the code reducing the active time of the processor. Reducing 
switching of instructions can also reduce the power consumed by the processor by 30% 
to 65%. [12] 
 
Ultimately the goal of ultralow-power-devices is to keep the wasted energy to a 
minimum. By disabling blocks that are not active, and keeping the processor in an idle 
mode for as much time as possible, the current consumption of a device can be reduced 
with little to no impact on performance. [12] 

2.2.2 Wireless Sensor Network (WSN) 
Wireless sensor networks are a big part of IoT. In areas like smart cities sensor nodes 
are used to collect data from the environment they are placed in. These are small nodes 
embedded with sensors and microcontrollers that can gather data and provide a central 
control unit or each other with information on which to act. [9] 
 
Advances in wireless communication and hardware has made it possible to create low-
cost and low-power sensors. These can be deployed by the thousands to gather vast 
amounts of data from an area. The collaboration among themselves is what creates the 
sensor network. The sensors can collect, process and analyse data to provide relevant 
information at any time from any place. [13] 
 
The basic layout of a simple sensor node will contain these main parts: a processor, 
sensor hardware, power supply and some form of wireless transceiver. As they contain 
such a small number of parts, they can easily be deployed in a remote location. They 
will self-organize and be able to provide sensor data for multiple applications. As each 
sensor node is powered by a battery and may not be easily chargeable, it is important 
to adopt the power-saving techniques mentioned in 2.2.1. The cost of each node is 
important to be aware of. Since a sensor network often consists of such a large number 
of nodes, the price for each individual node will justify the overall cost of an entire 
network. With more sensor nodes a network will generally be more effective, but may 
also lead to collisions and congestion in the network if not properly managed. 
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Arranging the sensor in a tree topology, as shown in Figure 3, reduces the congestion. 
[13] 
 

 

Figure 3. Wireless Sensor Network example 

 
Figure 3 shows two clusters of child sensors, each being controlled and managed by 
sensor strategically being chosen to act as a cluster head. In turn there are two cluster 
heads being controlled and managed by a parent node. Each node can communicate 
with nodes within the same cluster but not outside, and the cluster head aggregates the 
data sent by the child nodes within the cluster and relays a summarization to cluster 
heads within the same cluster or to their parent node. This layout will reduce the 
amount of data a single parent node will have to process. [13] 
Sensor cluster as described above can be used for a multitude of tasks. They can 
monitor air quality in a city area, instead of using a worker to physically go to the 
location to test air quality. A sensor network can be deployed in an entire city, each 
cluster monitoring their part of town. [9] 
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2.3 Security in IoT 

To be able to understand security in IoT, the terminology need to be defined. Based on 
Merriam-Webster’s definition, security is protection against espionage, sabotage, 
crime, attack, or escape [14]. The terms commonly used to describe the fundamental 
requirements for security in communication networks is confidentiality, integrity and 
availability, these are security requirements that are collectively called the security 
triad. Other security requirements common to the IoT are access control, 
authentication, non-repudiation and freshness [15] [16] [17] [18]. 
 

Table 1. Descriptions of security requirements to the IoT 

Requirement Description 

Confidentiality Data is protected against unauthorized disclosure 

Integrity Unauthorized alteration of data can be detected 

Availability Sensor nodes and the broker can communicate with each other 

Access control Only authorized sensor nodes can connect to the broker 

Authentication The sender of a received message is verified 

Non-repudiation A sender cannot deny transmitting a sent message 

Freshness Nodes cannot access outdated data 

 
Table 1 lists security requirements highlighted in [15] [16] [17] [18], that are relevant 
for M2M communication in IoT networks with constrained devices. Compared to a 
traditional computer network, the IoT consist of a more heterogeneous set of 
components that presents new challenges for security assurance. IoT involves devices 
with limited power supply, computing capability and memory size, and therefore, 
traditional security countermeasures cannot be directly applied [19]. Also, many IoT 
devices are deployed in areas where they are vulnerable to malicious attacks, where 
they are exposed to being controlled or destroyed [4]. 

2.3.1 Cryptography 
Cryptography is used for ensuring confidentiality, access control and authentication 
[20]. By encrypting a message into cyphertext before sending it over a public 
communications network, only the nodes in that network that are able to decrypt the 
message are able to read it, and the information is kept confidential. The data, called 
plaintext in cryptography, is encrypted into a cipher with either a symmetric or 
asymmetric key algorithm [21]. 
 
When using the symmetric key algorithm, also called private key, encryption and 
decryption is performed using identical keys, for example a password. Therefore, the 
keys must somehow be distributed by a trusted party to both the sender and the 
receiver, and be kept secret from anyone else [21]. This encryption algorithm is 
commonly used for constrained devices as it is more energy-efficient than the 
asymmetric key algorithm. However, the distribution of secret keys makes it unsuitable 
for scalable networks, as every node must have the private key of the receiver [20]. 
 
The more commonly used asymmetric key algorithm is instead using a public key for 
encryption, that can be freely distributed to any sender, and a private key for 
decryption that is kept secret by the receiver.  
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2.4 Software complexity 

Apart from the fact that the software needs to be written by a developer to implement 
all the functional and non-functional requirements, code complexity is an almost 
equally important task. It is generally known that more complex software is more 
susceptive to errors [22]. In general, there are two ways to evaluate complexity in 
software: you can either measure the quantitative metrics that deal with quantitative 
aspects like software size; or with structural metrics that involves looping, branching, 
data migration and more [22]. The total time to execute an algorithm is usually the 
time or memory needed given an input size of n, where n is measured in the number of 
items. Each size of n will produce an execution time relative to the size of n. The 
increase in execution time in relation to n is what will distinguish a good algorithm 
from a bad one [23]. This can be measured with internal attributes such as effort to 
execute the software, memory required or lines of code [24]. 
 
Lines of code is the oldest and by far the most widely used to measure size. This method 
counts every line of code including comments and black lines. The method is easy to 
use and commonly accepted. The downside is that it only measures lines of code, this 
might not be a good and effective metric for every software implementation. [22] 
 

2.5 MQTT 

A computer network consists of multiple connected nodes. Using the Defense 
Advanced Research Projects Agency’s model of computer networks, the 
communication between nodes can be structured into four layers having different 
responsibilities: the link layer, for transmissions within a local network; the internet 
layer, for transmissions between multiple networks; the transport layer, for 
transmissions from host to host; and the application layer, which is the top layer and 
where data is communicated between applications [25]. MQTT is an application layer 
protocol and requires a transport layer that can establish an ordered, lossless and 
bidirectional communication channel between clients and the server, such as TCP. The 
newest standardized version of the MQTT protocol, version 3.1.1, specifies the 
structure of the messages transmitted and the operational behaviour of the server and 
clients [2]. 
 
MQTT is a lightweight M2M communication protocol for constrained devices with 
limited power supply, communication bandwidth, computational capacity and 
memory size. MQTT uses a publish/subscribe message pattern, instead of for example 
a client/server pattern, so to avoid confusion the widely used term broker is hereby 
used instead of MQTT server but are the same thing. By using a publish/subscribe 
message pattern, where a message from one client can be distributed to multiple other 
clients by a broker, some of the functionality needed to transmit messages between 
resource-constrained clients is relocated to the broker. It also conserves energy by 
utilizing a message structure where the message header only occupies a tiny fraction of 
the sent message, down to two bytes if using a fixed header. The message structure for 
a publish message can be seen in Table 2.  
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Table 2. MQTT publish message structure 

Bit 7 6 5 4 3 2 1 0 

byte 1 MQTT Control Packet type DUP QoS level RETAIN 

byte 2 Remaining length 

byte 3 Topic length MSB 

byte 4 Topic length LSB (3) 

byte 5 Topic 

 : 

byte 5+T Packet identifier MSB 

byte N+1 Packet identifier LSB 

byte N+ 2 Payload 

T = Topic length, N = 5 + Topic length 
 
The protocol is message-oriented, the recipient is not specified when a message is sent, 
instead all messages are sent to a broker that distributes the message to all the clients 
that are interested in the message. Therefore, as shown in Figure 4, all messages must 
be published under a topic, and the broker delivers the message to all clients that 
subscribe to that topic. [2] 
 

 

Figure 4. Example network using MQTT 

 
Figure 4 illustrates how clients uses topics to publish and subscribe to messages sent 
by other clients, for example Sensor 1 is publishing data under the topics 
Sensors/S1/Temp and Sensors/S1/Pressure. That shows how topics can structured 
into a tree with multiple levels. The hash mark, #, works as a wildcard for all topics on 
that level, a client subscribing to Sensors/S1/# would receive both temperature and 
pressure values from Sensor 1. Consequently, the client Database will receive all 
messages sent to the Broker. [2] 
 
In the example wireless sensor network shown in Figure 3 the broker would not be 
connected directly to a node or a cluster head. But rather to the parent node as an 
external service. Only relevant data, decided by the parent node is transmitted to the 
broker. Figure 4 shows the network where both nodes and cluster heads are hidden 
and the parent node is represented by either of the sensors. 
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There are three different levels of quality of service (QoS) defined in the MQTT 
specification:  QoS 0, for no guarantee that the messages are delivered; QoS 1, for a 
guarantee that the messages are delivered at least once; and QoS 3, for a guarantee that 
the messages are delivered exactly once. [2] 
 

2.6 Security countermeasures 

The below section will talk about the chosen security countermeasures and how they 
relate to each other. Figure 5 is a visual representation of how the security 
countermeasures are related. 
 

 

Figure 5. Security countermeasures 

 

2.6.1 RSA 
RSA is one of the first cryptosystems using public-key to be created and is still widely 
used for ensuring secure data transmission. The algorithm is based on the difficulty of 
finding prime factors for very large numbers. The name public-key comes from the fact 
that the encryption key is public while the decryption key is private. This means that if 
Alice wants to send information to Bob, Alice will use Bobs public key to encrypt the 
information. Bob will then use his secret decryption key to extract the information. If 
Bobs key would be stolen anyone could listen to the communication between Alice and 
Bob and the connection would no longer be secure. [26] 
 
To calculate the private key the following computations must be made. 
Two large prime numbers are picked and the one sending information, in this case 
Alice. Computes 

𝑁 = 𝑝 ∗ 𝑞 
 
Alice also choose an exponent 𝑒 with which to encrypt that satisfies the following 
equation.  

gcd(𝑒, (𝑝 − 1) ∗ (𝑞 − 1)) = 1 

 
The encryption exponent 𝑒 is usually selected to be 216 + 1 = 65,537. Lower numbers 
can be selected such as 3 but can be deemed less secure. 
Alice then must compute the decryption exponent 𝑑 using the extended Euclidean 
algorithm to 𝑒 and (𝑝 − 1)(𝑞 − 1). That must satisfy the following equation. 
 

𝑒 ∗ 𝑑 = 1 (𝑚𝑜𝑑(𝑝 − 1)(𝑞 − 1)) 
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If Bob would send a message to Alice, he would now look up Alice’s public key and 
represent his message as a number that is strictly less than 𝑁. The cipher text is then 
produced with the following. 

𝑐 = 𝑚𝑒(𝑚𝑜𝑑 𝑁) 
 
When Alice receives the cipher text 𝑐 she can recover the information by using her 
private decryption exponent 𝑑 as follows.  
 

𝑚 = 𝑐𝑑(𝑚𝑜𝑑 𝑁) 
 
The RSA algorithm relies on the difficulty of finding the private decryption exponent 𝑑 
from only the public exponent 𝑒, and public key N. It is possible to crack the algorithm 
using simple factorisation, however with sufficiently large primes it will take a vast 
amount of time. [26] 

2.6.2 TLS/SSL 
Transport Layer Security (TLS) and Secure Socket Layer (SSL) the predecessor to TLS. 
Are both cryptographic protocols for secure communication over a computer network. 
[27] 
 
SSL was first developed by Netscape in 1994 but never left the company. After several 
iterations, each one altering and improving on known issues, SSL 3.0 was released in 
1996 and quickly gained traction and spread worldwide. The name TLS came as a result 
of an upgraded version of SSL 3.0, the differences are not major. Although they are big 
enough to prevent interoperability between SSL and TLS. TLS can however downgrade 
the security thus allowing for communication with SSL 3.0. [28] 
 
There have been many versions of TLS/SSL and has been used in a wide range of 
products requiring secure client to server communication. One of the famous uses of 
TLS/SSL is the close connection with Hypertext Transfer Protocol (HTTP), TLS/SSL 
are responsible for adding the S in Hypertext Transfer Protocol Secure (HTTPS) 
making the communication between the server and web browser secure. [28] 
 
One of the main strengths with TLS/SSL is the ability for it to negotiate. Applications 
might not have the same cryptographic algorithms implemented but TLS/SSL can 
circumvent this. By determining a subset of cryptographic routines to find one that is 
common, with this TLS/SSL can achieve a very high degree of interoperability. This 
allows for new, stronger encryption methods to be implemented when old ones are 
broken. [29] 
 
The first part of TLS/SSL communication is the handshake, here both the client and 
the server need to agree on an encryption key and a cipher. This information is usually 
exchanged using public and private keys generated by RSA. [27]  
A standard TLS/SSL transaction can be seen in Figure 6. 
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Figure 6. TLS/SSL Transaction [27] 

 
The transaction starts with a “Client Hello” that includes the highest protocol version 
and ciphers the client can support as well as a randomly generated number. The server 
then responds with an appropriate “Server Hello” of the same datatype as the “Client 
Hello”, although with server chosen protocol version, cipher suit, compression method 
and session identifier. Next the server sends a message containing a set of certificates 
the client can use to identify the server. The server then ends with a “Server Done” to 
tell the client to start its part of the key-exchange. [28] 
 
The client will then use the server certificate to encrypt and send a “Client Key-
exchange” message, a “Change Cipher Spec” to let the server know that it should start 
using the newly established connection for hashing and encryption of messages. The 
last part is a “Client Done” that allows the server to verify that the key exchange and 
authentication process were successful. The server then returns a “Change Cipher 
Spec” to indicate that it will use it for message from now on. [28] 

2.6.3 AES 
Advanced Encryption Standard (AES) was first developed by National Institute of 
Standards and Technology (NIST) and introduced as a standard in November 2001. 
AES was developed to replace an older more restrictive encryption method called Data 
Encryption Standard (DES). This method uses the same principle as AES but has a 
restricted key and data block size and is overall more performance heavy. [30] 
 
AES is what’s known as a block cipher, also known as a Pseudo Random Permutation 
(PRP), it uses a secret key to encrypt and decrypt blocks of data. Any combination of 
inputs would get a seemingly random permutation of the input as output. The key 
controls the permutation order and any different keys should result in seemingly 
random permutations. [31] 
 
AES can encrypt 128-bit plaintext to 128-bit cipher text with control of a 128-, 192- or 
256-bit secret key. AES works on the principle of Substitution-Permutation Network 
design with steps called rounds that are repeated 9, 11 or 13 times to create the cipher 
text. One round of AES consists of four steps. SubBytes, ShiftRows, MixColumns and 
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AddRoundKey. Each round of AES will use a unique key derived from the supplied 
secret key. [31] 

SubBytes 

This step is where each byte of the total data block is replaced with a “SubByte” using 
an 8-bit substitution box. One byte of information will be put through the box and then 
be mapped to an output not necessarily equal to the input. This step prevents attacks 
based on algebraic properties. [31] 

ShiftRows 

This step cyclically shifts each byte in each row one, two and three steps to the left. The 
first row is left unchanged, in the second row each byte is shifted one to the left. The 
second row is shifted two steps to the left and the third three steps to the left. [31] 

MixColumns 

In this step the data matrix undergoes a linear transformation. Each column, a total of 
four bytes will be passed through a function that outputs four bytes where each byte is 
linearly dependent upon other inputs. [31] 
 

2.7 Security Evaluation Framework (SEF) 

In 2012 Kim and Hong created the Hierarchical Attack Representation Model 
(HARM), shown in Figure 7, to solve the scalability problems with using attack graphs 
and attack trees when modelling realistically sized computer networks [32]. 
 

 

Figure 7. Extended HARM model [4] 

 
Because there has been very limited research in analysing the security of the IoT, M. 
Ge et al., including Kim and Hong, proposed a framework that can be used to 
graphically model and assess the security of an IoT network using well-defined security 
metrics. The graphical model of the security of an IoT network that is created is an 
extended version of Kim and Hong’s HARM [33]. As shown in Figure 8, the framework 
includes an IoT Generator, a Security Model Generator and a Security Evaluator. [4] 
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Figure 8. Framework proposed by M. Ge et al. [4] 

 
The process of using the framework involves the five phases carried out in sequential 
order. After the last phase, phase 1-4 is repeated to reanalyse the network to evaluate 
the changes that have been made. 

2.7.1 Definition of network information 
System information and security metrics are defined to create an IoT network. The 
system information consists of information and the topology of the multiple subnets 
forming the IoT, and information, including vulnerability metrics, about each node in 
the network. The vulnerability metrics for products connected to the network can 
either be found from databases such as National Vulnerability Database [34], or be 
estimated by the security decision maker. A set of metrics to define the security level 
are defined by [4] and can be found in Table 3. 
 

Table 3. Notation and definitions of security metrics [4] 

 
 

2.7.2 Generation of extended HARM model 
Using the topology and vulnerability information of the IoT network created in phase 
one, the extended HARM model is created. The two-layered model shows the lower 
layer with the nodes vulnerability information, and the middle layer with the nodes 
and their communication paths. Because the IoT network can be a structure of multiple 
different communication technologies, the three-layered extended HARM model also 
shows different subnets, such as a Wi-Fi or Bluetooth. 
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2.7.3 Attack graph and attack trees 
With the extended HARM model from the previous phase as input, it’s information can 
be visualized using attack trees and attack graphs, shown in Figure 7. The upper and 
middle layers are visualized as attack graphs, and the lower layer as attack trees. 

2.7.4 Security analysis for IoT network 
This phase utilizes all attack path information and security metrics as input to the 
security evaluation. The model can then either analyse the results directly or an input 
file can be generated for a tool, called SHARPE, which computes the analysis results. 
The resulting data from this phase is four metrics, attack success probability, attack 
cost, attack impact and mean-time-to-compromise.  

2.7.5 Update of security model 
Using the information from the previous phases, security countermeasures can be 
applied to the system. The change in security countermeasures will alter either 
vulnerability information or the topology information, the previous phases can then be 
carried out again to analyse the effectiveness of the countermeasure. 
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3 Method and implementation 
The follow chapter describes the methods used to answer the research questions, and 
how they were implemented. The first section describes the process used in the 
experiments, and then continues to the individual experimental implementations. 
 

3.1 Experiment method 

This thesis followed the experiment method proposed by [35] shown in Figure 9. The 
experiment method was chosen as the purpose of the research was to evaluate the 
effects of manipulation of a variable, specifically how complexity, current consumption 
and security level is affected by changing the security countermeasure. 
 

 

Figure 9. Overview of the experimental process 

 
The experiment idea for this thesis was a result of the pre-study at CombiQ. The 
experiment scoping was done in correlation to this thesis with the pre-study as 
foundation. The planning of the experiment was done in cooperation with employees 
at CombiQ. Their experience within the field gave valuable advices on how to perform 
the necessary tasks. The tasks and method are described below.  
 
During the planning phase the following dependant and independent variables were 
identified. 
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Table 4. Independent and dependent experiment variables 

Independent Dependent 
Power source Current consumption 
Environment Transmission time 
Operating system  
Data to transmit  
Transmission frequency  
Paho-MQTT  

 
The independent and dependant variables were factors that could have had an effect 
on the outcome of the experiments. In order to increase validity of the results these had 
to remain constant. The efficiency of the MQTT library or change in transmission 
frequency could change the current consumption. Changing the environment, for 
instance switching between Wi-Fi and ethernet could lead to longer or shorter 
transmission times. When designing the experiments, the focus was on removing all 
possible variables that could not be controlled. Time also played a big role in designing 
the experiments as implementation could not consume more time then allowed in a 
master thesis. The process of collecting the data is described further in 3.2, 3.3, 3.4 and 
3.5. These sections start with experiment planning and end with experiment operation. 
 

3.2 Security evaluation framework 

To answer RQ1 and RQ2 the results from the security assessment method described in 
2.7 was used. Produced by the method are probability of attack success, cost of attack 
and impact of attack. Also included is mean time to compromise. The results were 
analysed for each security countermeasure. Attack cost, attack probability, attack 
impact and mean time to compromise were calculated with equations specified in the 
SEF 2.7.  
 
Each of the above values were derived from a custom implementation of a minimal 
sensor network using MQTT. The values specified by the SEF were estimations based 
on the custom implementation. The final results given by the SEF are heavily based on 
security parameters deemed important for CombiQ and their products. 
 
The equation derived from this method is based on the calculations made with the SEF. 
Deviation from the specific method used in section SEF may produce results that are 
different. The result from the equation was the compared to its corresponding current 
consumption value. 
 
A simple MQTT network with one broker and two clients, acting as publisher and 
subscriber, was created. The information paths in the network were defined and 
vulnerabilities identified. The security metrics were then estimated for each 
vulnerability, using the SEF and specified process. The formulas defined in the SEF 
were implemented in Excel and tables for each security countermeasure 
implementation was created. 
 

3.3 Implementations of security countermeasures 

To implement simple versions of AES and RSA in Paho-MQTT within the timeframe 
given for this thesis, they had to be implemented in the application layer instead of the 
network layer. This probably lead to results that were different compared to an 
implementation on the transport layer. As topic was not encrypted, the current 
consumption, complexity and security level was presumably lower compared to if they 



Method and implementation 

 

28 

were implemented on the network layer. Figure 10 shows the message path between 
the client and broker, the arrows show how the message travels through the different 
layers. 
 

 

Figure 10. Communication path 

 
TLS was implemented by the developers of Paho-MQTT so it exists on the network 
layer. TLS was also supported by the majority of MQTT brokers. Because RSA and AES 
were implemented on the application layer, there were additional requirements on the 
ciphertext imposed by the MQTT protocol. The MQTT V3.1.1 protocol requires that all 
the message content consists of valid utf-8 characters. Because Crypto++ produces 
arbitrary ciphertext, it had to be converted into utf-8. Figure 11 shows how the data 
were converted from plaintext into encrypted data that could be sent with MQTT. This 
conversion makes the ciphertext twice the size of the plaintext. 
 

 

Figure 11. Application layer data preparation 

 
When using RSA, the maximum length of data that can be encrypted in one take is 
determined by the size of the key. When using a key of size 2048-bit the maximum size 
is limited to 245 bytes. To send a message of 1000 byte the message must be divided 
into five separate messages. RSA was there for tested with three methods. Either the 
five messages were sent separately as five transmissions. Or they were combined and 
sent as one large chunk of data. A key of size 8192 was also generated to allow for the 
entire message to be encrypted at once. The methods were compared and the most 
effective one was chosen for further comparisons. 
 
The MQTT standard has three different QoS defined that were also available with the 
selected library. QoS 0, for no guarantee that the messages are delivered; QoS 1, for a 
guarantee that the messages are delivered at least once; and QoS 3, for a guarantee that 
the messages are delivered exactly once. [2] 
The broker CombiQ intended to use only supported QoS 0 and 1, therefore only QoS 1 
was used in the experiments. 
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3.4 Security countermeasure complexity 

The complexity for each security countermeasure is derived from a variant of lines of 
code measurement where all executed machine code rows have been counted. Also, the 
total active time of the processor during transmission. MQTT have a base complexity 
that does not include any security countermeasure or overhead. With addition of a 
security countermeasure, complexity and overhead is added. Each addition of 
complexity and overhead increases the overall time the processor need to be active to 
transmit data. As mentioned in 2.1, CombiQ’s products can sustain themselves for 
years due to short moments of activity with long periods in low power sleep mode. A 
high degree of complexity and overhead for each security countermeasure increases 
the active period. Thus, leading to longer times active and an overall shorter battery 
life. The overhead and complexity were measured using perf and the mean values from 
1000 transmissions. The following Linux command will produce the result from Figure 
12. 
 
$ perf stat -r 1000 -0 /filepath/filename.txt ./filepath/programName.out 
 
# started on Wed Apr 18 14:35:31 2018 
 
 
 Performance counter stats for './Unsecure.out' (1000 runs): 
 
 58.173386      task-clock (msec)     #    0.109 CPUs utilized        ( +-  0.11% ) 
        29      context-switches      #    0.503 K/sec                ( +-  0.42% ) 
         0      cpu-migrations        #    0.000 K/sec                ( +- 40.72% ) 
       314      page-faults           #    0.005 M/sec                ( +-  0.02% ) 
35,008,638      cycles                #    0.602 GHz                  ( +-  0.03% ) 
22,877,239      instructions          #    0.65  insn per cycle       ( +-  0.01% ) 
 2,440,120      branches              #    41.946 M/sec               ( +-  0.01% ) 
   198,134      branch-misses         #    8.12% of all branches      ( +-  0.03% ) 
 
0.534646766 seconds time elapsed                                      ( +-  2.18% ) 

Figure 12. perf sample output 

 
All the collected perf results can be seen in Appendix 1. 
 
Our method of deriving complexity relied on the “instructions” and “task-clock” 
variable. “instructions” are the total number of machine code instructions executed by 
the processor over the course of one transmission. “task-clock” is the total time the 
processor has been active over the course of one transmission. “instructions” and “task-
clock” were compared when security countermeasures were added and an added 
workload for each countermeasure could be estimated. 
 
It is important to note that the number of instructions being executed by the processor 
and the time it is active is heavily tied to the way the software is written and optimized. 
More complex software with loops and extra code will require more instructions and 
time. Any other setup than the one used for these experiments specified in Table 5 will 
provide different results. 
 
The experiment described above was performed one time for each security 
countermeasure. This resulted in one printout, as shown in Figure 12, for each security 
countermeasure. During each experiment a separate client was subscribed to the topic 
to verify that all transmissions were successful. 
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3.5 Current consumption 

Our tests were designed so that the client sent a fixed packet of data to an external 
cloud service acting as broker. The test started as soon as a connection was attempted 
with the cloud service and end as soon as the client disconnected. To reduce the 
likelihood of single errors in the connection or unexpected delays to increase the time 
between connection and disconnect, a total of 50 complete transmission were 
performed for each security countermeasure. The result was then used to calculate an 
average current consumption for a specific security countermeasure.  
 
The environment the experiments were performed on and the software used to analyse 
and run the software can be seen in Table 5. 
 

Table 5. Experiment environment 

Client Environment  
Hardware Raspberry pi v3 B 

Operating system Rasbian v9.1 Stretch 

MQTT library Paho-MQTT v1.3 Oxygen 

Cryptographic library Crypto++ 5.6.4-7 

 OpenSSL 1.1.0f 25 may 2017 

Programming language C++ 

Compiler gcc version 6.3.0 20170516 (Raspbian 6.3.0-18+rpi1) 

Kernel version 4.9.41-v7+ 

  

Broker Environment  
Software HiveMQ v3.3.3 
Operating system Windows 10 pro 

Version 1709 
OS Build 16299.371 

 
 

Data analysis  
Software Excel v1803 (Build 9126.2116) 32-bit 

  

Measurement equipment  
Hardware Keysight DSOX2012A firmware 2.43 
Software Keysight BenchVue 2018 

BenchVue Oscilloscope 2018 

 
The currently analysed countermeasure was implemented into Paho-MQTT, except for 
TLS that was already implemented by the developers of Paho-MQTT. Time did not 
allow for implementation of MQTT and the security countermeasures on CombiQ 
hardware, therefore there were differences between the experiment environment and 
CombiQ’s environment. There was a different processor and peripherals, our test 
environment had higher performance and was not powered by a battery. The test 
environment was also not sending data recorded by CombiQ’s hardware as that data 
was prone to change, where length and value was determined by the data recorded and 
the time the sensor had been active. 
 
During each experiment the client connected to the broker, published a 1000-byte 
message, and then disconnected. A second client subscribed to the selected topic before 
any messages were sent to assure that all the messages reached the broker correctly. 
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Figure 13. Experiment setup 

 
Current consumption during transmission was monitored using the setup in Figure 13. 
The oscilloscope measured the voltage drop over a 1 Ohm resistor connected in series 
between the RPi3 and its power source, all the current flowing through the RPi3 would 
also flow through the resistor. A script was created and run during each experiment. 
To trigger the oscilloscope to start capturing the script outputted a high signal on 
GPIO18, connected to the second channel on the oscilloscope, before the software was 
executed. The script can be found in Appendix 2. The capture would then last for a total 
of one second to capture all activity during one publication. Each run provided a total 
of 10000 sample points, a resolution of 10 samples per milliseconds, and was repeated 
50 times for each security countermeasure. The script finished by outputting a low 
signal on GPIO18 to indicate that the software had finished. A software called 
BenchVue was used to save the captured data onto a computer, and to export each 
capture as a csv file. The csv files were then imported into Excel with a Visual Basic 
script for analysis. A sample of the raw data produced by the oscilloscope can be seen 
in Figure 14. 
 

 

Figure 14. Raw oscilloscope data test series 

 
The data imported from Figure 14 into excel can be seen in Figure 15. The “Current” 
line is the current flowing through the current sensing resistor, and the “Trigger” line 
is the signal indicating that the program is running.  
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Figure 15. Example data series imported to Excel 

 
The idle current consumption was then removed from the series in Figure 14 with excel 
to produce the data shown in Figure 16. Everything outside of the trigger was removed 
and everything contained inside of the trigger was reduced to its lowest point. This to 
remove the idle current consumption. 
 

 

Figure 16. Idle removed from a test series 

 
The integral for each series was then calculated and combined to produce a value 
representing the average active work performed by the processor for a security 
countermeasure. Figure 17 shows the increase in integral over the time of transmission 
from the values in Figure 16. 
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Figure 17. Example series of accumulated integral 

 
The average integral value was then converted into average current consumption used 
by the system over the course of 50 transmissions. This value was then used to compare 
security level and current consumption. 
 
The results derived from this method are implementation specific and a change in 
software or hardware may drastically change the results.  

3.5.1 Verification 
Both the hardware and software used for measurements and analysis were verified to 
ensure that they did not introduce errors. 

Hardware 

An oscilloscope measure voltage over time. To adjust for the error in the measured 
voltage, the oscilloscope was calibrated against a Keysight 34450A bench multimeter 
as reference. The oscilloscope and the reference were stimulated with three different 
voltage levels within the range it would measure during the experiments: 100mV, 
300mV and 500mV. To verify that the oscilloscopes measured time correctly, it was 
calibrated against an Agilent MSO7032 oscilloscope. A square, triangle and sinus wave 
were generated in three different tests, and the two oscilloscopes were setup to 
measure the same signal. The difference between the results from the two oscilloscopes 
were then compared. 

Software 

Excel were used to analyse the collected data. To ensure that the integration 
calculations were correct, all calculations involved in the process were tested with data 
of a known integral. 
 

3.6 Current consumption vs. security 

To evaluate the total current consumption in relation to the level of security, values 
from 3.5 were compared with values from 3.2. The data was put into tables to best show 
the relation in security level and current consumption. Conclusions were derived from 
this data and a discussion was made based on the results. A recommendation of a 
suitable security countermeasure for CombiQ’s products were then made.
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4 Findings and analysis 
The findings from both the security evaluation and the complexity and current 
consumption measurements are presented in this chapter. 
 

4.1 Verification 

The current consumption measurement involved both hardware and software that 
were tested to verify the correctness of the collected data. 

4.1.1 Hardware 
The resulting difference between the generated waves square, triangle and sinus for 
the Keysight DSOX2012A and Keysight MSO7032 oscilloscopes can be seen in the 
following figures. 
 

 

Figure 18. Oscilloscope comparison sinus wave 

 

 

Figure 19. Oscilloscope comparison square wave 
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Figure 20. Oscilloscope comparison triangle wave 

 
It is clearly visible in Figure 18, Figure 19 and Figure 20 that there is no major 
difference between the data recorded by the two oscilloscopes. To prove that there is 
no statistically significant difference an F-test was performed for each set of data. The 
test had h0 = there is no difference between the two sets of data.  
 

Table 6. F-test sinus wave comparison 

Sinus     

α = 0.01    

F-Test Two-Sample for Variances    

     

  7032 2012 

Mean 0.098921 0.09969 

Variance 0.005059 0.005006 

Observations 1000 1000 

df 999 999 

F 1.010602   

P(F<=f) one-tail 0.433835   

F Critical one-tail 1.158711   
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Table 7. F-test square wave comparison 

Square     

α = 0.01    

F-Test Two-Sample for Variances    

     

  7032 2012 

Mean 0.158781 0.159894 

Variance 0.006495 0.006231 

Observations 1000 1000 

df 999 999 

F 1.042313   

P(F<=f) one-tail 0.256315   

F Critical one-tail 1.158711   

 

Table 8. F-test triangle wave comparison 

Triangle     

α = 0.01    

F-Test Two-Sample for Variances    

     

  7032 2012 

Mean 0.099235 0.099731 

Variance 0.003369 0.003343 

Observations 1000 1000 

df 999 999 

F 1.007909   

P(F<=f) one-tail 0.450471   

F Critical one-tail 1.158711   

 
In Table 6, Table 7 and Table 8  we can see that F is less than F Critical and P is 
greater than α, there for h0 cannot be rejected and there is no distinct difference 
between any of the compared data. This proves that the oscilloscope used in this 
thesis gathers data that is the same as our reference oscilloscope. 

4.1.2 Software 
The integral inserted into the analysis software was composed of 10000 measurements 
between 1 and -1. When the calculations were performed the integral calculated for 
both implementations were 1.1E-13. The exact integral should be 0 but as we cannot 
have an infinite resolution we just got very close. We can now safely say that both 
implementations are correct. 
 
To reduce the likelihood of introducing errors when using the MQTT and encryption 
libraries, the sample code provided with the libraries were used, and only minor 
changes were made. 
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4.2 Security level 

Attack success probability (ASP) and attack cost (AC) were weighted heavily in 
determining how vulnerable a network is. A high attack cost or a low attack success 
probability makes a network unappealing to an attacker. Attack success probability and 
attack cost were put in relation to attack impact (AIM), to create a value that could be 
put in relation to current consumption. Mean time to compromise was included in 
calculating attack cost, as the longer time it takes more resources are required and the 
cost increases. A high value from (1) indicated a secure network while a low value 
indicated an unsecure network. The resulting value ranged from 0-20. The formula to 
calculate the total security level for a network evaluated with the SEF was: 
 

((1 − 𝐴𝑆𝑃) ∗ 10 + 𝐴𝐶)/𝐴𝐼𝑀 (1) 
 

4.3 Security evaluation 

The following section shows the results from the SEF calculations and how they were 
derived. Below RSA and AES will be referred to as RSA/AES as on a security level they 
provide the same kind of protection. The vulnerabilities described below and used in 
the SEF calculations were derived from the extended HARM shown in Figure 21.  

4.3.1 Transmission availability 
The data sent between the client and broker was either unencrypted, only data was 
encrypted (RSA or AES) or everything was encrypted (TLS). 
 
V1: 
In this case the attacker can use a client or imitate a client to force change in other 
clients through manipulation of broker data. 
 
V2: 
In this case data can be extracted from the broker through used topics. An attacker 
would identify a used topic, subscribe to it and attempt to make sense of the data. 
 
V3: 
In this case an attacker would attempt to change the recorded data in the broker with 
a used topic. 
 
The extended HARM created to identify the above vulnerabilities can be seen below in 
Figure 21. 
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Figure 21. Extended HARM 

 
Figure 21 shows the extended HARM for the evaluated network. The upper layer 
contains the MQTT network and the attacker. The middle layer contains the individual 
parts of the MQTT network and how they are connected. The clients that either publish 
or subscribe and the broker. The lower layer contains the specific vulnerabilities 
identified, i.e. the possible attack paths into the network. 

4.3.2 Attack cost (ac) 
When calculating ac both the work required to exploit the vulnerability and time to 
success are taken into consideration. Not only will the cost increase when expensive 
equipment is required or specific knowledge. It will also be significantly different if the 
successful exploitation of a vulnerability takes over a year instead of hours. To simplify 
the estimation of attack cost, it was divided into Attack Work (AW) and Vulnerability 
Exploitation Rate (VER). 
 
Attack Work 
Table 9 shows how the level of attack work is estimated by adding the resources needed 
to exploit a vulnerability. “Work” in Table 9 refers to basic equipment setup, such as 
setup of computer and software to perform the attack. “Time” refers to added time to 
setup basic equipment, when “time” is not included it means that not a significant 
amount of time is required. 
 

Table 9. Attack work levels 

Level Requirements 
2 work 
4 work + knowledge 
6 work + knowledge + time 
8 work + knowledge + time + expensive equipment 
10 work + knowledge + unreasonable amount of time + expensive equipment 
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Vulnerability Exploitation Rate 
Table 10 shows how the vulnerability exploitation rate was estimated depending on 
how long it would take to exploit a vulnerability. 
 

Table 10. Attack attempt frequency 

Level Period 
0 Less than a second 
2 Less than an hour 
4 Less than a day 
6 Less than a month 
8 Less than a year 
10 More than a year 

 
AW and VER were combined as follows to produce a value from 1-10 to represent the 
total attack cost (𝐴𝑊 + 𝑉𝐸𝑅)/2. 
 
No Security: 
V1: Work is required to find the correct topic and knowledge of what to change in order 
to manipulate a client is required. VER = 2.  
V1 = (4+2)/2 = 3 
 
V2: The topic is the only thing that needs to be found. VER = 2. 
V2 = (2+2)/2 = 2 
 
V3: Only the topic needs to be found. VER = 2 
V3 = (2+2)/2 = 2 
 
RSA/AES: 
V1: Top upload data without knowing the encryption keys will require huge amounts 
of time, equipment and work. VER = 10. 
V1 = (10+10)/2 = 10 
 
V2: Extracting data will be possible as soon as you know the topic. The topic is not 
encrypted so not much work is required. VER = 2. 
V2 = (2+2)/2 = 2 
 
V3: This requires the same knowledge and resources as V1. VER = 10 
V3 = (10+10)/2 = 10 
 
TLS:  
As certificates are used in TLS a connection will not be possible if you cannot use or 
crack the encryption keys. AW = 10 for all vulnerabilities. Because the time required to 
crack the encryption key used is several years, VER = 10 for all vulnerabilities. 
 
V1: VER = 10. 
V1 = (10+10)/2 = 10 
 
V2: VER = 10. 
V2 = (10+10)/2 = 10 
 
V3: VER = 10. 
V3 = (10+10)/2 = 10 
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4.3.3 Attack success probability (asp) 
Attack success probability (asp) is set in relation to attack cost. The maximum attack 
success probability cannot exceed (10 − 𝑎𝑐)/10. Parameters being evaluated when 
estimating asp are data, topic and destination accessibility, attack frequency and tools 
needed to perform the attack. 
 
No Security:  
As there is no encryption all the data being transmitted will be available to an attacker 
with little to no effort required. Due to this asp will be set to its maximum for each 
vulnerability. 
 
V1 = 0.6 
V2 = 0.7 
V3 = 0.8 
 
RSA or AES: 
In this case only the data being transmitted will be encrypted. Changing the data 
without being noticed is impossible but data can still be extracted as topics are 
displayed in plaintext. 
 
V1 = 0.1 
V2 = 0.7 
V3 = 0.1 
 
TLS: 
In this case all communication between the broker and clients is encrypted. Nothing 
will be available to an attacker. Exploiting any of the vulnerabilities will be impossible.  
 
V1 = 0.1 
V2 = 0.1 
V3 = 0.1 
 

4.3.4 Attack impact (aim) 
 
aim: 
Table 11 was used to estimate the amount of damage a successful attack would have on 
the affected parties, this includes damage to property, information or reputation.  
 

Table 11. Impact of attack success 

Level Attack damage 
1 Attack occurs but nothing is damaged 
3 Attack occurs but is reversible and detectable 
6 Attack occurs but is detectable and not reversible 
10 Attack occurs and is neither detectable or reversible 

 
No Security: 
It will always be possible to do damage without it being detectable. 
V1, V2 and V3 will there for be set to 10. 
 
RSA/AES: 
V1: As all data is encrypted you will be able to detect if it has been changed but you 
cannot reverse the damage. V1 is set to 6. 
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V2: As the topic is not encrypted data will be possible to extract without detection. V2 
is set to 10. 
V3: The data is encrypted so you can detect change, you can also remove the changed 
data. V3 is set to 3. 
 
TLS: 
Without a verified certificate a connection will not be established so the attack is 
detectable and reversible. The attacks can still be attempted and may still result in 
some form of damage so V1, V2 and V3 is set to 3. 

4.3.5 Mean time to compromise (mttc) 
Assumed is that a 112bit security is used to comply with NIST recommendations for 
security strengths. 112bit security is expected to be safe up until 2030 [36]. 
We assume that a sensor node will upload data to the broker approximately every 30 
min. This is based on a standard use case from CombiQ’s products. We also assume 
that we can only send a maximum of one message every two seconds to the broker. 
The security countermeasures are all using key sizes that according to NIST are secure 
until 2030 [36]. All vulnerabilities being covered by encryption will have a mean time 
to compromise of 12 years (2018+12=2030) or 105 120 hours. 

4.3.6 Results 
Below are a set of tables representing the data produced by the SEF. The data is refined, 
and at the end a network security level is determined. The same work was performed 
for each security countermeasure as follows. The first table in each series for example 
Table 12, shows each vulnerability at each node. The next table shows the security 
impact for each attack target. The last table shows the security impact on the entire 
network. Each step was performed as described in the SEF specification.  

No Security: 

 

Table 12. Individual vulnerability without security. 

  Metric     
No 
Security 

Vulnerability aspv acv aimv mttcv 

V1  0.6 3 10 0.5 

V2  0.7 2 10 0.5 

V3  0.8 2 10 0.000556 
 

Table 13. Attack paths without security. 

  Metric     
No 
Security 

Vulnerability aspap acap aimap mttcap 

Client  0.6 3 10 0.5 

Broker  0.9 4 20 0.500556 
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Table 14. Network level without security. 

  Metric     
No 
Security 

Vulnerability ASP AC AIM MTTC 

Network  0.6 7 30 0.5 
 

RSA/AES 

 

Table 15. Individual vulnerability with AES or RSA. 

  Metric     RSA/AES 

Vulnerability   aspv acv aimv mttcv 

V1  0.1 10 6 105120 

V2  0.7 2 10 0.5 

V3  0.1 10 3 105120 
 

Table 16. Attack targets with AES or RSA. 

  Metric     RSA/AES 

Vulnerability   aspap acap aimap mttcap 

Client  0.1 10 6 105120 

Broker  0.73 12 13 105120.5 
 

Table 17. Network level with AES or RSA. 

  Metric     RSA/AES 

Vulnerability   ASP AC AIM MTTC 

Network  0.073 22 19 105120 
 

TLS 

 

Table 18. Individual vulnerability with TLS. 

  Metric     TLS 

Vulnerability  aspv acv aimv mttcv 

V1  0.1 10 1 105120 

V2  0.1 10 1 105120 

V3  0.1 10 1 105120 
 

Table 19. Attack targets with TLS. 

  Metric     TLS 

Vulnerability  aspap acap aimap mttcap 

Client  0.1 10 1 105120 

Broker  0.19 20 2 210240 
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Table 20. Network level with TLS. 

  Metric     TLS 

Vulnerability  ASP AC AIM MTTC 

Network  0.019 30 3 105120 

 

Security level results 

Using the formula from 4.2 the following network security levels are provided. 
 

Table 21. Security evaluation results 

Security countermeasure Security level 
No security 0.38 
RSA 1.65 
AES 1.65 
TLS 13.27 

 

4.4 Software complexity 

Table 23 shows the results from the complexity experiment using Perf and Table 24 
shows the final comparison. Table 22 shows the results from the RSA specific methods. 
The results provide information about an array of variables during software execution 
over the 1000 transmission. This part focuses on two main variables, “task-clock 
(msec)” and “instructions”. “task-clock (msec)” is referring to the total time the 
processor was used during one transmission, “instructions” is referring to the total 
lines of code run by the processor for one transmission. The overall complexity for each 
test can be compared using the “instructions” value and validated with the “task-clock 
(msec)” value.  
 

Table 22. RSA method results 

RSA Method Instructions Task-clock (msec) 
RSA 2048-bit key combined 29 238 340 70.54 
RSA 2048-bit key separate 30,176,473       75.91       
RSA 8192-bit key 32,762,526       74.92       

 

Table 23. Complexity values 

Security Countermeasure Instructions Task-clock (msec) 
No countermeasure 22 877 239 58.17 
RSA 29 238 340 70.54 
AES 24 070 568 61.00 
TLS 29 899 235 73.74 

 
Below in table Table 24, the measurements captured without security were used as a 
control and compared to the security countermeasures.  
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Table 24. Compared complexity 

C/No countermeasure Instructions delta (%) Task-clock (msec) delta 
(%) 

C = RSA 27.80 21.27 
C = AES 5.21 4.87 
C = TLS 30.69 26.76 

 
In Table 24 we can see that AES is clearly the least complex. RSA however has close to 
the same complexity as TLS even though TLS has a significantly more sophisticated 
communication. As for the RSA experiments a 2048-bit key was used the maximum 
data length is 245 bytes for a total 256 bytes with some overhead. To send a message 
containing 1000 bytes of data the RSA algorithm will have to be run a total of five times. 
The individually encrypted packets will also always be 256 bytes regardless of input 
data, the fifth packet containing 20 bytes will there for be significantly larger when 
encrypted. AES has the advantage of being able to encrypt the entire 1000-byte 
message all at once without any extra overhead. TLS only uses RSA when exchanging 
keys and takes advantage of AES’s encryption speeds for the data.  
 
It can also be noted that the “task-clock” difference follows the same pattern as 
“instructions”. Although the difference in “task-clock” compared to “instructions” is on 
average 3.6% lower. This can be a result of use of lower complexity instructions in some 
algorithms compared to others. 
 

4.5 Current consumption 

This section presents the current consumption measurements and an analysis of the 
results. 

4.5.1 Measurements 
Below are different security countermeasures and their current consumption. Each 
graph shows one of the 50 series recorded without the idle current consumption. The 
data for each graph was collected as described in section 3.5. 

No security countermeasure 

 

Figure 22. Current consumption without security countermeasure 
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RSA 

 

Figure 23. Current consumption RSA 2048-bit key combined 

 

 

Figure 24. Current consumption for RSA 2048-bit key and separate messages 
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Figure 25. Current consumption RSA 8192-bit key 

 
There is a clear difference between the different methods used with RSA. Figure 23 and 
Figure 25 looks similar although encryption with an 8192-bit key seems to be more 
computationally heavy. Figure 24 looks distinct with several shorter peaks before 
transmission ends, also an overall long transmission time. A transmission time even 
longer than TLS. 
 

AES 

 

Figure 26. Current consumption with AES 
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TLS 

 

Figure 27. Current consumption with TLS 

 

4.5.2 Analysis 
There is a clear difference between the security countermeasures between the 150 ms 
and 350 ms mark, where the transmission of data occurs. RSA performs significantly 
more work when encrypting at around the 200 ms mark in Figure 23 compared to any 
of the other security countermeasures. The transmission for TLS in Figure 27 at 250 ms 
and AES in Figure 26 at 190 ms are very similar as they both use the same encryption 
method. There is however a clear difference between TLS and any of the other 
countermeasures at the start of the software. Between the 150 ms and 200 ms mark in 
Figure 27 the key exchange occurs with substantial current consumption. The chart of 
the implementation with no security in Figure 22 is very similar to the AES in Figure 
26, this suggests that AES does not add a significant amount of work when encrypting. 
 

Table 25. Accumulated current consumption for RSA implementations 

Method Current (mAs) 

RSA 2048-bit key combined 5.31 
RSA 2048-bit key separate 6.15 

RSA 8192-bit key 5.60 

 
Table 25 shows that how you implement the encryption will greatly affect the overall 
current consumption for transmitting a message with RSA and MQTT. For the 
implementations used for RSA a combined message with a 2048-bit key is the most 
effective.  
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Table 26. Comparison of accumulated current consumption for security 
countermeasure implementations 

Security countermeasure Integral 
(mAs) 

Current 
consumption 

(uAh) 

Increase compared 
to no security (%) 

No security 4.69 1.3 - 
RSA 5.31 1.48 13.1 
AES 4.87 1.35 3.8 
TLS 5.80 1.61 23.5 

 
Table 26 shows the current consumption for the specified hardware during a 
transmission of 1000 bytes of data. There is a clear difference between the security 
countermeasures with the largest increase seen with TLS and RSA. It is also apparent 
that although RSA and AES both only encrypts data there is a significant difference 
between them. It is also obvious from the above tables that the largest increase in 
current consumption occurs during transmission and encryption. RSA in Figure 23 has 
a very defined and steep increase in total current consumption, while TLS in Figure 27 
still had a steep but more constant current consumption. Figure 26 also shows that 
AES does not add a significant amount of current consumption for transmission, 
compared to no security in Figure 22. 

4.6 Comparison of security level and current consumption 

It is clear from Table 21 that TLS is by far the most secure. RSA and AES are slightly 
more secure than no security at all but are still lacking. The current consumption 
results from Table 26 also show that TLS has the highest current consumption, but it 
is still comparably low when considering the significant difference in security level. 
RSA and AES have the same security level but significantly different current 
consumptions. RSA’s higher complexity is not reflected in the current consumption 
from Table 26.  
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5 Discussion and conclusions 
This chapter is a discussion of the used experimental method. It begins with a 
discussion of the pre-study and selection of security countermeasures, libraries and 
security evaluation framework. Then follows a discussion of the findings and the 
conclusion of the results. 
 

5.1 Discussion of method 

The objective of this research was to evaluate security countermeasures and their effect 
on current consumption and performance when used with MQTT. This was done with 
an experiment approach and a set of experiments. Each experiment sought to highlight 
the differences between the selected security countermeasures. 
 
The research was started with a pre-study meant to explore different MQTT libraries 
and implementations, and to find a platform that would provide the most accurate 
results while being effective to work with. Paho-MQTT was chosen as it was developed 
by a well-known developer that has for a long time worked with standardising the 
MQTT protocol. A good amount of sample implementations meant that we 
implemented the library correctly and minimized the probability of us implementing 
errors that skewed the results. 
 
When picking the security countermeasures, we had to have development time and to 
what extent the countermeasures was used in mind. The chosen countermeasures are 
all based on each other with RSA and AES having big roles in TLS. In hindsight, the 
way the countermeasures were implemented was not optimal. If RSA and AES were 
implemented in the transport layer instead of the application layer, the vulnerabilities 
related to reading the message topic would be eliminated. Comparing AES and RSA to 
TLS is also unfair as they do not cover the same vulnerabilities. AES and RSA will only 
encrypt data, so authentication cannot be guaranteed, but the data will remain 
confidential. TLS provides a more complete protection as it encrypts the entire 
communication channel. TLS is however not meant for IoT and does have a lot of 
overhead and is computationally heavy. Comparison of RSA and AES to TLS may show 
in what direction to move if a new IoT specific security countermeasure was to be 
developed.  
 
Although the SEF is very new, it proved to be very useful for evaluating the level of 
security for the different security countermeasure implementations. The framework 
leaves a lot up to the users to define, such as the values for the input, but it still proved 
to be valuable. The SEF provided a way of thinking and a logical path through the act 
of evaluating an IoT network. Not using a framework would have proved difficult as it 
is easy to forget or not account for important aspects of the network security.  
 
The use of an experiment research method to answer the research questions provided 
good results and a lot of data to analyse. The results gathered from each experiment 
provided information that could be used to answer the research questions and no data 
was deemed excessive or unusable. The goal to create experiments with few unknown 
or dependant variables was for all intents and purposes achieved, they did however 
exist and some of them could have been removed if time allowed. The experiment setup 
used hardware that was easy to develop on and provided a wide variety of tools that 
could be used to execute the experiments more easily. This setup is however not 
feasible to use for constrained IoT products, as there are a lot of excessive hardware 
components that will consume current and limit the device unnecessarily. Using perf 
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to measure complexity also provided results specific for that implementation. Any 
other implementation of MQTT or security countermeasure than the ones used will 
most likely not produce exactly the same results. Paho-MQTT is developed with the 
MQTT standard so the results from another implementation following the standard 
should be similar. This is also true for the security countermeasures. They are all well-
known and well used enough so deviations from the optimal execution time would get 
noticed. The security countermeasure was also put in relation to each other within 
MQTT, a similar difference in complexity should be visible in any implementation. 
 

5.2 Discussion of findings 

The purpose of this research was to explore the differences in complexity, current 
consumption and security level between different well used security countermeasures 
along with MQTT. The goal was to provide CombiQ with enough information to decide 
if the higher security level was worth the extra strain put on the device. 

5.2.1 RQ1 
RQ1: How do you derive a measurement from the SEF that can be compared with a 
current consumption measurement? 
 
The values of the parameters used in the SEF was estimated based on the basic security 
requirements for IoT networks found in Table 1. To make the estimation easier to 
perform, each parameter defined by the SEF was broken down into smaller 
components. The sum of the components was the value given to the different 
parameters. An equation was constructed in order to summarise the results into one 
value. The equation derived from the SEF was developed with CombiQ’s specific IoT 
products in mind, different IoT solutions may weigh the variables produced by the SEF 
differently. This means that the equation may not be useful for other IoT networks. It 
does however work in the context of this report when comparing the security levels to 
each other and current consumption. 

5.2.2 RQ2 
RQ2: Which level of security, according to the SEF, will RSA, AES and TLS provide to 
MQTT when publishing a message to a broker? 
 
The security evaluation process using the SEF was repeated for each security 
countermeasure. The process was kept constant and only the security countermeasure 
was changed. The results in combination with the equation from RQ1 shows that TLS 
was the most secure. RSA and AES provided the same kind of protection and were 
found equally secure, as the key selection were based on recommendations by NIST. 
The selected keys were deemed to be secure up until the year 2030 [34].  
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5.2.3 RQ3 
RQ3: What level of complexity is added to MQTT when using chosen security 
countermeasure? 
 

Table 27. Implementation complexity comparison 

Security 

  
Instructions 

  

  
Task-clock (msec) 

  
Countermeasure Count Delta Ratio Time Delta Ratio 

No security 22,877,239 0 1.000 58.173 0.000 1.000 
RSA 29,238,340 6,361,101 1.278 70.549 12.375 1.213 
AES 24,070,568 1,193,329 1.052 61.007 2.834 1.049 

TLS 29,899,235 7,021,996 1.307 73.744 15.571 1.268 

 
Table 27 shows the amount of complexity added when implementing security 
countermeasures into Paho-MQTT. TLS and RSA have a significant increase in 
complexity with 31 and 28% respectively. AES on the other had has a small increase of 
about 5%. There is also a clear relationship between increase in task-clock and 
instructions, with task-clock always being slightly lower. 

5.2.4 RQ4 
RQ4: Which of the analysed security countermeasure upholds an adequate security 
level while also having a low current consumption? 
 
It is clear that neither RSA or AES have close to the same level of security as TLS. The 
increase in current consumption between TLS and AES or RSA is small compared to 
the increase in security level. Therefore, TLS is the best choice if secure communication 
is desired. There is also a very large difference between AES and RSA even though they 
perform the same type of work. AES is clearly the better algorithm when encrypting 
large amounts of data. 
 

5.3 Conclusions 

There is a large difference between well-established security countermeasures, and 
different implementations require different security solutions. Using SEF for 
evaluation of security levels was invaluable. Following a framework assured the 
repeatability of the security evaluation process. When repeating the evaluation for 
different security countermeasures the same aspects were always considered. It is 
however up to the individual security decision maker to choose what metrics are the 
most important. The results from this report shows that TLS is by far the most secure. 
That does however not mean that RSA and AES are unsecure, only that complementary 
components need to be added to ensure authentication, integrity and non-repudiation. 
 
Evaluating complexity is very hard. The measured complexity for a security 
countermeasure is heavily based on the specific implementation evaluated, and not the 
theoretically minimal for the specific security countermeasure used. But using tools as 
perf can provide useful results to compare implementations to each other. The current 
consumption results could be compared to the complexity results and the same ranking 
for the security countermeasures could be seen. A difference in results was seen in RSA 
but this was likely a result of perf only accounting for the processor and not the entire 
client hardware. 
 



Discussion and conclusions 

 

52 

 TLS has a very strong but costly protection while AES has a weaker but more 
affordable protection. RSA has proven to be very poor at encrypting large amounts of 
data compared to AES but may still be useful for small message sizes. TLS is very well 
supported and there is a lot of documentation to work with. If ease of implementation 
is highly prioritised and the resource impact is acceptable, TLS is currently the optimal 
security countermeasure for IoT products using MQTT.  
 

5.4 Future work 

The scope of this report did not allow for testing of perf and the impact of using perf 
alongside custom software when evaluating complexity. If the impact is large enough 
the results in this report may change drastically. Testing perf in different environments 
and with software of known complexity could strengthen or disprove the results 
presented in this report. 
 
Paho-MQTT was used for all the experiments. Repeating the experiments with other 
MQTT libraries could produce different results, and our result could be strengthened 
or weakened. The experiments could also be repeated on other IoT-network that differ 
in size or structure. 
 
Time did not allow for implementation of more sophisticated security 
countermeasures covering authentication, integrity and non-repudiation. Evaluating 
other security countermeasures that resembles TLS could supply the IoT industry with 
a larger selection of security countermeasures. 
 
To limit the uncontrolled variables, none of the experiments were performed on 
resource-constrained devices. Testing how different hardware with different 
capabilities react when exposed to complex security countermeasures would create 
more results to base security decisions on. 
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Appendix 1 

No security countermeasure 
# started on Wed Apr 18 14:35:31 2018 
 
 
 Performance counter stats for './Unsecure.out' (1000 runs): 
 
 58.173386      task-clock (msec)     #    0.109 CPUs utilized        ( +-  0.11% ) 
        29      context-switches      #    0.503 K/sec                ( +-  0.42% ) 
         0      cpu-migrations        #    0.000 K/sec                ( +- 40.72% ) 
       314      page-faults           #    0.005 M/sec                ( +-  0.02% ) 
35,008,638      cycles                #    0.602 GHz                  ( +-  0.03% ) 
22,877,239      instructions          #    0.65  insn per cycle       ( +-  0.01% ) 
 2,440,120      branches              #    41.946 M/sec               ( +-  0.01% ) 
   198,134      branch-misses         #    8.12% of all branches      ( +-  0.03% ) 
 
0.534646766 seconds time elapsed                                      ( +-  2.18% ) 

 

RSA 

2048-bit key combined message 

# started on Fri Apr 20 13:29:36 2018 
 
 
 Performance counter stats for './RSA.out' (1000 runs): 
 
 70.548716      task-clock (msec)     #    0.123 CPUs utilized        ( +-  0.13% ) 
        30      context-switches      #    0.421 K/sec                ( +-  0.45% ) 
         0      cpu-migrations        #    0.000 K/sec                ( +- 57.68% ) 
       333      page-faults           #    0.005 M/sec                ( +-  0.02% ) 
42,896,277      cycles                #    0.608 GHz                  ( +-  0.02% ) 
29,238,340      instructions          #    0.68  insn per cycle       ( +-  0.01% ) 
 2,906,918      branches              #   41.204 M/sec                ( +-  0.01% ) 
   279,026      branch-misses         #    9.60% of all branches      ( +-  0.03% ) 
 
0.575247818 seconds time elapsed                                      ( +-  2.14% ) 

 

2048-bit key separate messages 

# started on Wed Apr 18 14:49:20 2018 
 
 
 Performance counter stats for './RSA.out' (1000 runs): 
 
 75.919292      task-clock (msec)     #    0.115 CPUs utilized        ( +-  0.09% ) 
        42      context-switches      #    0.549 K/sec                ( +-  0.31% ) 
         0      cpu-migrations        #    0.000 K/sec                ( +- 37.68% ) 
       333      page-faults           #    0.004 M/sec                ( +-  0.02% ) 
45,709,258      cycles                #    0.602 GHz                  ( +-  0.02% ) 
30,176,473      instructions          #    0.66  insn per cycle       ( +-  0.01% ) 
 3,023,421      branches              #   39.824 M/sec                ( +-  0.01% ) 
   309,650      branch-misses         #   10.24% of all branches      ( +-  0.03% ) 
 
0.659678717 seconds time elapsed                                      ( +-  1.78% ) 
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8192-bit key one message 

# started on Wed Apr 25 18:16:16 2018 
 
 
 Performance counter stats for './RSA.out' (1000 runs): 
 
 74.920209      task-clock (msec)     #    0.107 CPUs utilized        ( +-  0.15% ) 
        31      context-switches      #    0.411 K/sec                ( +-  0.48% ) 
         0      cpu-migrations        #    0.000 K/sec                ( +- 57.68% ) 
       338      page-faults           #    0.005 M/sec                ( +-  0.02% ) 
45,488,883      cycles                #    0.607 GHz                  ( +-  0.02% ) 
32,762,526      instructions          #    0.72  insn per cycle       ( +-  0.01% ) 
 2,966,283      branches              #   39.593 M/sec                ( +-  0.02% ) 
   275,088      branch-misses         #    9.27% of all branches      ( +-  0.03% ) 
 
0.698364026 seconds time elapsed                                      ( +-  2.00% ) 

 

AES 
# started on Wed Apr 18 14:06:14 2018 
 
 
 Performance counter stats for './AES.out' (1000 runs): 
 
 61.006906      task-clock (msec)     #    0.117 CPUs utilized        ( +-  0.13% ) 
        29      context-switches      #    0.476 K/sec                ( +-  0.41% ) 
         0      cpu-migrations        #    0.000 K/sec                ( +- 37.68% ) 
       327      page-faults           #    0.005 M/sec                ( +-  0.02% ) 
36,806,985      cycles                #    0.603 GHz                  ( +-  0.03% ) 
24,070,568      instructions          #    0.65  insn per cycle       ( +-  0.01% ) 
 2,558,951      branches              #    41.945 M/sec               ( +-  0.01% ) 
   207,543      branch-misses         #    8.11% of all branches      ( +-  0.03% ) 
 
0.520718341 seconds time elapsed                                      ( +-  2.14% ) 

 
 

TLS 
# started on Wed Apr 18 15:08:12 2018 
 
 
 Performance counter stats for './TLS.out' (1000 runs): 
 
 73.744266      task-clock (msec)     #    0.120 CPUs utilized        ( +-  0.09% ) 
        32      context-switches      #    0.437 K/sec                ( +-  0.37% ) 
         0      cpu-migrations        #    0.000 K/sec                ( +- 22.73% ) 
       337      page-faults           #    0.005 M/sec                ( +-  0.01% ) 
44,356,033      cycles                #    0.601 GHz                  ( +-  0.02% ) 
29,899,235      instructions          #    0.67  insn per cycle       ( +-  0.01% ) 
 2,974,134      branches              #    40.330 M/sec               ( +-  0.01% ) 
   274,714      branch-misses         #    9.24% of all branches      ( +-  0.03% ) 
 
0.612944230 seconds time elapsed                                      ( +-  1.93% ) 
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Appendix 2 
#!/bin/bash 
 
echo "18" > / sys / class / gpio / export 
echo "out" > / sys / class / gpio / gpio18 / direction 
 
while[[$input != "q"]] 
do 
echo "1" > / sys / class / gpio / gpio18 / value 
 
. / MQTT_Publish.out 
 
echo "0" > / sys / class / gpio / gpio18 / value 
 
read - s - n 1 input 
done 
 
echo "18" > / sys / class / gpio / unexport 
 
exit 0 

 
 


