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Abstract 
 
Background:  Blockchain technology is recently receiving a lot of attention from researchers 

as well as from many different industries. There are promising application 
areas for the logistics sector like digital document exchange and tracking of 
goods, but there is no existing research on these topics. This thesis aims to 
contribute to the research of information systems in logistics in combination 
with Blockchain technology.   

  
Purpose:   The purpose of this research is to explore the capabilities of Blockchain 

technology regarding the concepts of privacy, transparency and trust. In 
addition, the requirements of information systems in logistics regarding the 
mentioned concepts are studied and brought in relation to the capabilities of 
Blockchain technology. The goal is to contribute to a theoretical discussion 
on the role of Blockchain technology in improving the flow of goods and the 
flow of information in logistics.  

 
Method:   The research is carried out in the form of an explorative case study. 

Blockchain technology has not been studied previously in a logistics setting 
and therefore, an inductive research approach is chosen by using thematic 
analysis. The case study is based on a pilot test which had the goal to facilitate 
a Blockchain to exchange documents and track shipments. 

 
Conclusion:   The findings reflect that the research on Blockchain technology is still in its 

infancy and that it still takes several years to facilitate the technology in a 
productive environment. The Blockchain has the capabilities to meet the 
requirements of information systems in logistics due to the ability to create 
trust and establish an organisation overarching platform to exchange 
information. 
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1. Introduction 

_____________________________________________________________________________________ 

This chapter is concerned with the introduction of the thesis. Firstly, a general overview of the topic is given as 

an entry point for the reader to the topic. This is followed by paragraphs, describing the problem and purpose 

of the research. Based on the problem and purpose statement, the research question is formulated in the 

following paragraph. The final paragraphs describe the delimitations and definitions regarding the research. 

______________________________________________________________________ 

  

Recently, Blockchain technology has become a prominent research topic in the field of 

information systems (IS). The significance of Blockchain technology is pointed out by 

comparisons to the invention of the Internet and the potential to reshape the global economy 

(Kirkland & Tapscott, 2016; Iansiti & Lakahani, 2017). Especially the financial sector showed 

early interest in Blockchain technology, with major financial institutions and banks 

considering the technology (Beck & Müller-Bloch, 2016). The interest of the financial sector 

is related to the origin of the Blockchain as the underpinning technology of the digital 

currency Bitcoin, which was introduced in 2008 by the pseudonym Satoshi Nakamoto. 

Lately, many other industries showed interest in Blockchain technology and started to 

explore use cases in various fields, for example the management of intellectual property 

rights, sharing economy and enterprise collaboration (Tapscott & Tapscott, 2016). 

Essentially, a Blockchain is a form of a distributed database, where records of transactions 

are stored and shared among independent parties and updated upon agreement of all 

participants based on a consensus protocol (Crosby, Pattanayak, Verma & Kalyanaraman, 

2016; Avital, Beck, King, Rossi & Teigland, 2016). Characteristics that attract researchers and 

industry in Blockchain technology are decentralisation, security and data integrity (Yli-

Huumo, Ko, Choi, Park & Smolander, 2016). Researchers see potential for Blockchain 

technology in supply chain management and logistics (Avital et al., 2016; Tian, 2016; Korpela, 

Hallikas & Dahlberg, 2017).   

1.1 Problem 

Researchers identify potential for Blockchain technology in logistics because deliveries are 

constantly made across the globe, with multiple parties involved in the process. The 

participating parties use different channels for information and communication flows. Each 

company uses its own operational data and there is little interest in sharing information with 

partners to protect privacy. This leads to a process that lacks transparency and the 
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participants are provided with asynchronous information (Nakamoto, 2008). Another 

problem is the reliance on a trusted third party when transactions are carried out between 

two parties (Swan, 2015). These problems relate to the concepts of privacy, transparency and 

trust. The role of these concepts in a Blockchain and logistics setting are not yet explored.  

The Blockchain technology has aspects that can solve the existing problems but there are 

also obstacles. The existing information systems infrastructure in the logistics sector is not 

designed for a new technology like Blockchain, this results in the need for organisational and 

technical adjustments. This also leaves room for new approaches to solve these problems. 

For example, Korpela et al. (2017) identified the Blockchain technology as an enabler for 

digital supply chain integration. Logistics processes are an integral part of supply chain 

management and processes usually involve several participating parties. Establishing 

communication and information exchange between all involved parties is complex and 

problematic, especially if new technology is used.  

Much of the research on Blockchain technology is conducted in the financial sector (Beck & 

Müller-Bloch, 2017, Yli-Huumo et al., 2016). Korpela et al. (2017) identified the lack of 

fundamental functionalities in the services current operating intermediates in the logistics 

sector. Some of the missing functionalities like the record and storage of transactions are 

already embedded in the Blockchain technology, but they have yet to be exposed in a logistics 

setting. 

1.2 Purpose 

The purpose of this research is to explore the potentials of the Blockchain technology for 

the logistics sector. The focus of the research will be on the capabilities of Blockchain 

technology regarding the concepts of transparency, privacy and trust. Further, the technical 

and organisational challenges that come with the Blockchain technology will be examined 

and put in relation with the requirements of information systems in the logistics sector.  

The logistics sector is currently underrepresented in the literature, and therefore this paper 

aims to contribute to the IS literature of Blockchain technology in logistics.  
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1.3 Research questions 

Based on the problem and purpose, the research questions are as followed: 

1. How can Blockchain technology improve the flow of goods and information in the 

logistics sector? 

1.1. How can the capabilities of Blockchain technology meet the needs of privacy, 

transparency and trust in logistics?  

1.2. What are the technical and organisational challenges of Blockchain technology in 

logistics? 

1.4 Delimitations 

The study is delimited in the following aspects. The Blockchain technology is studied from 

an information systems perspective. The empirical part of the study in the form of a case 

study is conducted from the viewpoint of a multinational corporation, operating out of 

Germany. Empirical data was collected from interviews, meetings, documents and limited to 

the fields of logistics and information technology with a focus on Blockchain technology 

outside the use of cryptocurrencies. Within the logistics, the focus of the study lies on 

information systems in logistics. The aspects of Blockchain technology that are concerned 

with financial topics are not studied in this thesis. 

1.5 Definitions 

In accordance with Webster and Watson (2002) to establish a common contact, the main 

concepts are described as follows: 

 

Information system (IS) 

The definition of information system is essential to understand the thesis. In this thesis, the 

following definition is used: “The information system or management information system of an 

organization consists of the information technology infrastructure, application systems, and personnel that 

employ information technology to deliver information and communication services for transaction 

processing/operations and administration/management of an organization. The system utilizes computer and 

communications hardware and software, manual procedures, and internal and external repositories of data. 

The systems apply a combination of automation coming human actions and user machine interaction” (Davis, 

2000, p.67)  
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Logistics 

The study is concerned with Blockchain technology in logistics, therefore a common 

understanding of what logistics means is required. The underlying concept of logistics is: 

“[…] the process of strategically managing the procurement movement and storage of materials, parts and 

finished inventory (and the related information flows) through the organisation and its marketing channels in 

such a way that current and future profitability are maximised through the cost-effective fulfilment of orders.” 

(Christopher, 2016, p.2) 

 

Distributed Database 

The Blockchain is mainly described as a distributed database, therefore it is necessary to 

define the concept. A distributed database is defined as followed in this paper: “[…] a collection 

of multiple, logically interrelated databases distributed over a computer network.” (Özsu & Valduriez, 

2011, p.2) 

 

Blockchain 

A central element of this study is Blockchain technology. The definition for Blockchain used 

throughout this work is: “[…] a distributed ledger or list of data records of transactions that may involve 

any kind of value, money, goods, property, or votes.” (Beck and Müller-Bloch, 2017, p.5390) 

In the following chapter, a detailed description of the Blockchain technology follows.  

 

With the definition of each concept, a common understanding of the main concepts is 

established.  
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2. Theoretical background 

_____________________________________________________________________________________ 

This chapter provides an overview of existing literature in the areas of information systems in logistics, state 

of the art of the Blockchain technology and available research on Blockchain technology in the research field 

of logistics. The basic concepts of information systems in logistics are identified as well as the core concepts of 

the Blockchain technology. The last section of this chapter relates concepts of the logistics and Blockchain 

research. 

______________________________________________________________________ 

A systematic literature review to review existing research is essential for academic work 

(Webster & Watson, 2002). The literature was derived from the online databases Scopus, 

ABI/INFORM and Google scholar. The search terms “Information Systems and logistics”, 

Blockchain and logistics” and “Blockchain technology” were used. To limit the search results 

the language was limited to “English”, the area of research to “Management Information 

Systems” and “Information Systems research”. To ensure the quality of the literature, “peer-

reviewed journals” were searched. Since the research area is still in its emergence, papers 

from well-renowned conferences were considered as well.  

2.1 Information systems in the logistics sector 

Information systems (IS) reach into many business sectors and play an important role in the 

development of business and societal solutions. The management of information is crucial 

for many companies and is considered as one of the most important factors for success in a 

competitive market (Loebbecke & Powell, 1998). The logistics sector also profits from the 

use of IS and research on IS in logistics has been conducted since the 1990s. Initial research 

focused on exploring the potential of IS in management and the impact on organisational 

structures (Lewis & Talalayevsky, 1997; Bowersox & Daugherty, 1995). The research on 

organisational structures describes that information technology influences the strategy and 

the competencies concerning the competitive advantages of logistics companies (Bowersox 

& Daugherty, 1995). Lewis and Talalayevsky (1997) explain that the use of IS in logistics goes 

beyond providing status information of the flow of goods (Rayport & Sviokla, 1995). The 

flow of information should therefore be handled separately from the flow of goods (Lewis 

and Talalayevsky, 1997). 

In this thesis, logistics is viewed as a part of supply chain management according to the 

Council of Supply Chain Management Professionals (CSCMP). The CSCMP defines 
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Logistics as: “the part of Supply Chain Management that plans, implements, and controls the efficient, 

effective forward and reverse flow and storage of goods, services and related information between the point of 

origin and the point of consumption in order to meet customers’ requirements.” (“SCM Definitions and 

Glossary of Terms”, 2017) Supply chain management involves the flow of three key 

resources, which are the flows of information, goods and finances (Chen, Drezner, Ryan & 

Simchi-Levi, 2000; Kulp, Lee & Ofek, 2004; Mentzer, DeWitt, Keebler, Min, Nix, Smith & 

Zacharia, 2001). The flows of goods and information are especially important for the logistics 

process (Klein & Rai, 2009). The financial flow could be a worthwhile research topic in 

combination with the Blockchain technology as well, however this thesis is not concerned 

with the cryptocurrency aspect of the Blockchain technology. Therefore, the following 

sections describe these two concepts.  

2.1.1 Flow of goods  

The very basic activity of the logistics process is the re-allocation of physical goods 

(Glöckner, Ludwig & Franczyk, 2017). To further specify, logistics provides goods to 

customers at the right time and in the right quantity (Prajogo & Olhager, 2012). The number 

of shipping and receiving locations determines the complexity of this process (Simchi-Levi, 

Kamisnsky, Simchi-Levi, 2008). With increasing complexity, the management of the flow of 

goods gets more difficult (Prajogo & Olhager, 2012). Information systems help to manage 

the flow of goods (Lewis and Talalayevsky, 1997)  

Lewis and Talalayevsky (1997) explain that logistics is driven by an increased product 

proliferation, increasingly demanding customers, just-in-time manufacturing and a globalized 

marketplace. This is reflected for example by custom-made products, with next day delivery 

(Lewis & Talalayevsky, 1997).  The successful flow of physical goods depends on the flow 

of information, which means that shipping information should be transmitted before the 

goods arrive (Sheombar, 1992; Hou, Chaudhry, Chen & Hu, 2017). This example illustrates 

the synergy between the information flow and the flow of physical goods.  

2.1.2 Flow of information 

The management of the flow of information is equally important to the management of the 

flow of physical goods to add value to the logistics process (Rai, Pavlou, Im & Du, 2012; 

Korpela et al., 2017; Lewis & Talalayevsky, 1997). The role of information systems in logistics 

is to convert data into information to support managers in their decision-making process 

(Introna, 1991; Gomez, Grand, & Gatziu Grivas, 2015). The competitive advantage that the 
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use of information systems brings is recognised by Closs, Goldsby and Clinton (1997). A 

disruption in the flow of information leads to a disruption of the process and ultimately to a 

disruption in the flow of goods (Heilig, Schwarze & Voss, 2017). The logistics process 

involves multiple parties, and therefore information is exchanged not only within a single 

organisation but also across multiple organisations. Seidmann and Sundararajan (1997) 

suggest sharing strategic information with partners to improve forecasts about demand and 

planned production. However, sharing strategical information is not without risk and the 

partner might increase prices based on this information. Klein and Rai (2009) found out that 

buyers and suppliers benefit financially and non-financially from the sharing of strategic 

information flows. They further state that there is a risk of exploiting involved parties, which 

leads to losses (Klein & Rai, 2009).  

2.2 Blockchain technology 

This section aims to establish a basic understanding of important concepts of the Blockchain 

technology. The most common description of the Blockchain in the literature is that it is a 

public ledger that contains information about all transactions made within a peer-to-peer 

network (Beck & Müller-Bloch, 2017; Kosba, Miller, Shi, Wen & Papamanthou, 2016; Swan, 

2015; Pilkington, 2016). Due to the origin of the Blockchain as the underpinning technology 

of Bitcoin, the terms from the financial sector ‘ledger’ and ‘transaction’ are still present. To 

emphasize that Blockchain technology is not limited to the financial sector, Beck and Müller-

Bloch (2017) state that it is more precise to describe ledgers as decentralized and distributed 

databases. The approach of Vitalik Buterin (2015, para. 3) is to describe the Blockchain 

technology without a relation to financial terms as: “[…] a magic computer that anyone can upload 

programs to and leave the programs to self-execute, where the current and all previous states of every program 

are always publicly visible, and which carries a very strong cryptoeconomically secured guarantee that programs 

running on the chain will continue to execute in exactly the way that the Blockchain protocol specifies.”. 

Clearly, the term ‘magic computer’ is not a scientific one, but it provides a different point of 

view, and helps to further distinguish Blockchain technology from Bitcoin.  
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2.2.1 Blockchain basics 

To illustrate what a Blockchain is, Lewis (2015) uses the analogy of a book. The page of a 

book has two kinds of information. First, there is the actual content of the book, for example 

the story. The second kind of information is information about the book itself, which is 

usually the page number and the chapter headings. This is the metadata of the book.  

A block of a Blockchain contains two kinds of information as well. If we use the Bitcoin 

Blockchain as an example, the content is the Bitcoin transaction. The metadata in a block of 

a Blockchain is stored in a so called ‘header’, which contains a reference to the previous block 

and the hash value, based on the data in the specific block. Pilkington (2016) describes a hash 

as the result of a mathematical algorithm that transforms information (input) into a hash 

value (output). Due to the cryptographic algorithms, it is extremely difficult to retrieve the 

original information from the hash value. 

Now we know what kind of information is stored in a block, but what makes it a Block-

chain? By using the book analogy again, we know that the pages of a book build on each 

other, which results in an order of 1, 2, 3, 4 and so on. It is basically a chain of pages.  

Page ordering in Books Block ordering in Blockchain 

1, 2, 3, 4 Block d52us7 built on 9as71f  

Block a7e852 built on d52us7 

Block k56ea3 built on a7e852 

Pages build on the previous pages’ number The values d52us7, 9as71f, a7e852 and 

k56ea3 represent hash values of blocks 

Table 1: Block ordering adapted from Lewis (2015, p.7) 

In a Blockchain, the blocks are linked together by their specific hash values and new blocks 

always contains the hash value of the previous block (Crosby et al., 2016; Beck, Czepluch, 

Lollike & Malone, 2016). The links to the respective previous blocks makes it a chain of 

Figure 1: Basic function of a Blockchain 
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blocks and therefore the term Blockchain is used. The hashing of the blocks is based on 

cryptographic algorithms. The use of cryptography ensures well-formed and untampered 

blocks, which makes the Blockchain secure and virtually unbreakable (Beck et al., 2016; 

Lewis, 2015; Pilkington, 2016; Lemieux, 2016). Table 1 and Figure 1 depict how blocks are 

linked in a Blockchain. 

This section outlined what a Blockchain is and provided the basic understanding how the 

technology works. The following section will explain the consensus mechanisms in detail. 

2.2.2 Consensus finding 

One of the basic concepts of Blockchain technology is the consensus mechanism, which 

verifies the correctness of transactions based on cryptography, rather than based on a trusted 

third party (Yli-Huumo et al., 2016; Pilkington, 2016). The term consensus mechanism is 

used because the key challenge is to reach a consensus about the correctness of a transaction 

amongst all participant, which is crucial in a distributed system (Milutinovic, He, Wu & 

Kanwal, 2016; Crosby et al., 2016). If several blocks are created at the same time, which is 

not an unusual case in a distributed system, it is also necessary to determine which block is 

next to be added to the chain (Crosby et al., 2016). Further, the consensus mechanism 

prevents the double-spend problem. The problem there is that digital assets can be copied 

infinitely, which means that transactions also could be copied and in case of digital cash, it 

could be spent multiple times without a central authority monitoring all transactions. The 

consensus mechanism eliminates the need for a trusted third party (Swan, 2015).  

The consensus mechanism used in the Bitcoin network to solve these problems is called 

“proof-of-work” (Nakamoto, 2008). Proof-of-work requires a huge amount of 

computational power, which costs approximately $15million/day in the Bitcoin network 

(Yli-Huumo et al., 2016). These are essentially wasted resources and therefore alternative 

consensus mechanisms are being explored. The following section outlines a selection of 

relevant consensus mechanisms. 

Proof-of-work 

The proof-of-work concept from the Bitcoin network is based on the hashcash mechanism 

proposed by Adam Back (2002). Hashcash is a CPU cost-function that creates a token 

through computing and it originally was aimed to throttle the systematic abuse of internet 

services but was also used to fight Denial of Service attacks (Back, 2002). Inspired by the 
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hashcash approach, Nakamoto (2008) implemented a rather similar proof-of-work 

consensus mechanism in the Bitcoin protocol. The generation of the hash code requires to 

solve a mathematical problem or puzzle, which ensures that a certain amount of work has 

been carried out to create the specific block (Crosby et al., 2016; Pilkington, 2016; Becker, 

Breuker, Heide, Holler, Rauer & Böhme, 2013). The difficulty to solve the puzzle is adjusted 

automatically and in the case of Bitcoin, an average of 10 minutes to find a new Block is 

pursued. Adjustments are made by the implementation of a nonce value (Nakamoto, 2008). 

This value must be chosen in an order that the hash starts with a certain number of zeros. 

Finding that number is achieved by randomly trying different nonce values (Becker et al., 

2013).  

The verification of transactions and the agreement on the order of the respective transactions 

is carried out by a collective effort of all Blockchain users. The longest chain is accepted as 

the valid one by the network (Swanson, 2015). If one would try to alter or remove a block, 

the attacker would be required to recreate that specific block and all subsequent blocks that 

have been created since, which makes it practically tamperproof due to the limit of 

computational power (Nakamoto, 2008). Figure 2 shows that the security increases with an 

increasing number of Blocks. In the Bitcoin Blockchain, this process is called mining and the 

network participants are incentivised with Bitcoins as reward for the allocation of 

computational power and therefore resources for the generation of new blocks (Swan, 2015). 

 

 

Figure 2: Proof-of-work tamperproof (Hood, 2017) 
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Proof-of-stake 

A popular alternative to the proof-of-work mechanism is called proof-of-stake. The proof-

of-stake mechanism does not rely on the heavy use of resources (Bentov, Gabizon & Mizrahi, 

2016; King & Nadal, 2012). Proof-of-stake follows a different approach in the way who 

possesses the power about decision-making. In proof-of-work the decision-making power is 

distributed proportionally to the hash rates of the users, which means to those with the 

highest computational power. In comparison, in proof-of-stake the decision-making power 

is distributed proportionally in relation to the stakes the users hold in the system. (Bentov, 

Lee, Mizrahi & Rosenfeld, 2014; Pilkington, 2016) Rather than competing for the creation 

of the next block, the creator is chosen deterministically, based on the stake of the user (King 

& Nadal, 2012). According to Buterin (2014) the advantages of proof-of-stake are that 

transactions are faster, less energy consuming and the chance that a single entity takes control 

over the Blockchain, which means that a single entity controls more than half of the 

Blockchain (51% attack), is reduced. The reduced risk for a malicious attack is because an 

attacker must own a larger stake in the network and an attack would decrease the value of 

that stake (Xu, Pautasso, Zhu, Gramoli, Ponomarev, Tran & Chen, 2016). 

Byzantine fault-tolerant 

Research on Byzantine consensus is not new and has been around for more than 20 years 

(Cachin, 2016). Byzantine fault-tolerant (BFT) is a form of a state-machine replication, which is 

a database replication protocol as described in Schneider (1990). BFT allows reaching 

consensus despite the existence of malicious nodes and has the advantage of low latency and 

a high throughput of thousands of transactions per second, but has scaling issues regarding 

the number of participating nodes (Vukolić, 2015). 

The use of Byzantine fault-tolerant consensus brings some implications to the core function 

of a Blockchain, such as the requirement to know other peers to reach consensus (Vukolić, 

2015). For example, applications in the business and finance sectors can profit from the 

known identity of other nodes, due to legal and compliance reasons (Cachin, 2016; Vukolić, 

2015). 
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2.2.3 Transactions and Scalability 

Transaction in IS terms can be ambiguous because it can refer to different concepts. On the 

one hand, it can refer to a database transaction. On the other hand, it can refer to the 

transaction record of data, such as money, goods, property or even votes (Beck & Müller-

Bloch, 2017). With the Blockchain as a distributed database the two concepts are mixed up. 

A transaction of information is an entry into the distributed database as content of a block.   

The Blockchain was initially developed as backbone for the Bitcoin network and therefore 

with the main purpose of handling transactions of a digital currency. This means that the 

introduced proof-of-work and proof-of-stake mechanisms were developed mainly for the 

purpose of monetary transactions of digital currencies.  

A major issue of the Bitcoin network is the throughput, which describes how many 

transactions per second (tps) can be handled. The Bitcoin network reaches a maximum 

throughput of 7 tps, which is due to the limitation of the block size to 1MB (Bitcoin Wiki, 

2017). As a comparison, VISA handles an average of ~2000-4000 tps and was stressed to 

~47000 tps in 2013 (Beck et al., 2016; Yli-Huumo et al., 2016). The microblogging service 

twitter usually handles ~6000 tps (Internetlivestats, 2017) but can reach up to ~150000 tps 

during popular events (“New Tweets per second record, and how! | Twitter Blogs”, 2017). 

The limited throughput in the Bitcoin network is related to the introduced proof-of-work 

consensus mechanism and therefore alternative forms, like proof-of-stake and BFT are being 

explored with the goal to reach a higher throughput, which is necessary for a network to 

grow.  

Transactions on a Blockchain come with a cost. Croman, Decker, Eyal, Gencer, Juels, Kosba 

and Song (2016) examined the cost per transaction in the Bitcoin network. In their study, 

Croman et al. (2016) considered the costs for the necessary hardware to carry out the proof-

of-work, energy costs, storage and the required bandwidth. The result is that it costs between 

$1.4 and $6.9 to confirm a transaction on the Bitcoin network. The deviation in the result is 

due to the variable throughput.  

Croman et al. (2016) propose to not only rethink the proof-of-work consensus mechanism 

but further examine alternative mechanisms, such as BFT, which could increase the 

throughput and decrease the transaction costs.  

 



 

 13 

2.2.4 Smart contracts 

The concept of smart contracts was first introduced by Nick Szabo in 1994 and defined as 

“a computerized transaction protocol that executes the terms of a contract” (Szabo, 1994, p.1). In the 

context of Blockchain, smart contracts are autonomous agents or scripts that are stored in a 

Blockchain (Christidis & Devetsikiotis, 2016; Luu, Chu, Olickel, Saxena & Hobor, 2016). 

Blockchain is the first technology that allows implementing smart contracts (Wright & De 

Filippi, 2015). The basic idea behind smart contracts is to translate clauses of a contract into 

code and embed them into either hardware or software (Szabo, 1997). In case of Blockchain, 

a smart contract is embedded into the Blockchain and therefore possesses a unique address 

(Christidis & Devetsikiotis, 2016; Luu et al., 2016). If the requirements of the embedded 

clauses are met, a transaction is sent to the respective address and the contract is executed 

(Tuesta, Alonso & Cámara, 2015). An example for a Blockchain that is mainly designed for 

smart contracts is the Ethereum Blockchain, which is an open-source project (Wood, 2014).  

The logistics sector is especially interested in the application of smart contracts to process 

transactions (Korpela et al., 2017). Korpela et al. (2017) further state that Blockchain 

technology makes smart contracts possible for single and multi-tranche transactions and find 

a similarity between letter of credit and smart contracts. Limited research has been done on 

the logistics sector concerning smart contracts and the Blockchain. Some research on supply 

chain management, as a broader field, has been done in relation to Blockchain technology. 

Smart contracts are regarded as a promising technology in the field (Kim & Laskowski, 2016; 

Pilkington, 2015; Tian, 2016; Korpela et al., 2017). The interest in smart contracts in supply 

chain management is an indicator that the logistics sector could benefit from smart contracts 

as well. Further research needs to be conducted in this area. A summary of the concepts is 

presented in Table 2 below: 
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Concept Description References 

Blockchain 

technology 

A secure and immutable public ledger of 

transactions made within a peer-to-peer 

network. 

E.g.: Beck and Müller-Bloch 

(2017); Kosba, Miller, Shi, 

Wen and Papamanthou 

(2016); Swan (2015); 

Pilkington (2016) 

Consensus 

mechanism 

A verification protocol for transactions 

based on cryptography which eliminates 

the need for a trusted third party. 

E.g.: Yli-Huumo et al., 2016; 

Milutinovic et al. (2016); 

Crosby et al. (2016) 

Transactions Transactions regarding Blockchain 

technology are records of data, that are 

stored in the Blockchain. 

E.g.: Beck and Müller-Bloch 

(2017); Yli-Huumo et al., 

2016 

Scalability Refers to the amount and speed of the 

transactions that can be handled by a 

system and the ability to add additional 

nodes.  

E.g.: Beck et al. (2016); Yli-

Huumo et al. (2016); 

Croman et al. (2016) 

Smart 

contracts 

Smart contracts are clauses of contracts 

translated into code and stored in the 

Blockchain. Smart contracts are 

considered highly valuable for the logistics 

sector. 

E.g.: Christidis and 

Devetsikiotis (2016); Luu et 

al. (2016); Korpela et al. 

(2017); Kim & Laskowski 

(2016); Tian (2016) 

Table 2: Summary of concepts of the Blockchain technology 

2.3 Blockchain and logistics – Key concerns  

This section is concerned with concepts that affect both the logistics sector and the 

Blockchain technology. The literature review identified that the concepts of privacy, 

transparency and trust are prominent research topics in both the literature about Blockchain 

(Beck et al., 2016; Kosba et al., 2016; Lemieux, 2016) technology and the literature about 

logistics (Faltings, Léauté and Petcu, 2008; Léauté and Faltings, 2011; Klein and Rai, 2009). 

The availability of research that examines these topics together is very limited. Therefore, 

these concepts are described and put in relation to each other in the following sections.  
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2.3.1 Privacy 

Privacy, or information privacy in IS has a range of definitions and Bélanger and Crossler 

(2011) provide a review of multiple definitions. They conclude that a common theme across 

most definitions is the control over one’s personal information, especially the secondary use 

of this information by others (Bélanger & Crossler, 2011).  

The definition for transparency is not as unambiguous as the definition for privacy. Ball 

(2009) identifies three metaphors related to transparency: “transparency as a public value embraced 

by society to counter corruption, transparency synonymous with open decision-making by governments and 

nonprofits, and transparency as a complex tool of good governance in programs, policies, organisations, and 

nations.” (Ball, 2009, p. 293) A definition from an IS perspective is provided by Do Prado 

Leite and Cappelli (2010) as a concept that deals with information disclosure and has mostly 

been discussed regarding the empowering of citizens through their rights.  

The terms privacy and transparency seem to be contradictory at first. Blockchain is designed 

as an open technology, where anonymous transactions are visible to anyone.  Therefore, 

privacy and transparency are examined side by side. On a high level, a distinction can be 

made between a public and a private Blockchain. The terms ‘open’ or ‘permissionless’ for a 

public Blockchain and ‘permissioned’ for a private Blockchain are used as well in the 

literature (Lewis, 2016; Pilkington, 2016). The issue with privacy in Blockchain technology is 

that all transactions happen in the open and all transactions are identifiable by their hash 

value in order to be validated (Christidis & Devetsikiotis, 2016). In a public Blockchain 

everybody has access to the Blockchain and therefore everybody can participate 

unconditionally in the decision-making and validation process (see Consensus). The concept 

of a private Blockchain is to monitor write-permissions by a central decision-making entity 

and restrict or allow read permissions of individual users (Pilkington, 2016). The level of 

decentralisation and anonymity also differentiates public and private Blockchains. A private 

Blockchain can never reach the same level of decentralisation as a public Blockchain. This 

also has implications on the degree of transparency. A public Blockchain is completely 

transparent, whereas the degree of transparency of a private Blockchain can be controlled. 

Transparency in the Blockchain means that transactions are visible, but the involved parties 

remain anonymous (Xu et al., 2016). 

Privacy and transparency in the Blockchain ultimately depend on the kind of Blockchain that 

is used as illustrated in Figure 3. 
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Figure 3: Degree of centralisation adapted from Walport (2016) 

Léauté and Faltings (2011) describe the dilemma of logistics providers to coordinate their 

operations to keep costs low and the degree of information that they are willing to share and 

what to keep private. While the Blockchain technology has potential to solve the problem of 

overarching communication between organisations (Christidis & Devetsikiotis, 2016), it is 

stated that the technology lacks transactional privacy (Kosba at al., 2016; Zhang, Cecchetti, 

Croman, Juels & Shi, 2016). Kosba et al. (2016) approach the issue with a framework for 

privacy-preserving smart contracts. There is a lack in the literature about the balance between 

privacy and transparency regarding the application of the Blockchain technology in logistics. 

2.3.2 Trust 

Trust in organisations is defined by Mayer, Davis & Schoorman (1995, p.751) as “[…] the 

willingness of a party to be vulnerable to the actions of another party based on the expectation that the other 

will perform a particular action important to the trustor, irrespective of the ability to monitor or control that 

other party”. This leads to a situation that whenever records are stored, offline or online, we 

rely on a trustworthy instance, which makes sure the records are secure and unauthorized 

entities are unable to see or alter those records. This is even more crucial in the digital 

context, where no physical or geographical boundaries exist. Trusted third parties are for 

example banks, verifying monetary transactions or civil registries that record births, deaths, 

marriages or even land registrations (Lemieux, 2016). The Blockchain paves the way for a 

“trust-free” economy, where no trusted third party is needed, due to the transparent and 

highly secure design (Becker et al., 2013; Beck et al., 2016). The Blockchain is a techno-social 

system in which the technical part assures the transactions of the social part (Beck et al., 

2016). As Blockchain technology does not have a single instance as a trusted “third party”, 

trust must be created differently. This is reached in a way that all participants are mutually 

untrusted, and the trust is generated through the consensus mechanism of the Blockchain 

(Milutinovic et al., 2016; Zyskind & Nathan, 2015). By acknowledging the potential of the 
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Blockchain regarding its record trusting ability, Lemieux (2016) states that it still needs to be 

studied further before real trustworthiness can be established between organisations.  

Trust also plays an important role in the logistics process when it comes to share information 

with partners. Klein and Rai (2009) investigated the role of trust in strategic information 

sharing in logistics supply chain relationships. They conclude that if suppliers or buyers 

perceive the opposite as competent, benevolent and with integrity, they are more likely to 

share strategic information. Klein and Rai (2009) conclude that there are financial benefits in 

the sharing of strategic information and the Blockchain promises to create the mutual trust 

that is a precondition for that. The capabilities of Blockchain technology to create trust 

between partners in logistics has not been investigated in previous studies.  

A summary of concepts of Blockchain technology that have implications to the logistics are 

shown in Table 3 below: 

Concept Description Reference 

Privacy Refers to the control over one’s 

information. Blockchain technology 

ranges from private to public approach, 

which also has implications to the 

logistics where the operators need to 

decide which information to disclose. 

E.g.: Bélanger and Crossler 

(2011); Christidis and 

Devetsikiotis (2016); Léauté 

and Faltings (2011) 

Transparency Transparency is a concept that deals with 

the disclosure of information. In terms 

of Blockchain and logistics, transparency 

describes the degree to which 

information is visible to partners.  

E.g.: Ball (2009); Do Prado 

Leite and Cappelli (2010); 

Kosba at al. (2016); Zhang 

et al. (2016); Xu et al. (2016) 

Trust Trust refers to a situation where two 

parties rely on the actions of each other 

without having control. In logistics, 

operators rely on third parties to verify 

transactions and Blockchain offers the 

technology to reach “trust-free” 

transactions. 

E.g.: Mayer et. Al (1995); 

Becker et al. (2013); Beck et 

al. (2016); Lemieux (2016); 

Zyskind & Nathan (2015) 

Table 3: Summary of Blockchain concepts in logistics 
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3. Methods 

_____________________________________________________________________________________ 

The research methods that were used to conduct this study are described in this chapter. First, the choice and 

motivation for the research method is outlined, followed by an explanation of the empirical setting and the 

data collection method. The last section of this chapter outlines the data analysis strategy. 

______________________________________________________________________ 

3.1 Research methodology 

The empirical data of this thesis is based on a case study of a project that explores the 

implementation of Blockchain technology in logistics. In the IS field, case studies are a 

common research method (Walsham, 1995; Orlikowski & Baroudi, 1991). The ability to 

investigate a phenomenon in a real context and generate, test and develop theory is the reason 

why a case study as research methodology is chosen. Yin (2013) describes three 

characteristics for case studies as preferred research method: (1) for research questions based 

on “how” or “why” questions, (2) little control over events by the investigator, (3) a focus 

on a contemporary phenomenon in a real-life context. Further, the researcher should be an 

observer or investigator rather than a participant and data is collected by multiple means 

(Benbasat, Goldstein & Mead (1987).  

By considering the purpose of this thesis to find out how the logistics sector can benefit 

from Blockchain technology and to explore the technical and organisational challenges, the 

case study of a real use-case in logistics is an appropriate research method.  

3.2 Case study 

The focal actor in this research is ABenterprise, which is a pseudonym for a firm that was 

first established in the 1880s to manufacture mechanic and electronic appliances. 

ABenterprise is a multinational company, which operates in 150 countries and employs some 

390,000 people. The case study is conducted within an innovation department of 

ABenterprise. The innovation department aims to explore new business ideas and 

innovations. In this context, Blockchain technology is of high interest within the department 

and research on the technology is supported by the upper management. The logistics sector 

is a promising area for the application of Blockchain technology and therefore a project was 

initiated to implement it in cooperation with a logistics operator.  
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The requirements proposed by Yin (2013) and Benbasat et al. (1987) are met by studying this 

case because Blockchain technology is a contemporary phenomenon and the project happens 

in a real-life context. There was no involvement of the author in the planning and execution 

of the project, however the progress of the project was observed. In addition, there has been 

few research on Blockchain in a logistics context and data is collected from multiple sources.  

3.3 Block & Log project 

The empirical research of this thesis is based on a qualitative study of an ongoing project – 

Block & Log. The project is carried out between three departments of ABenterprise, and a 

logistics company that specialises in time critical deliveries. The departments of ABenterprise 

are referred to as AB 1, 2, 3. Further, an IT company (ITC) is acting as a provider for the 

infrastructure and as consultant.  

The Block & Log project aims to develop a use case to apply Blockchain technology as a 

data source in the logistics sector in combination with Internet of Things (IoT) devices. The 

IoT devices are produced by ABenterprise and Blockchain is seen as a potential platform to 

process data from these IoT devices.  

For the logistics company, the pseudonym LogA is used. The participants of the project 

from ABenterprise are a project manager from AB 1, a product manager for IoT devices 

from AB 2 and a business manager responsible for innovation in logistics from AB 3. The 

participants from LogA are a business manager and the IT Director.  

 

The project is a pilot test with the goal to explore the capabilities of the combination of IoT 

devices and Blockchain technology in the logistics sector. LogA and ABenterprise have an 

existing business relationship, where LogA is carrying out time critical deliveries to overseas 

plants of ABenterprise on a regular basis. For the project, a single route from Germany to 

China with regular transports is chosen. In Figure 4 the whole process is shown. On this 

route, the packages that get shipped will be equipped with IoT devices. The IoT devices are 

used to gather data about the shipped goods and to track the position. The Blockchain 

platform and necessary infrastructure is provided from an external service provider. This 

platform is based on the open-source Hyperledger project and this platform is used as a 

backend for the IoT devices and the information flow between the participants. The platform 

is also used to implement smart contracts to automate transactions between the participants.  

ABenterprise is pursuing this project to gain expertise in Blockchain technology and explore 

a platform for their IoT devices. LogA partners with ABenterprise in this project because 
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they want to improve the tracking of the shipped goods and improve the information flow 

between LogA and their customers, in this case ABenterprise.  

 

Figure 4: Test use-case Block & Log 

In Figure 4 the test use case is shown. The involved stakeholders in this use-case are 

ABenterprise, that ships products from a plant in Germany to China, LogA that manages 

and carries out the transportation and a subcontractor of LogA that is responsible for a part 

of the transportation. Smart contracts (SC) are set up between the stakeholders. 

 

Hyperledger 

Hyperledger is an open-source implementation of a distributed ledger framework. The 

project was founded by the Linux Foundation in 2016, with the goal to create a cross-industry 

open standard platform for Blockchain technology (Cachin, 2016). The relevancy of this 

project is reflected by well-known members of a wide range of industries (for more 

information see https://www.hyperledger.org/). 

 

IoT devices in logistics 

An important aspect of the case study is the use of IoT devices. The IoT devices that are 

used in the case study are so called Transport Data Loggers, that can measure and record 

parameters such as temperature, humidity, tilt and shock. The results are visualized through 

https://www.hyperledger.org/
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a mobile app. The use of enhanced devices that can track positions is also investigated as 

part of the project. After products leave the sender’s warehouse, the goods are with the 

logistics operator and for the sender it is impossible to oversee the state of the products, 

especially for products that are sensitive to environmental influences. The IoT devices can 

gather and log this information and provide it to the sender and receiver of the shipping.  

3.4 Data collection 

Empirical data for the case study was collected from various sources of the Block & Log 

project. An overview of the data collection is provided in Table 4: 

Type Data sources Number 

of 

Activities 

Semi-

structured 

interviews 

The interviewees include representatives from ABenterprise; 

Representatives from AB1, AB2 and AB3; representatives 

from LogA; representatives from ITC; external researchers; 

external business managers 

9 

Documents Summary of customer interviews 37 

Meeting notes  5 

Technical documentation 2 

Project presentation slides 3 

Meetings Regular internal project meetings 10 

Meetings with project partners 5 

Table 4: Data collection overview 

3.4.1 Semi-structured interviews 

The Interviews were conducted as semi-structured interviews. Qualitative interviews are the 

most common form of data gathering in qualitative research (Myers & Newman, 2007). 

Semi-structured interviews do not require following a strict script but leave room for 

development throughout the interview, which Myers and Newman (2007) point out as a 

major strength of this technique. In the case of a very recent technology like Blockchain, it 

is of value to not only stick to a script but to engage in a conversation that can lead to further 

insights. Interviews were conducted with the involved parties of the Block & Log project as 

well as with experts of the logistics sector and on Blockchain technology. The purpose of 

the interviews was on the one hand to obtain information about the problems of existing 
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information systems that are used in the logistics sector, the requirements of the logistics to 

an information system, and the concepts of privacy, transparency and trust that were 

identified in the literature review. On the other hand, it was to obtain information about 

Blockchain technology and its capabilities in relationship to the logistics sector. The 

matureness and general understanding of the Blockchain was part of the interviews as well. 

Further, insights regarding the concepts of privacy, transparency and trust were gathered. 

Due to the different backgrounds of the participants, the initial questions of the interviews 

were either targeted to Blockchain technology or the logistics sector. A summary of the 

interviews is presented in Table 5 below. 

Data Source: Interviews 

Interviewees Aims  

AB 2 product 

manager 

Aimed at gathering information about the logistics industry and 

information systems in logistics 

AB 3 business 

manager 

Aimed at gaining information about the logistics process concerning 

the case study 

LogA IT 

Director 

Aimed at gaining insights to the requirements of an IT system in the 

logistics sector. 

LogA business 

managers 

Aimed at gaining information about the logistics process concerning 

the case study, information systems in logistics and the logistics 

industry 

ITC IT manager Aimed at gathering insights about the current state of Blockchain 

technology in the industry 

External 

researcher 

Aimed at gaining insights on capabilities and limitations of Blockchain 

technology from a researcher’s perspective 

External business 

managers 

Aimed at understanding the problems of the logistics sector and 

requirements of the logistics sector to Blockchain technology 

External 

Blockchain 

consultant 

Aimed at gaining understanding about the current state of Blockchain 

technology in different industries to evaluate the matureness and about 

the capabilities of Blockchain technology 

External GTD 

commercial 

manager 

Aimed at gaining insights to Blockchain projects in the logistics sector 

outside the case study 

Table 5: Summary of interviews 
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Interview preparation 

The interviewees were chosen based on the participation in the Block & Log project and to 

gain a broader perspective, external experts were interviewed as well. Those interviewees 

who were related directly with the project were asked in person if they are willing to conduct 

an interview and upon an agreement the interview was arranged. The arrangement and choice 

of external experts happened in two different ways. As the thesis author participated in a 

conference about Blockchain technology and was able to reach out to experts related to the 

Blockchain and logistics sector. In addition, email was used to reach out to experts. In 

general, it can be said that the response to the interview requests was very positive and the 

interviewees were open to share their expertise. The interviews were either conducted in one-

on-one discussions, phone/Skype calls and in one case via email. To have a common 

structure, the eight principles described in McNamara (2017) were followed in the 

preparation stage of the interviews: 

(1) choose a setting with little distraction 

(2) explain the purpose of the interview 

(3) address terms of confidentiality 

(4) explain the format of the interview 

(5) indicate how long the interview usually takes 

(6) tell them how to get in touch with you later if they want to 

(7) ask them if they have any questions before you both get started with the interview 

(8) don't count on your memory to recall their answers 

The first point was met by using meeting rooms within the offices of ABenterprise, for both 

the interviews in person and for the phone/Skype interviews. Before each interview, I 

introduced myself and explained the background and the purpose of the interview to meet 

the second principle. The third principle was met by explaining that the collected data will 

be anonymised and used confidentially, and each interviewee was asked if the data can be 

used for the thesis. To meet principle four, I explained the format of semi-structured 

interviews. By arranging the interviews duly with a scheduled time of 1 hour, the fifth 

principle was met. The actual time for the interviews ranged between 45 minutes and 1 hour 

15 minutes with the majority being 1 hour. Each interviewee was given the chance to clarify 

things by asking questions and I have asked the permission to record the interview to meet 
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principles seven and eight. The recording started only after the interview partners gave the 

permission. 

Conducting interviews 

The semi-structured approach of the interviews allowed me to provide a general direction 

for the interview but also to use the input of the interviewees to explore a wider range of 

topics that are relevant for the research topic. Considering the novelty of Blockchain 

technology and my lack of experience concerning the logistics sector, in retrospect this 

approach was suitable to explore the topic and gather valuable data. The entry point for each 

interview was to ask the interviewees about their own experiences about either information 

systems in logistics or Blockchain technology. This was an approach to follow the 

appreciative interview technique described in Schultze and Avital (2011). This technique 

targets on the personal experiences of the interviewees and alternates between retrospective 

and prospective reflection, which leads to the revelation of the “what is” state and the 

question of “what might be” (Schultze & Avital, 2011). The experience that I have made was 

that this technique worked well for interviewees with an IT background but was limited since 

the logistics experts mostly described negative experiences with logistics information 

systems.  

In addition, more general guidelines described by McNamara (2017) were also used to 

structure the interviews. This included the avoidance of controversial matters at the 

beginning of the interviews by letting the interview partners talk about facts, the present and 

their own experiences. Questions about the future were asked towards the end of the 

interviews and all respondents had the chance to add their own thoughts to the conversation. 

I had the approach to use open-ended and neutral wording for the questions and in the 

conversation and only ask one question at a time. During the interviews, I encouraged the 

respondents by nodding or “uh-huhs” and “okays” like described in McNamara (2017) as 

well as remaining silent, which made most of the respondents to explain further. I used earlier 

mentioned topics to guide the interviews. This means that words like ‘transparency’ or ‘trust’ 

were often used by the interviewees before I mentioned the concepts and I used this to 

transition between topics in referring to what the interviewee said in an earlier stage of the 

interview.  

It was the first time for me to conduct such research. In retrospective, the early interviews 

were less structured and I could not always maintain a neutral position and the questions 

might have been somehow guiding occasionally. There have also been confusions in the way 
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questions were asked because there were two questions in one for example. Important to 

notice is that there has been a steady learning curve and through the transcription of each 

interview afterwards based on the recording I could adapt accordingly in the following 

interviews and researchers bias could be reduced. The novelty of the topic was also reflected 

in the interviews in a way that certain topics still were unclear to the experts.  

3.4.2 Documents 

Additional data was gathered from documents and used as part of the data analysis. These 

documents included a project proposal, a summary of customer interviews, meeting notes, 

technical documentation and project presentation slides. A summary of the documents used 

in the project and for the data analysis is presented in Table 6 below: 

Data Source: Documents 

Document type Data on 

Protocols of customer 

interviews 

Protocols of previously conducted interviews to explore 

potential use-cases of Blockchain technology in the 

logistics sector 

Meeting notes Notes taken during meetings and afterwards processed to 

describe the project 

Technical documentation Description of the infrastructure provided by ITC 

Project presentation slides Description of the Block & Log project 

Table 6: Summary of documents 

 

3.4.3 Meetings 

Meetings are an important data source for the study. During the time of the case study, two 

kinds of meetings could be distinguished. Firstly, meetings with project partners and secondly 

internal project meetings. Meetings with the project partners were held unregularly and 

participants varied. The project meetings happened regularly in the AB1 department. I 

participated in the partner meetings in an observational role, afterwards I had follow up 

discussions with the project manager of AB1. The follow up discussions were held to process 

the meeting notes and to add additional remarks.  
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3.5 Data analysis 

The collected data from the different sources is analysed using a thematic analysis. Thematic 

analysis describes a method to identify, analyse and report themes within data (Braun & 

Clark, 2006). The thematic analysis method is chosen because it enables the search for themes 

or patterns without requiring a detailed knowledge of the theoretical and technological 

knowledge of approaches, which is helpful for less experienced qualitative researchers (Braun 

& Clark, 2006). With very little research done about Blockchain technology in the logistics 

sector, it is necessary to identify themes and patterns as basis for further research.  

Braun and Clark (2006) describe the thematic analysis in six phases. Table 7 shows a short 

description of each of the phases.   

Phase Description of the phases 

1. Familiarizing yourself 

with your data 

Data transcription, reading and re-reading of data, notation 

of initial ideas 

2. Generating initial codes Systematic coding of interesting features of the data across 

the data set, collection and combination of data relevant to 

each code 

3. Searching for themes Translate codes into potential themes and gather all data 

relevant to the potential themes 

4. Reviewing themes Involves two levels: level 1 reviewing regarding the assigned 

codes, level 2 reviewing regarding the entire data set, 

generation of a thematic map 

5. Defining and naming 

themes 

Refining aspects of each theme, define clear definitions and 

names for each of the themes 

6. Producing the report Finalisation of the analysis that includes: final selection and 

analysis of extracted examples, relating back to the research 

questions and literature review, producing of a scholarly 

report 

Table 7: Phases of thematic analysis from Braun & Clark (2006) 
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3.5.1 Analysis process 

This paragraph gives a detailed description for each of the phases described by Braun and 

Clark (2006). As the data was collected from several kinds of sources, data from interviews 

and meetings had to be processed before the analysis could be conducted. The following 

section explains the steps that were taken during the analysis. 

 

Familiarizing with data 

The first step of the analysis was the transcription of the interviews. Each interview has been 

recorded and transcribed subsequently. It needs to be mentioned that most of the interviews 

were conducted in German and had to be translated to English for the transcript. The data 

from documents and meeting minutes were already available in written form. To get familiar 

with the dataset, all documents were read once without taking notes. The second step was to 

re-read the whole dataset, and based on these first impressions some initial thoughts about 

the structuration of the data had been noted. 

 

Generating initial codes 

The second phase described by Braun and Clark (2006) is the generation of initial codes. The 

coding was done in a two-step approach. The first step was to highlight important sentences 

and keywords in the transcripts of the interviews and the other available data sources like 

documents, presentations and meeting notes. The second step was to assign codes based on 

the highlighted parts of the dataset. Initially, single words were used for the coding and in a 

second-round, short sentences were used for the coding across the dataset. The coding was 

documented in a spreadsheet and structured according to the data source and the ID’s that 

were assigned to the interview partners, meeting notes and other documents.  

 

Searching for themes 

The previous steps were preparations for the searching for themes. The initial step in the 

search for themes was to structure the codes in a table according to their similarities, which 

resulted in nine columns, where the codes within each column showed similarities. Due to  

the vast amount of data, the number of entries in each column was rather  

high and therefore similar data was identified and summarized. After this step, each of the 

columns contained a maximum number of ten entries. This table provided a dense overview 

of the collected data. Based on this data an initial thematic map was created.  
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Reviewing themes 

Braun and Clark (2006) describe the fourth step in two levels. The first level is a review 

regarding the codes and the second level a review of the entire data set. The tables created 

to structure the data were a helpful tool for the review process. The second review level, 

which included a comparison with the whole dataset, was carried out by going back to the 

original data and comparing the data with the generated codes. After both stages were 

performed, the second iteration of the thematic map was created based on the reviews. 

Following the focus on the guiding concepts of privacy, transparency and trust the map was 

reduced to the capabilities and requirements that are concerned with these concepts. The 

derived map was still overwhelming and hard to understand at the first glance. Therefore, a 

third iteration of the thematic map was created as part of the next phase.  

 
Defining and naming themes 

The next step described in the guidelines is a clear definition and naming of themes. This 

step was carried out based on the second iteration of the thematic map and the emerged 

codes. The outcome was the final iteration of the thematic map. The final iteration of the 

thematic map, which illustrates how the requirements of IS in logistics regarding the concepts 

of privacy, transparency and trust are met by the capabilities of Blockchain technology. 

 

Producing the report 

The final report of the analysis in this thesis is a description of each of the identified themes. 

Based on the data analysis a requirements table was created in addition to the thematic map. 

The outcome of the analysis process is presented in Chapter 5 Findings. 

3.6 Research credibility 

According to Yin (2013), the quality of a case study is characterised by the four tests of 

construct validity, internal validity, external validity and reliability.  

 

Construct validity 
 
Construct validity relates to subjective judgements of the researcher when collecting data 

(Yin, 2013). Construct validity was established in two ways in this study. First, the empirical 

data was retrieved from multiple sources of evidence in the form of semi-structured 

interviews, various kinds of documents and from project meetings. This creates a 

convergence of evidence. Second, a chain of evidence was established by documenting all 

steps by the creation of a case study database. 
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Internal validity 
 
Yin (2013) describes internal validity as the establishment of a causal relationship, where 

certain conditions might lead to different conditions. However, this only applies for 

explanatory or casual studies and not for explorative studies. 

 

External validity 
 
External validity describes the generalisability of findings beyond the immediate case study 

(Yin, 2013). This has been addressed by collecting data from external experts as well as from 

experts working on the Block & Log project.  Yin (2013) further describes that case studies 

rely on analytic generalisation, which has been addressed by using thematic analysis.  

 

Reliability 
 
Reliability of a case study means that if the case study would be done again in the same ways, 

the results should be identical (Yin, 2013). Reliability of the case study is achieved through 

the development of a case study database. The database contains all data that was gathered 

and is structured by the kind of empirical data that was collected. All interviews were 

recorded and transcribed prior to the data analysis. This thorough documentation ensures 

that all steps are comprehensible.  
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4. Results 

_____________________________________________________________________________________ 

This chapter presents the results of the empirical data collection. Data was collected through multiple sources 

for this thesis. The first sections present the results concerning logistics, which include the problems and 

requirements of information systems in logistics and the results regarding the concepts of privacy, trust and 

transparency in logistics. The following sections are concerned with the matureness of Blockchain technology, 

different approaches and the technical and organisational implications. 

______________________________________________________________________ 

The empirical data collection included data from several sources. The sources were semi-

structured interview, documents and meetings. Interviews are the main sources of evidence 

in this study. The interviews were targeted to experts of two different areas of research. On 

the one side interviews were conducted with logistics experts and on the other side with 

Blockchain experts. The following sections reflect the pure results of the data collection. 

4.1 Problems of information systems in logistics 

The interviewees response to describe their experience with information systems in logistics 

led to the description of problems almost immediately. The interviewees described a 

multitude of problems they have experienced with information systems in logistics.  

The age of the information system used in the logistics was described by the AB2 Product 

manager as followed: “What they (information systems) all have in common is that they are dinosaurs, 

which means that the systems are up to 30 years old”. A similar statement was made by the GTD 

commercial manager, who was also referring to the fact that most systems are legacy systems 

that are 30 years old. The LogA business manager stated that the information systems in 

logistics are outdated in general and referred to so called “black and white system that are still 

around”. The general notion of all interviewees was that the systems are not up to date. 

According to the LogA business manager, a differentiation must be made between internal 

systems and systems for the customers. The customer systems are more advanced than the 

internal systems.  

The age of the systems leads to a number of problems like compatibility issues, dependency 

on legacy hardware and the fact that “they were developed in a time before the internet was invented” 

(Product manager AB2) hinders the integration of new technology like telematics and IoT 

devices. The issue with compatibility is two folded. Big logistics companies use 10 – 15 

different kinds of information systems, which are not compatible with each other. The other 
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issue is the compatibility with the systems of customers. The AB3 logistics manager described 

that the communication and ordering of transports is done via email and to follow the 

process excel sheets are used and it was further described that “we lose track of the products for 

some time and then we get it back”. This happens because the information systems that are used 

by the involved parties are not compatible to each other. The reason for the incompatibility 

is stated by an external innovation manager, who describes the reasons for the problem as a 

“lack of truly universal messaging exchange standards, and second being the lack of a cost-effective, neutral 

and trusted communication platform”. 

The next problem that was described by the interviewees is related to the role of leadership 

in logistics and the implications for information systems. All interviewees described that the 

logistics industry is very much cost-driven and due to a lack of IT affinity of leaders, 

investment in software are made reluctantly because there is no direct visible impact to the 

core business. A blunt statement from the AB2 product manager sums up the situation: “The 

leaders in the logistics industry don’t know what they are doing because they have an IT affinity which makes 

me wonder sometimes.” Reasons for failed IT projects in the logistics sector are the lack of skill 

and IT expertise in the companies and the general notion that “it always worked in the past”.  

4.2 Requirements of information systems in logistics 

The requirements of information systems are of course manifold and depend on the 

organisation in the background and the area of operations. Nevertheless, the interviews 

brought out several points worth to mention. The AB3 logistics manager repeatedly stated 

during the interviews that they currently do not have a system to follow the whole production 

process, which includes the transport to other plants. The wish for a system that allows to 

keep an overview over the whole process is reflected in the following statements: “The most 

important for me is to see how long each step took and where the product was at that time. And I would like 

to have that in one system.” and “…I wish I could follow all production steps of a product and see how long 

it took in which manufacturing process. We can’t really do that at the moment in one system, but I have to 

check several different systems. If I could see where the product is and how long it was there I could improve 

things” This was not only stated by the ABenterprise representatives but in similar form also 

by the representatives from LogA and has also been reflected in the interviews with external 

experts. The LogA representatives stated in the interviews that they put a lot of effort in the 

handling of information that they receive from customers but also act as a kind of router to 

forward documents to subcontractors. The requirements they have in this regard is an 

integration with the different partners they do business with. The LogA IT Director 
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highlighted that a flexible architecture, which is fast to adapt to new processes is crucial for 

a modern IT system. He described the advantages of a service oriented architecture with the 

ability to communicate well: “The essential feature of a service oriented architecture is the ability to 

communicate. Systems, entities and modules have to be able to exchange information fast”. Besides the 

technical requirements, the LogA business manager explained that the human factor is still 

very important because “systems cannot deal with maybes”. He further explained that therefore it 

is important that an information system provides the ability to establish personal contact in 

a simple manner.  

4.3 Concepts of privacy, transparency and trust 

4.3.1 Privacy 

The responses to the interview question regarding privacy in logistics was homogeneous 

amongst all logistics experts that were interviewed. Privacy plays a mission critical role in 

logistics. The control over one’s information is decisive for competitiveness and efficiency. 

The LogA business manager stated that data about products, value of products and the 

customers must be protected. The IT Director from LogA stated that the requests from the 

customers to have transparency about the transport process is followed by operators within 

the Industry. He made clear that information about partners must be protected and 

transparency in that regard is absolutely not wanted. The commercial manager for GTD 

made the strongest point amongst all interviewees about the importance of privacy in saying 

that companies are so reliant on their supply chains that they don’t want others to know how 

they do things. He identified value for the supply chain in a system that can protect the 

intellectual property of a company. Even though there was agreement concerning the 

importance of privacy, the degree to which an organisation wants to ensure privacy was not 

agreed upon in the responses of the interviewees. For an inbound logistics manager, the 

insurance of privacy is not as important as for a manager in the transport logistics.  

The concept of privacy is of major concern when companies start to approach Blockchain 

technology, according to the Blockchain consultant. There is the issue with data security on 

the one side because once entries are made they are unchangeable and distributed over all 

nodes. If sensitive information is made available on a public Blockchain, this could lead to 

negative consequences. Therefore, it is very important to think about what kind of data is 

made publicly available. The same is true for the contents of smart contracts. 

 



 

 33 

 

4.3.2 Transparency 

The concept of transparency was discussed more diverse in the responses of the interviewees. 

There are a few dependencies that have an impact to which degree transparency is wanted. 

First, a distinction has to be made between time-critical or special transports and standard 

transports. The profit margins in standard transports are very narrow and transparency is not 

wanted from transport operators, which was described by the AB3 logistics manager as 

followed: “they say I promised a specific delivery time but leave me alone during this period”. The reason 

behind the unwillingness to provide transparency was described by several logistics managers 

that the logistics service providers do not want their customers to see how they work. This 

is related to the common practices to optimize the transport costs, which means that the 

goods are not always delivered straight to the destination. Another point that was made is 

that damaged goods get replaced by the transport service providers without telling the 

customers. It was stated by two of the interviewees that the location and time of the damage 

is hard to trace. Self-protection plays an important role in this regard. The second important 

dependency that was described is related to how the transport company is organized. The 

AB2 Product manager explained that for example, a transport company can be organized 

within a manufacturing company, in that case transparency is very much wanted. Another 

point that must be distinguished is if the transparency is created internally for the operator 

or if data is shared with customers or involved third parties. It was made clear from the 

represents of LogA and ABenterprise, that as soon as a third party is involved logistics 

providers are very protective about their private data. The commercial manager GTD 

described the observation of his organisation that consumers are more concerned about the 

provenance of products and therefore the desire for transparency is increasing. In the same 

regard, he stated that privacy and transparency are not necessarily competing and that there 

is value if a system is able to provide both, a certain degree of privacy as well as the demanded 

transparency from the market. This comment was supported by all Blockchain experts who 

said that privacy and transparency are not contradictory. The external researcher 

distinguished the two concepts by saying: “The one means that it is publicly traceable and the other 

one means that I have my private space”. The Blockchain consultant argued that privacy can be 

ensured through the anonymity of a Blockchain and that non-personal parts of private data 

could be released, which would create transparency by keeping a certain level of privacy. 
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4.3.3 Trust 

The concept of trust was described on two different levels from the interviewees. The first 

level is about the trust in the ability to handle the transport itself and the second level is about 

the exchange of information amongst partners in a supply chain or a logistics process. The 

AB2 product manager explained that the choice for a transport provider is above all based 

on price, but in cases where goods are of very high value or the transport is time-critical, 

trust plays an important role in the decision. The LogA business manager described the 

situation as well: “It is a bit harder in our segment to acquire new customers, new business because a lot 

depends on positive experiences and trust”. The IT Director from LogA described the issue with 

trust when it comes to the sharing of information with partners as unproblematic if the 

information is about the transport itself. Anything that goes beyond this information requires 

trust that the information is not misused. The GTD commercial manager drew a clear picture 

about the importance of instances that create trust in the logistics industry by stating “Look 

at the number of companies and the amount of value tied up in those companies, who exist to act as a trusted 

third party to supply chains and it’s the preference of the market that they need to be there”. He then further 

explained his point by saying that trade currently cannot be exercised without those parties 

involved. Regarding technology the same interviewee said that we try to fix very human 

problems with technology and built a whole industry to ensure that trade is possible because 

of a few bad and untrustworthy actors. There lies a lot of value in a system that can create 

legitimacy and trust.  

The interviewees identify a relationship between transparency and trust. One statement by 

the Blockchain consultant was that “we don’t have trust any longer because we have transparency. I 

don’t need to trust anyone because we have transparency”. Very similar statements were made by the 

ITC IT Architect as well as the external researcher. Smart contracts can be enablers for trust 

by ensuring that the respective business partner is in possession of the required funds by 

implementing an escrow function (Blockchain consultant). An additional way to implement 

trust through transparency was described by the ITC IT Architect through the publication 

of hash values of transactions, which can be reviewed by everyone and therefore act as a tool 

for verification. The same interviewee and the external researcher further suggested using 

the Blockchain as a tool for auditing purposes, which supports the creation of trust as well.  
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4.4 Matureness and understanding of Blockchain technology 

Amongst the interviewed Blockchain experts there is an agreement, that Blockchain 

technology is in a mature state when it comes to cryptocurrencies and especially Bitcoin. The 

matureness of Blockchain technology in applications outside of cryptocurrency was rated by 

a consultant that “the technology is not completely mature, but I think we are moving from an alpha to a 

beta stage”. A statement in the same direction was made by an external innovation manager: 

“The maturity level is probably reached in the next few years, and until then any organisation wanting to 

experiment with Blockchain should use extra caution and intensive planning”. Whereas the external 

researcher rates the core of the technology as mature but questions the ability to “scale the 

matter of finding consensus down to find consensus with less effort”. The ITC IT Architect on the one 

hand identified a rapid development of Blockchain technology but on the other hand related 

to the development of earlier database systems, which took four to five years to reach a state 

for professional and reliable use. It was also emphasized during the interviews that the 

technology that is used depends on the use-cases. The GTD commercial manager stated that 

“until today there hasn’t been a widespread use of Blockchain technology outside of coin-based things like 

Bitcoin or Ethereum”. He elaborated his point further in saying that it has yet to be proven if 

Blockchain technology can be applied in different contexts than cryptocurrencies. The same 

interviewee also explained that the Blockchain in not a monolith, which means that there is 

no general agreement and “it can mean different things to all sorts of people”.  

The response to the question about the general understanding of the technology lead to 

amusement amongst the interviewees. The general notion was that the understanding of the 

technology was that “there is a rather superficial understanding of this technology” (External 

researcher). What is understood is that the entries in a Blockchain are tamper-proof and that 

it is distributed over a network of nodes. The external consultant described his experience 

that a year ago (2016) there were many talks about what the Blockchain actually is and now 

shifted to talks about use-cases and if they make sense. It was further elaborated that “there 

are only a few exceptions who really understand which applications make actually sense”. The external 

innovation manager of a Blockchain project even identifies that “at the moment, the greatest 

weakness is that it is as a technology very poorly understood, and therefore potentially misused in production 

environments”.  The external researcher brought up a point that none of the other interviewees 

did. He explained that the consensus mechanism algorithms of a Blockchain make sure that 

everybody believes the same things, but it is not necessarily the truth.  
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4.5 Public and private Blockchain approaches 

According to the response of the Blockchain experts, a decision about private or public 

approaches depends on the specific use-cases. The ITC IT Architect and the external 

researcher mentioned the Hyperledger project, which follows a private approach and works 

with certificates to ensure privacy and offers the possibility to define the degree of visibility. 

It was further mentioned that it is a challenge to implement something to regulate the degree 

of transparency on a Blockchain. The external Blockchain consultant drew a picture of 

connected industry chains that communicate with each other. A coexistence of private and 

public Blockchain is possible and private chains could write transactions into public chains 

like the highly secure Bitcoin Blockchain. This would create a secure storage of records 

according to the Blockchain consultant. The ITC IT Architect offered a different point of 

view and pledged for authentication routines and against public Blockchains in business with 

the following statement: “If there is no identity and authentication we come to some senseless consensus 

mechanism like proof-of-work, which creates an entry barrier to prevent misuse. Then it is not a public ledger 

anymore that is shared and that can create business value”. The external researcher also stated that it 

must be figured out how to combine private and public Blockchains.  

4.6 Technical implications 

Several technical implications shaped out during the interview. First, the matter of finding 

consensus was brought up by all Blockchain experts. The external researcher stated in the 

interview that there are 30 different possible consensus technologies and that the technical 

challenge is to figure out which consensus technology is suitable for which use-case. It was 

further said that the degree of audit-proof is directly related to the consensus mechanism. 

The ITC IT Architect believed a consensus like the proof-of-work, which is used in Bitcoin, 

is not suitable for business use-cases. The challenge in this respect is to make consensus 

finding more efficient according to the external researcher. An approach that was proposed 

by the Blockchain consultant was to use game-theoretical approaches in finding consensus. 

The point of the differences when it comes to programming on a Blockchain came up from 

all kinds of sources used, including technical documentation, meeting notes and interviews. 

This means the programming of smart contracts. The external researcher stated that the 

programming logic is different to what we have in common programming languages like 

C++ or Java. It was further elaborated that every possible outcome must be explicitly 

programmed in a smart contract. The Blockchain consultant brought up a related issue by 

questioning what happens if a sequence in a smart contract gets stuck and if the whole 
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Blockchain gets stuck then. The Blockchain consultant made a comparison to early 

programming languages and identified potential for further development in this area. 

As already described above, the understanding of the technology is still superficial and one 

point that often is understood wrong is related to the ability of Blockchain technology to 

save data. The external researcher as well as the ITC IT Architect made it very clear that data 

and documents cannot be directly stored in a Blockchain by stating: “I don’t see that we save 

documents directly in the Blockchain. The effort, data storage, size, in my view the character of the Blockchain 

is a different one. I think it is really characterized as a ledger” and in the same manner the external 

researcher stated: “There is one thing that we have learnt: We do not want to save data in the Blockchain, 

that destroys every Blockchain. We will have a hash value to the data”. It must be considered, that due 

to the distributed nature of the Blockchain all transactions are distributed to all the connected 

nodes and if data would be saved directly into the Blockchain it would generate a huge 

amount of data on each of the nodes, which would also lead to performance and scalability 

issues. The solution proposed by the experts is to have pointers in form of hash values to 

other kinds of databases.  

4.7 Organisational implications 

There were major organisational implications described for companies when working with 

Blockchain technology. The Blockchain consultant described a big change of paradigm for 

companies because the system is not completely owned by themselves but built on another 

ecosystem. This also includes that not every participant is known within the network. The 

technology has also implications to some of the core business of companies, for example 

SAP was mentioned as a provider of ERP systems. It was further described that most of the 

Blockchain projects are open-source, and companies that are working with intellectual 

properties need to adapt their strategy to work with open-source software (Blockchain 

consultant). The ITC IT Architect made the following statement, which points in a similar 

direction by requesting a way to govern the system: “What is needed and what will come surely is 

a process to decide who is allowed to join a bigger consortium. Now we have a situation where someone builds 

the Blockchain and this entity can decide who can join and who can’t. This is OK for a business network but 

if the network gets bigger we need to approach this”. Besides the implications within organisations, 

there is also the matter regarding the development of the different systems, which are mostly 

organized as collaborative open-source projects. The GTD commercial manager related to 

earlier examples of digitalisation pushes, where systems were developed by a single 

organisation but later governed by multiple entities.  



 

 38 

A further organisational implication is the way how a Blockchain is used and which task it 

serves. The external researcher brought it down to the question if the task of a Blockchain 

shall be to provide a proof of correctness or trace something. This was stated regarding a 

supply chain use-case and supported with the comment that: “we will not shift the whole supply 

chain into the Blockchain”. Amongst all interviewees there was a common agreement that 

Blockchain technology makes sense when multiple organisations are involved and when 

information is shared. The statement of the ITC IT Architect sums it up nicely: “If there is a 

partner network, from which every participant can profit when information is shared, and that the information 

is authentic and real, then we have a case where Blockchain is valuable as a technology.” 

Three of the interviewees put Blockchain technology in the broader picture of digitalisation. 

The Blockchain consultant identified the Blockchain as an enabler for companies to think 

about new and digital business models. The GTD commercial manager views the Blockchain 

as one part of digitalisation. The external innovation manager made a point for the 

advancement of automation with the help of Blockchain technology.   
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5. Findings  

_____________________________________________________________________________________ 

This chapter presents the findings of the analysis of the empirical data that was collected for this thesis. The 

first section of this chapter describes different stages during the analysis process and finally presents the resulting 

thematic map. The second section describes the individual themes that emerged as results of the thematic 

analysis. The final section relates the findings to the initial research questions.   

______________________________________________________________________ 

5.1 The evolution of themes 

The following section describes the process of how the themes emerged during the analysis 

process. The process is described in three steps and explanations to each of the steps are 

provided.  

5.1.1 Initial thematic map 

Throughout the thematic analysis, three thematic maps were created in an iterative process. 

The initial thematic map is shown in Figure 5 below.  

 

Figure 5: Initial thematic map 
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This initial map is separated into two main themes, which are IS in logistics with the problems 

and requirements as well as Blockchain technology with capabilities and the matureness. The 

identified themes of the named categories were put in relation with the concepts of privacy, 

transparency and trust. 

5.1.2 Second iteration of thematic map 

The goal of the second iteration of the thematic map was to break down the initial map and 

find the most relevant themes. The map in Figure 6 shows that the concepts of privacy, 

transparency and trust are depicted more prominent than in the first iteration. This is because 

the analysis showed the themes are all connected to one or more of the concepts. The left 

side of the map describes the requirements of IS in logistics and the right side the capabilities 

of Blockchain technology. Requirements and capabilities are met in the context of the 

concepts of privacy, transparency and trust.  

 

 

Figure 6: Second iteration of the thematic map 
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5.1.3 Final iteration of the thematic map 

The final iteration of the thematic map is shown in Figure 7. This thematic map is the essential 

outcome of the analysis of the empirical data collected from semi-structured interviews, 

documents and meeting notes. The map further simplifies the second iteration of the 

thematic map. The themes in this map reflect the core requirement of IS in logistics and the 

core capabilities of Blockchain technology. These requirements and capabilities are 

connected through the concepts of privacy, transparency and trust. The following section 

explains each of the depicted themes.   

 

 

Figure 7: Final thematic map 
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5.2 Description of themes 

The analysis report is guided by the concepts of privacy, transparency and trust. Each of the 

concepts relates to a core requirement and a core capability. The report explains the 

requirements of IS in logistics and capabilities of Blockchain technology and ultimately 

explains how they are connected to each other. The explained concepts are derived from the 

thematic map in Figure 7: Final thematic map above. 

 

5.2.1 Privacy 

The analysis showed that the protection of intellectual property is a key requirement for 

logistics operators. This goes beyond the pure protection but also includes the control over 

information. For bigger companies, information management is a decisive factor of 

competitiveness in logistics today. The analysis also revealed that the core of Blockchain 

technology, which means the application as cryptocurrency, is not designed to meet the 

requirements to privacy in logistics. Nevertheless, the analysis showed that private 

Blockchain concepts with user and permission management are a way to meet these 

requirements. A very possible scenario for the future is the existence of a variety of private 

and public Blockchains, which are connected. Sensitive information can be saved in a private 

Blockchain with restricted access and at certain points, information can be published to a 

public Blockchain. This ensures privacy but also allows processes to be transparent. The 

connection between these concepts is described in the following section.  

5.2.2 Transparency 

The second core requirement identified in the analysis, is the exchange of information over 

the boundaries of organisations. This was shaped out to be the most pressing issue 

concerning IS in logistics. The variety and age of systems as well as the fact that standards 

are not followed are the reasons that exchange of information means a lot of effort for every 

involved party in logistics processes. In addition, this leads to opaque processes, which is a 

problem for the logistics companies as well as for the customers. It shaped out throughout 

the analysis, that even if logistics companies do not want their processes to be transparent 

for their customers, they want their processes to be transparent internally. By considering 

the privacy requirements and capabilities of Blockchain technology described in the previous 

section, a correlation between these concepts can be identified. The ability to create 

transparency is an important factor for a logistics company. Blockchain technology has the 
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capability to store unalterable information and provides a platform to exchange this 

information. The degree to which a company wants to have transparent processes depends 

on several factors. One factor is the question if the logistics company is organised within a 

manufacturing company, or if it is an outbound logistics company. Another factor is the kind 

of transport that is carried out. Special and time-critical transports require more transparency 

than standard transports.  

5.2.3 Trust 

The requirement concerning the concept of trust is described as the provenance of goods. 

The term provenance of goods is rather broad and requires some explanation. The first 

meaning of provenance is the desire of customers to know the origin of a product. It also 

refers to the tracing of goods throughout the whole supply chain. This also includes customs 

and other authorities. Knowing about the provenance of products creates trust on one hand, 

but on Blockchain technology the other hand trust is required to believe the organisation 

that provides the information. is an enabler for creating trust. The consensus mechanism of 

a Blockchain puts the matter of trust in an algorithm and therefore technology creates trust. 

In conclusion, the first way to create trust is through transparency and the second way is 

through technology. The term technology enabled compliance also refers to the adherence 

of laws and regulations, which can be ensured by using smart contracts. 

5.2.4 Requirements, capabilities and challenges 

The identified themes and the thematic map presented in the previous sections provide an 

overview of the core requirements of IS in logistics and the capabilities of Blockchain 

regarding the concepts of privacy, transparency and trust. The table in Figure 8 provides a 

more detailed overview of the requirements and capabilities, and supplements it with the 

challenges that each requirement entails. The challenges are categorized in organisational and 

technical challenges. The purpose of this table is, at first, to show how the requirements of 

IS in logistics are met with the capabilities of Blockchain technology, and in addition to show 

the challenges that must be approached. The separation into technical and organisational 

challenges helps to identify the responsible entities of an organisation. In conclusion, this 

table provides a complete overview of the analysis and can be used as guideline for practical 

application as well as for further research efforts. 
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Figure 8: Requirements table 

 

5.3 The role of Blockchain in improving the logistics flows – An overview 

This section relates back to the research questions of this thesis. First the two sub questions 

are answered and based on these answers the main research question is answered.  

5.3.1 Meeting of requirements and capabilities 

RQ1.1: How can the capabilities of Blockchain technology meet the needs of privacy, transparency and trust 

in logistics? 

The requirements of IS in logistics were identified during the research and as a result it 

became clear that the protection of intellectual property is crucial for the operations of 

logistics companies. An increasing trend towards more transparency, which is increasingly 

demanded from customers, was identified as well. The importance of trust to perform basic 

operations in logistics was highlighted as well. Based on the empirical data, the conclusion is 

that privacy and transparency do not exclude each other but can coexist and there is value in 
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a system that ensures both, transparency and privacy. The ongoing developments in the 

logistics and supply chain management are towards private Blockchains with user roles and 

permission management. This ensures privacy for the participating parties but also enables 

the creation of transparency where it is required. Transparency is wanted for shipping 

information and it is rejected for any information about partners and subcontractors. The 

exchange of information includes the exchange of shipping documents. An important 

remark is that documents are not directly saved into the Blockchain but references in the 

form of hash values that point to databases outside of a Blockchain will be stored on a 

Blockchain. This is necessary for performance and scaling reasons. Trust is ensured in two 

ways with Blockchain technology. First, transparency is a way to ensure trust between 

cooperating parties. Second, trust is ensured through the consensus mechanisms that are 

used to confirm transactions in a Blockchain.  

To conclude, with some adjustments to the initial idea of the technology, the Blockchain has 

the capabilities regarding privacy, transparency and trust to meet the requirements of IS in 

logistics. This can be done with the implementation of user management and access control 

mechanisms. A very possible scenario is a mixed approach of private and public Blockchains, 

where public and private Blockchains are connected and certain data is saved in a public 

Blockchain to provide a proof to the public.  

5.3.2 Technical and organisational requirements 

RQ1.2: What are the technical and organisational challenges of Blockchain technology in logistics? 

The first technical challenge of Blockchain technology is the digital transfer of documents.  

Operators in the logistics sector still struggle to exchange digital documents and rely on 

physical documents. The technical challenge regarding Blockchain technology to exchange 

digital documents is the issue of scalability and performance. Blockchain technology is not 

designed to store documents but is rather a storage for transactions. Therefore, a solution to 

store documents in other databases with a link in the form of a hashcode that is stored on 

the Blockchain is likely, but has yet to be developed.  

The next technical challenge is to find a way to provide transparency to customers without 

giving operational insights. This is an important challenge to solve because logistics providers 

are concerned about their privacy and customers demand more transparency.  

Data security is also a technical challenge because once information is written in a 

Blockchain, it is irremovable.  
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The major organisational challenge is to establish an overarching system that includes all 

involved parties in the logistics process. The existing landscape in logistics is characterised 

by many small companies and sole proprietors. These entities are important for logistics 

processes but often do not use IS to plan their operations and handle the communication. 

This leads to a disruption of the information flow and eventually to a disruption of the flow 

of goods.  

Additional organisational challenges that were identified is the question of the ownership of 

a potential platform and the ownership of personal data. Operators are used to own their 

own platform and have full control over data. A distributed platform needs rethinking and 

the governance needs to be clarified. 

International trade usually involves customs and other regulative authorities. The challenge 

in this regard is to involve authorities of different countries in the process of establishing a 

system.  

Overviews of technical and organisational challenges concerning Blockchain technology in 

logistics are provided in the thematic map and the requirements table in the previous section.  

5.3.3 General improvement of the logistics flows 

RQ1: How can Blockchain technology improve the flow of goods and information in the logistics sector? 

Blockchain technology can improve the whole logistics workflow by establishing an 

information exchange platform for all parties involved in the logistics process. The crucial 

factor is the ability to include small companies and sole proprietors. Due to the distributed 

nature of Blockchain technology, there is no need for these businesses to invest in expensive 

infrastructure. 

In summary, Blockchain technology can improve the flow of information by providing an 

organisation overarching information exchange system that addresses the requirements 

regarding privacy, transparency and trust. Due to fewer disruptions in the flow of 

information, the flow of goods is improved as well. 
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6. Discussion 

_____________________________________________________________________________________ 

This chapter contains the discussion based on the outcomes of the previous chapters. The implication for 

research section puts the empirical findings in relation with the theory. The following methods discussion 

evaluates the quality and credibility of the conducted research. The following section is concerned with the 

implications to practice and the final section provides concluding remarks.  

______________________________________________________________________ 

6.1 Implications for research 

This thesis provides an overview on the basic concepts of Blockchain technology and 

logistics. Privacy, transparency and trust are identified as common concerns of the two 

research streams. The research was framed explorative due to the limited amount of previous 

literature on this topic. 

In the literature, a research gap between the relationship of privacy and transparency 

concerning Blockchain technology in logistics was identified. The results of this study show 

that privacy and transparency are not contradictory concepts. Privacy can be maintained 

while a certain degree of transparency is provided. The challenge for organisations is to make 

sure which information is made publicly available and which information must be protected. 

This has implications on the one hand to data security and the existing regulations that must 

be followed. On the other hand, to the protection of intellectual property. 

Kosba et al. (2016) identified a lack of transactional privacy in Blockchains and the results of 

the study confirmed that transactional privacy is an important issue in logistics as well, 

especially regarding information about partner networks. A solution to that problem was 

identified with the use of private Blockchains and permissioned approaches recording of data 

in the form of hash values. Private Blockchains introduce user account control mechanisms, 

which allows to restrict the access to a Blockchain to a specific user group.   

The potential of Blockchain technology to create trust between two parties was identified in 

earlier studies (e.g. Milutinovic et al., 2016; Zyskind & Nathan, 2015; Lemieux, 2016). This 

research shows that a trusted third party is still required in logistics to operate. The potential 

of the Blockchain to eliminate the need of a third party to created trust is valuable for logistics 

providers. Trust can be created by improving the transparency of logistics processes and by 

enabling compliance through technology in the form of smart contracts. Trust in the sense 

of information sharing was examined as well by Klein and Rai (2009), and the results of this 
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study show that businesses in logistics demand control over their private data, which 

confirms the earlier study. 

The research identified that Blockchain technology has the potential to improve the flow of 

goods and information in logistics by improving the information flow between organisations 

and especially by including small businesses and sole proprietors. 

The requirements table and the thematic map proposed in Chapter 5  Findings could be used 

as basis for further studies. Since the study was conducted in Germany, it might be interesting 

for researchers to investigate a similar topic in a different cultural context. Research on this 

topic is in an early stage and this thesis contributes to the discussion to develop theory about 

the use of Blockchain technology in logistics. 

6.2 Methods discussion 

A case study was chosen as research method for this thesis. A major strength of this approach 

was the ability to observe a real project in the industry that was concerned with the planning 

and implementation of a Blockchain solution for the logistics sector. Considering the early 

stage of the development of the Blockchain technology, this is a valuable circumstance. Due 

to the involved parties with different areas of expertise, data could be collected from various 

viewpoints and means. To broaden the data pool, external experts were conducted for 

additional interviews with the aim to provide more generalizable results. 

Weaknesses of the case study were that the Block & Log project was in an early stage of 

development when most of the empirical data was collected. Further, there were some 

changes made during the initial phase of the project. Since interviews were the main source 

of evidence, this had minor impact on the empirical data. The case study took part mostly in 

a context in Germany, with empirical data collected mostly from German participants. Even 

though, globally operating, there are characteristics to each market and this is a limit of the 

study.  

The single case study as a research method limits the potential of generalizability. With the 

conduction of external experts and through interviews with experts from different 

backgrounds the degree of generalizability was improved, but it should be stated that further 

research in a broader context is suggested to provide a higher level of generalizability. 

The study meets all criteria for reliability described by Yin (2013) by meticulous 

documentation of the collected data. The study is valid because data has been collected from 

multiple means and a chain of evidence is provided to follow up the empirical data collection 

and analysis. In retrospective, the thematic analysis proved to be a sufficient analysis method 
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for the research topic. A strength of this method is definitively the identification of themes 

from a vast amount of data.  

6.3 Implications for practice 

The research showed that Blockchain technology besides the application in cryptocurrencies 

is still in its infancy. Based on the results of the thesis, at this stage it is important to explore 

use-cases and develop an understanding in which application scenarios Blockchain 

technology can add value. Advice for practice is that there is a possible scenario for the 

Blockchain if information is shared across borders of organisations and if the information 

must be authentic and real.  

The next point for practitioners is to start developing prototypes, because the programming 

logic of smart contracts is different from common, object oriented programming languages.  

The factor that a Blockchain is not owned and controlled by a single entity requires a change 

of mind-set within organisations. There is a big difference between data management in a 

central database and data management in a Blockchain. Entries are stored immutable and are 

distributed over the whole network. It must be ensured that no sensitive data is published to 

the public to prevent legal consequences as well as harm for the own business.  

Rethinking is also required in terms of intellectual property and the use of open-source 

software. All major Blockchain platforms are open-source software and if companies are 

used to develop proprietary software, they need to employ open-source strategies to handle 

this change. 

A challenge that should not be underestimated is the challenge of leadership in logistics 

companies. Based on the results, there is a lack of IT affinity in management and therefore 

IS are often not seen as means to add value but merely as means to an end. Management 

needs to see the value in IS to successfully implement new technology.  

Finally, Blockchain technology can be an enabler for a much-needed push for digitalisation 

in the logistics industry.   

6.4 Concluding remarks 

Blockchain technology is a highly relevant topic in IS research as well as in other areas of 

research such as computer science or finance. The wide range of possible applications make 

it an interesting and promising research topic. Future research is suggested to gain a better 

understanding of the technology, especially regarding the question which application makes 

sense in combination with which technology, because Blockchain technology should not be 
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viewed as a monolith. The issue of an efficient way to find consensus is a pressing research 

topic, as this is a crucial part of the technology and has yet to be solved. 

This research can be used as a basis to conduct further research regarding Blockchain 

technology in logistics, but based on the experience throughout the process of the thesis and 

the case study, it is suggested to place further research in the broader topic of supply chain 

management. The reason for this is that the real value from Blockchain technology comes 

when information is exchanged between multiple partners and the fact that immutable 

records are stored, which makes it valuable where a proof of origin is needed. A final 

suggestion for further research is to investigate how small companies and sole proprietors 

can be successfully included in a Blockchain based system because the supply chain 

integration plays a crucial role.   
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Appendices 

Interview guide 

Logistics: 

1. How would you describe your experience with IT systems in the logistics? 

2. How would you describe the role of the following concepts in regard to 

information systems in logistics? 

a. Privacy (control over one’s information) 

b. Transparency (visibility of the logistics process) 

c. Trust (willingness to share information with partners) 

3. In your opinion, what are important requirements for an information system in 

logistics? 

Blockchain technology: 

1. Can you tell me about your experiences with the Blockchain technology? 

2. How mature is the Blockchain technology at this point? 

3. How would you describe the general understanding of the Blockchain technology? 

4. Based on your experience, where do you see the biggest potential for the 

Blockchain? 

5. Public vs private Blockchain: What advantages and disadvantages does either of the 

approaches have? 

6. How would you describe the role of the following concepts in regard to the 

Blockchain technology? 

a. Privacy (control over one’s information) 

b. Transparency (visibility of the logistics process) 

c. Trust (willingness to share information with partners) 

7. What role does scalability play in terms of transactions per second and number of 

nodes? 

8. How can compatibility to existing IS infrastructure be established? 

9. Can you give an outlook? 

10. Is there anything else you would like to add? 

 


